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THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE BILL
No. 40 %

INTRODUCED BY GROVE, RYAN, THOMAS, SAYLOR, MOUL, GAYDOS AND
GLEIM, JANUARY 11, 2021

AS REPORTED FROM COMMITTEE ON STATE GOVERNMENT, HOUSE OF
REPRESENTATIVES, AS AMENDED, JANUARY 27, 2021

O J oy U WD
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24

perattiess

AMENDING TITLE 71 (STATE GOVERNMENT) OF THE PENNSYLVANIA
CONSOLIDATED STATUTES, IN BOARDS AND OFFICES, PROVIDING FOR
INFORMATION TECHNOLOGY; ESTABLISHING THE OFFICE OF
INFORMATION TECHNOLOGY AND THE INFORMATION TECHNOLOGY FUND;
PROVIDING FOR ADMINISTRATIVE AND PROCUREMENT PROCEDURES AND
FOR THE JOINT CYBERSECURITY OVERSIGHT COMMITTEE; IMPOSING
DUTIES ON THE OFFICE OF INFORMATION TECHNOLOGY; PROVIDING FOR
ADMINISTRATION OF PENNSYLVANIA STATEWIDE RADIO NETWORK AND
IMPOSING PENALTIES.

The General Assembly of the Commonwealth of Pennsylvania

hereby enacts as follows:
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SECTION 1. PART V OF TITLE 71 OF THE PENNSYLVANIA

CONSOLIDATED STATUTES IS AMENDED BY ADDING A CHAPTER TO READ:

CHAPTER 43

INFORMATION TECHNOLOGY

SUBCHAPTER
A. GENERATL PROVISIONS
B. OFFICE OF INFORMATION TECHNOLOGY
C. BUSINESS OPERATIONS
D. PROCUREMENT OF INFORMATION TECHNOLOGY
E. SECURITY
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F'. ENFORCEMENT AND PENALTTES

G. PENNSYLVANIA STATEWIDE RADIO NETWORK

SUBCHAPTER A

GENERAL PROVISTIONS

SEC.

4301. SCOPE OF CHAPTER.

4302. FINDINGS AND DECLARATIONS.

4303. DEFINITTIONS.

§ 4301. SCOPE OF CHAPTER.

THIS CHAPTER RELATES TO ADMINISTRATIVE PROCEDURES AND

PROCUREMENT REGARDING INEFORMATION TECHNOLOGY.

§ 4302. FINDINGS AND DECLARATIONS.

THE GENERAL ASSEMBLY FINDS AND DECLARES THE FOLLOWING:

(1) THE COMMONWEALTH HAS STRUGGLED TO KEEP INFORMATION

TECHNOLOGY COSTS UNDER CONTROL, INCLUDING FATILING TO INCLUDE

AS PART OF OVERALL COSTS, TIME SPENT BY COMMONWEALTH STAFF

FOR DEVELOPMENT, TMPLEMENTATION AND USE OF TNFORMATION

TECHNOLOGY .

(2) MANY OF THE COMMONWEALTH'S INFORMATION TECHNOLOGY

CONTRACTS EXTEND WELL BEYOND THETIR ANTICIPATED DATE OF

COMPLETION.

(3) THE COMMONWEALTH CAN BEGIN TO REDUCE INFORMATION

TECHNOLOGY COSTS BY THE CONSOLIDATION OF TINFORMATION

TECHNOLOGY FUNCTIONS AND RESOURCES WITHIN THE EXECUTIVE

BRANCH.

(4) CONSOLIDATION OF INFORMATION TECHNOLOGY SERVICES

WILL NOT ONLY REDUCE COSTS BUT CREATE MORE EFEFICIENT

INFORMATION TECHNOLOGY OPERATTIONS.

(5) BY REFORMING THE COMMONWEALTH'S OUTDATED APPROACH TO

INFORMATION TECHNOLOGY, THE COMMONWEALTH CAN TMPROVE DATA AND

20210HB0040PN0280 - 47 -
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ANALYTIC CAPABILITIES AND IMPROVE CYBERSECURITY.

(6) THE IMPROVEMENT OF OPERATIONS WILIL ENHANCE TAXPAYER

SATISFACTION AND MAKE IT EASTIER FOR RESIDENTS TO NAVIGATE.

(1) CONSOLTDATION OF TINFORMATION TECHNOLOGY SERVICES

MUST BE DESTIGNED TO TMPROVE ACCOUNTABILITY AND TRANSPARENCY

TO TAXPAYERS AND ENHANCE THE COMMONWEALTH'S DATA AND

ANALYTICS CAPABILITIES.

(8) THE COMMONWEALTH SHALL, AS PART OF ITS INFORMATION

TECHNOLOGY AND CYBERSECURITY EFFORTS:

(I) REDUCE REDUNDANCY AND ALIGN INFORMATION

TECHNOLOGY SPENDING IN A MANNER THAT REDUCES COSTS AND

MEASURABLY TIMPROVES COMMONWEATLTH AGENCY MISSTON

EFFECTIVENESS.

(IT) IMPROVE QUALITY, TRANSPARENCY AND

ACCOUNTABTLITY TN THE PROCUREMENT AND USE OF INFORMATION

TECHNOLOGY .

(ITT) ACHIEVE FIVE-YEAR BUDGET LIMITS, WITHIN

LIMITED VARTANCE, FOR ALL ADMINISTRATIVE AGENCIES FOR

PROJECTS ABOVE A DE MINIMIS THRESHOLD.

(IV) ACHIEVE MEASURABLE PROTECTION FOR COMMONWEALTH

DATA, INCLUDING IDENTIFYTING AND MITIGATING RISKS FOR

PERSONAL TDENTIFIABLE INFORMATION AND OTHER VALUABLE,

NONPUBLTC MISSION CRITICAL DATA.

§ 4303. DEFINITIONS.

THE FOLLOWING WORDS AND PHRASES WHEN USED IN THIS CHAPTER

SHALL HAVE THE MEANINGS GIVEN TO THEM IN THIS SECTION UNLESS THE

CONTEXT CLEARLY INDICATES OTHERWISE:

"ARCHITECTURE." THE OVERATTL DESTGN OF A COMPUTING SYSTEM AND

THE TOGICAL AND PHYSTCAL INTERRETLATTONSHIPS BETWEEN TITS

COMPONENTS.
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"AUTHORIZATION TO OPERATE." A FORMAL DECLARATION BY THE HEAD

OF THE STATE AGENCY THAT:

(1) AUTHORIZES OPERATION OF A PRODUCT AND EXPLICITLY

ACCEPTS THE RISK TO AGENCY OPERATIONS; AND

(2) IS STIGNED AFTER THE SYSTEM HAS MET AND PASSED ALL

REQUIREMENTS TO BECOME OPERATIONAL.

"BUSINESS CASE." A STATEMENT SPECIFYING THE NEEDS OF THE

STATE AGENCY FOR INFORMATION TECHNOLOGY, SERVICES AND RELATED

RESOURCES, INCLUDING EXPECTED IMPROVEMENTS TO PROGRAMMATIC OR

BUSINESS OPERATIONS, AND THE REQUIREMENTS FOR STATE RESOURCES

AND FUNDING, TOGETHER WITH AN EVALUATION OF THOSE REQUIREMENTS

BY THE CHIEF TINFORMATION OFFICER ASSIGNED TO THE STATE AGENCY

WHICH TAKES INTO CONSIDERATION:

(1) THE STATE'S CURRENT TECHNOLOGY.

(2) THE OPPORTUNITIES FOR TECHNOLOGY SHARING.

(3) ANY OTHER FACTORS RELEVANT TO THE ANALYSIS BY THE

DIRECTOR.

"DIRECTOR." THE ADMINISTRATIVE HEAD OF THE OFFICE AND CHIEF

INFORMATION OFFICER OF THE COMMONWEALTH.

"DISTRIBUTED INFORMATION TECHNOLOGY ASSETS." HARDWARE,

SOFTWARE AND COMMUNICATIONS EQUIPMENT NOT CLASSIFIED AS

TRADITIONAL MATINFRAME-BASED ITEMS, INCLUDING, BUT NOT LIMITED

TO, PERSONAL COMPUTERS, ITOCAL ARFA NETWORKS, SERVERS, MOBILE

COMPUTERS, PERTPHERATL EQUIPMENT AND OTHER RELATED HARDWARE AND

SOFTWARE TTEMS.

"ELECTRONIC BIDDING." THE ELECTRONIC SOLICITATION AND

RECEIPT OF OFFERS TO CONTRACT.

"FUND." THE INFORMATION TECHNOLOGY FUND ESTABLISHED UNDER

SECTION 4316 (RELATING TO COMMONWEALTH INFORMATION TECHNOLOGY

FUND) .
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"INDEPENDENT AGENCY." AS FOLLOWS:

(1)

A BOARD, COMMISSION, AUTHORITY OR OTHER AGENCY OF

THE COMMONWEALTH THAT IS NOT SUBJECT TO THE POLICY

SUPERVISTON AND CONTROL OF THE GOVERNOR.

(2) THE TERM DOES NOT INCLUDE:
(I) A COURT OR AGENCY OF THE UNIFIED JUDICIAL
SYSTEM.

(IT) THE GENERAL ASSEMBLY OR AN AGENCY OF THE

GENERAL ASSEMBLY.

"INDEPENDENT DEPARTMENT." ANY OF THE FOLLOWING:

THE DEPARTMENT OF THE AUDITOR GENERAL.

(2) THE TREASURY DEPARTMENT.

(3) THE OFFICE OF ATTORNEY GENERAL.

(4) A BOARD OR COMMISSION OF AN ENTITY UNDER PARAGRAPH
(1), (2) OR (3).
"INFORMATION TECHNOLOGY." HARDWARE, SOFTWARE AND

TELECOMMUNICATIONS EQUIPMENT, INCLUDING, BUT NOT LIMITED TO, THE

FOLLOWING:
(1) PERSONAL COMPUTERS.
(2) SERVERS.
(3) MAINFRAMES.
(4) WIRED OR WIRELESS WIDE AND LOCAL AREA NETWORKS.
(5) BROADBAND.
(6) MOBILE OR PORTABLE COMPUTERS.
(7) PERIPHERATL EQUIPMENT.
(8) TELEPHONES.
(9) WIRELESS COMMUNICATIONS.
(10) HANDHELD DEVICES.
(11) FACSIMILE MACHINES.
(12) TECHNOLOGY FACTILITIES, INCLUDING, BUT NOT LIMITED
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TO, DATA CENTERS, DEDICATED TRAINING FACILITIES OR SWITCHING

FACILITIES.

(13) ELECTRONIC PAYMENT PROCESSING SERVICES.

(14) OTHER RETLEVANT HARDWARE AND SOFTWARE ITEMS OR

PERSONNEL TASKED WITH THE PTLANNING, IMPLEMENTATION OR SUPPORT

OF TECHNOLOGY, INCLUDING HOSTING OR VENDOR-MANAGED SERVICE

SOLUTIONS.

"INFORMATION TECHNOLOGY BUDGET." AS FOLLOWS:

(1) ALL INFORMATION TECHNOLOGY EXPENDITURES LISTED BY

PROJECT AND AMOUNT OF EXPENDITURE FOR PLANNING, DEVELOPMENT,

MODERNIZATION, OPERATIONS AND MATINTENANCE .

(2) THE TERM INCLUDES ALL SOFTWARE, HARDWARE,

COMMONWEALTH AND VENDOR STAFEF AND SERVICE COSTS.

"INFORMATION TECHNOLOGY SECURITY INCIDENT." A COMPUTER-BASED

ACTIVITY, NETWORK-BASED ACTIVITY OR PAPER-BASED ACTIVITY THAT

RESULTS DIRECTLY OR INDIRECTLY IN MISUSE, DAMAGE, DENIAL OF

SERVICE, COMPROMISE OF INTEGRITY OR LOSS OF CONFIDENTIALITY OF A

NETWORK, A COMPUTER, AN APPLTCATION OR DATA.

"OFFICE." THE OFFICE OF INFORMATION TECHNOLOGY ESTABLISHED

UNDER SUBCHAPTER B (RELATING TO OFFICE OF INFORMATION

TECHNOLOGY) .

"OPEN DATA." GOVERNMENT DATA SETS AND DOCUMENTS THAT ARE

CONSTIDERED PUBLICLY AVATLABLE UNDER THE ACT OF FEBRUARY 14, 2008

(P.L.6, NO.3), KNOWN AS THE RIGHT-TO-KNOW LAW, OR OTHER

COMMONWEALTH TRANSPARENCY INITIATIVES TO USE AND REPUBLISH

WITHOUT RESTRICTION FROM COPYRIGHT, PATENTS OR OTHER

RESTRICTIONS ON CONTROL.

"PORTAL." A PUBLICLY AVATTABIE INTERNET WEBSITE.

"REVERSE AUCTION." A REAI-TIME PURCHASING PROCESS IN WHICH

VENDORS COMPETE TO PROVIDE GOODS OR SERVICES AT THE LOWEST
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SELLING PRICE IN AN OPEN AND INTERACTIVE ELECTRONIC ENVIRONMENT .

"SECRETARY." THE SECRETARY OF ADMINISTRATION OF THE
COMMONWEALTH.
"STATE AGENCY." ANY OF THE FOLLOWING:

(1) THE GOVERNOR'S OFFICE.

(2) A DEPARTMENT, BOARD, COMMISSION, AUTHORITY OR OTHER

AGENCY OF THE COMMONWEALTH THAT IS SUBJECT TO THE POLICY

SUPERVISION AND CONTROL OF THE GOVERNOR.

(3) THE OFFICE OF LIEUTENANT GOVERNOR.

(4) AN INDEPENDENT AGENCY.

SUBCHAPTER B

OFFICE OF INFORMATION TECHNOLOGY

SEC

4311. ESTABLISHMENT OF OFFICE.

4312. DUTIES OF OFFICE.

4313. DIRECTOR.

4314. TRANSFER OF ADDITIONAL DUTIES AND PERSONNEL.

4315. PLANNING AND FINANCING INFORMATION TECHNOLOGY RESOURCES.

4316. COMMONWEALTH INFORMATION TECHNOLOGY FUND.

4317. FINANCIAL ACCOUNTABILITY AND INFORMATION TECHNOLOGY.

4318. COMMONWEALTH PORTAL.

4319. STATEWIDE INFORMATION TECHNOLOGY TRANSPARENCY PORTAL.

4320. STATE AGENCY REQUESTS FOR INFORMATION TECHNOLOGY AND
SERVICES.

4321. STATUS OF INFORMATION TECHNOLOGY PROJECTS AND CORRECTIVE
ACTION PLANS.

§ 4311. ESTABLISHMENT OF OFFICE.

THE OFFICE OF INFORMATION TECHNOLOGY IS ESTABTLISHED WITHIN

THE GOVERNOR'S OFFICE OF ADMINISTRATION TO OVERSEE AND ACHIEVE

INFORMATION TECHNOLOGY CONSOLIDATION AND OTHER FINDINGS OF THIS
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1 CHAPTER.

2 § 4312. DUTIES OF OFFICE.

3 (A) DUTIES GENERALLY.--THE OFFICE SHALL:

4 (1) CONSOLIDATE INFORMATION TECHNOLOGY FUNCTIONS,

5 POWERS, DUTIES, OBLIGATIONS, INFRASTRUCTURE AND SUPPORT

6 SERVICES VESTED IN STATE AGENCIES.

7 (2) PROVIDE, OPERATE AND MANAGE THE TINFORMATTION

8 TECHNOLOGY SERVICES FOR EACH STATE AGENCY UNDER THE

9 GOVERNOR'S JURISDICTION, INCLUDING, BUT NOT LIMITED TO, THE
10 FOLLOWING:

11 (I) THE DEVELOPMENT OF PRIORITIES AND STRATEGIC

12 PLANS.

13 (IT) THE MANAGEMENT OF INFORMATION TECHNOLOGY

14 INVESTMENTS, PROCUREMENT AND POLICY.

15 (ITT) COMPLIANCE WITH THE PROVISIONS OF THIS CHAPTER
16 THROUGH CONSULTATION AND ENGAGEMENT WITH THE SECRETARY OF
17 EACH AGENCY.

18 (3) NOTWITHSTANDING ANY OTHER PROVISIONS OF LAW, PROCURE
19 ALL INFORMATION TECHNOLOGY AND INFORMATION TECHNOLOGY AS A
20 SERVICE FOR STATE AGENCIES UTILIZING THE PROCESSES UNDER 62
21 PA.C.S. CH. 5 (RELATING TO SOURCE SELECTION AND CONTRACT
22 FORMATION) . THE OFFICE SHALL INTEGRATE TECHNOLOGICAL REVIEW,
23 COST ANALYSIS AND PROCUREMENT FOR ALL TINFORMATION TECHNOLOGY
24 NEEDS OF STATE AGENCIES TO MAKE PROCUREMENT AND
25 IMPLEMENTATION OF TECHNOLOGY MORE RESPONSIVE, EFFICIENT AND
26 COST EFFECTIVE.
27 (4) DETERMINE ANY CHANGES TO STAFFING OR OPERATIONS
28 REGARDING INFORMATION TECHNOLOGY.
29 (5) PROVIDE DOCUMENTATION AND TRAINING TO ACHIEVE

30 DEVELOPMENT IN THE FUNCTIONAL RESPONSIBILITIES THAT SHALL
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INCLUDE :

(I) DEFINING AN TINFORMATION TECHNOLOGY STRATEGY

PLAN.

(I7) DEFINING ENTERPRISE ARCHITECTURE.

(ITT) DETERMINING TECHNOLOGICAL DIRECTTION.

(IV) DEFINING INFORMATION TECHNOLOGY ORGANIZATION

AND RELATTONSHIPS.

(V) MANAGING INFORMATION TECHNOLOGY INVESTMENT.

(VI) COMMUNICATING MANAGEMENT AIMS AND DIRECTION.

(VIT) MANAGING INFORMATION TECHNOLOGY HUMAN

RESOURCES.

(VITT) MANAGING QUALITY.

(IX) ASSESSING RISKS.

(X) MANAGING PROJECTS.

(XT) IDENTIFYING AUTOMATED SOLUTIONS.

(XIT) ACQUIRING AND MAINTAINING APPLICATION

SOFTWARE .

(XITT) ACQUIRING AND MATINTAINING TECHNOLOGY

INFRASTRUCTURE.

(XIV) ENABLING OPERATTION AND USE.

(XV) PROCURING INFORMATION TECHNOLOGY RESOURCES.

(XVI) MANAGING CHANGES.

(XVIT) INSTALLING AND ACCREDITING SOLUTIONS AND

CHANGES.

(XVITT) DEFINING AND MANAGING SERVICE LEVELS.

(XIX) MANAGING THIRD-PARTY SERVICES.

(XX) MANAGING PERFORMANCE AND CAPACITY.

(XXT) ENSURING CONTINUQOUS SERVICE.

(XXTT) ENSURING SYSTEM SECURITY.

(XXTIT) IDENTIFYING AND ALLOCATING COSTS.
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1 (XXTIV) EDUCATING AND TRAINING USERS.

2 (XXV) MANAGING SERVICE DESK AND INCIDENTS.

3 (XXVI) MANAGING THE CONFIGURATION.

4 (XXVIT) MANAGING PROBLEMS.

5 (XXVITT) MANAGING DATA.

6 (XXTIX) MANAGING PHYSTICAL ENVIRONMENT.

7 (XXX) MANAGING OPERATIONS.

8 (XXXT) MONITORING AND EVALUATING INFORMATION

9 TECHNOLOGY PEREFORMANCE.
10 (XXXTIT) MONITORING AND EVALUATING INTERNAL CONTROLS.
11 (XXXTITT) ENSURING COMPLIANCE WITH EXTERNAL
12 REQUIREMENTS.
13 (XXXTIV) PROVIDING IMPROVED INFORMATION TECHNOLOGY
14 GOVERNANCE .
15 (B) SPECIFIC DUTIES.—--AS PART OF THE GENERAL DUTIES UNDER

16 SUBSECTION (A), THE OFFICE SHALL:

17 (1) DEVELOP AND ADMINISTER A COMPREHENSIVE LONG-RANGE

18 PLAN TO ENSURE THE PROPER MANAGEMENT OF THE INFORMATION

19 TECHNOLOGY RESOURCES OF THE COMMONWEALTH.

20 (2) SET TECHNICAL STANDARDS FOR INFORMATION TECHNOLOGY
21 AND REVIEW AND APPROVE INFORMATION TECHNOLOGY PROJECTS AND

22 BUDGETS.

23 (3) FESTABLISH INFORMATION TECHNOLOGY SECURITY STANDARDS.
24 (4) PROVIDE FOR THE PROCUREMENT OF INEFORMATION

25 TECHNOLOGY RESOURCES.

26 (5) DEVELOP A SCHEDULE FOR THE REPLACEMENT OR

27 MODIFICATION OF INFORMATION TECHNOLOGY SYSTEMS.

28 (6) PRESCRIBE THE MANNER IN WHICH INFORMATION TECHNOLOGY
29 ASSETS, SYSTEMS AND PERSONNEL SHALL BE PROVIDED AND

30 DISTRIBUTED AMONG STATE AGENCIES.
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1 (1) PRESCRIBE THE MANNER OF INSPECTING OR TESTING

2 INFORMATION TECHNOLOGY ASSETS, SYSTEMS OR PERSONNEL TO

3 DETERMINE COMPLIANCE WITH INFORMATION TECHNOLOGY PLANS,

4 SPECIFICATIONS AND REQUIREMENTS.

5 (8) DEVELOP AN ANNUAL INFORMATION TECHNOLOGY STRATEGIC

6 PLAN THAT ALIGNS INFORMATION TECHNOLOGY EXPENDITURES WITH

7 EACH STATE AGENCY'S STRATEGIC INITIATIVES AND ONGOING MISSION
8 NEEDS, INCLUDING PRIORITIES RESOURCE USE AND EXPENDITURES,

9 PERFORMANCE REVIEW MEASURES, PROCUREMENT AND OTHER GOVERNANCE
10 AND PLANNING MEASURES.

11 (9) PROVIDE GUIDANCE, REVIEW AND APPROVE THE INFORMATION
12 TECHNOLOGY PLANS FOR EACH STATE AGENCY.

13 (10) OBTAIN GUIDANCE AND CONSULT WITH THE OFFICE OF THE
14 BUDGET ON BUDGETARY MATTERS REGARDING INFORMATION TECHNOLOGY
15 SPENDING AND PROCUREMENT PLANS.

16 (11) OBTAIN ADVICE ON MATTERS INVOLVING OVERALL

17 TECHNOLOGY AND DATA GOVERNANCE FROM ACADEMIA, PRIVATE SECTOR
18 AND OTHER LEADING GOVERNMENT INSTITUTIONS.

19 (12) ESTABLISH AND MAINTAIN AN INFORMATION TECHNOLOGY
20 PORTFOLTIO MANAGEMENT PROCESS TO PREPARE AND MANAGE THE
21 INFORMATION TECHNOLOGY BUDGET, INCLUDING OVERALL MONITORING
22 OF INFORMATION TECHNOLOGY PROGRAM OBJECTIVES AND ALTIGNMENT
23 WITH ADMINISTRATIVE PRIORITIES, BUDGETS AND EXPENDITURES.
24 (13) IDENTIEFY COMMON INFORMATION TECHNOLOGY BUSINESS
25 FUNCTIONS WITHIN EACH STATE AGENCY.
26 (14) MAKE RECOMMENDATIONS FOR CONSOLIDATION, INTEGRATION
27 AND INVESTMENT.
28 (15) FACILITATE THE USE OF COMMON TECHNOLOGY, AS
29 APPROPRIATE.

30 (16) ENSURE THE PROPER USE OF PROJECT MANAGEMENT
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METHODOLOGIES AND PRINCIPLES ON INFORMATION TECHNOLOGY

PROJECTS, INCLUDING MEASURES TO REVIEW PROJECT DELIVERY AND

QUALTITY.

(17) FENSURE COMPLIANCE BY EACH STATE AGENCY WITH

REQUIRED BUSINESS PROCESS REVIEWS.

(18) AUDIT THE INFORMATION TECHNOLOGY ASSETS OF EACH

STATE AGENCY NO LATER THAN 547 DAYS AFTER THE EFFECTIVE DATE

OF THIS PARAGRAPH.

(19) SERVE AS A LIATISON BETWEEN STATE AGENCIES AND

CONTRACTED INFORMATION TECHNOLOGY VENDORS.

(20) ALIGN THE APPROPRIATE TECHNOLOGY AND PROCUREMENT

METHODS WITH THE SERVICE STRATEGY.

(21) FESTABLISH AND MAINTAIN AN INFORMATION TECHNOLOGY

ARCHITECTURE THAT ENSURES A MODERN OPERATING ENVIRONMENT FOR

AGENCTIES AND ATLTGNS ALL INFORMATION TECHNOLOGY INVESTMENTS TO

THE TINFORMATION TECHNOLOGY STRATEGIC PLAN. THIS ARCHITECTURE

SHALL INCLUDE THE FOLLOWING, AS APPROPRIATE:

(I) THE DEVELOPMENT OF STANDARDS, POLICTES,

PROCESSES AND STRATEGIC TECHNOLOGY ROADMAPS.

(I7) THE PERFORMANCE OF TECHNICAL REVIEWS AND

CAPABILITY ASSESSMENTS OF SERVICES, TECHNOLOGIES AND

STATE AGENCY SYSTEMS.

(ITT) THE EVALUATION OF REQUESTS FOR INFORMATION

TECHNOLOGY POLICY EXCEPTIONS.

(IV) THE ABILITY TO INCORPORATE EMERGING

TECHNOLOGIES IN A COST-EFFECTIVE AND TIMELY MANNER.

(22) DEVELOP AND IMPLEMENT EFFORTS TO STANDARDIZE DATA

ELEMENTS AND DETERMINE DATA OWNERSHTP ASSTGNMENTS.

(23) FESTABLISH AND OPERATE CENTERS OF EXPERTISE FOR

SPECIFIC INFORMATION TECHNOLOGIES AND SERVICES TO SERVE TWO
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OR MORE STATE AGENCIES ON A COST-SHARING BASIS, IF THE

DIRECTOR, AFTER CONSULTATION WITH THE OFFICE OF THE BUDGET,

DECIDES IT IS ADVISABLE FROM THE STANDPOINT OF THE

INFORMATION TECHNOLOGY STRATEGIC PLAN, EFFICIENCY AND ECONOMY

TO ESTABLISH THESE CENTERS AND SERVICES.

(24) REQUIRE A STATE AGENCY SERVED TO TRANSFER TO THE

OFFICE OWNERSHIP, CUSTODY OR CONTROL OF INFORMATION

PROCESSING EQUIPMENT, SUPPLIES AND POSITIONS REQUIRED TO

IMPLEMENT THE INFORMATION TECHNOLOGY STRATEGIC PLAN.

(25) DEVELOP AND PROMOTE TRAINING PROGRAMS TO

EFFTICIENTLY TMPLEMENT, USE AND MANAGE INFORMATION TECHNOLOGY

RESOURCES THROUGHOUT STATE GOVERNMENT.

(26) DEVELOP AND MATINTAIN A COMPREHENSTIVE TINFORMATTION

TECHNOLOGY INVENTORY.

(27) MONITOR COMPLIANCE WITH TINFORMATION TECHNOLOGY

POLICY AND STANDARDS THROUGH INVESTMENT, BUDGETING AND

ARCHITECTURAL REVIEW PROCESSES.

(28) MATINTAIN AND STRENGTHEN THE COMMONWEALTH'S

CYBERSECURITY POSTURE THROUGH SECURITY GOVERNANCE.

(29) DEVELOP SECURITY SOLUTIONS, SERVICES AND PROGRAMS

TO PROTECT DATA AND INFRASTRUCTURE.

(30) IDENTIEFY AND REMEDIATE SECURITY RTISKS AND MATINTATN

CITIZEN TRUST IN SECURING COMPUTERIZED PERSONAL INFORMATION.

(31) IMPLEMENT PROGRAMS, PROCESSES AND SOLUTIONS TO

MAINTAIN CYBERSECURITY SITUATIONAL AWARENESS AND EFFECTIVELY

RESPOND TO CYBERSECURITY ATTACKS AND INFORMATION TECHNOLOGY

SECURITY INCIDENTS.

(32) CREATE A PROCESS IDENTIFYING RISKS TO THE SUCCESS

OF INFORMATION TECHNOLOGY PROGRAMS AND PROJECTS, DEVELOPING

MITIGATIONS, INCORPORATING MITIGATING ACTIONS IN BUDGETING
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AND INVESTMENT AND REVIEW PROCESSES.

(33) CONDUCT EVALUATIONS AND COMPLIANCE AUDITS OF STATE

AGENCY SECURITY INFRASTRUCTURE.

(34) DEVELOP AND PRODUCE COST, RISK AND QUALITY

INITTATIVES THAT CONSOLIDATE STATE AGENCY INFORMATION

TECHNOLOGY SERVICES, INCLUDING, BUT NOT LIMITED TO,

INFRASTRUCTURE, PERSONNEL, INVESTMENTS, OPERATIONS AND

SUPPORT SERVICES NECESSARY TO ACHIEVE THE FINDINGS OF THIS

CHAPTER.

(35) FESTABLISH AND FACILITATE A PROCESS FOR THE

IDENTIFTICATION, EVALUATION AND OPTIMIZATION OF TINFORMATION

TECHNOLOGY SHARED SERVICES.

(36) FESTABLISH A PROCESS FOR THE FOLLOWING:

(I) DEVELOPING AND TMPLEMENTING TELECOMMUNICATIONS

POLICTIES, SERVICES AND INFRASTRUCTURE.

(IT) REVIEWING AND AUTHORIZING STATE AGENCY REQUESTS

FOR ENHANCED SERVICES.

(37) IDENTIEFY OPPORTUNITIES FOR CONVERGENCE AND

LEVERAGING EXISTING ASSETS TO REDUCE OR ELIMINATE DUPLICATIVE

TETFECOMMUNICATION NETWORKS.

(38) FESTABLISH, MAINTAIN AND CONTINUOUSLY OPTIMIZE COST

AND PERFORMANCE OF AN INFORMATION TECHNOLOGY SERVICE

MANAGEMENT PROCESS LIBRARY AND SERVICES CATALOG TO GOVERN THE

SERVICES PROVIDED TO EACH STATE AGENCY.

(39) ESTABLISH A FORMAL OPERATIONAL TESTING ENVIRONMENT

TO ENABLE THE RAPID EVALUATION AND INTRODUCTION OF NEW

INFORMATION TECHNOLOGY SERVICES AND THE RETTIRING OF EXISTING

INFORMATION TECHNOLOGY SERVICES.

(40) FESTABLISH METRICS TO MONITOR THE HEALTH OF THE

SERVICES PROVIDED AND MAKE APPROPRIATE CORRECTIONS AS
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NECESSARY.

(41) FESTABLISH INFORMATION TECHNOLOGY DATA MANAGEMENT

AND DEVELOPMENT POLICY FRAMEWORKS THROUGHOUT EACH STATE

AGENCY THAT INCLUDE POLICIES, PROCESSES AND STANDARDS THAT

ADHERE TO COMMONLY ACCEPTED PRINCIPLES FOR, AMONG OTHER

THINGS, DATA GOVERNANCE, DATA DEVELOPMENT AND THE QUALITY,

SOURCING, USE, ACCESSIBILITY, CONTENT, OWNERSHTP AND

LICENSING OF OPEN DATA.

(42) CREATE AND MAINTAIN A COMPREHENSIVE OPEN DATA

PORTAL FOR PUBLIC ACCESSIBILITY.

(43) PROVIDE GUIDANCE REGARDING THE PROCUREMENT OF

SUPPLTES AND SERVICES RELATED TO THE SUBJECT MATTER OF THTS

CHAPTER.

(44) FACILITATE COMMUNICATION WITH THE PUBLIC BY

PUBLISHING OPEN DATA PLANS AND POLICIES AND BY SOLICITING OR

ALLOWING FOR PUBLIC INPUT ON THE SUBJECT MATTER OF THIS

CHAPTER.

(45) ENSURE THE INTERNAL EXAMINATION OF COMMONWEALTH

DATA SETS FOR BUSINESS, CONEFIDENTIALITY, PRIVACY AND SECURITY

ISSUES AND THE REASONABLE MITIGATION OF THOSE TISSUES, PRIOR

TO THE DATA'S RELEASE FOR OPEN DATA PURPOSES.

(46) DEVELOP AND FACILITATE THE ENGAGEMENT WITH PRIVATE

AND OTHER PUBLIC STAKEHOLDERS, INCLUDING, BUT NOT LIMITED TO,

ARRANGING FOR AND EXPEDITING DATA-SHARING AGREEMENTS AND

ENCOURAGING AND FACILITATING COOPERATION AND SUBSTANTIVE AND

ADMINISTRATIVE EFFICIENCIES.

(47) DEVELOP AND FACILITATE DATA SHARING AND DATA

ANATLYTICS TO MINIMIZE REDUNDANCY AND ATLTIGN INFORMATION

TECHNOLOGY SPENDING IN A MANNER THAT REDUCES COSTS AND

MEASURABLY TIMPROVES COMMONWEALTH AGENCY MISSION
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EFFECTIVENESS.

(48) OVERSEE THE INFORMATION TECHNOLOGY CONTRACTS OF

EACH STATE AGENCY. THE FOLLOWING SHALL APPLY:

(1) THE OFFICE SHALL OBTAIN, REVIEW AND MATINTAIN, ON

AN ONGOING BASIS, RECORDS OF THE APPROPRIATIONS,

ALLOTMENTS, EXPENDITURES AND REVENUES OF EACH STATE

AGENCY FOR INFORMATION TECHNOLOGY.

(IT) THE OFFICE SHALL IDENTIFEY OPPORTUNITIES FOR

CONSOLIDATION OF REDUNDANT EXPENDITURES THAT COULD BE

MORE COST EFFECTIVELY PROVIDED THROUGH MULTIAGENCY SHARED

SERVICES.

(ITT) THE OFFICE SHATLL CONDUCT ANNUAL REVIEWS OF

AGENCY PROGRAMS AND CONTRACT COST ESTIMATES TO ENSURE

ACCURACY AND QUATLITY IN BUDGETARY ESTIMATES.

(C) DISCRETIONARY DUTIES.--NOTWITHSTANDING ANY OTHER

PROVISION OF TLAW, THE OFFICE MAY PROVIDE INFORMATION TECHNOLOGY

SERVICES ON A COST-SHARING BASIS TO THE FOLLOWING:

(1) AN INDEPENDENT DEPARTMENT AS REQUESTED BY THE HEAD

OF THE INDEPENDENT DEPARTMENT.

(2) THE GENERAT ASSEMBLY AND TITS AGENCTIES AS REQUESTED

BY THE PRESIDENT PRO TEMPORE OF THE SENATE AND THE SPEAKER OF

THE HOUSE OF REPRESENTATIVES.

(3) THE JUDICIAL BRANCH AS REQUESTED BY THE CHIEF

JUSTICE OF PENNSYLVANTA.

§ 4313. DIRECTOR.

(A) APPOINTMENT AND SALARY.--THE SECRETARY SHALL APPOINT THE

DIRECTOR AND SET THE STARTING SALARY OF THE DIRECTOR.

(B) QUALTFTICATIONS.--THE DIRECTOR MUST BE QUALTFTIED BY

EXPERIENCE FOR THE OFFICE AND HAVE AT TEAST FIVE YEARS OF

EXPERIENCE DEALING WITH PUBLIC SECTOR INFORMATION SYSTEMS IN A

20210HB0040PN0280 - 61 -



1 STATE GOVERNMENT AGENCY OR AN EQUIVALENT ENTITY. THE

2 QUALIFICATIONS SHALL INCLUDE, BUT ARE NOT LIMITED TO, VERIFYING

3 THAT AN INDIVIDUAL HAS THE PROPER INDUSTRY CERTIFICATIONS

4 NECESSARY TO PERFORM THE DUTIES UNDER THIS CHAPTER.

5 (C) DUTTIES.--TIN ADDITION TO OTHER DUTIES SPECIFTIED UNDER

6 THIS CHAPTER, THE DIRECTOR SHALL:

7 (1) MANAGE THE OPERATIONS OF THE OFFICE IN A MANNER

8 CONDUCIVE TO ACHIEVING THE FINDINGS OF THIS CHAPTER.

9 (2) REVIEW AND APPROVE REPORTS BY EACH STATE AGENCY

10 CONCERNING INFORMATION TECHNOLOGY ASSETS, SYSTEMS, PERSONNEL
11 AND PROJECTS AND PRESCRIBE THE FORM OF THE REPORTS.

12 (3) HIRE PERSONNEL AS NECESSARY TO PERFORM THE FUNCTIONS
13 OF THE OFFICE.

14 (4) PROVIDE WRITTEN DETERMINATION TO THE SECRETARY OF

15 THE BUDGET OF FINDINGS, REMEDIATION PLAN AND RESTRUCTURING

16 ACTIONS FOR PROGRAMS DESIGNATED AS THE COLOR RED IN

17 ACCORDANCE WITH SECTION 4319 (RELATING TO STATEWIDE

18 INFORMATION TECHNOLOGY TRANSPARENCY PORTAL).

19 (5) NOTIFY THE TREASURY DEPARTMENT IN ORDER TO SUSPEND
20 FUNDING FOR A PROGRAM THAT HAS BEEN DESIGNATED AS THE COLOR
21 RED IN ACCORDANCE WITH SECTION 4321 (RELATING TO STATUS OF
22 INFORMATION TECHNOLOGY PROJECTS AND CORRECTIVE ACTION PLANS) .
23 (D) OVERSIGHT.--THE DIRECTOR SHALL OVERSEE THE MANNER AND

24 MEANS BY WHICH INFORMATION TECHNOLOGY BUSINESS AND DISASTER

25 RECOVERY PLANS FOR STATE AGENCIES ARE CREATED, REVIEWED AND

26 UPDATED.

27 (E) DISASTER RECOVERY PLAN.--

28 (1) THE DIRECTOR SHATLTL ENSURE THAT EACH STATE AGENCY

29 ESTABLTISH A DISASTER RECOVERY PTLANNING TEAM AND WORK WITH THE
30 OFFICE TO DEVELOP A DISASTER RECOVERY PLAN AND ADMINISTER AND
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IMPLEMENT THE PLAN.

(2) IN DEVELOPING A DISASTER RECOVERY PLAN, ALL OF THE

FOLLOWING SHALL BE COMPLETED:

(1) CONSIDERATION OF THE ORGANTZATIONAL, MANAGERTAL

AND TECHNICAL ENVIRONMENTS IN WHICH THE PLAN MUST BE

IMPLEMENTED.

(IT) AN ASSESSMENT OF THE TYPES AND LIKELY

PARAMETERS OF DISASTERS MOST LIKELY TO OCCUR AND THE

RESULTANT IMPACTS ON THE STATE AGENCY'S ABILITY TO

PERFORM ITS MISSION.

(ITT) THE LISTING OF THE PROTECTIVE MEASURES TO BE

IMPLEMENTED TN ANTICIPATTION OF A NATURAL OR MANMADE

DISASTER.

(IV) A DETERMINATION WHETHER THE PLAN IS ADEQUATE TO

ADDRESS INFORMATION TECHNOLOGY SECURITY INCIDENTS.

(3) EACH STATE AGENCY SHALL SUBMIT ITS DISASTER RECOVERY

PLAN TO THE DIRECTOR ON AN ANNUAL BASIS AND AS OTHERWISE

REQUESTED BY THE DIRECTOR.

§ 4314. TRANSFER OF ADDITIONAL DUTIES AND PERSONNEL.

UPON THE EFFECTIVE DATE OF THIS SECTION, INFORMATION

TECHNOLOGY FUNCTIONS, POWERS, DUTIES, OBLIGATIONS AND SERVICES

SHATLT BE TRANSFERRED TO AND ORGANIZED TO THE MAXTMUM EXTENT

PRACTICABLE INTO CENTERS THAT PROVIDE SHARED SERVICES TO STATE

AGENCIES. THE FOLLOWING SHALL APPLY:

(1) THE CHIEF INFORMATION OFFICER OF EACH STATE AGENCY

OR SHARED SERVICE CENTER SHALL:

(I) REPORT DIRECTLY TO THE DIRECTOR.

(IT) WORK WITHIN THE CHIEEF TINFORMATION OFFICER'S

RESPECTIVE STATE AGENCY OR SHARED SERVICE CENTER ON

BEHALE OF THE OFFICE AS AN EMPLOYEE OF THE OFFICE.
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(2) AN EMPLOYEE OF A STATE AGENCY WHO HANDLES OR

OTHERWISE HAS RESPONSIBILITY FOR THE STATE AGENCY'S

INFORMATION TECHNOLOGY SERVICES SHALL BE TRANSFERRED TO THE

OFFICE AND OPERATE TN THE PHYSTCAL TOCATION OF THE STATE

AGENCY OR THE SHARED SERVICES CENTER SUPPORTING THAT AGENCY,

BUT THE EMPLOYEE SHATLIL REPORT MATTERS TO THE OFFICE AND BE

SUPERVISED BY THE CHIEEF INFORMATION OFFICER OF THE STATE

AGENCY OR HEAD OF THE SHARED SERVICES CENTER.

(3) THE CHIEF INFORMATION OFFICER OF EACH AGENCY OR

SHARED SERVICE CENTER SHALL BE RESPONSIBLE FOR IDENTIEFYING

AND IMPLEMENTING ACTIONS AND MILESTONES AS REQUIRED TO

FULFTILT THE REMEDTIATTION PLAN DETERMINED BY THE DIRECTOR UNDER

SECTION 4313(C) (4)

(RELATING TO DIRECTOR) .

(4) FEACH STATE

AGENCY SHALL PROVIDE PERSONNEL TF

NECESSARY TO PARTICIPATE IN PROJECT MANAGEMENT,

IMPLEMENTATION, TESTING, SHARED SERVICES AND OTHER ACTIVITIES

FOR AN INFORMATION TECHNOLOGY PROJECT.

§ 4315. PLANNING AND FINANCING INFORMATION TECHNOLOGY

RESOURCES.

(A) DEVELOPMENT OF

POLICTES.--THE DIRECTOR SHALIL ISSUE

NECESSARY POLTICIES FOR

STATE AGENCY TINFORMATION TECHNOLOGY

PLANNING AND FINANCING

CONSISTENT WITH THE FINDINGS UNDER

SECTION 4302 (RELATING

TO FINDINGS AND DECLARATIONS) .

(B) DEVELOPMENT OF

PLAN.—-—

(1) THE DIRECTOR SHALL ANALYZE THE NEEDS FOR INFORMATION

AND INFORMATION TECHNOLOGY SYSTEMS AND DEVELOP A PLAN TO

ASCERTAIN THE NEEDS,

COSTS AND TIME FRAME REQUIRED FOR STATE

AGENCTES TO EFFICTENTLY USE TINFORMATION TECHNOLOGY SYSTEMS,

RESOURCES, SECURITY AND DATA MANAGEMENT TO ACHIEVE THE

PURPOSES OF THIS CHAPTER. THE FOLLOWING SHALTL APPLY:

20210HB0040PN0280

_64_



1 (I) THE PLAN MAY INCLUDE CURRENT APPLICATIONS AND

2 INFRASTRUCTURE, MIGRATION FROM CURRENT ENVIRONMENTS AND
3 OTHER INFORMATION NECESSARY FOR FISCAL OR TECHNOLOGY
4 PLANNING.
5 (IT) THE PLAN SHALL INCLUDE A BUDGET FOR ALL
6 INFORMATION TECHNOLOGY EXPENDITURES.
7 (2) IN CONSULTATION WITH THE SECRETARY OF THE BUDGET,
8 THE OFFICE SHALL DEVELOP AND IMPLEMENT A PLAN TO MANAGE ALL
9 INFORMATION TECHNOLOGY FUNDING, INCLUDING COMMONWEALTH AND
10 OTHER RECEIPTS, AS SOON AS PRACTICABLE. AS PART OF THE
11 DEVELOPMENT AND TMPLEMENTATION, THE FOLTLOWING SHATLT APPLY:
12 (1) FUNDING FOR INFORMATION TECHNOLOGY RESOURCES,
13 PROJECTS AND CONTRACTS SHALL BE ALLOCATED TO EACH
14 COMMONWEALTH AGENCY BY THE OFFICE BASED ON APPROVED
15 BUSINESS CASE SUBMISSIONS.
16 (IT) INFORMATION TECHNOLOGY BUDGET CODES AND FUND
17 CODES SHALL BE CREATED AS REQUIRED.
18 (3) THE DIRECTOR SHALL DEVELOP STRATEGIC PLANS FOR
19 INFORMATION TECHNOLOGY AS NECESSARY.
20 (C) CONSULTATION AND COOPERATION.--
21 (1) IN DETERMINING WHETHER A STRATEGIC PLAN IS NECESSARY
22 FOR A STATE AGENCY, THE DIRECTOR SHALL CONSIDER THE STATE
23 AGENCY'S OPERATIONAL NEEDS, FUNCTIONS AND PERFORMANCE
24 CAPABILITIES.
25 (2) THE DIRECTOR SHALL CONSULT WITH AND ASSIST STATE
26 AGENCIES IN THE PREPARATION OF PLANS UNDER THIS SUBSECTION.
27 (3) FEACH STATE AGENCY SHALL ACTIVELY PARTICIPATE IN
28 PREPARING, TESTING AND IMPLEMENTING AN INFORMATION TECHNOLOGY
29 PLAN AS DETERMINED BY THE DIRECTOR. A STATE AGENCY SHALL
30 PROVIDE ALL FINANCIATL INFORMATION TO THE DIRECTOR NECESSARY
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TO DETERMINE FULL COSTS AND EXPENDITURES FOR INFORMATION

TECHNOLOGY ASSETS, INCLUDING RESOURCES PROVIDED BY THE STATE

AGENCY OR THROUGH CONTRACTS OR GRANTS.

(4) FEACH STATE AGENCY SHATLIL PREPARE AND SUBMIT PLANS AS

REQUIRED BY THE DIRECTOR.

(5) A PLAN BY A STATE AGENCY SHALL BE SUBMITTED TO THE

DIRECTOR NO LATER THAN OCTOBER 1 OF EACH EVEN-NUMBERED YEAR.

(D) BIENNIAL PLAN.--

(1) THE DIRECTOR SHALL DEVELOP A BTIENNIAL STATE

INFORMATION TECHNOLOGY PLAN, WHTICH SHALIL BE TRANSMITTED TO

THE GENERAL ASSEMBLY IN CONJUNCTION WITH THE GOVERNOR'S

BUDGET SUBMISSION THAT YEAR.

(2) THE BIENNIATL PTLAN SHATT INCLUDE:

(I) AN INVENTORY OF CURRENT INFORMATION TECHNOLOGY

ASSETS AND MAJOR PROJECTS.

(IT) AN INVENTORY OF SIGNIFICANT UNMET NEEDS FOR

INFORMATION TECHNOLOGY RESOURCES OVER A FIVE-YEAR TIME

PERTIOD, ALONG WITH A RANKING OF THE UNMET NEEDS IN

PRIORITY ORDER ACCORDING TO THETR URGENCY.

(ITT) A STATEMENT OF THE FINANCTIAT REQUIREMENTS,

TOGETHER WITH A RECOMMENDED FUNDING SCHEDULE FOR MAJOR

PROJECTS TIN PROGRESS OR ANTICIPATED FOR APPROVAL DURING

THE UPCOMING FISCAL BIENNIUM.

(IV) AN ANALYSTIS OF OPPORTUNITIES FOR STATEWIDE

INITTIATIVES THAT WOULD YTIELD SIGNIFICANT EFFICIENCIES OR

IMPROVE EFFECTIVENESS IN STATE PROGRAMS.

(3) AS USED IN THIS SUBSECTION, THE TERM "MAJOR PROJECT"

INCLUDES A PROJECT COSTING MORE THAN $500,000 TO IMPLEMENT.

§ 4316. COMMONWEALTH INFORMATION TECHNOLOGY FUND.

(A) FESTABLISHMENT.--AN ACCOUNT IS ESTABLISHED IN THE GENERAL
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FUND TO BE KNOWN AS THE INFORMATION TECHNOLOGY FUND.

(B) RECEIPT OF MONEY.--THE FUND SHALL RECETIVE MONEY FOR THE

OPERATIONS OF THE OFFICE AND TO FULFILL THE DUTIES OF THE OFFICE

UNDER THIS CHAPTER BY THE FOLLOWING METHODS:

(1) THE TRANSFER OF ENCUMBERED FUNDS FROM EACH STATE

AGENCY WHICH WERE DESIGNATED FOR INFORMATION TECHNOLOGY

PURPOSES PRIOR TO THE EFFECTIVE DATE OF THIS SECTION.

(2) TRANSFERS AS AUTHORIZED BY THE GENERAL ASSEMBLY THAT

ARE NOT ALREADY PROVIDED FOR UNDER THIS SECTION.

(3) THE TRANSFER OF A PORTION OF A STATE AGENCY'S FUNDS

REGARDING GENERAL GOVERNMENT OPERATIONS FOR INFORMATION

TECHNOLOGY EMPILOYEES.

(C) USE OF FUND MONEY.--

(1) SUBJECT TO PARAGRAPH (2), THE DIRECTOR SHALL APPROVE

THE DISBURSEMENT OF MONEY FROM THE FUND, WHICH SHALL BE USED

FOR THE FOLLOWING PURPOSES AND OTHER LEGITIMATE PURPOSES:

(I) PROJECT MANAGEMENT.

(IT) SECURITY.

(ITT) E-MATL OPERATIONS FOR STATE AGENCIES UNDER THE

POLICY SUPERVISION AND JURISDICTION OF THE GOVERNOR.

(IV) STATE PORTAL OPERATTIONS.

(V) STATE AGENCIES' ANNUAL INFORMATION TECHNOLOGY

BUDGET.

(VI) OPERATIONS OF THE OFFICE, INCLUDING SALARIES

AND EXPENSES OF ALL STATE AGENCY INFORMATION TECHNOLOGY

PERSONNEL.

(2) EXPENDITURES FOR THE OPERATIONS OF THE OFFICE MADE

FROM THE FUND THAT TINVOLVE MONEY APPROPRTIATED FROM THE

GENERATL FUND SHATLTL BE APPROVED BY THE DIRECTOR.

§ 4317. FINANCIAL ACCOUNTABILITY AND INFORMATTION TECHNOLOGY.

20210HB0040PN0280 - 67 -



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29

30

(A) DEVELOPMENT OF PROCESSES.--SUBJECT TO SUBSECTION (B),

THE OFFICE, ALONG WITH THE SECRETARY OF THE BUDGET AND THE STATE

TREASURER, SHALL DEVELOP PROCESSES FOR BUDGETING AND ACCOUNTING

OF EXPENDITURES FOR INFORMATION TECHNOLOGY OPERATIONS, INCLUDING

ALL COMMONWEALTH PERSONNEL, SERVICES, PROJECTS, INFRASTRUCTURE

AND ASSETS ACROSS ALL STATE AGENCIES.

(B) INCLUDED INFORMATION.-—-THE BUDGETING AND ACCOUNTING

PROCESSES UNDER SUBSECTION (A) SHALL INCLUDE, BUT NOT BE LIMITED

TO, INFORMATION REGARDING THE FOLLOWING:

(1) HARDWARE.

(2) SOFTWARE.

(3) PERSONNEL.

(4) TRATNING.

(5) CONTRACTUAL SERVICES, INCLUDING CLOUD SERVICE

PROVIDERS.

(6) OTHER ITEMS RELEVANT TO INFORMATION TECHNOLOGY.

(C) SIGNIFICANT RESOURCES.--STATE AGENCY REQUESTS FOR

SIGNIFICANT RESOURCES SHALL PROVIDE THE INFORMATION REQUIRED IN

SECTION 4320 (RELATING TO STATE AGENCY REQUESTS FOR INFORMATION

TECHNOLOGY AND SERVICES) .

(D) REPORTS GENERALLY.--SUBJECT TO SUBSECTIONS (E) AND (F),

BY FEBRUARY 1 OF EACH YEAR, THE DIRECTOR SHALL REPORT TO THE

GENERATL ASSEMBLY THE FOLLOWING INFORMATION:

(1) SERVICES CURRENTLY PROVIDED AND ASSOCIATED

TRANSACTION VOLUMES OR OTHER RELEVANT TINDICATORS OF

UTILIZATION BY USER TYPE.

(2) NEW SERVICES ADDED DURING THE PREVIOUS YEAR.

(3) THE TOTAL APPROPRTATTON FOR EACH SERVICE.

(4) THE TOTAL AMOUNT REMITTED TO THE VENDOR FOR EACH

SERVICE.
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1 (5) ANY OTHER USE OF STATE DATA BY THE VENDOR AND THE

2 TOTAL AMOUNT OF REVENUE COLLECTED PER USE AND IN TOTAL.

3 (6) USER SATISFACTION WITH EACH SERVICE.

4 (7) ANY OTHER ISSUES ASSOCIATED WITH THE PROVISION OF
5 EACH SERVICE.

6 (E) FINANCIAT INFORMATION.--THE DIRECTOR SHATLL, AT A

7 MINIMUM, INCLUDE IN THE REPORT UNDER SUBSECTION (D) THE

8 FOLLOWING FINANCIAL INFORMATION:

9 (1) CURRENT BUDGETARY BALANCES FOR THE FUND AND EACH
10 INFORMATION TECHNOLOGY PROJECT.
11 (2) LINE-TITEM DETATLS ON EXPENDITURES.
12 (3) ANTICIPATED EXPENDITURES FOR THE NEXT FOUR YEARS.
13 (4) CYBERSECURITY EXPENDITURES FOR THE PREVIOUS AND NEXT
14 FOUR YEARS BY EACH AGENCY.
15 (5) THE FINANCIAL ACTIVITIES OF THE FUND, INCLUDING FUND
16 EXPENDITURES, DURING THE IMMEDIATELY PRIOR FISCAL YFEAR.
17 (F) ISSUANCE.—-—-IN ADDITION TO THE GENERAL ASSEMBLY, A REPORT

18 UNDER SUBSECTION (C) SHALL BE SUBMITTED TO THE FOLLOWING:

19 (1) THE SECRETARY OF THE BUDGET.

20 (2) THE INDEPENDENT FTSCAT OFFICE.

21 § 4318. COMMONWEALTH PORTAL.

22 THE OFFICE SHALL ESTABLISH A SINGLE POINT OF SERVICE

23 ACCESSIBLE ELECTRONICALLY BY MEANS TN USE BY RESIDENTS OF THIS

24 COMMONWEALTH. THE FOLLOWING SHALIL APPLY:

25 (1) EACH STATE AGENCY SHALL FUNCTIONALLY LINK ITS

26 INTERNET OR ELECTRONIC SERVICES TO A CENTRALIZED WEB PORTAL
27 SYSTEM ESTABLISHED UNDER THIS CHAPTER.

28 (2) THE OFFICE SHALL ENSURE THE PORTAL FACILITATES

29 COMMONWEALTH RESIDENTS' EASE TIN CONDUCTING ONLINE

30 TRANSACTIONS WITH AND OBTAINING INFORMATION FROM STATE
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GOVERNMENT .

(3) THE PORTAL SHALL BE DESIGNED TO FACILITATE AND

IMPROVE PUBLIC INTERACTIONS ALONG WITH COMMUNICATIONS BETWEEN

STATE AGENCTIES.

§ 4319. STATEWIDE INFORMATION TECHNOLOGY TRANSPARENCY PORTAL.

(A) IMPLEMENTATION.-—-WITHIN ONE YEFAR OF THE EFFECTIVE DATE

OF THIS CHAPTER, THE OFFICE SHALL DEVELOP, OPERATE AND UPDATE

REGULARLY A WEB-BASED PORTAL DETAILING THE STATUS OF EACH OF THE

COMMONWEALTH'S INFORMATION TECHNOLOGY PROJECTS, TO INCREASE THE

TRANSPARENCY AND CONVENIENCE FOR THE PUBLIC IN OBTAINING

INFORMATION REGARDING STATE INFORMATION TECHNOLOGY ACTIVITY AS

CONTAINED IN SECTION 4317 (RELATING TO FINANCIAL ACCOUNTABILITY

AND INFORMATION TECHNOLOGY) .

(B) CONTENTS.--THE PORTAL SHALL INCLUDE THE FOLLOWING:

(1) A BRIEF SUMMARY OF EACH INFORMATION TECHNOLOGY

PROJECT .

(2) THE APPROVED BUDGET OF EACH PROJECT.

(3) THE TOTAL AND PERCENT OF THE PROJECT'S APPROVED

BUDGET THAT HAS BEEN EXPENDED BY THE AGENCY BASED ON THE END

BALANCE FROM THE PRTOR BUSINESS DAY ATONG WITH A COLOR

DESIGNATION AS FOLLOWS:

(I) IF AN INFORMATION TECHNOLOGY PROJECT IS UNDER

THE PROJECT'S APPROVED BUDGET, THE PROJECT SHALL BE

DESIGNATED AS THE COLOR GREEN.

(IT) IF AN INFORMATION TECHNOLOGY PROJECT IS OVER

THE PROJECT'S APPROVED BUDGET, THE PROJECT SHALL BE

DESIGNATED AS THE COLOR RED.

(4) THE COMPLETTON DATE TN THE ORTIGINAL CONTRACT ATLONG

WITH THE TOTAL PERCENT OF WORK FOR THE PROJECT THAT HAS BEEN

COMPLETED, ALONG WITH A COLOR DESIGNATION AS FOLLOWS:
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(I) IF AN INFORMATION TECHNOLOGY PROJECT HAS NOT

EXCEEDED THE COMPLETION DATE IN THE ORIGINAL CONTRACT,

THE PROJECT SHALL BE DESIGNATED AS THE COLOR GREEN.

(I7) IF AN INFORMATION TECHNOLOGY PROJECT HAS

EXCEEDED THE COMPLETION DATE IN THE ORIGINAL CONTRACT,

THE PROJECT SHALL BE DESIGNATED AS THE COLOR RED.

(5) A SUMMARY OF THE SCOPE OF WORK ALONG WITH A COLOR

DESIGNATION AS FOLLOWS:

(I) IF AN INFORMATION TECHNOLOGY PROJECT IS MEETING

THE SCOPE OF WORK IN THE ORIGINAL CONTRACT, THE PROJECT

SHALL BE DESIGNATED AS THE COLOR GREEN.

(I7) IF AN INFORMATION TECHNOLOGY PROJECT TS NOT

MEETING THE SCOPE OF WORK IN THE ORIGINAL CONTRACT, THE

PROJECT SHALL BE DESIGNATED AS THE COLOR RED.

(6) A SUMMARY OF THE PERFORMANCE REQUIREMENTS OF THE

CONTRACT, ALONG WITH A COLOR DESIGNATION AS FOLLOWS:

(I) IF AN INFORMATION TECHNOLOGY PROJECT IS MEETING

THE PERFORMANCE REQUIREMENTS IN THE ORIGINATL CONTRACT,

THE PROJECT SHALL BE DESIGNATED AS THE COLOR GREEN.

(I7) IF AN INFORMATION TECHNOLOGY PROJECT TS NOT

MEFETING THE PERFORMANCE MEASURES TN THE ORIGINAL

CONTRACT, THE PROJECT SHALL BE DESIGNATED AS THE COLOR

RED.

(C) POSTING.-—-POSTING OF DRAFT AND FINAL POLICY DOCUMENTS

SHALL BE MADE WITHIN 90 DAYS OF THE EFFECTIVE DATE OF THIS

SECTION.

(1) THE OFFICE SHALL MAKE AVAILABLE ALL PROPOSED AND

EXISTING INFORMATION TECHNOLOGY RETLATED POLICTIES AND TLAWS BY

AN INTRANET ACCESSIBLE TO ATLL STATE EMPLOYEES.

(2) THE POLICY INTRANET DOCUMENTS SHALL BE MADE
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1 AVATLABLE VIA THE WEB-BASED PORTATL WHEN DEPLOYED.

2 § 4320. STATE AGENCY REQUESTS FOR INFORMATION TECHNOLOGY AND

3 SERVICES.

4 A STATE AGENCY SHATT SUBMIT A BUSINESS CASE TO THE OFFICE,

5 REQUESTING SIGNIFICANT RESQURCES AS DEFINED BY THE DIRECTOR, FOR

6 THE PURPOSE OF ACQUIRING, OPERATING OR MAINTAINING INFORMATTION

7 TECHNOLOGY OR SERVICES FOR THE STATE AGENCY. THE OFFICE SHALL

8 SUPPLY SUFFICIENT STAFF SUPPORT FOR AGENCY BUSINESS CASE

9 DEVELOPMENT. THE FOLLOWING SHALL APPLY REGARDING THE BUSINESS

10 CASE:

11 (1) A REVIEW AND EVATLUATION SHALL BE MADE OF THE

12 BUSINESS CASE THAT TS PREPARED BY THE CHIEEF INFORMATION

13 OFFICER ASSIGNED TO THE STATE AGENCY THAT INCLUDES AN

14 ASSESSMENT OF RISK AND ENSURES THAT THE COST AND SCHEDULE
15 ESTIMATES INCORPORATE THE RISK ASSESSMENT.

16 (2) IN CASES OF AN ACQUISTITION, THERE SHATTL BE AN

17 EXPLANATION OF THE METHOD BY WHICH THE ACQUISITION IS TO BE
18 FINANCED.

19 (3) A STATEMENT SHAILIL BE MADE BY THE CHIEF INFORMATION
20 OFFICER ASSIGNED TO THE STATE AGENCY THAT SPECIFIES VIABLE
21 ATLTERNATIVES, TIF ANY, FOR MEETING THE STATE AGENCY NEEDS IN
22 AN ECONOMICATL AND EFFICIENT MANNER. THE STATEMENT SHALL

23 INCLUDE AN ANALYSTS OF ALTERNATIVES THAT IDENTIFIES THE BEST
24 APPROACH FOR ACHIEVING MISSTION IMPROVEMENT OR PROGRAM RESULTS
25 WITHIN AVATIABLE FUNDING AND THAT TAKES INTO CONSIDERATION
26 THE FOLLOWING:

277 (1) ORGANIZATION, PROCESS AND TECHNOLOGY OPTIONS.
28 (I1) AT TEAST THREE ALTERNATIVES, TINCLUDING THE

29 STATUS QUO, A SHARED SERVICE OR EXTERNATL SERVICE OPTION
30 AND ANY OTHER ALTERNATIVES CONSISTENT WITH THE
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ARCHITECTURE AND STRATEGY DEVELOPED BY THE OFFICE.

(4) AN ASSESSMENT OF AND PLAN FOR ENSURING CYBERSECURITY

AND PRIVACY ISSUES SHALL BE INCORPORATED AND FUNDED IN THE

REQUEST FOR RESOURCES.

§ 4321. STATUS OF INFORMATION TECHNOLOGY PROJECTS AND

CORRECTIVE ACTION PLANS.

(A) DESTIGNATION.—--WITH RESPECT TO A BUSINESS CASE UNDER

SECTION 4320 (RELATING TO STATE AGENCY REQUESTS FOR INFORMATION

TECHNOLOGY AND SERVICES), THE OFFICE SHALL DESIGNATE AS RED, AS

SPECIFIED UNDER SECTION 4319 (RELATING TO STATEWIDE INFORMATION

TECHNOLOGY TRANSPARENCY PORTATL), AND TDENTIFY A REMEDIATTION

PLAN, INCLUDING CONTRACT AND PROGRAM RESTRUCTURING, FOR PROGRAMS

EXPERIENCING COST OR SCHEDULE OVERRUNS OR PERFORMANCE SHORTEFALL

EXCEEDING THE BUSINESS CASE AS FUNDED. THE FOLLOWING SHALL

APPITY:

(1) THE REMEDIATION PLAN AND RESTRUCTURING ACTIONS SHALL

ADDRESS ROOT CAUSES OF THE PROGRAM AND CONTRACT COST,

PERFORMANCE OR SCHEDULE OVERRUNS.

(2) THE OFFICE SHALL ENSURE THE BUSINESS CASE IS UPDATED

TO ESTABLISH A NEW BASELINE OF COST, SCHEDULE AND PERFORMANCE

OBJECTIVES THAT REFLECT THE REMEDIATTION PLAN AND

RESTRUCTURING ACTION.

(3) UPON DETERMINING THAT AN INFORMATION TECHNOLOGY

PROJECT HAS BEEN DESIGNATED RED, THE OFFICE SHALL NOTIFY THE

GOVERNOR'S OFFICE, THE AUDITOR GENERAL AND THE GENERAL

ASSEMBLY.

(4) THE REMEDIATION PLAN AND RESTRUCTURING ACTION SHALL

BE FINALTIZED WITHIN 60 DAYS FROM NOTIFICATION.

(B) TRANSMITTAL .--THE FINALTZED CORRECTIVE ACTION PLAN SHALL

BE SENT TO THE GENERAL ASSEMBLY AND THE AUDITOR GENERAL.
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(C) ADDITIONAL REQUIREMENTS.--THE DIRECTOR SHALL NOTIFY THE

STATE TREASURER TO SUSPEND FUTURE EXPENDITURE OF FUNDS FOR ANY

TECHNOLOGY PROJECT THAT IS DESIGNATED AS RED UNDER THIS SECTION

AND THAT FATILS TO ADOPT A REMEDTIATION PLAN WITHIN THE TIME

OUTLINED UNDER THTIS SECTTION. THE FOLLOWING SHALIL APPLY:

(1) IF A STATE AGENCY ADOPTS WITHIN THE TIME ALLOWED

UNDER THIS SECTION A REMEDIATION PLAN, BUT THE PROJECT'S

DESIGNATION REMAINS RED FOLLOWING IMPLEMENTATION OF THE PLAN,

THE DIRECTOR SHALL REQUIRE THE AGENCY TO ADOPT A NEW

REMEDTATION PLAN OR MAY, AT THE DIRECTOR'S DISCRETION,

SUSPEND OR TERMINATE THE PROJECT.

(2) TO IMPLEMENT THIS SECTION, THE DIRECTOR AND EACH

STATE AGENCY SHALL INCLUDE AS PART OF CONTRACT PROVISTONS

NECESSARY TO SUSPEND PAYMENT FOR THE FATLURE OF A CONTRACTOR

OR VENDOR TO COMPLETE THE REQUIREMENTS OF THE CONTRACT ON

TIME OR ON BUDGET.

SUBCHAPTER C

BUSINESS OPERATIONS

SEC.

4331. REPORTING REQUIREMENTS REGARDING PROCUREMENT.

4332. COMMUNICATIONS SERVICES.

4333. PROJECT APPROVAL STANDARDS.

4334. PROJECT MANAGEMENT STANDARDS.

4335. DISPUTE RESOLUTION.

4336. PURCHASE OF CERTAIN EQUIPMENT PROHIBITED.

4337. REFURBISHED COMPUTER EQUIPMENT PURCHASING PROGRAM.

4338. DATA ON RELIABILITY AND OTHER MATTERS.

§ 4331. REPORTING REQUIREMENTS REGARDING PROCUREMENT.

(A) BIDS.—--A VENDOR SUBMITTING A BID OR PROPOSAL SHALL

DISCLOSE IN A STATEMENT, PROVIDED CONTEMPORANEOUSLY WITH THE BID
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OR PROPOSAL, WHERE SERVICES WILL BE PERFORMED UNDER THE CONTRACT

SOUGHT, TINCLUDING ANY SUBCONTRACTS, AND WHETHER ANY SERVICES

UNDER THAT CONTRACT, INCLUDING ANY SUBCONTRACTS, ARE ANTICIPATED

TO BE PERFORMED OUTSTIDE THE UNITED STATES.

(B) RETENTTION AND REPORTS.--THE DIRECTOR SHATLT:

(1) RETAIN THE STATEMENTS REQUIRED BY THIS SECTION

REGARDLESS OF THE STATE AGENCY THAT AWARDS THE CONTRACT.

(2) REPORT ANNUALLY TO THE SECRETARY ON THE NUMBER OF

CONTRACTS.

(C) RECORDS OF PURCHASES.--EACH STATE AGENCY THAT MAKES A

PURCHASE OF INFORMATION TECHNOLOGY THROUGH THE OFFICE SHALL

REPORT DIRECTLY TO THE DIRECTOR, WHO SHALL KEEP ANNUAL RECORDS

OF TINFORMATION TECHNOLOGY PURCHASES.

(D) FEFFECT OF SECTION.--NOTHING IN THIS SECTION IS INTENDED

TO CONTRAVENE ANY EXTSTING TREATY, LAW, AGREEMENT OR REGULATION

OF THE UNITED STATES.

§ 4332. COMMUNICATIONS SERVICES.

EXCEPT AS OTHERWISE PROVIDED UNDER SUBCHAPTER G (RELATING TO

PENNSYILVANTA STATEWIDE RADIO NETWORK), THE DIRECTOR SHALL

EXERCISE AUTHORITY FOR TELECOMMUNICATIONS AND OTHER

COMMUNICATIONS INCLUDED TN INFORMATION TECHNOLOGY RELATING TO

THE INTERNAL MANAGEMENT AND OPERATIONS OF A STATE AGENCY. IN

DISCHARGING THIS RESPONSIBILITY, THE DIRECTOR SHALL:

(1) ENSURE THAT NO DATA OF A CONFIDENTIAL NATURE SHALL

BE ENTERED INTO OR PROCESSED THROUGH AN INFORMATION

TECHNOLOGY SYSTEM OR NETWORK ESTABLISHED UNDER THIS CHAPTER

UNTIL APPROPRIATE SAFEGUARDS AND OTHER SECURITY MEASURES ARE

APPROVED BY THE DIRECTOR AND INSTALLED AND FULLY OPERATTONAL.

(2) PROVIDE FOR THE ESTABLISHMENT, MANAGEMENT AND

OPERATION, THROUGH STATE OWNERSHTIP, BY CONTRACT OR THROUGH
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COMMERCIAL LEASING, OF THE FOLLOWING SYSTEMS AND SERVICES AS

THEY AFFECT THE INTERNAL MANAGEMENT AND OPERATION OF STATE

AGENCIES:

(1) CENTRATL TELEPHONE SYSTEMS AND TELEPHONE

NETWORKS, INCLUDING VOICE OVER INTERNET PROTOCOL AND

COMMERCIATL, MOBILE RADIO SYSTEMS.

(IT) SATELLITE SERVICES.

(ITT) CLOSED-CIRCUIT TELEVISTON SYSTEMS.

(IV) TWO-WAY RADIO SYSTEMS.

(V) MICROWAVE SYSTEMS.

(VI) RELATED SYSTEMS BASED ON TELECOMMUNICATION

TECHNOLOGIES.

(VIT) BROADBAND.

(3) COORDINATE THE DEVELOPMENT OF COST-SHARING SYSTEMS

FOR RESPECTIVE STATE AGENCIES FOR THETIR PROPORTIONATE PARTS

OF THE COST OF MAINTENANCE AND OPERATION OF THE SYSTEMS AND

SERVICES LISTED IN THIS SECTION.

(4) ASSIST IN THE DEVELOPMENT OF COORDINATED

TELECOMMUNICATIONS SERVICES OR SYSTEMS WITHIN AND AMONG ALL

STATE AGENCIES AND RECOMMEND, WHERE APPROPRIATE, COOPERATIVE

UTILTIZATION OF TELECOMMUNICATION FACTLITIES BY AGGREGATING

USERS.

(5) PERFORM TRAFFTIC ANALYSIS AND ENGINEERING FOR ALL

TELECOMMUNICATIONS SERVICES AND SYSTEMS LISTED IN THIS

SECTION.

(6) FESTABLISH TELECOMMUNICATIONS SPECIFICATIONS AND

DESIGNS SO AS TO PROMOTE AND SUPPORT COMPATIBILITY OF THE

SYSTEMS WITHIN STATE AGENCTIES.

(1) PROVIDE EVERY THREE YEARS AN INVENTORY OF

TELECOMMUNICATIONS COSTS, FACILITIES, SYSTEMS AND PERSONNEL
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WITHIN STATE AGENCIES.

(8) PROMOTE, COORDINATE AND ASSIST IN THE DESIGN AND

ENGINEERING OF EMERGENCY TELECOMMUNICATIONS SYSTEMS,

INCLUDING, BUT NOT LIMITED TO, THE 911 EMERGENCY TELEPHONE

NUMBER PROGRAM, EMERGENCY MEDICAL SERVICES AND OTHER

EMERGENCY TELECOMMUNICATIONS SERVICES.

(9) PERFORM FREQUENCY COORDINATION AND MANAGEMENT FOR

STATE AGENCIES AND MUNICIPALITIES, IN ACCORDANCE WITH THE

RULES AND REGULATIONS OF THE FEDERAL COMMUNICATIONS

COMMISSION OR ANY SUCCESSOR FEDERAL AGENCY.

(10) ADVISE ALL STATE AGENCIES ON TELECOMMUNICATIONS

MANAGEMENT PTANNING AND RELATED MATTERS AND PROVIDE

OPPORTUNITIES FOR TRAINING TO USERS WITHIN STATE AGENCTIES IN

TELECOMMUNICATIONS TECHNOLOGY AND SYSTEMS.

(11) ASSIST AND COORDINATE THE DEVELOPMENT OF POLICIES

AND LONG-RANGE PLANS, CONSISTENT WITH THE PROTECTION OF

RESIDENTS' RIGHTS TO PRIVACY AND ACCESS TO INFORMATION, FOR

THE ACQUISITION AND USE OF TELECOMMUNICATIONS SYSTEMS. ALL

POLICIES AND PLANS SHALL BE BASED ON CURRENT INFORMATION

ABOUT THE COMMONWEATLTH'S TETLECOMMUNICATIONS ACTIVITIES IN

RELATION TO THE FULL RANGE OF EMERGING TECHNOLOGIES.

§ 4333. PROJECT APPROVAL STANDARDS.

(A) REVIEW AND APPROVAL.--THE DIRECTOR SHATLT REVIEW ALL

PROPOSED INFORMATION TECHNOLOGY PROJECTS FOR EACH STATE AGENCY

AND MAKE A DETERMINATION OF APPROVAL OR DISAPPROVAL WITHIN 15

BUSINESS DAYS OF RECEIPT. PROJECT APPROVAL MAY BE GRANTED UPON

THE DIRECTOR'S DETERMINATION THAT:

(1) THE PROJECT CONFORMS TO PROJECT MANAGEMENT

PROCEDURES AND POLICTIES AND TO PROCUREMENT RULES AND

POLICIES; AND
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1 (2) SUFFICIENT FUNDS ARE AVAILABLE FOR TIMPLEMENTATION.

2 (B) IMPLEMENTATION.--UNLESS EXPRESSLY EXEMPT WITHIN THIS

3 CHAPTER, A STATE AGENCY MAY NOT PROCEED WITH AN INFORMATION

4 TECHNOLOGY PROJECT UNTIIL THE DIRECTOR APPROVES THE PROJECT.

5 (C) DISAPPROVAL.--TF A PROJECT IS NOT APPROVED, THE DTIRECTOR

6 SHALL SPECIFY IN WRITING THE GROUNDS FOR THE DISAPPROVAL AFTER

7 MAKING THE DETERMINATION. THE DIRECTOR SHALL PROVIDE NOTICE OF

8 THE DISAPPROVAL, ALONG WITH THE GROUNDS FOR THE DISAPPROVAL, TO

9 ALL OF THE FOLLOWING:

10 (1) THE STATE AGENCY.

11 (2) THE SECRETARY OF THE BUDGET.

12 (3) THE STATE TREASURER.

13 (4) THE AUDITOR GENERAL.

14 (5) THE GENERAL ASSEMBLY.

15 (D) SUSPENSION.——

16 (1) THE DIRECTOR MAY SUSPEND AN INFORMATION TECHNOLOGY
17 PROJECT TIF THE PROJECT:

18 (I) FATLS TO MEET THE APPLICABLE QUALITY ASSURANCE
19 STANDARDS ;

20 (IT) HAS EXCEEDED ITS PROJECTED COSTS; OR

21 (ITT) HAS FAILED TO MEET ITS PROJECTED COMPLETION
22 DATE.

23 (2) IF THE DIRECTOR SUSPENDS A PROJECT FOR A REASON
24 UNDER PARAGRAPH (1), THE DIRECTOR SHALL SPECIFY IN WRITING
25 THE GROUNDS FOR SUSPENDING THE PROJECT NO LATER THAN FIVE
26 BUSINESS DAYS AFTER MAKING THE DETERMINATION. THE DIRECTOR
27 SHALL PROVIDE NOTICE OF THE SUSPENSION, ALONG WITH THE

28 GROUNDS FOR SUSPENSION, TO ALL OF THE FOLLOWING:

29 (I) THE STATE AGENCY.

30 (IT) THE SECRETARY OF THE BUDGET.
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(ITTI) THE STATE TREASURER.

(IV) THE AUDITOR GENERATL.

(V) THE GENERAL ASSEMBLY.

(VI) ANY VENDOR OR ORGANIZATION CONTRACTED BY THE

RESPECTIVE STATE AGENCY FOR WORK ON THE SUSPENDED

PROJECT.

(3) AFTER A PROJECT HAS BEEN SUSPENDED, THE STATE

TREASURER MAY NOT ALLOW THE TRANSFER OF MONEY FROM THE STATE

AGENCY TO SUPPORT ADDITIONAL WORK UNDER THE PROJECT UNLESS

THE DIRECTOR APPROVES AN AMENDED VERSION OF THE PLAN FOR THE

PROJECT.

(4) IF A STATE AGENCY ATTEMPTS TO CONTINUE TO IMPLEMENT

A PROJECT THAT IS NO LONGER APPROVED BY THE DIRECTOR AND

EXPEND ADDITIONAL MONEY FOR THE PROJECT, THE STATE TREASURER

SHATT, PREVENT THE TRANSFER OF FUNDS AND REMIT THE INTENDED

EXPENDITURES INTO THE FUND. AFTER REMITTING THE UNAUTHORIZED

EXPENDITURE, THE STATE TREASURER SHALL TIMMEDIATELY NOTIEFY THE

FOLLOWING:

(I) THE DIRECTOR.

(I7) THE GOVERNOR.

(ITT) THE SECRETARY OF THE BUDGET.

(IV) THE GENERAL ASSEMBLY.

§ 4334. PROJECT MANAGEMENT STANDARDS.

(A) PERSONNEL.--EACH STATE AGENCY SHALL PROVIDE PERSONNEL TF

NECESSARY TO PARTICIPATE IN PROJECT MANAGEMENT, IMPLEMENTATION,

TESTING AND OTHER ACTIVITIES FOR AN INFORMATION TECHNOLOGY

PROJECT.

(B) POLICTIES.--THE DIRECTOR SHALT DEVELOP OFFICE POLICIES

FOR IMPLEMENTING AN APPROVED PROJECT, WHETHER THE PROJECT TS

UNDERTAKEN IN SINGLE OR MULTIPLE PHASES OR COMPONENTS.
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1 (C) PROJECT MANAGEMENT ASSISTANT.--—

2 (1) THE DIRECTOR MAY DESIGNATE A PROJECT MANAGEMENT
3 ASSISTANT TO IMPLEMENT AN INFORMATION TECHNOLOGY PROJECT OF A
4 STATE AGENCY.
5 (2) A PROJECT MANAGEMENT ASSISTANT FOR A STATE AGENCY
6 SHATLTL:
7 (I) ADVISE THE STATE AGENCY REGARDING THE INITIAL
8 PLANNING OF AN INFORMATION TECHNOLOGY PROJECT, THE
9 CONTENT AND DESIGN OF A REQUEST FOR PROPOSALS, CONTRACT
10 DEVELOPMENT, PROCUREMENT AND ARCHITECTURAL AND OTHER
11 TECHNICAL REVIEWS.
12 (IT) MONITOR PROGRESS IN THE DEVELOPMENT AND
13 IMPLEMENTATION OF AN INFORMATION TECHNOLOGY PROJECT.
14 (ITT) PROVIDE STATUS REPORTS TO THE STATE AGENCY AND
15 THE DIRECTOR, INCLUDING RECOMMENDATIONS REGARDING
16 CONTINUED APPROVAL OF AN INFORMATION TECHNOLOGY PROJECT.
17 (3) PERSONNEL OF THE STATE AGENCY TO WHICH A PROJECT
18 MANAGEMENT ASSISTANT IS DESIGNATED SHALL PROVIDE PERIODIC
19 REPORTS TO THE PROJECT MANAGEMENT ASSISTANT REGARDING AN
20 INFORMATION TECHNOLOGY PROJECT. EACH REPORT SHALL INCLUDE
21 INFORMATION REGARDING THE FOLLOWING:
22 (I) THE STATE AGENCY'S BUSINESS REQUIREMENTS.
23 (IT) APPLTICABLE LAWS AND REGULATIONS.
24 (ITT) PROJECT COSTS.
25 (IV) ISSUES RELATED TO HARDWARE, SOFTWARE OR
26 TRAINING.
27 (V) PROJECTED AND ACTUAL COMPLETION DATES FOR THE
28 PROJECT.
29 (VI) ANY OTHER TINFORMATION RETLATED TO THE
30 IMPLEMENTATION OF THE PROJECT.
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§ 4335. DISPUTE RESOLUTION.

(A) RIGHT TO REQUEST FOR REVIEW.—-—-TF THE DIRECTOR HAS

DISAPPROVED OR SUSPENDED AN INFORMATION TECHNOLOGY PROJECT OR

HAS DISAPPROVED A STATE AGENCY'S REQUEST FOR AN AMENDED VERSTON

OF THE PLAN FOR THE PROJECT, THE AFFECTED STATE AGENCY MAY

REQUEST THE DIRECTOR TO REVISIT THE DETERMINATION ABOUT THE

PROJECT. THE REQUEST FOR REVIEW SHATLT BE SUBMITTED TN WRITING TO

THE DIRECTOR WITHIN 15 BUSINESS DAYS FOLLOWING THE STATE

AGENCY'S RECEIPT OF THE DISAPPROVAL OR SUSPENSION.

(B) CONTENTS OF REQUEST FOR REVIEW.--A REQUEST FOR REVIEW

UNDER SUBSECTION (A) SHALL SPECIEFY THE GROUNDS FOR THE STATE

AGENCY'S DISAGREEMENT WITH THE DIRECTOR'S DETERMINATION. THE

STATE AGENCY SHATL INCLUDE WITH TITS REQUEST A PLAN TO MODIFEFY THE

PROJECT TO MEET THE DIRECTOR'S CONCERNS.

(C) NOTIFICATION.--

(1) WITHIN 30 DAYS AFTER INITIAL RECEIPT OF A STATE

AGENCY'S REQUEST FOR REVIEW, THE DIRECTOR SHALL NOTIFY THE

STATE AGENCY WHETHER OR NOT THE PROJECT, AS MODIFIED, MAY BE

IMPLEMENTED.

(2) IF THE DIRECTOR APPROVES THE IMPLEMENTATION OF A

MODIFTIED PROJECT BY A STATE AGENCY, THE DIRECTOR SHALL NOTIFEY

THE STATE TREASURER AND THE SECRETARY OF THE BUDGET

IMMEDIATELY. THE STATE AGENCY SHALL NOTIEFY ALL CONTRACTED

THIRD PARTIES OF ANY CHANGES OR MODIFICATIONS TO THE PROJECT.

§ 4336. PURCHASE OF CERTAIN EQUIPMENT PROHIBITED.

(A) DETERMINATION.--A STATE AGENCY MAY NOT PURCHASE

INFORMATION TECHNOLOGY EQUIPMENT OR TELEVISTONS, OR ENTER INTO A

CONTRACT WITH A MANUFACTURER, UNLESS THE DIRECTOR DETERMINES

THAT THE PURCHASE OR CONTRACT TS TN COMPLTIANCE WITH THE

REQUIREMENTS UNDER THIS CHAPTER AND EXTSTING STATE LAW REGARDING

20210HB0040PN0280 - 81 -



1 THE PROCUREMENT OF INFORMATION TECHNOLOGY EQUIPMENT AND

2 TELEVISIONS.

3 (B) FINDINGS.—--1F THE DIRECTOR DETERMINES THAT A PURCHASE OR

4 CONTRACT TS NOT IN COMPLIANCE WITH THE REQUIREMENTS UNDER THIS

5 CHAPTER OR EXTSTING STATE IAW REGARDING THE PROCUREMENT OF

6 INFORMATION TECHNOLOGY EQUIPMENT AND TELEVISTONS, THE DIRECTOR

7 SHALL ISSUE WRITTEN FINDINGS REGARDING THE NONCOMPLIANCE TO THE

8 STATE AGENCY.

9 § 4337. REFURBISHED COMPUTER EQUIPMENT PURCHASING PROGRAM.

10 (A) OPTION.--THE OFFICE SHALL OFFER A STATE AGENCY THE

11 OPTION OF PURCHASING, LEASTING OR USING REFURBISHED COMPUTER

12 EQUIPMENT FROM REGISTERED COMPUTER EQUIPMENT REFURBISHERS

13 WHENEVER MOST APPROPRIATE TO MEET THE RESPECTIVE NEEDS OF THE

14 STATE AGENCY.

15 (B) SAVINGS.--A STATE AGENCY SHALL DOCUMENT ANY SAVINGS

16 RESULTING FROM THE PURCHASE OF REFURBISHED COMPUTER EQUIPMENT,

17 INCLUDING, BUT NOT LIMITED TO, THE INITIAL ACQUISITION COST AND

18 OPERATIONS AND MAINTENANCE COSTS. THE SAVINGS SHALL BE REPORTED

19 ANNUALLY TO:

20 (1) THE DIRECTOR.
21 (2) THE GENERAL ASSEMBLY.
22 (C) REQUIREMENTS.--PARTICIPATING COMPUTER EQUIPMENT

23 REFURBISHERS SHALL MEET ALL EXTSTING PROCUREMENT REQUIREMENTS

24 ESTABLISHED BY THE OFFICE.

25 § 4338. DATA ON RELIABILITY AND OTHER MATTERS.

26 (A) MAINTENANCE OF DATA.--THE OFFICE SHALL MAINTAIN DATA ON

27 EQUIPMENT RELIABILITY, POTENTIAL COST SAVINGS AND MATTERS

28 ASSOCIATED WITH THE REFURBISHED COMPUTER EQUIPMENT PURCHASING

29 PROGRAM.

30 (B) REPORT.--THE OFFICE SHALL TRANSMIT A REPORT REGARDING
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THE MATTERS UNDER SUBSECTION (A) BY FEBRUARY 1, 2020, AND

QUARTERLY THEREAFTER TO:

(1) THE SECRETARY OF THE BUDGET.

(2) THE INDEPENDENT FTSCAT OFFICE.

(3) THE GENERATL ASSEMBLY.

SUBCHAPTER D

PROCUREMENT OF TINFORMATION TECHNOLOGY

SEC.
4345. DUTIES OF OFFICE.
4346. CONFIDENTIALTITY.
4347. METHODS OF PROCUREMENT.
4348. OQUALITY ASSURANCE.
§ 4345. DUTIES OF OFFICE.
(A)

SPECIFIC DUTIES OF OFFICE.--SUBJECT TO THE PROVISIONS OF

THTIS CHAPTER AND CONSISTENT WITH THE PROCESSES ENACTED UNDER 62

PA.C.S.

CH. 5 (RELATING TO SOURCE SELECTION AND CONTRACT

FORMATION) , THE OFFICE SHALL HAVE THE AUTHORITY AND

RESPONSIBILITY TO:

(1) CONTRACT FOR ALL INFORMATION TECHNOLOGY AND

INFORMATION TECHNOLOGY AS A SERVICE FOR STATE AGENCTIES. THE

OFFICE MAY ENTER INTO PURCHASE ORDERS UNDER THIS TYPE OF

CONTRACT.

(2) ESTABLISH PROCESSES, SPECIFICATIONS AND STANDARDS

THAT SHALL APPLY TO ALL INFORMATION TECHNOLOGY TO BE

PURCHASED, LICENSED OR LEASED BY STATE AGENCIES.

(3) ESTABLISH PROCESSES, SPECIFICATIONS AND STANDARDS

RELATING TO INFORMATION TECHNOLOGY SERVICES CONTRACT

REQUIREMENTS FOR STATE AGENCIES.

(4) UTILIZE THE PURCHASTING BENCHMARKS ESTABLISHED BY THE

DIRECTOR.
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(5) PROVIDE STRATEGIC SOURCING RESOURCES AND PLANNING TO

COMPILE AND CONSOLIDATE ALL ESTIMATES OF INFORMATION

TECHNOLOGY GOODS AND SERVICES NEEDED AND REQUIRED BY STATE

AGENCIES.

(6) ENSURE, TO THE MAXIMUM EXTENT PRACTICABLE, THAT

PROJECTS UTILIZE STATEMENTS OF OBJECTIVES WHEN ISSUING

SOLICITATIONS FOR INFORMATION TECHNOLOGY PROJECTS THAT ARE

FOR NONCOMMODITY HARDWARE. THE FOLLOWING SHALL APPLY:

(I) AS USED IN THIS PARAGRAPH, THE TERM "STATEMENT

OF OBJECTIVE" MEANS AN OFFICE-PREPARED OR STATE-AGENCY-

PREPARED DOCUMENT INCORPORATED INTO THE SOLICITATION THAT

STATES THE OVERALL PERFORMANCE OBJECTIVES OR OUTCOMES OF

THE PROJECT.

(IT) A STATEMENT OF OBJECTIVE SHALL BE USED IN

SOLTICTITATIONS WHEN THE OFFICE OR STATE AGENCY INTENDS TO

PROVIDE THE MAXTIMUM FLEXIBILITY TO EACH OFFEROR TO

PROPOSE AN TINNOVATIVE APPROACH.

(ITT) A STATEMENT OF OBJECTIVE MAY BE USED IN LIEU

OF A DETAILED STATEMENT OF WORK THAT DICTATES DETATILED

REQUIREMENTS THAT STIFLE FLEXTBLE, INNOVATTION SOLUTTIONS.

(B) SPECIFIC DUTIES OF STATE AGENCIES.--SUBJECT TO THE

PROVISIONS OF THIS CHAPTER AND CONSISTENT WITH THE PROCESSES

ENACTED UNDER 62 PA.C.S. CH. 5, EACH STATE AGENCY SHALL HAVE THE

AUTHORITY AND RESPONSIBILITY TO ISSUE PURCHASE ORDERS UNDER

CONTRACTS ENTERED BY THE OFFICE.

§ 4346. CONFIDENTIALITY.

(A) CONTRACT INFORMATION.--SUBJECT TO SUBSECTION (B),

CONTRACT INFORMATION COMPILED BY THE OFFICE SHALTL BE MADE A

MATTER OF PUBLIC RECORD AFTER THE AWARD OF CONTRACT.

(B) PROPRIETARY INEFORMATION.--TRADE SECRETS, TEST DATA AND
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SIMITAR PROPRIETARY INFORMATION AND SECURITY INFORMATION

PROTECTED FROM DISCLOSURE UNDER FEDERAL OR STATE LAW SHALL

REMATIN CONEFIDENTIAL.

§ 4347. METHODS OF PROCUREMENT.

(A) ELECTRONIC PROCUREMENT.--

(1) THE OFFICE MAY AUTHORIZE THE USE OF AN ELECTRONIC

PROCUREMENT SYSTEM TO CONDUCT A REVERSE AUCTION AND

ELECTRONIC BIDDING ON EXISTING MULTIPLE-AWARD CONTRACTS.

(2) THE FOLLOWING SHALL APPLY REGARDING REVERSE

AUCTIONS:

(I) THE VENDOR'S PRICE MAY BE REVEALED DURING THE

REVERSE AUCTION.

(I7) THE OFFICE MAY CONTRACT WITH A THIRD-PARTY

VENDOR TO CONDUCT THE REVERSE AUCTION.

(ITT) OFFERS OR BIDS MAY BE ACCEPTED AND CONTRACTS

MAY BE ENTERED BY USE OF ELECTRONIC BIDDING.

(IV) ALL REQUIREMENTS RELATING TO FORMAL AND

COMPETITIVE BIDS, INCLUDING ADVERTISEMENT, SEAT AND

SIGNATURE, ARE SATISFTED WHEN A PROCUREMENT IS CONDUCTED

OR A CONTRACT TS ENTERED IN COMPLTIANCE WITH THE REVERSE

AUCTION OR ELECTRONIC BIDDING REQUIREMENTS ESTABLTSHED BY

THE OFFICE.

(V) THE OFFICE SHALL LIMIT THE USE OF REVERSE

AUCTIONS IN PROCUREMENT OF INFORMATION TECHNOLOGY TO THE

ACQUISITION OF INFORMATION TECHNOLOGY HARDWARE.

(VI) THE OFFICE SHALL NOT USE REVERSE AUCTIONS FOR

THE PROCUREMENT OF INFORMATION TECHNOLOGY SERVICES,

HARDWARE SOFTWARE OR SOLUTIONS THAT INCORPORATE BOTH

INFORMATION TECHNOLOGY HARDWARE AND SERVICES, INCLUDING,

BUT NOT LIMITED TO, CLOUD-BASED INFORMATION TECHNOLOGY
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SOLUTTIONS.

(3) AS USED IN THIS SUBSECTION, "EXISTING MULTIPLE-AWARD

CONTRACTS" MEANS ONE OR MORE CONTRACTS WHERE THE SAME OR

SIMITAR GOODS ARE BETING PROCURED BY STATE AGENCIES.

(B) BULK PURCHASING.--

(1) THE DIRECTOR SHALL ESTABLISH PROCEDURES FOR THE

PROCUREMENT OF INFORMATION TECHNOLOGY THROUGH BULK PURCHASES.

THE PROCEDURES MAY INCLUDE THE FOLLOWING:

(I) THE AGGREGATION OF HARDWARE PURCHASES.

(IT) THE USE OF FORMAL BID PROCEDURES.

(ITT) RESTRICTIONS ON SUPPLEMENTAL STAFFING.

(IV) ENTERPRTISE SOFTWARE LTCENSING, HOSTING AND

MULTIYEAR MAINTENANCE AGREEMENTS.

(V) INFORMATION TECHNOLOGY AS A SERVICE.

(2) THE DIRECTOR MAY REQUIRE STATE AGENCIES TO SUBMIT

INFORMATION TECHNOLOGY PROCUREMENT REQUESTS TO THE DEPARTMENT

ON OCTOBER 1, JANUARY 1 AND JUNE 1, OR ANOTHER REGULARLY

OCCURRING SCHEDULE, OF EACH FISCAL YFEAR TN ORDER TO ALLOW FOR

BULK PURCHASING.

(C) MOST ADVANTAGEQOUS OFFER.--ALTL BIDS OR OFFERS TO

CONTRACT, WHETHER THROUGH COMPETITIVE SEALED BIDDING OR OTHER

PROCUREMENT METHOD UNDER 62 PA.C.S. CH. 5 (RELATING TO SOURCE

SELECTION AND CONTRACT FORMATION), SHALL BE SUBJECT TO

EVALUATION AND SELECTION BY ACCEPTANCE OF THE MOST ADVANTAGEOUS

OFFER TO THE COMMONWEALTH.

(D) CONSIDERATIONS.--EVALUATION OF AN INFORMATION TECHNOLOGY

PURCHASE SHALL TAKE INTO CONSIDERATION THE FOLLOWING FACTORS:

(1) THE BEST VALUE OF THE PURCHASE.

(2) COMPLIANCE WITH INFORMATION TECHNOLOGY PROJECT

MANAGEMENT POLICIES.
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1 (3) COMPLIANCE WITH INFORMATION TECHNOLOGY SECURITY

2 STANDARDS AND POLICIES.

3 (4) SUBSTANTIAL CONFORMITY WITH THE SPECIFICATIONS AND
4 OTHER CONDITIONS SET FORTH IN THE SOLICITATION.

5 (B) EXCEPTIONS.--IN ADDITION TO PERMITTED WAIVERS OF

6 COMPETITION, THE REQUIREMENTS OF COMPETITIVE BIDDING SHALL NOT

7 APPLY TO INFORMATION TECHNOLOGY CONTRACTS AND PROCUREMENTS:

8 (1) IN THE CASE OF A PRESSING NEED OR AN EMERGENCY

9 ARTISING FROM AN INFORMATION TECHNOLOGY SECURITY INCIDENT; OR
10 (2) IN THE USE OF MASTER LICENSING OR PURCHASING
11 AGREEMENTS GOVERNING THE OFFICE'S ACQUISITION OF PROPRIETARY
12 INTELLECTUAL PROPERTY.
13 (F) AWARD BY DIRECTOR.--THE DIRECTOR MAY AWARD A COST PLUS

14 PERCENTAGE OF COST CONTRACT FOR INFORMATION TECHNOLOGY PROJECTS.

15 AS NEEDED, THE DIRECTOR SHALL REPORT THE COST PLUS PERCENTAGE OF

16 COST CONTRACT TO THE FOLLOWING:

17 (1) THE SECRETARY OF THE BUDGET.
18 (2) THE AUDITOR GENERAL.
19 (3) THE GENERAL ASSEMBLY.

20 S 4348. OQUALITY ASSURANCE.

21 INFORMATION TECHNOLOGY PROJECTS AUTHORIZED UNDER THTIS CHAPTER

22 SHALL MEET ALL PROJECT STANDARDS AND REQUIREMENTS ESTABLISHED

23 UNDER THIS CHAPTER.

24 SUBCHAPTER E
25 SECURITY
26 SEC.

27 4351. STATEWIDE SECURITY STANDARDS.

28 4352. SECURITY STANDARDS AND RISK ASSESSMENTS.

29 4353. ASSESSMENT OF COMPLIANCE WITH SECURITY STANDARDS.

30 4354. JOINT CYBERSECURITY OVERSIGHT COMMITTEE.
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§ 4351. STATEWIDE SECURITY STANDARDS.

(A) ESTABLISHMENT.-—-—

(1) THE DIRECTOR SHALL ESTABLISH A STATEWIDE SET OF

STANDARDS FOR TINFORMATION TECHNOLOGY SECURITY TO MAXIMIZE THE

FUNCTTONALTITY, SECURITY AND INTEROPERABILITY OF THE

COMMONWEALTH'S DISTRIBUTED INFORMATION TECHNOLOGY ASSETS,

INCLUDING:

(I) DATA CLASSIFICATION.

(IT) MANAGEMENT.

(ITT) COMMUNICATIONS.

(IV) ENCRYPTION TECHNOLOGIES.

(2) THE STANDARDS UNDER THTIS SUBSECTION SHALTL CONFORM TO

THE TINDUSTRY'S BEST PRACTICES AND STANDARDS REGARDING

INFORMATION TECHNOLOGY SECURITY.

(B) REVIEW AND REVISION.--THE DIRECTOR SHALL REVIEW AND

REVISE THE SECURITY STANDARDS ANNUALLY AS NECESSARY. AS PART OF

THIS FUNCTION, THE DIRECTOR SHALL REVIEW PERIODICALLY EXTISTING

SECURITY STANDARDS AND PRACTICES IN PLACE AMONG THE VARIOUS

STATE AGENCIES TO DETERMINE WHETHER THOSE STANDARDS AND

PRACTICES MEET STATEWIDE SECURITY AND ENCRYPTTION REQUIREMENTS.

(C) ASSUMPTION OF RESPONSIBIITITIES.--THE DIRECTOR MAY ASSUME

THE DIRECT RESPONSIBILITY OF PROVIDING FOR THE INFORMATION

TECHNOLOGY SECURITY OF A STATE AGENCY THAT FATILS TO ADHERE TO

SECURITY STANDARDS ADOPTED UNDER THIS CHAPTER.

§ 4352. SECURITY STANDARDS AND RISK ASSESSMENTS.

(A) AUTHORIZATION TO OPERATE.--NOTWITHSTANDING ANY OTHER

PROVISION OF LAW AND EXCEPT AS OTHERWISE PROVIDED BY THIS

CHAPTER, ALT INFORMATION TECHNOLOGY SECURITY GOODS, SOFTWARE OR

SERVICES PURCHASED USING TAXPAYER MONEY, OR FOR USE BY A STATE

AGENCY OR IN A PUBLIC FACILITY, SHATLL REQUIRE AN AUTHORIZATION
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TO OPERATE BY THE HEAD OF THE STATE AGENCY IN ACCORDANCE WITH

SECURITY STANDARDS UNDER THIS CHAPTER. NO INFORMATION TECHNOLOGY

SYSTEM OR SERVICE MAY BFE OPERATED BY, OR IN SUPPORT OF, A STATE

AGENCY WITHOUT AN AUTHORIZATION TO OPERATE.

(B) STANDARDS .--THE DIRECTOR SHATLL DEFINE A RISK-BASED SET

OF CONTROL STANDARDS THAT TDENTIFEY SPECIFIC SECURITY AND PRIVACY

PROTECTIONS FOR ALL INFORMATION TECHNOLOGY AND INFORMATION

TECHNOLOGY SERVICES IN LINE WITH THE SPECIFIC THREATS AND RISKS

TO THE RESIDENTS OF THIS COMMONWEALTH AND STATE AGENCY

OPERATIONS.

(C) ASSESSMENTS.--THE DIRECTOR SHALL CONDUCT RISK

ASSESSMENTS TO IDENTTIFY COMPLTIANCE AND OPERATIONAL AND STRATEGIC

RISKS TO THE INFORMATION TECHNOLOGY NETWORK AND AGENCY

OPERATIONS. THE FOLLOWING SHALL APPLY:

(1) THE ASSESSMENTS MAY INCLUDE METHODS SUCH AS

PENETRATION TESTING, SOCIAL ENGINEERED SECURITY THREATS OR

SIMITAR ASSESSMENT METHODOLOGIES.

(2) THE DIRECTOR MAY CONTRACT WITH ANOTHER PARTY TO

PERFORM THE ASSESSMENTS.

(3) THE FOLLOWING ASSESSMENT REVIEWS SHALTL BE PERFORMED

PRIOR TO THE INFORMATION SECURITY AUDIT UNDER SUBSECTION (E)

AND THE ASSESSMENT SHALL BE PERFORMED CONSISTENT WITH THE

FEDERATL INFORMATION PROCESSING STANDARDS:

(I) IDENTITY MANAGEMENT.

(IT) SECURITY INCIDENT MANAGEMENT.

(ITT) NETWORK PERIMETER SECURITY.

(IV) SYSTEMS DEVELOPMENT.

(V) PROJECT MANAGEMENT.

(VI) INFORMATION TECHNOLOGY RTISK MANAGEMENT.

(VIT) DATA MANAGEMENT.
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(VITTI) VULNERABILITY MANAGEMENT.

(4) DETATLED REPORTS OF THE RISK AND SECURITY ISSUES

IDENTIFTIED IN THE ASSESSMENTS SHALL BE REPORTED TO THE

DIRECTOR AND SHATL BE KEPT CONFIDENTIAT.

(5) THE AGENCY HEAD, TN CONSULTATION WITH THE OFFICE,

SHALL TIDENTIEFY CORRECTIVE OR MITIGATING ACTIONS AS NEEDED.

(D) INTERTIM AUTHORITY TO OPERATE.--TF THE AGENCY HEAD

DETERMINES THAT THE INFORMATION TECHNOLOGY SYSTEM OR SERVICE IS

NEEDED, THE AGENCY HEAD MAY SEEK AUTHORIZATION FROM THE DIRECTOR

FOR A PERIOD NOT LONGER THAN 180 DAYS TO IMPLEMENT THE

CORRECTIVE OR MITIGATING ACTIONS.

(E) SECURITY AUDIT.--

(1) THE DIRECTOR SHALTL CONTRACT WITH AN INDEPENDENT

CERTIFTIED INFORMATION SECURITY AUDITOR OR ENTITY TO PERFORM

AN TNFORMATION SECURITY AUDIT OF STATE AGENCIES.

(2) THE DIRECTOR SHALL DETERMINE A SCHEDULE FOR

CONTINUOUS STATE AGENCY INFORMATION SECURITY AUDITS.

(F) NOTIFICATION AND AUDITS.--THE FOLLOWING SHALIL APPLY:

(1) THE PARTY CONDUCTING THE ASSESSMENT OR AUDIT SHALL

PROVIDE THE DIRECTOR AND HEAD OF THE REVIFEWED STATE AGENCY

WITH A DETATLED REPORT OF THE SECURITY TSSUES TIDENTTIFETIED,

WHICH SHALL NOT BE PUBLICLY DISCLOSED.

(2) THE STATE AGENCY, IN COOPERATION WITH THE OFFICE,

SHALL PROVIDE THE DIRECTOR WITH A CORRECTIVE ACTION PLAN THAT

REMEDIATES ISSUES TDENTIFIED IN THE DETATLED REPORT UNDER

PARAGRAPH (1), WHTICH SHALL NOT BE PUBLICLY DISCLOSED.

(3) THE DIRECTOR SHALIL ISSUE A PUBLIC REPORT ON THE

GENERAL RESULTS OF THE ASSESSMENT THAT SHATT BE ACCESSIBLE ON

THE PORTAL UNDER SECTION 4319 (RELATING TO STATEWIDE

INFORMATION TECHNOLOGY TRANSPARENCY PORTAL) .
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(G) FEFFECT OF SECTION.--NOTHING IN THIS SECTION SHALL BE

CONSTRUED TO PRECLUDE THE AUDITOR GENERAL OR THE GENERAL

ASSEMBLY FROM ASSESSING THE SECURITY PRACTICES OF STATE

INFORMATION TECHNOLOGY SYSTEMS AS PART OF TTS STATUTORY DUTIES

AND RESPONSIBILITIES.

§ 4353. ASSESSMENT OF COMPLIANCE WITH SECURITY STANDARDS.

(A) FREQUENCY.--THE DIRECTOR SHALL BIANNUALLY ASSESS THE

ABILITY OF EACH STATE AGENCY'S CONTRACTED VENDORS TO COMPLY WITH

THE CURRENT SECURITY STANDARDS ESTABLISHED UNDER THIS CHAPTER.

(B) CONTENTS.--THE DIRECTOR SHALL ESTABLISH A QUANTIFIABLE

OBJECTIVE METRIC THAT MEASURES THE DEGREE OF COMPLIANCE WITH

CURRENT SECURITY STANDARDS. THE ASSESSMENT UNDER THIS SECTION

SHATLL, AT A MINIMUM:

(1) OQUANTTIFY THE DEGREE OF COMPLIANCE WITH THE CURRENT

SECURITY STANDARDS USING THE METRIC.

(2) INCLUDE SECURITY ORGANIZATION, SECURITY PRACTICES,

SECURITY INFORMATION STANDARDS, NETWORK SECURITY

ARCHITECTURE, SYSTEMS DEVELOPMENT AND LIFECYCLE MANAGEMENT

AND CURRENT EXPENDITURES OF STATE FUNDS FOR INFORMATION

SECURITY.

(3) INCLUDE AN ESTIMATE OF THE COST TO IMPTLEMENT THE

SECURITY MEASURES NEEDED FOR STATE AGENCIES TO FULLY COMPLY

WITH THE ESTABLTISHED STANDARDS.

(C) SUBMITTAL OF INFORMATION.--EACH STATE AGENCY SHALL

SUBMIT INFORMATION REQUIRED BY THE DIRECTOR FOR THE ASSESSMENTS

UNDER THIS SECTION.

§ 4354. JOINT CYBERSECURITY OVERSIGHT COMMITTEE.

(A) ESTABLTSHMENT AND MEMBERSHTIP.--THE JOINT CYBERSECURITY

OVERSIGHT COMMITTEE TS ESTABLTISHED AND SHATLL CONSIST OF THE

FOLLOWING MEMBERS:
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(1) THE DIRECTOR.

(2) THE FOLLOWING INDIVIDUALS APPOINTED BY THE PRESIDENT

PRO TEMPORE OF THE SENATE:

(1) TWO MEMBERS OF THE SENATE.

(IT) A REPRESENTATIVE FROM THE INFORMATION

TECHNOLOGY OFFICE OF THE MAJORITY CAUCUS OF THE SENATE.

(3) THE FOLLOWING INDIVIDUALS APPOINTED BY THE MINORITY

LEADER OF THE SENATE:

(I) ONE MEMBER OF THE SENATE.

(IT) A REPRESENTATIVE FROM THE INFORMATION

TECHNOLOGY OFFICE OF THE MINORITY CAUCUS OF THE SENATE.

(4) THE FOLLOWING INDIVIDUALS APPOINTED BY THE SPEAKER

OF THE HOUSE OF REPRESENTATIVES:

(I) TwWO MEMBERS OF THE HOUSE OF REPRESENTATIVES.

(IT) A REPRESENTATIVE FROM THE INFORMATION

TECHNOLOGY OFFICE OF THE MAJORITY CAUCUS OF THE HOUSE OF

REPRESENTATIVES.

(5) THE FOLLOWING INDIVIDUALS APPOINTED BY THE MINORITY

LEADER OF THE HOUSE OF REPRESENTATIVES:

(1) ONE MEMBER OF THE HOUSE OF REPRESENTATIVES.

(IT) A REPRESENTATIVE FROM THE INFORMATION

TECHNOLOGY OFFICE OF THE MINORITY CAUCUS OF THE HOUSE OF

REPRESENTATIVES.

(6) THE ATTORNEY GENERAL OR A DESIGNEE OF THE ATTORNEY

GENERAL.

(7) THE CHIEF INFORMATION OFFICER OF:

(I) THE DEPARTMENT OF THE AUDITOR GENERAL.

(I7) THE TREASURY DEPARTMENT.

(ITT) THE OFFICE OF ATTORNEY GENERATL.

(IV) THE ADMINISTRATIVE OFFICE OF PENNSYLVANTA
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1 COURTS .

2 (V) THE PENNSYLVANIA PUBLIC UTILITY COMMISSION.

3 (8) FOUR PRIVATE CITIZENS APPOINTED BY THE GOVERNOR WITH
4 PROFESSTIONAL CYBERSECURITY EXPERIENCE.

5 (9) THE COMMISSIONER OF THE PENNSYLVANIA STATE POLICE OR
6 A DESIGNEE OF THE COMMISSIONER.

7 (10) A MEMBER OF THE NATIONAL GUARD EXPERIENCED IN

8 CYBERSECURITY, AS APPOINTED BY THE ADJUTANT GENERAL.

9 (B) CHATRPERSON AND VICE CHATRPERSON.--THE CHAIRPERSON OF

10 THE COMMITTEE SHALL BE APPOINTED BY THE GOVERNOR, AND THE VICE

11 CHAIRPERSON OF THE COMMITTEE SHALL BE APPOINTED BY THE

12 CHAIRPERSON.

13 (C) STAFFING.--

14 (1) THE COMMITTEE SHALIL BE STAFFED BY THE OFFICE, WHICH
15 SHALL SUPPORT AND ASSIST THE COMMITTEE.

16 (2) COSTS INCURRED FOR MILEAGE FOR A MEMBER SHALL BE

17 RETIMBURSED BY THE INDIVIDUAL OR ENTITY APPOINTING THE MEMBER.
18 (D) SERVICE OF MEMBERS.--EACH MEMBER OF THE COMMITTEE SHALL

19 SERVE AT THE PLEASURE OF THE INDIVIDUAL WHO APPOINTED THE

20 MEMBER.

21 (E) VACANCIES.--A VACANCY IN THE MEMBERSHIP OF THE COMMITTEE

22 SHALL BE FILLED BY THE APPOINTING AUTHORITY IN THE SAME MANNER

23 AS THE ORIGINAL APPOINTMENT.

24 (F) MEETINGS.--

25 (1) THE COMMITTEE SHALL MEET AT LEAST ON A QUARTERLY
26 BASIS AND NO LATER THAN THE FIRST THURSDAY OF EACH QUARTER.
27 (2) THE CHATIRPERSON OF THE COMMITTEE, WITH THE CONSENT
28 OF THE VICE CHATRPERSON OF THE COMMITTEE, MAY SCHEDULE

29 ADDITIONAL MEETINGS OF THE COMMITTEE.

30 (3) THE CHATRPERSON OF THE COMMITTEE SHALL PROVIDE THE
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MEMBERS OF THE COMMITTEE WITH NOTICE OF THE TIME AND LOCATION

OF EACH MEETING OF THE COMMITTEE NO LATER THAN ONE WEEK PRIOR

TO THE MEETING. NOTICE SHALL ALSO BE PROVIDED TO THE

GOVERNOR, THE PRESTDENT PRO TEMPORE OF THE SENATE AND THE

SPEAKFR OF THE HOUSE OF REPRESENTATIVES.

(4) NOTICE OF THE MEETINGS OF THE COMMITTEE SHALL BE

PROVIDED BY REGULAR MATL AND E-MATTL.

(5) A MEMBER OF THE COMMITTEE MAY PARTICIPATE IN A

MEETING OF THE COMMITTEE IN PERSON, BY TELECONFERENCE, BY

VIDEO CONFERENCE OR BY OTHER MEANS AS AGREED TO BY THE

CHATIRPERSON AND VICE CHATRPERSON OF THE COMMITTEE.

(6) A MEETING OF THE COMMITTEE SHALL NOT BE SUBJECT TO

65 PA.C.S. CH. 7 (RELATING TO OPEN MEETINGS) .

(7) A MEETING HELD BY THE COMMITTEE IN WHICH THE

COMMITTEE ACCEPTS TESTIMONY SHALL COMPLY WITH 65 PA.C.S. CH.

1.

(G) DUTIES.--=

(1) THE COMMITTEE SHALL REVIEW AND COORDINATE

CYBERSECURITY POLICIES AND DISCUSS EMERGING CYBERSECURITY

THREATS, RECOMMENDED POLICY CHANGES AND ASSESS CURRENT

CYBERSECURITY WITHIN THTS COMMONWEATLTH.

(2) THE COMMITTEE SHALIL PREPARE A REPORT OF ITS

ACTIVITIES, WHTICH SHATTL BE TRANSMITTED TO THE FOLTLOWING:

(I) THE GOVERNOR.

(IT) THE PRESIDENT PRO TEMPORE OF THE SENATE.

(ITT) THE SPEAKER OF THE HOUSE OF REPRESENTATIVES.

(IV) THE MAJORITY LEADER AND THE MINORITY LEADER OF

THE SENATE.

(V) THE MAJORITY TLEADER AND THE MINORITY TLEADER OF

THE HOUSE OF REPRESENTATIVES.
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1 (VI) THE COURT ADMINISTRATOR OF PENNSYLVANTA.

2 (H) DEFINITIONS.--AS USED IN THIS SECTION, THE FOLLOWING

3 WORDS AND PHRASES SHALL HAVE THE MEANINGS GIVEN TO THEM IN THIS

4 SUBSECTION UNLESS THE CONTEXT CLEARLY INDICATES OTHERWISE:

5 "COMMITTEE." THE JOINT CYBERSECURITY OVERSIGHT COMMITTEE

6 ESTABLISHED UNDER THIS SECTION.

7 SUBCHAPTER F
8 ENFORCEMENT AND PENALTIES
9 SEC.

10 4361. ADMINISTRATIVE AND JUDICIAL REVIEW.

11 4362. UNAUTHORIZED USE FOR PRIVATE BENEFIT PROHIBITED.

12 4363. FINANCIAL INTERESTS.

13 4364. CERTIFICATION OF SUBMITTAL WITHOUT COLLUSION.

14 § 4361. ADMINISTRATIVE AND JUDICIAL REVIEW.

15 ACTIONS TAKEN BY THE DIRECTOR UNDER THIS CHAPTER SHALL BE

16 SUBJECT TO REVIEW IN ACCORDANCE WITH 2 PA.C.S. CHS. 5 (RELATING

17 TO PRACTICE AND PROCEDURE) AND 7 (RELATING TO JUDICIAL REVIEW) .

18 § 4362. UNAUTHORIZED USE FOR PRIVATE BENEFIT PROHIBITED.

19 (A) OFFENSE.—--IT IS UNLAWEFUL FOR ANY PERSON, BY THE USE OF

20 THE POWERS, POLICIES OR PROCEDURES, TO PURCHASE, ATTEMPT TO

21 PURCHASE, PROCURE OR ATTEMPT TO PROCURE ANY PROPERTY OR SERVICES

22 FOR PRIVATE USE OR BENEFTIT.

23 (B) CRIMINAL PENALTIES AND FINES.--A PERSON THAT VIOLATES

24 SUBSECTION (A) COMMITS A MISDEMEANOR OF THE FIRST DEGREE. UPON

25 CONVICTION, THE PERSON SHALL BE LIABLE TO THE COMMONWEALTH TO

26 REPAY ANY AMOUNT EXPENDED IN VIOLATION OF THIS CHAPTER, TOGETHER

27 WITH ANY COURT COSTS.

28 § 4363. FINANCIAL INTERESTS.

29 (A) OFFENSE.--

30 (1) THE DIRECTOR, ANY OTHER POLICYMAKING EMPLOYEE OF THE
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OFFICE AND ANY EMPLOYEE OF A STATE AGENCY INVOLVED IN

MANAGEMENT OR OVERSTGHT, INCLUDING CONTRACT ADMINISTRATION,

OF THE INFORMATION TECHNOLOGY PROJECT MAY NOT HAVE A

FINANCIAL INTEREST OR PERSONAL BENEFICTIAT INTEREST, EITHER

DIRECTLY OR INDIRECTLY, IN THE PURCHASE OF OR CONTRACT FOR

INFORMATION TECHNOLOGY. THE FINANCIAL INTEREST OR PERSONAL

INTEREST SHALL EXTEND TO A CORPORATION, PARTNERSHTIP, COMPANY,

TRUST, ASSOCIATION OR OTHER ENTITY FURNISHING INFORMATION

TECHNOLOGY TO THE COMMONWEALTH OR ANY OF ITS STATE AGENCIES.

(2) AN OFFICIAL COVERED IN PARAGRAPH (1) MAY NOT ACCEPT

OR RECEIVE, DIRECTLY OR INDIRECTLY, ANY OF THE FOLLOWING:

(I) ANYTHING OF MONETARY OR OTHER VALUE, WHETHER BY

REBATE, GIFT OR OTHERWISE.

(IT) A PROMISE, OBLIGATION OR CONTRACT FOR FUTURE

REWARD, EMPLOYMENT OR COMPENSATION, REGARDLESS OF THE

BUSINESS OR NONBUSINESS NATURE OF THE PROMISE, OBLIGATION

OR CONTRACT.

(B) CRIMINAL PENALTIES.--A PERSON THAT VIOLATES SUBSECTION

(A) COMMITS A FELONY OF THE THIRD DEGREE. UPON CONVICTION, THE

PERSON SHATLL BE REMOVED FROM OFFICE OR STATE EMPTLOYMENT.

§ 4364. CERTIFICATION OF SUBMITTAL WITHOUT COLLUSION.

(A) DUTY.--THE DIRECTOR SHALL REQUIRE BIDDERS UNDER THTS

CHAPTER TO CERTIFY THAT EACH BID ON INFORMATION TECHNOLOGY

CONTRACTS OVERSEEN BY THE OFFICE IS SUBMITTED COMPETITIVELY AND

WITHOUT COLLUSION.

(B) GRADING.—--A PERSON THAT PROVIDES A FALSE CERTIFICATION

UNDER THIS SECTION COMMITS A MISDEMEANOR OF THE EFIRST DEGREE.

SUBCHAPTER G

PENNSYLVANTA STATEWIDE RADIO NETWORK

SEC.
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4371. DEFINITIONS.

4372. ADMINISTRATION OF PA-STARNET.

4373. PA-STARNET COMMITTEE.

§ 4371. DEFINITIONS.

THE FOLLOWING WORDS AND PHRASES WHEN USED IN THTIS SUBCHAPTER

SHALL HAVE THE MEANINGS GIVEN TO THEM IN THIS SECTION UNLESS THE

CONTEXT CLEARLY INDICATES OTHERWISE:

"BUSINESS PARTNER." AN ORGANIZATION THAT HAS ENTERED INTO AN

AGREEMENT WITH THE COMMONWEALTH UNDER WHICH IT OFFERS SOME FORM

OF NONMONETARY CONSIDERATION, SUCH AS FREQUENCY LICENSES OR

SITES FOR SYSTEM INFRASTRUCTURE, IN RETURN FOR PERMISSION TO USE

PA-STARNET FOR RADIO COMMUNICATIONS.

"COMMISSIONER." THE COMMISSIONER OF PENNSYLVANIA STATE
POLICE.
"COMMITTEE."™ THE PA-STARNET COMMITTEE ESTABLISHED UNDER §

4373 (RELATING TO PA-STARNET COMMITTEE) .

"EMERGENCY COMMUNICATIONS." THE MEANS AND METHODS FOR

EXCHANGING COMMUNICATIONS AND INFORMATION NECESSARY FOR

SUCCESSEFUL INCIDENT MANAGEMENT.

"FIRST RESPONDER." AN INDIVIDUAL WHO IN THE EARLY STAGES OF

AN INCIDENT IS RESPONSIBLE FOR THE PROTECTION AND PRESERVATION

OF LIFE, PROPERTY, EVIDENCE AND THE ENVIRONMENT, INCLUDING

EMERGENCY RESPONSE PROVIDERS AS THAT TERM IS DEFINED IN SECTION

2 OF THE HOMELAND SECURITY ACT OF 2002 (PUBLIC LAW 107-296, 116

STAT. 2135).

"PARTICIPATING AGENCY." A GOVERNMENT AGENCY, PUBLIC SAFETY

ORGANIZATION, FIRST RESPONDER ORGANIZATION, BUSINESS PARTNER OR

OTHER ORGANIZATION.

"PENNSYIVANTIA STATEWIDE RADIQO NETWORK" OR "PA-STARNET." A

STATEWIDE RADIO NETWORK COMPRISING A COMMUNICATION AND
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INFORMATION INFRASTRUCTURE CONNECTED BY A DIGITAL MICROWAVE

SYSTEM FOR TRANSMISSION OF VOICE AND DATA, INCLUDING ALL

FREQUENCY BANDS AND OTHER SYSTEM EXTENSIONS OWNED AND OPERATED

BY THE COMMONWEATLTH AND CONNECTED TO THE CORE DIGITAL TRUNKED

RADIO NETWORK OPERATING IN THE 800 MEGAHERTZ (MHZ) PUBLIC SAFETY

FREQUENCY BAND AND IN OTHER PUBLIC SAFETY FREQUENCY BANDS

LICENSED BY THE FEDERAL COMMUNICATIONS COMMISSION (FCC), OR TO

THE MICROWAVE BACKBONE NETWORK.

"PUBLIC SAFETY COMMUNICATIONS." THE MEANS AND METHODS FOR

TRANSMITTING AND RECEIVING INFORMATION NECESSARY FOR THE CONDUCT

OF SERVICES RENDERED BY OR THROUGH FEDERAL, STATE OR LOCAL

GOVERNMENT ENTITIES TN SUPPORT OF THE PROTECTION AND

PRESERVATION OF LTIFE, PROPERTY AND NATURATL RESOURCES, AS

PRESCRIBED BY TLAW.

"STATE POLICE." THE PENNSYLVANIA STATE POLICE.

§ 4372. ADMINISTRATION OF PA-STARNET.

(A) AUTHORITY.--THE STATE POLICE, THROUGH A PA-STARNET

DIVISION, SHALL DEVELOP, OPERATE, REGULATE, MANAGE, MAINTAIN AND

MONITOR PA-STARNET, INCLUDING PA-STARNET INFRASTRUCTURE,

EQUIPMENT, SOFTWARE, SERVICES AND LICENSES.

(B) PURPOSES.—--THE STATE POLICE SHATL ADMINISTER PA-STARNET

FOR:

(1) THE BENEFIT OF THE PARTICIPATING AGENCIES;

(2) THE SUPPORT OF EFFECTIVE COMMUNICATIONS AT CRITICAL

PUBLIC EVENTS; AND

(3) THE INTEROPERABLE COMMUNICATION NEEDS OF FEDERAL,

STATE AND LOCAL FIRST RESPONDERS DURING EMERGENCIES.

(C) POLICTIES AND PROCEDURES.--THE STATE POLICE SHALL

ESTABLTISH POLICTIES AND PROCEDURES FOR THE SPECIFICATION,

PROCUREMENT, DEVELOPMENT, TESTING, CONEFIGURATION, OPERATIONS,
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1 USE, REPLACEMENT AND MATNTENANCE OF PA-STARNET RESOURCES.

2 § 4373. PA-STARNET COMMITTEE.

3 THE PA-STARNET COMMITTEE IS ESTABLISHED IN THE STATE POLICE

4 TO PROVIDE A STANDING FORUM FOR PARTICIPATING AGENCIES TO ENSURE

5 COORDINATION AND COOPERATION AMONG PARTICIPATING STATE AGENCIES

6 AND COUNTY AND LOCAL AGENCIES IN THE DEVELOPMENT AND USE OF PA-

7  STARNET AND ITS APPLICATION TO PUBLIC SAFETY COMMUNICATIONS AND

8 EMERGENCY COMMUNICATIONS.

9 SECTION 2. THIS ACT SHALL TAKE EFFECT IMMEDIATELY.
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