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THE GENERAL ASSEMBLY OF PENNSYLVANIA

SENATE BILL
No. 918 “%%”

INTRODUCED BY PILEGGI, BAKER, COSTA, RAFFERTY, FOLMER, GORDNER,
VULAKOVICH, HUGHES, SCHWANK AND TARTAGLIONE,
FEBRUARY 20, 2015

SENATOR GREENLEAF, JUDICIARY, AS AMENDED, OCTOBER 27, 2015
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AN ACT

Amending Title 20 (Decedents, Estates and Fiduciaries) of the

Pennsylvania Consolidated Statutes, in—fiduveiary—acecess—te— <--
et i s - ] .

apprreatironr—and—econstractionr—and—forappticabiiity- ENACTING <--
THE REVISED UNIFORM FIDUCIARY ACCESS TO DIGITAL ASSETS ACT
(2015) ; AND PROVIDING FOR USER DIRECTION AND AGREEMENTS, FOR
DISCLOSURE OF DIGITAL ASSETS, FOR FUNCTIONS OF FIDUCIARIES

AND FOR COMPLIANCE AND IMMUNITY FOR CUSTODIANS OF DIGITAL
ASSETS.

The General Assembly of the Commonwealth of Pennsylvania
hereby enacts as follows:

Section 1. Title 20 of the Pennsylvania Consolidated
Statutes is amended by adding a chapter to read:

CHAPTER 39




10

11 commeree—Act—

12 SHt—Appiicabidity-

13 £ 3883 —FPefinitions—

14

15 SUEEEE ] . . ] . " . ] ]

16 context—eleartyr—indicates otherwises

17 u

18 H—a—person—that—has—entered—inteo—a—terms—of——service—
19 agreement—wirth—a——custodian—or

20 2—a—figueiary—for—aperson—described—inparagraph (i~
21 g

22 durableeor nendurablepower—of attorney s

23 " 2 . "

24 communtestionse

25 " o o o - "

26

27

28

29

30

20150SB0518PN1371 -2 -



2 " 4 4 4 - "

10 " 3 . " 3 3 3 n

11 L _ D _ L eat

12 espabitities—

13 " o o o - "

14

15 remote—computing—service—Theterm—includes—+theecatalog—of—

16 o1 . . . L c 1 .

17 communication~

18 " . . . . _u

19 > } s } WP il .
20 edectrenieceecommunications

21 " 4 4 . " 4 4 4 ~

22 SsSuceessorpersonal—representativer conservator——agentor—

23 E£rustee

24 W 4 4 + + i\ e i | + + 2 + +
SOVCeCTIITIITg TITSC CIiCItc . A" g g w7 Crootc Of tTIrSct oitcIitc

25 esteblishingapowerofattorneyorotherdispositive—or—

26 r#omitpative—inastrument—

27 " o " o o
. 2 2 2 2 2 2

28 computer—programsy—Software —<databases—or—the—TJike

29 " . " 3 3 3 n n

30 ettty r—publie—ecorporation—goveramentor goveramental—

20150SB0518PN1371 -3 -



11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

277

28

20150SB0518PN1371 -4 -



10

11

12

13

14

19

20

21

22

23 or—recordsi

24 2 r—the—eatatog—of electronie—communications——sent—or—

25 reeceived by —theprotected—person—and

26 3r—anether—digital—asset—in—which+theprotectedpersen—
27 has—ea—righteor—dnterest-

28 &3964—~Aceess—byagent—to—digitat—assets—eofprineipat—

29 te)—F=press—eagrant—of—authority—Fo—the—extent—apower—of—

30 zattorney—expresstyegrants—authority—+toan—agentover—the—content—

20150SB0518PN1371 -5 -



18

19

20

21

22

23 i —the—content—ofan—etectronic——communication—sent—

24 or—Freeceivred—by—theoriaginator s Sgeecessor account—holder—

25 Tf—the—etectrontc—communirecation——service—or—remote—

26 comptting—service—is5permitted—to—disetose—the—~content—

27 wader—38—HU-5-6—&5 2702 oV —{relatine—to—Foluntary—

' 1 s N : L RN
28 ST SCToSHre O T CHSTOoOMmer CoMmuntIcac oS o recoraS)—

29 tHi—the—ecatatogof—electronte——communications—sent—

30 or—Freeceived—by—the—eorieinal—or—a—Ssuecessor—aecount—

20150SB0518PN1371 - 6 -



2

3

4

5

6

7

8

9

10

11

12 {H——subtect—to—the—terms—of serviceagreement—and—

13 copyright—or—other—appticabte—taw,—may—take—an—action—

14 concerning—the—asset—+to—the-extent of theaccount—hotder's—
15 arthority—and—the—fidueiaryls—powers—under—this—titier

16 {2r—has—under——appiicabte——etectronieprivacy taws,—the—
17 Tawfut—econsent—of—theaccount—hotder—Ffor—the-ecustodian—to—
18 gdivutge—the—content—of—an—etectronic—communication—to—the—
19 fauetary—and

20 S—is—under—appiticabte—computer—fravd—and—unatthorized—
21 aeeess—teaws—iretudireg—48—PaC- 5 —SSTF oA {1 —and—{(24—

22 tretating—to—untawfut—use—of computer—andothercomputer—

23 erimesr—and—F6to—{relating—to——computer—trespass)y,—an—

24 attthorized—users

25 b r—TFerms—of—service—agreement—If a provision—in—a—terms—

26 = . i FUN . : PO

27

28

29 ce _ i : L : ces .

30 f£romthe—sacecount—hotdertsassent—+toother provisitons—~of—+the—

20150SB0518PN1371 -7 -



11

12

13

14

15

16

17

18

19

20

21

22

23

24

277

28

29

30

20150SB0518PN1371 - 8 -



11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

277

28

29

30

20150SB0518PN1371 -9 -



2

3

4 {h—must——econtain—the—foltowing—information:

5 i r—that—+thetrustexistsandthe date—the—trust—

6 instrument—was—executed;

7 ti—the—sdentity—of—the—setttory

8 fiii—+the—sdentityv—and—address—of—+the—+trustees

9 tHH—+theat—there—isnothinghnconsistent—in—the—trust—
10 with—respect—to—the—+trusteels powers—over—digitat——assetss
11 {vr—whether—the—trust—isrevocapbte—and—the—sdentity—
12 of—any—person—holding—apower—torevoke—the—trusts—and

13 tvrir—whether—a—ceotrustee—has—auwthority—to—-sigr—or—

14 otherwise—authenticate—and—whether—ailt——or—fewer—than—ati—
15 cotrustees—are—reguired—toexercise—powers—of—the—

16 trustees

17 2 —mustbe—signed—or——otherwise—authenticatedbv—a—

18 trustees

19 S—must—state—that—+the—+trust—hasrnotbeen—revoked;—

20

21

22

23 t4H—rneednot—contain—thedispositive—terms—of +thetrust-
24 fer—Frust—documents—A—ecustodian—that—receives—a—

o5 vy . = i ] . i . :
26 g . c c : .

27

28

29 +ransactions

30 +£—Relianceon—rcertification—Fhefollowing—apptys

20150SB0518PN1371 - 10 -



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

277

28

29 =394 0-—Retatieon—toTlectronie—Siepatures—Fn—GStobal——and—
30 National Commerce—Act

20150SB0518PN1371 - 11 -



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
277
28
29

30

UNIFORM FTIDUCTARY ACCESS TO DIGITAL ASSETS

SEC.

3901. SHORT TITLE OF CHAPTER.
3902. DEFINTTIONS.

3903. APPLICABILITY.
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1 3904. USER DIRECTION FOR DISCLOSURE OF DIGITAL ASSETS.

2 3905. TERMS-OF-SERVICE AGREEMENT.

3 3906. PROCEDURE FOR DISCLOSING DIGITAL ASSETS.

4 3907. DISCLOSURE OF CONTENT OF ELECTRONIC COMMUNICATIONS OF

5 DECEASED USER.

6 3908. DISCLOSURE OF OTHER DIGITAL ASSETS OF DECEASED USER.

7 3909. DISCLOSURE OF CONTENT OF ELECTRONIC COMMUNICATIONS OF

8 PRINCIPAL.

9 3910. DISCLOSURE OF OTHER DIGITAL ASSETS OF PRINCIPAL.

10 3911. DISCLOSURE OF DIGITAL ASSETS HELD IN TRUST WHEN TRUSTEE

11 IS ORIGINAL USER.

12 3912. DISCLOSURE OF CONTENTS OF ELECTRONIC COMMUNICATIONS HELD

13 IN TRUST WHEN TRUSTEE NOT ORIGINAL USER.

14 3913. DISCLOSURE OF OTHER DIGITAL ASSETS HELD IN TRUST WHEN

15 TRUSTEE NOT ORIGINAL USER.

16 3914. DISCLOSURE OF DIGITAL ASSETS TO CONSERVATOR OF PROTECTED

17 PERSON.

18 3915. FIDUCIARY DUTY AND AUTHORITY.

19 3916. CUSTODIAN COMPLIANCE AND TIMMUNITY.

20 3917. UNIFORMITY OF APPLICATION AND CONSTRUCTION.

21 3918. RELATION TO ELECTRONIC SIGNATURES IN GLOBAL AND NATIONAL

22 COMMERCE ACT.

23 § 3901. SHORT TITLE OF CHAPTER.

24 THIS CHAPTER MAY BE CITED AS THE REVISED UNIFORM FIDUCIARY

25 ACCESS TO DIGITAL ASSETS ACT (2015).

26 & 3902. DEFINITIONS.

27 THE FOLLOWING WORDS AND PHRASES WHEN USED IN THIS CHAPTER

28 SHALL HAVE THE MEANINGS GIVEN TO THEM IN THIS SECTION UNLESS THE

29 CONTEXT CLEARLY INDICATES OTHERWISE:

30 "ACCOUNT." AN ARRANGEMENT UNDER A TERMS-OF-SERVICE AGREEMENT

20150SB0518PN1371 - 13 -



1 IN WHICH A CUSTODIAN:

2 (1) CARRIES, MAINTAINS, PROCESSES, RECEIVES OR STORES A
3 DIGITAL ASSET OF THE USER; OR

4 (2) PROVIDES GOODS OR SERVICES TO THE USER.

5 "AGENT." AN ATTORNEY-IN-FACT GRANTED AUTHORITY UNDER A

6 DURABLE OR NONDURABLE POWER OF ATTORNEY.

7 "CARRIES." ENGAGES IN THE TRANSMISSION OF AN ELECTRONIC

8 COMMUNICATION.

9 "CATALOG OF ELECTRONIC COMMUNICATIONS." INFORMATION WHICH

10 IDENTIFTIES:

11 (1) FEACH PERSON THAT HAS HAD AN ELECTRONIC COMMUNICATION
12 WITH A USER;

13 (2) THE TIME AND DATE OF THE ELECTRONIC COMMUNICATION;
14 AND

15 (3) THE ELECTRONIC ADDRESS OF THE PERSON UNDER PARAGRAPH
16 ).

17 "CONSERVATOR." A PERSON APPOINTED BY A COURT TO MANAGE THE

18 ESTATE OF A LIVING INDIVIDUAL. THE TERM INCLUDES A LIMITED

19 CONSERVATOR.

20 "CONTENT OF AN ELECTRONIC COMMUNICATION." TINFORMATION

21 CONCERNING THE SUBSTANCE OR MEANING OF THE ELECTRONIC

22 COMMUNICATION WHICH:

23 (1) HAS BEEN SENT OR RECEIVED BY A USER;

24 (2) IS IN ELECTRONIC STORAGE BY A CUSTODIAN PROVIDING AN
25 ELECTRONIC COMMUNICATION SERVICE TO THE PUBLIC OR IS CARRIED
26 OR MAINTAINED BY A CUSTODIAN PROVIDING A REMOTE COMPUTING

27 SERVICE TO THE PUBLIC; AND

28 (3) IS NOT READILY ACCESSIBLE TO THE PUBLIC.

29 "COURT." THE COURT OF COMMON PLEAS EXERCISING THE

30 JURISDICTION REFERRED TO IN THIS TITLE THROUGH ITS ORPHANS'

20150SB0518PN1371 - 14 -
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COURT DIVISION.

"CUSTODIAN." A PERSON THAT CARRIES, MAINTATINS, PROCESSES,

RECEIVES OR STORES A DIGITAL ASSET OF A USER.

"DESTIGNATED RECIPIENT." A PERSON CHOSEN BY A USER USING AN

ONLINE TOOL TO ADMINISTER DIGITATL ASSETS OF THE USER.

"DIGITAL ASSET." AN ELECTRONIC RECORD IN WHICH AN INDIVIDUAL

HAS A RIGHT OR INTEREST. THE TERM DOES NOT INCLUDE AN UNDERLYING

ASSET OR LIABTILITY UNLESS THE ASSET OR LIABILITY IS ITSELE AN

ELECTRONIC RECORD.

"ELECTRONIC." RELATING TO TECHNOLOGY HAVING ELECTRICAL,

DIGITAL, MAGNETIC, WIRELESS, OPTICAL, ELECTROMAGNETIC OR STIMILAR

CAPABILITIES.

"ELECTRONIC COMMUNICATION." AS DEFINED IN 18 U.S.C. §

2510(12) (RELATING TO DEFINITIONS) .

"ELECTRONIC COMMUNICATIONS SYSTEM." AS DEFINED IN 18 U.S.C.
§ 2510(14) .
"ELECTRONIC COMMUNICATION SERVICE." A CUSTODIAN THAT

PROVIDES TO A USER THE ABILITY TO SEND OR RECEIVE AN ELECTRONIC

COMMUNICATION.

"FIDUCIARY." ANY ORIGINAL, ADDITIONAL OR SUCCESSOR PERSONAL

REPRESENTATIVE, CONSERVATOR, AGENT OR TRUSTEE.

"INFORMATION." DATA, TEXT, IMAGES, VIDEOS, SOUNDS, CODES,

COMPUTER PROGRAMS, SOFTWARE, DATABASES OR THE LIKE.

"ONLINE TOOL." AN ELECTRONIC SERVICE PROVIDED BY A CUSTODIAN

WHICH ALLOWS THE USER, IN AN AGREEMENT DISTINCT FROM THE TERMS-

OF-SERVICE AGREEMENT BETWEEN THE CUSTODIAN AND USER, TO PROVIDE

DIRECTIONS FOR DISCLOSURE OR NONDISCLOSURE OF DIGITAL ASSETS TO

A THTIRD PERSON.

"PERSON." ANY INDIVIDUAL; ESTATE; BUSINESS OR NONPROFIT

ENTITY; PUBLIC CORPORATION; GOVERNMENT OR GOVERNMENTAL

20150SB0518PN1371 - 15 -
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SUBDIVISION, AGENCY OR INSTRUMENTALITY; OR OTHER LEGAL ENTITY.

"PERSONAL REPRESENTATIVE." ANY OF THE FOLLOWING:

(1) AN EXECUTOR, AN ADMINISTRATOR OR A SPECIAL

ADMINTSTRATOR.

(2) A PERSON THAT PERFORMS SUBSTANTIALLY THE SAME

FUNCTION AS A PERSON SPECIFIED IN PARAGRAPH (1) UNDER THE

LAWS OF THIS COMMONWEALTH OTHER THAN THIS CHAPTER.

"POWER OF ATTORNEY." A RECORD WHICH GRANTS AN AGENT

AUTHORITY TO ACT IN THE PLACE OF A PRINCIPAL.

"PRINCIPAL." AN TNDIVIDUAL WHO GRANTS AUTHORITY TO AN AGENT

IN A POWER OF ATTORNEY.

"PROTECTED PERSON." AN TINDIVIDUAL FOR WHOM A CONSERVATOR HAS

BEEN APPOINTED. THE TERM INCLUDES AN INDIVIDUAL FOR WHOM AN

APPLICATION FOR THE APPOINTMENT OF A CONSERVATOR IS PENDING.

"RECORD." INFORMATION THAT IS INSCRIBED ON A TANGIBLE MEDIUM

OR THAT IS STORED IN AN ELECTRONIC OR OTHER MEDIUM AND IS

RETRIEVABLE IN PERCEIVABLE FORM.

"REMOTE COMPUTING SERVICE." A CUSTODIAN THAT PROVIDES TO A

USER COMPUTER-PROCESSING SERVICES OR THE STORAGE OF DIGITAL

ASSETS BY MEANS OF AN ELECTRONIC COMMUNICATIONS SYSTEM.

"TERMS-OF-SERVICE AGREEMENT." AN AGREEMENT WHICH CONTROLS

THE RELATIONSHIP BETWEEN A USER AND A CUSTODIAN.

"TRUSTEE." A FIDUCIARY WITH LEGAL TITLE TO PROPERTY UNDER AN

AGREEMENT OR DECLARATION WHICH CREATES A BENEFICIAL INTEREST IN

ANOTHER. THE TERM INCLUDES A SUCCESSOR TRUSTEE.

"USER." A PERSON THAT HAS AN ACCOUNT WITH A CUSTODIAN.

"WILL." TINCLUDES:

(1) A CODICIL;

(2) A TESTAMENTARY INSTRUMENT WHICH ONLY APPOINTS AN

EXECUTOR; AND

20150SB0518PN1371 - 16 -
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(3) AN INSTRUMENT WHICH REVOKES OR REVISES A

TESTAMENTARY INSTRUMENT.

§ 3903. APPLICABILITY.

(A) TIME.--THTS CHAPTER APPLTIES TO:

(1) A FIDUCIARY ACTING UNDER A WILL OR POWER OF ATTORNEY

EXECUTED BEFORE, ON OR AFTER THE EFFECTIVE DATE OF THTS

SECTION;

(2) A PERSONAL REPRESENTATIVE ACTING FOR A DECEDENT WHO

DIED BEFORE, ON OR AFTER THE EFFECTIVE DATE OF THTIS SECTION;

(3) A CONSERVATORSHIP PROCEEDING COMMENCED BEFORE, ON OR

AFTER THE EFFECTIVE DATE OF THIS SECTION; AND

(4) A TRUSTEE ACTING UNDER A TRUST CREATED BEFORE, ON OR

AFTER THE EFFECTIVE DATE OF THIS SECTION.

(B) RESIDENCE OF USER.--THIS CHAPTER APPLIES TO A CUSTODIAN

IF THE USER RESIDES IN THIS COMMONWEALTH OR RESIDED IN THIS

COMMONWEALTH AT THE TIME OF THE USER'S DEATH.

(C) EMPLOYERS.--THIS CHAPTER DOES NOT APPLY TO A DIGITAL

ASSET OF AN EMPLOYER USED BY AN EMPLOYEE IN THE ORDINARY COURSE

OF THE EMPLOYER'S BUSINESS.

§ 3904. USER DIRECTION FOR DISCLOSURE OF DIGITAL ASSETS.

(A) USE OF ONLINE TOOL.--

(1) A USER MAY USE AN ONLINE TOOL TO DIRECT THE

CUSTODIAN TO DISCLOSE OR NOT TO DISCLOSE SOME OR ALL OF THE

USER'S DIGITAL ASSETS, INCLUDING THE CONTENT OF ELECTRONIC

COMMUNICATTIONS .

(2) IF THE ONLINE TOOL ALLOWS THE USER TO MODIFEY OR

DELETE A DIRECTION AT ALL TIMES, A DIRECTION REGARDING

DISCLOSURE USING AN ONLINE TOOL OVERRIDES A CONTRARY

DIRECTION BY THE USER IN A WILL, TRUST, POWER OF ATTORNEY OR

OTHER RECORD.

20150SB0518PN1371 - 17 -
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(B) NONUSE OF ONLINE TOOL.--TIF A USER HAS NOT USED AN ONLINE

TOOL TO GIVE DIRECTION UNDER SUBSECTION (A) OR TF THE CUSTODIAN

HAS NOT PROVIDED AN ONLINE TOOL, THE USER MAY, IN A WILL, TRUST,

POWER OF ATTORNEY OR OTHER RECORD, ALLOW OR PERMIT DISCLOSURE TO

A FIDUCTIARY OF SOME OR ALL OF THE USER'S DIGITAL ASSETS,

INCLUDING THE CONTENT OF ELECTRONIC COMMUNICATIONS SENT OR

RECETIVED BY THE USER.

(C) USER'S DIRECTION.--A USER'S DIRECTION UNDER SUBSECTION

(A) OR (B) OVERRIDES A CONTRARY PROVISION IN A TERMS-OF-SERVICE

AGREEMENT WHICH DOES NOT REQUIRE THE USER TO ACT AFFIRMATIVELY

AND DISTINCTLY FROM THE USER'S ASSENT TO THE TERMS OF SERVICE.

§ 3905. TERMS-QOF-SERVICE AGREEMENT.

(A) ATLTERATION OF RIGHTS UNDER THIS CHAPTER.--THIS CHAPTER

DOES NOT CHANGE OR TIMPATR A RIGHT OF A CUSTODIAN OR A USER UNDER

A TERMS-OF-SERVICE AGREEMENT TO ACCESS AND USE DIGITAL ASSETS OF

THE USER.

(B) ADDITIONAL RIGHTS UNDER THIS CHAPTER.--THIS CHAPTER DOES

NOT GIVE A FIDUCIARY ANY NEW OR EXPANDED RIGHTS OTHER THAN THOSE

HELD BY THE USER FOR WHOM, OR FOR WHOSE ESTATE, THE FIDUCIARY

ACTS OR REPRESENTS.

(C) ABSENCE OF DIRECTION.--A FIDUCIARY'S ACCESS TO DIGITAL

ASSETS MAY BE MODIFTIED OR ELTMINATED BY A USER, BY FEDERAL LAW,

OR BY A TERMS—-OF-SERVICE AGREEMENT IF THE USER HAS NOT PROVIDED

DIRECTION UNDER SECTION 3904 (RELATING TO USER DIRECTION FOR

DISCLOSURE OF DIGITAL ASSETS).

§ 3906. PROCEDURE FOR DISCLOSING DIGITAL ASSETS.

(A) AUTHORITY OF CUSTODIAN.--WHEN DISCLOSING DIGITAL ASSETS

OF A USER UNDER THIS CHAPTER, THE CUSTODIAN HAS THE SOLE

DISCRETION TO:

(1) GRANT A FIDUCIARY OR DESIGNATED RECIPIENT FULL

20150SB0518PN1371 - 18 -
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ACCESS TO THE USER'S ACCOUNT;

(2) GRANT A FIDUCIARY OR DESIGNATED RECIPIENT PARTIAL

ACCESS TO THE USER'S ACCOUNT SUFFICIENT TO PERFORM THE TASKS

WITH WHTICH THE FTDUCTIARY OR DESTGNATED RECIPIENT TS CHARGED;

OR

(3) PROVIDE A FTIDUCIARY OR DESIGNATED RECIPTIENT A COPY

IN A RECORD OF ANY DIGITAL ASSET WHICH, ON THE DATE THE

CUSTODIAN RECEIVED THE REQUEST FOR DISCLOSURE, THE USER COULD

HAVE ACCESSED TIF THE USER WERE ALIVE AND HAD FULL CAPACITY

AND ACCESS TO THE ACCOUNT.

(B) CHARGE.--A CUSTODIAN MAY ASSESS A REASONABLE

ADMINTSTRATIVE CHARGE FOR THE COST OF DISCLOSING DIGITAL ASSETS

UNDER THIS CHAPTER.

(C) DELETED DIGITAL ASSETS.--A CUSTODIAN NEED NOT DISCLOSE

UNDER THIS CHAPTER A DIGITAL ASSET DELETED BY A USER.

(D) SEGREGATION.--TF A USER DIRECTS OR A FIDUCIARY REQUESTS

A CUSTODIAN TO DISCLOSE UNDER THIS CHAPTER SOME, BUT NOT ALL, OF

THE USER'S DIGITAL ASSETS, THE CUSTODIAN NEED NOT DISCLOSE THE

DIGITAL ASSETS IF SEGREGATION OF THE DIGITAL ASSETS WOULD IMPOSE

AN UNDUE BURDEN ON THE CUSTODIAN. TF THE CUSTODIAN BETLTEVES THE

DIRECTION OR REQUEST TIMPOSES AN UNDUE BURDEN, THE CUSTODIAN OR

FIDUCIARY MAY SEEK AN ORDER FROM THE COURT TO DO ANY OF THE

FOLLOWING:

(1) DISCLOSE A SUBSET LIMITED BY DATE OF THE USER'S

DIGITAL ASSETS.

(2) DISCLOSE ALL OF THE USER'S DIGITAL ASSETS TO THE

FIDUCIARY OR DESIGNATED RECIPIENT.

(3) DISCIOSE NONE OF THE USER'S DIGITAL ASSETS.

(4) DISCLIOSE ALL OF THE USER'S DIGITAL ASSETS TO THE

COURT FOR REVIEW IN CAMERA.

20150SB0518PN1371 - 19 -
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§ 3907. DISCLOSURE OF CONTENT OF ELECTRONIC COMMUNICATIONS OF

DECEASED USER.

IF A DECEASED USER CONSENTED OR A COURT DIRECTS DISCLOSURE OF

THE CONTENT OF ELECTRONIC COMMUNICATIONS OF THE USER, THE

CUSTODIAN SHALTL DISCLOSE TO THE PERSONAL REPRESENTATIVE OF THE

ESTATE OF THE USER THE CONTENT OF AN ELECTRONIC COMMUNICATION

SENT OR RECEIVED BY THE USER TF THE PERSONAL REPRESENTATIVE

GIVES THE CUSTODIAN:

(1) A WRITTEN REQUEST FOR DISCLOSURE IN PHYSTCAL OR

ELECTRONIC FORM;

(2) A CERTIFIED COPY OF THE DEATH CERTIFICATE OF THE

USER;

(3) A CERTIFIED COPY OF THE LETTERS;

(4) UNLESS THE USER PROVIDED DIRECTION USING AN ONLINE

TOOL, A COPY OF THE USER'S WILL, TRUST, POWER OF ATTORNEY OR

OTHER RECORD EVIDENCING THE USER'S CONSENT TO DISCLOSURE OF

THE CONTENT OF ELECTRONIC COMMUNICATIONS; AND

(5) IF REQUESTED BY THE CUSTODIAN:

(I) ANY NUMBER, USERNAME, ADDRESS OR OTHER UNIQUE

SUBSCRIBER OR ACCOUNT TDENTIFTIER, ASSTIGNED BY THE

CUSTODIAN TO IDENTIFY THE USER'S ACCOUNT;

(IT) EVIDENCE LINKING THE ACCOUNT TO THE USER; OR

(ITT) A FINDING BY THE COURT THAT:

(A) THE USER HAD A SPECIFIC ACCOUNT WITH THE

CUSTODIAN, TDENTIFTIABLE BY THE INFORMATION SPECIFTIED

IN SUBPARAGRAPH (T);

(B) DISCLOSURE OF THE CONTENT OF ELECTRONIC

COMMUNICATIONS OF THE USER WOULD NOT VIOLATE 18

U.S.C. § 2701 (RELATING TO UNLAWFUL ACCESS TO STORED

COMMUNICATIONS) ET SEQ., SECTION 222 OF THE

20150SB0518PN1371 - 20 -
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COMMUNICATIONS ACT OF 1934 (47 U.S.C. § 222) OR OTHER

APPLICABLE LAW;

(C) UNLESS THE USER PROVIDED DIRECTION USING AN

ONLINE TOOL, THE USER CONSENTED TO DISCLOSURE OF THE

CONTENT OF ELECTRONIC COMMUNICATIONS; OR

(D) DISCLOSURE OF THE CONTENT OF ELECTRONIC

COMMUNICATIONS OF THE USER IS REASONABLY NECESSARY

FOR ADMINISTRATION OF THE ESTATE.

§ 3908. DISCLOSURE OF OTHER DIGITAL ASSETS OF DECEASED USER.

UNLESS THE USER PROHIBITED DISCLOSURE OF DIGITAL ASSETS OR

THE COURT DIRECTS OTHERWISE, A CUSTODIAN SHALL DISCLOSE TO THE

PERSONAL REPRESENTATIVE OF THE ESTATE OF A DECEASED USER A

CATATLOG OF ELECTRONIC COMMUNICATIONS SENT OR RECETIVED BY THE

USER AND DIGITAL ASSETS, OTHER THAN THE CONTENT OF ELECTRONIC

COMMUNICATIONS, OF THE USER, IF THE PERSONAL REPRESENTATIVE

GIVES THE CUSTODIAN:

(1) A WRITTEN REQUEST FOR DISCLOSURE IN PHYSTCAL OR

ELECTRONIC FORM;

(2) A CERTIFIED COPY OF THE DEATH CERTIFICATE OF THE

USER;

(3) A CERTIFIED COPY OF THE LETTERS; AND

(4) IF REQUESTED BY THE CUSTODIAN:

(I) ANY NUMBER, USERNAME, ADDRESS OR OTHER UNIQUE

SUBSCRIBER OR ACCOUNT IDENTTIFTER, ASSTIGNED BY THE

CUSTODIAN TO IDENTIFY THE USER'S ACCOUNT;

(IT) EVIDENCE LINKING THE ACCOUNT TO THE USER;

(ITT) AN AFFIDAVIT STATING THAT DISCLOSURE OF THE

USER'S DIGITAL ASSETS IS REASONABLY NECESSARY FOR

ADMINISTRATION OF THE ESTATE; OR

(IV) A FINDING BY THE COURT THAT:
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1 (A) THE USER HAD A SPECIFIC ACCOUNT WITH THE

2 CUSTODIAN, IDENTIFIABLE BY THE INFORMATION SPECIFTIED
3 IN SUBPARAGRAPH (I); OR

4 (B) DISCLOSURE OF THE USER'S DIGITAL ASSETS IS
5 REASONABLY NECESSARY FOR ADMINISTRATION OF THE

6 ESTATE.

7 § 3909. DISCLOSURE OF CONTENT OF ELECTRONIC COMMUNICATIONS OF

8 PRINCIPAL.

9 TO THE EXTENT A POWER OF ATTORNEY EXPRESSLY GRANTS AN AGENT

10 AUTHORITY OVER THE CONTENT OF ELECTRONIC COMMUNICATIONS SENT OR

11 RECEIVED BY THE PRINCIPAL AND UNLESS DIRECTED OTHERWISE BY THE

12 PRINCIPAL OR THE COURT, A CUSTODIAN SHALL DISCLOSE TO THE AGENT

13 THE CONTENT OF AN ELECTRONIC COMMUNICATION TIF THE AGENT GIVES

14 THE CUSTODIAN:

15 (1) A WRITTEN REQUEST FOR DISCLOSURE IN PHYSTCAL OR
16 ELECTRONIC FORM;

17 (2) AN ORIGINAL OR A COPY OF THE POWER OF ATTORNEY

18 EXPRESSLY GRANTING THE AGENT AUTHORITY OVER THE CONTENT OF
19 ELECTRONIC COMMUNICATIONS OF THE PRINCIPAL;

20 (3) A CERTIFICATION BY THE AGENT, UNDER PENALTY OF

21 PERJURY, THAT THE POWER OF ATTORNEY IS IN EFFECT; AND

22 (4) IF REQUESTED BY THE CUSTODIAN:

23 (I) ANY NUMBER, USERNAME, ADDRESS OR OTHER UNIQUE
24 SUBSCRIBER OR ACCOUNT IDENTIFIER, ASSIGNED BY THE

25 CUSTODIAN TO IDENTIFY THE PRINCIPAL'S ACCOUNT; OR

26 (IT) EVIDENCE LINKING THE ACCOUNT TO THE PRINCIPAL.

27 § 3910. DISCLOSURE QOF OTHER DIGITAL ASSETS OF PRINCIPAL.

28 UNLESS OTHERWISE ORDERED BY THE COURT, DIRECTED BY THE

29 PRINCIPAL OR PROVIDED BY A POWER OF ATTORNEY, A CUSTODIAN SHALL

30 DISCLOSE TO AN AGENT WITH SPECIFIC AUTHORITY OVER DIGITAL ASSETS
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OR GENERAL AUTHORITY TO ACT ON BEHALEF OF A PRINCIPAL A CATALOG

OF ELECTRONIC COMMUNICATIONS SENT OR RECEIVED BY THE PRINCIPAL

AND DIGITAL ASSETS, OTHER THAN THE CONTENT OF ELECTRONIC

COMMUNTICATIONS, OF THE PRINCIPAL TF THE AGENT GIVES THE

CUSTODIAN:

(1) A WRITTEN REQUEST FOR DISCLOSURE IN PHYSTCAL OR

ELECTRONIC FORM;

(2) AN ORIGINAL OR A COPY OF THE POWER OF ATTORNEY THAT

GIVES THE AGENT SPECIFIC AUTHORITY OVER DIGITAL ASSETS OR

GENERAL AUTHORITY TO ACT ON BEHALF OF THE PRINCIPAL;

(3) A CERTIFICATION BY THE AGENT, UNDER PENALTY OF

PERJURY, THAT THE POWER OF ATTORNEY IS IN EFFECT; AND

(4) IF REQUESTED BY THE CUSTODIAN:

(A) ANY NUMBER, USERNAME, ADDRESS OR OTHER

UNIQUE SUBSCRIBER OR ACCOUNT IDENTIFTER, ASSIGNED BY

THE CUSTODIAN TO IDENTIFY THE PRINCIPAL'S ACCOUNT; OR

(B) EVIDENCE LINKING THE ACCOUNT TO THE

PRINCIPAL.

§ 3911. DISCLOSURE OF DIGITAL ASSETS HELD IN TRUST WHEN TRUSTEE

IS ORIGINAL USER.

UNLESS OTHERWISE ORDERED BY THE COURT OR PROVIDED TN A TRUST,

A CUSTODIAN SHALL DISCLOSE TO A TRUSTEE THAT IS AN ORIGINAL USER

OF AN ACCOUNT ANY DIGITAL ASSET OF THE ACCOUNT HELD IN TRUST,

INCLUDING A CATALOG OF ELECTRONIC COMMUNICATIONS OF THE TRUSTEE

AND THE CONTENT OF ELECTRONIC COMMUNICATIONS.

§ 3912. DISCLOSURE OF CONTENTS OF ELECTRONIC COMMUNICATIONS

HELD IN TRUST WHEN TRUSTEE NOT ORIGINAL USER.

UNLESS OTHERWISE ORDERED BY THE COURT, DIRECTED BY THE USER

OR PROVIDED IN A TRUST, A CUSTODIAN SHALL DISCLOSE TO A TRUSTEE

THAT IS NOT AN ORIGINAL USER OF AN ACCOUNT THE CONTENT OF AN
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ELECTRONIC COMMUNICATION SENT OR RECEIVED BY AN ORIGINAL OR

SUCCESSOR USER AND CARRIED, MATNTAINED, PROCESSED, RECEIVED OR

STORED BY THE CUSTODIAN IN THE ACCOUNT OF THE TRUST IF THE

TRUSTEE GIVES THE CUSTODIAN:

(1) A WRITTEN REQUEST FOR DISCLOSURE IN PHYSTICAL OR

ELECTRONIC FORM;

(2) A CERTIFIED COPY OF THE TRUST INSTRUMENT OR A

CERTIFICATION OF THE TRUST UNDER SECTION 7790.3 (RELATING TO

CERTIFICATION OF TRUST - UTC 1013), WHICH INCLUDES CONSENT TO

DISCLOSURE OF THE CONTENT OF ELECTRONIC COMMUNICATIONS TO THE

TRUSTEE;

(3) A CERTIFICATION BY THE TRUSTEE, UNDER PENALTY OF

PERJURY, THAT THE TRUST EXTISTS AND THE TRUSTEE IS A CURRENTLY

ACTING TRUSTEE OF THE TRUST; AND

(4) IF REQUESTED BY THE CUSTODIAN:

(I) ANY NUMBER, USERNAME, ADDRESS OR OTHER UNIQUE

SUBSCRIBER OR ACCOUNT IDENTIFIER, ASSIGNED BY THE

CUSTODIAN TO IDENTIFY THE TRUST'S ACCOUNT; OR

(IT) EVIDENCE LINKING THE ACCOUNT TO THE TRUST.

§ 3913. DISCLOSURE OF OTHER DIGITAL ASSETS HELD IN TRUST WHEN

TRUSTEE NOT ORIGINAL USER.

UNLESS OTHERWISE ORDERED BY THE COURT, DIRECTED BY THE USER

OR PROVIDED IN A TRUST, A CUSTODIAN SHALL DISCLOSE TO A TRUSTEE

THAT IS NOT AN ORIGINAL USER OF AN ACCOUNT A CATALOG OF

ELECTRONIC COMMUNICATIONS SENT OR RECEIVED BY AN ORIGINAL OR

SUCCESSOR _USER AND STORED, CARRTED OR MAINTAINED BY THE

CUSTODIAN IN AN ACCOUNT OF THE TRUST AND ANY DIGITAL ASSETS,

OTHER THAN THE CONTENT OF ELECTRONIC COMMUNICATIONS, IN WHICH

THE TRUST HAS A RTIGHT OR INTEREST TF THE TRUSTEE GIVES THE

CUSTODIAN:
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(1) A WRITTEN REQUEST FOR DISCLOSURE IN PHYSTCAL OR

ELECTRONIC FORM;

(2) A CERTIFIED COPY OF THE TRUST INSTRUMENT

OR A

CERTIFICATION OF THE TRUST UNDER SECTION 7790.3 (RELATING TO

CERTIFICATION OF TRUST - UTC 1013);

(3) A CERTIFICATION BY THE TRUSTEE, UNDER PENALTY OF

PERJURY, THAT THE TRUST EXISTS AND THE TRUSTEE IS

A CURRENTLY

ACTING TRUSTEE OF THE TRUST; AND

(4) IF REQUESTED BY THE CUSTODIAN:

(I) ANY NUMBER, USERNAME, ADDRESS OR OTHER UNIQUE

SUBSCRIBER OR ACCOUNT IDENTIFTER, ASSIGNED BY THE
CUSTODIAN TO IDENTIFY THE TRUST'S ACCOUNT; OR
(IT) EVIDENCE LINKING THE ACCOUNT TO THE TRUST.
§ 3914. DISCLOSURE OF DIGITAL ASSETS TO CONSERVATOR OF
PROTECTED PERSON.

(A) ACCESS.--AFTER AN OPPORTUNITY FOR A HEARING, THE COURT
MAY GRANT A CONSERVATOR ACCESS TO THE DIGITAL ASSETS OF A
PROTECTED PERSON.

(B) DISCLOSURE.--UNLESS OTHERWISE ORDERED BY THE COURT OR

DIRECTED BY THE USER, A CUSTODIAN SHALL DISCLOSE TO A

CONSERVATOR THE CATALOG OF ELECTRONIC COMMUNICATIONS

SENT OR

RECETIVED BY THE PROTECTED PERSON AND ANY DIGITAL ASSETS, OTHER

THAN THE CONTENT OF ELECTRONIC COMMUNICATIONS, IN WHICH THE

PROTECTED PERSON HAS A RIGHT OR INTEREST TF THE CONSERVATOR

GIVES THE CUSTODIAN:

(1) A WRITTEN REQUEST FOR DISCLOSURE IN PHYSTCAL OR

ELECTRONIC FORM;

(2) A CERTIFIED COPY OF THE COURT ORDER THAT

GIVES THE

CONSERVATOR AUTHORITY OVER THE DIGITAL ASSETS OF THE

PROTECTED PERSON; AND
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(3) IF REQUESTED BY THE CUSTODIAN:

(I) ANY NUMBER, USERNAME, ADDRESS OR OTHER UNIQUE

SUBSCRIBER OR ACCOUNT IDENTIFTER, ASSIGNED BY THE

CUSTODIAN TO IDENTIFY THE ACCOUNT OF THE PROTECTED

PERSON; OR

(IT) EVIDENCE LINKING THE ACCOUNT TO THE PROTECTED

PERSON.

(C) ACCOUNT ACTIVITY.--A CONSERVATOR WITH GENERAL AUTHORITY

TO MANAGE THE ASSETS OF A PROTECTED PERSON MAY REQUEST A

CUSTODIAN OF THE DIGITAL ASSETS OF THE PROTECTED PERSON TO

SUSPEND OR TERMINATE AN ACCOUNT OF THE PROTECTED PERSON FOR GOOD

CAUSE. A REQUEST MADE UNDER THIS SUBSECTION MUST BE ACCOMPANIED

BY A CERTIFIED COPY OF THE COURT ORDER GIVING THE CONSERVATOR

AUTHORITY OVER THE PROTECTED PERSON'S PROPERTY.

§ 3915. FIDUCIARY DUTY AND AUTHORITY.

(A) DUTIES.--THE LEGAL DUTIES IMPOSED ON A FIDUCTIARY CHARGED

WITH MANAGING TANGIBLE PROPERTY APPLY TO THE MANAGEMENT OF

DIGITAT ASSETS, INCLUDING:

(1) THE DUTY OF CARE;

(2) THE DUTY OF TOYALTY; AND

(3) THE DUTY OF CONFIDENTIALITY.

(B) AUTHORITY.--A FIDUCTIARY'S AUTHORITY WITH RESPECT TO A

DIGITAL ASSET OF A USER:

(1) EXCEPT AS OTHERWISE PROVIDED IN SECTION 3904

(RELATING TO USER DIRECTION FOR DISCLOSURE OF DIGITAL

ASSETS), IS SUBJECT TO THE APPLICABLE TERMS OF SERVICE;

(2) IS SUBJECT TO OTHER APPLICABLE LAW, INCLUDING

COPYRIGHT LAW;

(3) IS ILIMITED BY THE SCOPE OF THE FIDUCIARY'S DUTIES;

AND
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(4) MAY NOT BE USED TO IMPERSONATE THE USER.

(C) ACCESS.--A FIDUCIARY WITH AUTHORITY OVER THE PROPERTY OF

A DECEDENT, PROTECTED PERSON, PRINCIPAL OR SETTLOR HAS THE RIGHT

TO ACCESS ANY DIGITATL ASSET:

(1) IN WHICH THE DECEDENT, PROTECTED PERSON, PRINCIPAL

OR SETTIOR HAD A RIGHT OR INTEREST; AND

(2) WHICH IS NOT HELD BY A CUSTODIAN OR SUBJECT TO A

TERMS-OF-SERVICE AGREEMENT.

(D) AUTHORIZED USER.--A FIDUCIARY ACTING WITHIN THE SCOPE OF

THE FIDUCIARY'S DUTIES IS AN AUTHORIZED USER OF THE PROPERTY OF

THE DECEDENT, PROTECTED PERSON, PRINCIPAL OR SETTLOR FOR THE

PURPOSE OF APPLICABLE COMPUTER FRAUD AND UNAUTHORTIZED COMPUTER

ACCESS LAWS, INCLUDING 18 PA.C.S. CH. 76 (RELATING TO COMPUTER

OFFENSES) .

(E) TANGIBLE, PERSONAL PROPERTY.--A FIDUCIARY WITH AUTHORITY

OVER THE TANGIBLE, PERSONAL PROPERTY OF A DECEDENT, PROTECTED

PERSON, PRINCIPAL OR SETTLOR:

(1) HAS THE RIGHT TO ACCESS THE PROPERTY AND ANY DIGITAL

ASSET STORED IN IT; AND

(2) IS AN AUTHORTIZED USER FOR THE PURPOSE OF COMPUTER

FRAUD AND UNAUTHORIZED COMPUTER ACCESS LAWS, INCLUDING 18

PA.C.S. CH. 76.

(F) DISCLOSURE BY CUSTODIAN.--A CUSTODIAN MAY DISCLOSE

INFORMATION IN AN ACCOUNT TO A FIDUCIARY OF THE USER WHEN THE

INFORMATION IS REQUIRED TO TERMINATE AN ACCOUNT USED TO ACCESS

DIGITAL ASSETS LICENSED TO THE USER.

(G) TERMINATION OF ACCOUNT.--A FIDUCIARY OF A USER MAY

REQUEST A CUSTODIAN TO TERMINATE THE USER'S ACCOUNT. A REQUEST

FOR TERMINATION MUST BE IN WRITING, IN ETTHER PHYSTCAL OR

ELECTRONIC FORM, AND ACCOMPANIED BY:
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(1) IF THE USER IS DECEASED, A CERTIFIED COPY OF THE

DEATH CERTIFICATE OF THE USER;

(2) A CERTIFIED COPY OF THE LETTERS, COURT ORDER, POWER

OF ATTORNEY OR TRUST, GIVING THE FIDUCTIARY AUTHORITY OVER THE

ACCOUNT; AND

(3) IF REQUESTED BY THE CUSTODIAN:

(I) ANY NUMBER, USERNAME, ADDRESS OR OTHER UNIQUE

SUBSCRIBER OR ACCOUNT IDENTIFTER, ASSTIGNED BY THE

CUSTODIAN TO IDENTIFY THE USER'S ACCOUNT;

(IT) EVIDENCE LINKING THE ACCOUNT TO THE USER; OR

(ITT) A FINDING BY THE COURT THAT THE USER HAD A

SPECIFIC ACCOUNT WITH THE CUSTODIAN, IDENTIFIABLE BY THE

INFORMATION SPECIFTIED IN SUBPARAGRAPH (7).

§ 3916. CUSTODIAN COMPLIANCE AND IMMUNITY.

(A) REQUIREMENT.--NOT LATER THAN 60 DAYS AFTER RECEIPT OF

THE INFORMATION REQUIRED UNDER SECTIONS 3907 (RELATING TO

DISCLOSURE OF CONTENT OF ELECTRONIC COMMUNICATIONS OF DECEASED

USER) THROUGH 3914 (RELATING TO DISCLOSURE OF DIGITAL ASSETS TO

CONSERVATOR OF PROTECTED PERSON), A CUSTODIAN SHALL COMPLY WITH

A REQUEST UNDER THIS CHAPTER FROM A FIDUCTIARY OR DESTIGNATED

RECTIPTIENT TO DISCLOSE DIGITAL ASSETS OR TERMINATE AN ACCOUNT.

IF THE CUSTODIAN FATLS TO COMPLY, THE FIDUCIARY OR DESIGNATED

REPRESENTATIVE MAY APPLY TO THE COURT FOR AN ORDER DIRECTING

COMPLIANCE.

(B) COURT ORDER.--AN ORDER UNDER SUBSECTION (A) DIRECTING

COMPLIANCE MUST CONTAIN A FINDING THAT COMPLIANCE IS NOT IN

VIOLATION OF 18 U.S.C. § 2702 (RELATING TO VOLUNTARY DISCLOSURE

OF CUSTOMER COMMUNICATIONS OR RECORDS) .

(C) NOTIFICATION.--A CUSTODIAN MAY NOTIFY THE USER THAT A

REQUEST FOR DISCLOSURE OR TO TERMINATE AN ACCOUNT WAS MADE UNDER
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THIS CHAPTER.

(D) TLAWFUL ACCESS FOLLOWING TERMINATION REQUEST.--A

CUSTODIAN MAY DENY A REQUEST UNDER THIS CHAPTER FROM A FTDUCIARY

OR DESTGNATED REPRESENTATIVE FOR DISCLOSURE OF DIGITAL ASSETS OR

TO TERMINATE AN ACCOUNT TF THE CUSTODIAN TS AWARE OF ANY LAWFUL

ACCESS TO THE ACCOUNT FOLLOWING THE RECEIPT OF THE FIDUCIARY'S

REQUEST.

(E) ADDITIONAL COURT ORDERS.--THIS CHAPTER DOES NOT LIMIT A

CUSTODIAN'S ABILITY TO OBTAIN OR REQUIRE A FIDUCIARY OR

DESTIGNATED REPRESENTATIVE REQUESTING DISCLOSURE OR TERMINATTION

UNDER THIS CHAPTER TO OBTAIN A COURT ORDER WHICH:

(1) SPECTFIES THAT AN ACCOUNT BELONGS TO THE PROTECTED

PERSON OR PRINCIPAL;

(2) SPECIFIES THAT THERE IS SUFEFICIENT CONSENT FROM THE

PROTECTED PERSON OR PRINCIPATL TO SUPPORT THE REQUESTED

DISCLOSURE; AND

(3) CONTAINS A FINDING REQUIRED BY LAW OTHER THAN THTS

CHAPTER.

(F) IMMUNITY.--A CUSTODIAN AND ITS OFFICERS, EMPLOYEES AND

AGENTS ARE TMMUNE FROM LIABILITY FOR AN ACT OR OMISSTION DONE TIN

GOOD FATTH TN COMPLIANCE WITH THTS CHAPTER.

§ 3917. UNIFORMITY OF APPLICATION AND CONSTRUCTION.

IN APPLYING AND CONSTRUING THIS UNIFORM ACT, CONSIDERATION

MUST BE GIVEN TO THE NEED TO PROMOTE UNIFORMITY OF THE LAW WITH

RESPECT TO ITS SUBJECT MATTER AMONG STATES THAT ENACT TIT.

§ 3918. RELATION TO ELECTRONIC SIGNATURES IN GLOBAL AND

NATTONAL COMMERCE ACT.

TO THE EXTENT PERMITTED BY SECTION 102 OF THE ELECTRONIC

SIGNATURES IN GLOBAL AND NATIONAL COMMERCE ACT (PUBLIC IAW 106-

229, 15 U.S.C. § 7002), THIS CHAPTER MAY SUPERSEDE PROVISIONS OF
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1 THAT ACT.

2 Section 2. This act shall take effect in 60 days.
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