PRI OR PRINTER S NO. 438 PRINTER S NO. 1489

THE GENERAL ASSEMBLY OF PENNSYLVANIA

SENATE BILL
No. 390 %5

| NTRODUCED BY CORMAN, WONDERLI NG, RAFFERTY, GORDNER, BROWNE,
COSTA, TARTAGLI ONE, WOZNI AK, ORI E, O PAKE, REGOLA, WAUGH,
STACK, ROBBINS, KASUNIC, C. WLLIAM5 TOMINSQON, BAKER
FERLO, BRUBAKER, FONTANA, RHOADES, LAVALLE, PI PPY, LOGAN
PUNT AND STOUT, MARCH 13, 2007

SENATOR WONDERLI NG, COMVUNI CATI ONS AND TECHNOLOGY, AS AMENDED
OCTOBER 24, 2007
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AN ACT

Arending Title 18 (Crinmes and O fenses) of the Pennsylvani a
Consol idated Statutes, providing for the offense of phishing.

The General Assenbly of the Conmonweal th of Pennsyl vani a
her eby enacts as foll ows:
Section 1. Chapter 76 of Title 18 of the Pennsylvania

Consolidated Statutes is anmended by adding a subchapter to read:

SUBCHAPTER F
PHI SHI NG
Sec.
7671. Definitions.
7672. Phi shi ng.
76743 —Cood—Sanarttan—protection— <—
7673. PROTECTI ON FROM LI ABI LI TY. <—

7674. Civil relief.
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30 theauthority conferred uponthe Attorney Ceneral by the act—of
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15 uhder—this—section—shall—beentitledtorecover—reasonable

16 atterneys—fees—andcourt—costs—

17 8§ 7671. DEFI N TI ONS.

18 THE FOLLOW NG WORDS AND PHRASES WHEN USED | N THI' S SUBCHAPTER
19 SHALL HAVE THE MEANINGS G VEN TO THEM IN THI S SECTI ON UNLESS THE
20 CONTEXT CLEARLY | NDI CATES OTHERW SE:

21 "COVMUNI CATI ON. " A MESSAGE CONVEYED BY ORAL, WRITTEN OR

22 ELECTRONI C MEANS, | NCLUDI NG TELEPHONE, ELECTRONIC MAIL,

23 I NTERNET, FACSIM LE, TELEX, WRELESS COMVUNI CATI ON, WEB PAGE OR
24 SIM LAR TRANSM SSI ON.

25 "I DENTI FYI NG | NFORVATI ON. " ANY DOCUMENT, PHOTOGRAPHI C

26 PICTORIAL OR COMPUTER | MAGE OF ANOTHER PERSON, OR ANY FACT USED
27 TO ESTABLISH I DENTITY, | NCLUDI NG ANY OF THE FOLLOW NG

28 (1) NAME.

29 (2) BIRTH DATE

30 (3) SOOI AL _SECURI TY NUMBER

20070S0390B1489 - 5 -
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(4) DRIVER S LI CENSE NUMBER OR NONDRI VER GOVERNMENTAL

| DENTI FI CATI ON_NUMBER.

(5) TELEPHONE NUMBER.

(6) CHECKI NG OR SAVI NGS ACCOUNT NUMBER.

(7) STUDENT | DENTI FI CATI ON NUMBER.

(8) EMPLOYEE OR PAYROLL NUMBER.

(9) ELECTRONI C Sl GNATURE.

"I NTERACTI VE COVPUTER SERVI CE." AN | NFORVATI ON SERVI CE OR

SYSTEM THAT ENABLES COMPUTER ACCESS BY MULTIPLE USERS TO A

COWPUTER SERVER, | NCLUDI NG SPECI FI CALLY A SERVI CE OR SYSTEM THAT

PROVI DES ACCESS TO THE | NTERNET OR TO SOFTWARE SERVI CES

AVAI LABLE ON A SERVER, AND SUCH SYSTEMS OPERATED OR SERVI CES

OFFERED BY A LI BRARY OR EDUCATI ONAL | NSTI TUTI ON.

"LEG TI MATE BUSI NESS. " A BUSINESS THAT IS REQ STERED TO DO

BUSI NESS UNDER THE LAW OF ANY JURI SDI CTI ON.

"WEB PAGE." A LOCATION, WTH RESPECT TO THE | NTERNET

VEBSI TE, THAT HAS A SINGLE UNI FORM RESOURCE LOCATOR OR OTHER

SINGLE LOCATION W TH RESPECT TO THE | NTERNET.

§ 7672. PH SH NG

(A) COFFENSE OF PHI SHI NG --AN ACTOR COW TS THE OFFENSE OF

PHI SHI NG UNDER THE FOLLOW NG Cl RCUMSTANCES | F THE ACTOR, WTH

THE I NTENT_TO DEFRAUD OR I NJURE ANYONE OR W TH THE KNOW EDGE

THAT A FRAUD | S BEING FACI LI TATED OR THAT AN I NJURY IS BEI NG

PERPETRATED BY ANYONE:

(1) (1) MAKES A COMMUNI CATI ON REQUESTI NG OR SCOLI CI TI NG

A PERSON TO PROVI DE | DENTI FYI NG | NFORVATI ON UNDER FALSE

PRETENSES BY OR ON BEHALF OF A LEGQ Tl MATE BUSI NESS,

WTHOUT THE AUTHORITY OR APPROVAL OF THE BUSI NESS; AND

(1) THE PERSON PROVI DES THE | DENTI FYI NG

| NFORVATI ON; _ OR

20070S0390B1489 - 6 -
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(2) SELLS OR DI STRI BUTES ANY | DENTI FYI NG | NFORVATI ON

OBTAI NED I N VI OLATI ON OF PARAGRAPH (1).

(B) VENUE. - - AN OFFENSE COVM TTED UNDER THI S SECTI ON MAY BE

DEEMED TO HAVE BEEN COWM TTED AT ANY OF THE FOLLOW NG LOCATI ONS:

(1) THE PLACE WHERE A PERSON POSSESSED, OBTAI NED OR USED

THE | DENTI FYI NG | NFORVATI ON OF_ ANOTHER PERSON UNDER FALSE

PRETENSES.

(2) THE RESI DENCE OF THE PERSON WHOSE | DENTI FYI NG

| NFORVATI ON HAS BEEN OBTAI NED OR USED UNDER FALSE PRETENSES.

(3) THE BUSI NESS OR EVMPLOYMENT ADDRESS OF THE PERSON

VWHOSE | DENTI FYI NG | NFORVATI ON HAS BEEN OBTAI NED OR USED UNDER

FALSE PRETENSES, |F THE | DENTI FYI NG | NFORVATI ON AT I SSUE | S

ASSCOCI ATED W TH THE PERSON S BUSI NESS OR EMPLOYMENT.

(©) CRADING --A VIOLATI ON OF SUBSECTION (A) (1) SHALL BE

GRADED AS A FELONY OF THE THI RD DEGREE. A VI OLATI ON OF

SUBSECTI ON (A)(2) SHALL BE GRADED AS A FELONY CF THE SECOND

(D) CONCURRENT JURI SDI CTI ON TO PROSECUTE. --IN ADDITION TO

THE AUTHORI TY CONFERRED UPON THE ATTORNEY GENERAL BY THE ACT OF

OCTOBER 15, 1980 (P.L.950, NO 164), KNOMW AS THE COMVONWEALTH

ATTORNEYS ACT, THE ATTORNEY GENERAL SHALL HAVE THE AUTHORITY TO

I NVESTI GATE AND TO I NSTI TUTE CRI M NAL PROCEEDI NG5S FOR ANY

VIOLATION OF TH S SECTI ON OR ANY SERIES OF VI OLATI ONS | NVOLVI NG

MORE THAN ONE _COUNTY OF TH S COVMONWEALTH OR ANOTHER STATE. NO

PERSON CHARGED WTH A VIOLATION OF THI' S SECTI ON BY THE ATTORNEY

GENERAL SHALL HAVE STANDI NG TO CHALLENGE THE AUTHORI TY OF THE

ATTORNEY GENERAL TO | NVESTI GATE OR PROSECUTE THE CASE, AND | F

THE CHALLENGE 1S MADE, THE CHALLENGE SHALL BE DI SM SSED AND NO

RELI EF SHALL BE MADE AVAI LABLE IN THE COURTS OF THI S

COMWONVEALTH TO THE PERSON MAKI NG THI S CHALLENGE.
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§ 7673. PROTECTION FROM LI ABILITY.

NO | NTERACTI VE COMPUTER SERVI CE PROVI DER MAY BE HELD LI ABLE

UNDER ANY PROVI SION OF THE LAWS OF TH S COVMONWEALTH OR OF ONE

OF I'TS POLITICAL_SUBDI VI SI ONS FOR REMOVI NG OR DI SABLI NG ACCESS

TO CONTENT THAT RESI DES ON AN | NTERNET WEBSI TE OR OTHER ONLI NE

LOCATI ON CONTROLLED OR OPERATED BY THE PROVI DER VHI CH THE

PROVI DER BELI EVES IN GOCD FAITH IS USED TO ENGAGE IN A VI OLATI ON

OF TH S SUBCHAPTER.

§ 7674. CIVIL RELIEF.

(A)  _CVIL ACTION. --AN | NTERACTI VE COVWPUTER SERVI CE PROVI DER

AND A BUSI NESS SHALL EACH HAVE A ClIVIL CAUSE OF ACTI ON AGAI NST

ANY PERSON WHO UTI LI ZES THE | NTERACTI VE COVPUTER SERVI CE TO MAKE

A COVMUNI CATI ON UNDER FALSE PRETENSES BY OR ON BEHALF OF THE

BUSI NESS, W THOUT THE AUTHORI TY OF THE BUSI NESS, FOR THE PURPOSE

OF _INDUCI NG, REQUESTI NG OR SOLICI TING A PERSON TO PROVI DE

| DENTI FYI NG | NFORNMATI ON.

(B) CIVIL REMEDIES. --A PERSON PERM TTED TO BRING A CIVIL

ACTI ON UNDER THI' S SECTI ON MAY DO ANY OF THE FOLLOW NG

(1) SEEK I'NJUNCTI VE RELI EF TO RESTRAIN THE VI OLATOR FROM

CONTI NUI NG THE VI OLATI ON.

(2) RECOVER DAVAGES I N AN AMOUNT EQUAL TO THE GREATER OF

THE FOLLOW NG

(1) ACTUAL DANMAGES ARI SI NG FROM THE VI OLATI ON.

(1) STATUTORY DAMAGES, AS DETERM NED BY THE COURT,

OF NOT_MORE THAN $100, 000 FOR EACH VI OLATI ON OF THE SAME

(3) OBTAIN BOTH I NJUNCTI VE RELI EF AND DAMVAGES AS

PROVIDED IN TH S SUBSECTI ON.

(C©) TREBLE DANAGES. - - THE COURT NAY | NCREASE AN AWARD OF

ACTUAL DANVAGES IN AN ACTI ON BROUGHT UNDER THI' S SECTI ON TO AN
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1 AMOUNT NOT TO EXCEED THREE TI MES THE ACTUAL DANMAGES SUSTAINED I F
2 THE COURT FINDS THAT THE VI OLATI ONS HAVE OCCURRED WTH A

3 FREQUENCY AS TO CONSTI TUTE A PATTERN OR PRACTI CE.

4 (D) ATTORNEY FEES. --A PERSON WHO PREVAILS I N AN ACTI ON FI LED
5 UNDER THI' S SECTI ON SHALL BE ENTI TLED TO RECOVER REASONABLE

6 ATTORNEYS FEES AND COURT COSTS.

7 (E)  VENUE. - - AN ACTI ON UNDER THI' S SECTI ON MAY BE BROUGHT:

8 (1) AT THE RESI DENCE OR PRI NCI PAL PLACE OF BUSI NESS CF A
9 PERSON WHO RECEI VES A COMVUNI CATI ON.
10 (2) THE PRINCIPAL PLACE OF BUSI NESS OF THE | NTERACTI VE
11 COVPUTER SERVI CE.
12 (3)  SUCH OTHER LOCATI ON AS PROVI DED FOR BY THE
13 PENNSYLVANI A RULES OF Cl VI L PROCEDURE.
14 Section 2. This act shall take effect in 60 days.
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