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THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE BILL
No. 2282 *%%"

| NTRODUCED BY GOODMVAN, BELFANTI, CALTAGQ RONE, CASORI O COHEN,
DeLUCA, FREEMAN, GEORGE, HALUSKA, HARHAI, HARKI NS, HENNESSEY,
KORTZ, KOTIK, KULA, LEACH MCALL, MGEEHAN, MELI O, MOUL
PASHI NSKI, RAMALEY, SIPTROTH, K. SM TH, SOLOBAY, STERN
SURRA, SWANGER AND YOUNGBLOOD, MARCH 5, 2008

REFERRED TO COWM TTEE ON JUDI Cl ARY, MARCH 5, 2008
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AN ACT

Arending Title 18 (Crinmes and O fenses) of the Pennsylvani a
Consol i dated Statutes, prohibiting cyberfraud.

The General Assenbly of the Conmonweal th of Pennsyl vani a
her eby enacts as foll ows:

Section 1. Title 18 of the Pennsyl vania Consol i dat ed
Statutes is anmended by adding a section to read:

8 4121. Cyberfraud.

(a) Prohibition.--1t shall be unlawful for a person, with

the intent to nmi sl ead, deceive or defraud, to conmt an act of

cyberfraud or to direct, order, authorize or cause another to

commt an act of cyberfraud.

(b)Y Gading.--A violation of subsection (a) shall constitute

a m sdeneanor of the first degree.

(c) Applicability.--This section shall not apply to a donain

nane reqistrar, reqgistry or registrati on authority.

(d) Transfer.--In addition to any other renedi es avail abl e
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under law, a court may order the transfer of a dommin nane as

part of the relief awarded for a violation of this section.

(e) District attorneys.--The district attorneys of the

several counties shall have the authority to i nvestigate and to

institute crimnal proceedings for a violation of this section.

(f) Definitions.--The foll owi ng words and phrases when used

in this section shall have the neani ngs given to themin this

subsection unl ess the context clearly indicates otherw se:

"Cyberfraud." A knowing and willful act concerning a website

that is commtted with the intent to deny a person access to a

website, deny a person the opportunity to reqgi ster a donai n nane

for a website or cause a person reasonably to believe that a

website has been posted by a person other than the person who

posted the website. The termincludes any of the foll owi ng acts:

(1) Intentionally diverting or redirecting access to a

website to another person's website by the use of a simlar

donmai n nane, nmeta-tags or other el ectroni c neasures.

(2) Intentionally preventing or denying exit froma

website by the use of frane hyperlinks, nousetrappi ng, pop-up

screens or other el ectroni c neasures.

(3) Reqgistering a donmain nane that is sinilar to anot her

domain nane for a website

(4) Intentionally preventing the use of a donmmi n nane

for a website by regi stering and hol ding the domai n nane or

by reselling it to another with the intent of preventing its

use, or both.

"Donmai n nane." Any al phanuneric desi gnation that is

regi stered with or assigned by any donmain nane regi strar, donain

nanme reqi stry or other donmin registrati on authority as part of

an el ectroni c address on the |nternet.
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1 Section 2. This act shall take effect in 60 days.
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