PRI OR PRI NTER S NO. 3331 PRINTER S NO. 4394

THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE BILL
No. 2216 %%

| NTRODUCED BY MARSI CO, TURZAI, BOYD, CAPPELLI, CLYMER,
CREI GHTON, DALLY, J. EVANS, CElI ST, G NG&RI CH GRELL,
HENNESSEY, HESS, KAUFFMAN, M KELLER, KORTZ, MENSCH
R MLLER, MLNE, MOUL, MOYER, NAILOR, PICKETT, PYLE
REI CHLEY, SAYLOR, SCAVELLO, K. SM TH, SONNEY, STERN, TRUE
HARPER, VULAKOVI CH, FLECK AND WOINAROSKI, MARCH 10, 2008

AS AVENDED ON SECOND CONSI DERATI ON, HOUSE OF REPRESENTATI VES,
SEPTEMBER 22, 2008

1
2
3
4
5
6
5
8
9
0

1
11
12
13
14
15
16
17
18
19

AN ACT

Arending Title 18 (Crinmes and O fenses) of the Pennsylvani a
Consol i dated Statutes, | N WRETAPPI NG AND ELECTRONI C
SURVEI LLANCE, providing for applicability to providers
outside this Commonweal th; and further providing fer
exceptionss- for investigative disclosure or use of contents
of wre, electronic or oral conmmunications or derivative
evi dence, FOR DI SCLOSURE OF CONTENTS, for requirenents of
government al access, FOR COST REI MBURSEMENT, for nobile

tracki ng devices AND for issuance andfor—expi+ration—; AND
MAKI NG AN EDI TORI AL CHANGE

The General Assenbly of the Conmonweal th of Pennsyl vani a
her eby enacts as foll ows:
Section 1. Title 18 of the Pennsyl vania Consol i dat ed

Statutes is anmended by adding a section to read:

8 5702.1. Applicability to providers outside this Commonweal t h.

This chapter shall apply to providers of an el ectronic or

wire comuni cati on service |located outside this Conmonweal th if

they are engaged in transacting any business in this

Commpnweal th as deterni ned under 42 Pa.C.S. 8 5322(a)(1)




1 (relating to bases of personal jurisdiction over persons outside

2 this Commpnweal t h).
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Section 3 2. Section 5717 of Title 18 is anended by adding a <—
subsection to read:
8§ 5717. Investigative disclosure or use of contents of wre,

el ectronic or oral conmunications or derivative

evi dence.
* * *
(c) Oherw se authorized personnel . --Any persoen <—
| NVESTI GATI VE OR LAW ENFORCEMENT OFFI CER who, by any neans <—

aut hori zed by the | aws of another state or the Federal

Gover nnent, has obtai ned know edge of the contents of any wre,

el ectronic or oral conmuni cation, or evidence derived therefrom

may di scl ose the contents or evidence to an i nvestigative or | aw

enforcenent officer and may di scl ose the contents or evidence

where ot herwi se adni ssible while giving testi nbpny under oath or

affirmation in any proceeding in any court of this Conmbnweal t h.

HONEVER, THE CONTENTS OF A NONCONSENSUAL | NTERCEPTI ON AUTHORI ZED <—

BY THE LAWS OF ANOTHER STATE OR THE FEDERAL GOVERNMENT SHALL NOT

BE_ADM SSI BLE UNLESS THE | NTERCEPTI ON WAS AUTHORI ZED BY A COURT

UPON A FI NDI NG OF PROBABLE CAUSE THAT THE TARGET OF THE

SURVEI LLANCE 1S ENGAGED OR WLL ENGAGE IN A VIOLATION OF THE

CRIM NAL LAWS OF ANY STATE OR THE FEDERAL GOVERNMENT.

SECTI ON 3. SECTI ON 5742 HEADI NG AND (A) | NTRODUCTORY
PARAGRAPH OF TI TLE 18 ARE AMENDED, SUBSECTION (A) IS AMENDED BY
ADDI NG A PARAGRAPH AND THE SECTION IS AMENDED BY ADDI NG
SUBSECTI ONS TO READ

20080H2216B4394 - 3 -



§ 5742. DI SCLOSURE OF CONTENTS AND RECORDS.

(A) PROH BI TI ONS. - - EXCEPT AS PROVI DED | N SUBSECTI ON (B) AND
(O

* * %

COMVUNI CATI ON SERVI CE OR REMOTE COVPUTI NG SERVI CE TO THE

PUBLI C SHALL NOT KNOW NGLY DI VULGE A RECORD OR OTHER

| NFORVATI ON PERTAI NI NG TO A SUBSCRI BER TO, OR CUSTOVER OF,

1
2
3
4
5 (3) A PERSON OR ENTITY PROVI DI NG AN ELECTRONI C
6
7
8
9

THE SERVI CE.

10 ** *
11 (C)  EXCEPTI ONS FOR DI SCLOSURE COF RECORDS OR OTHER

12 | NFORVATI ON. --A PERSON OR ENTITY MAY DI VULGE A RECORD OR OTHER

13 | NFORVATI ON PERTAI NI NG TO A SUBSCRI BER TO, OR CUSTOVER OF, THE

14 SERVICE |F ANY OF THE FOLLOW NG PARAGRAPHS APPLY:

15 (1) A RECORD OR OTHER | NFORVATI ON MAY BE DI VULGED

16 I NGl DENT_TO ANY_ SERVI CE OR OTHER BUSI NESS OPERATI ON OR TO THE
17 PROTECTI ON OF THE RI GHTS OR PROPERTY OF THE PROVI DER.

18 (2) A RECORD OR OTHER | NFORVATI ON MAY BE DI VULGED TO ANY
19 OF THE FOLLOW NG

20 (1) AN I NVESTI GATI VE OR LAW ENFORCEMENT OFFI Cl AL_AS
21 AUTHORI ZED I N SECTI ON 5743.

22 (1) THE SUBSCRI BER OR CUSTOVER UPON REQUEST.

23 (I1'1) A TH RD PARTY, UPON RECEI PT FROM THE REQUESTER
24 OF ADEQUATE PROCF OF LAWFUL CONSENT FROM THE SUBSCRI BER
25 10, OR CUSTOMER OF, THE SERVI CE TO RELEASE THE

26 | NFORVATI ON TO THE THI RD PARTY.

27 (1V) A PARTY TO A LEGAL PROCEEDI NG UPON RECEI PT

28 FROM THE PARTY OF A COURT ORDER ENTERED UNDER SUBSECTI ON
29 (C1). TH S SUBPARAGRAPH DOES NOT APPLY TO AN

30 I NVESTI GATI VE_ OR LAW ENFORCEMENT OFFI G AL AUTHORI ZED
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UNDER SECTI ON 5743.

(3)  NOTW THSTANDI NG PARAGRAPH (2), A RECORD OR OTHER

| NFORVATI ON MAY BE DI VULGED AS AUTHORI ZED BY A COVVONWEALTH

STATUTE OR AS AUTHORI ZED BY A COVMONWEALTH REGULATORY AGENCY

WTH OVERSI GHT OVER THE PERSON OR ENTITY.

(4) SUBJECT TO PARAGRAPH (2), A RECORD OR OTHER

| NFORVATI ON MAY BE DI VULGED AS AUTHORI ZED BY FEDERAL LAW OR

AS AUTHORI ZED BY A FEDERAL REGULATORY AGENCY HAVI NG OVERSI GHT

OVER THE PERSON OR ENTITY.

(C.1) ORDER FOR RELEASE OF RECORDS. - -

(1) AN ORDER TO DI VULGE A RECORD OR OTHER | NFORNVATI ON

PERTAI NI NG TO A SUBSCRI BER OR CUSTOVER UNDER SUBSECTI ON

(O (2)(1V) MIST BE APPROVED BY A COURT PRESI DI NG OVER THE

PROCEEDI NG N WHI CH A PARTY SEEKS THE RECORD OR OTHER

| NFORIVATI ON.

(2) THE ORDER MAY BE | SSUED ONLY AFTER THE SUBSCRI BER OR

CUSTOVER RECEI VED NOTI CE FROM THE PARTY SEEKI NG THE RECORD

| NFORVATI ON . AND WAS G VEN AN OPPORTUNI TY TO BE HEARD.

(3)  THE COURT NAY | SSUE A PRELI M NARY_ ORDER DI RECTI NG

THE PROVI DER TO FURNI SH THE COURT W TH THE I DENTITY OF OR

CONTACT | NFORVATI ON FOR THE SUBSCRI BER OR CUSTOMER | F THE

PARTY DOES NOT POSSESS THI S | NFORVATI ON.

(4) AN ORDER FOR DI SCLOSURE OF A RECORD OR OTHER

| NFORVATI ON SHALL BE | SSUED ONLY | F THE PARTY SEEKI NG

DI SCLOSURE DEMONSTRATES SPECI FI C AND ARTI CULABLE FACTS TO

SHOW THAT THERE ARE REASONABLE GROUNDS TO BELI EVE THAT THE

RECORD OR OTHER | NFORVATI ON SOUGHT |'S RELEVANT AND NMATERI AL

TO THE PROCEEDI NG, _IN MAKING I TS DETERM NATI ON, THE COURT

SHALL CONSI DER THE TOTALITY OF THE Cl RCUMSTANCES, | NCLUDI NG

I NPUT OF THE SUBSCRI BER OR CUSTOMER, | F_ANY, AND THE LIKELY
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| MPACT OF THE PROVI DER

Section 4 3.1 Sections 5443(d) 5743(C)(1) AND (D), 5746(A), <—
5761(b) and 5773(c) of Title 18 are anended to read:
8§ 5743. Requirenents for governnental access.

* x *

(C© RECORDS CONCERNI NG ELECTRONI C COVMUNI CATI ON SERVI CE OR <—
REMOTE COWVPUTI NG SERVI CE. - -

[(1) EXCEPT AS PROVIDED | N PARAGRAPH (2), A PROVI DER OF
ELECTRONI C COVMUNI CATI ON SERVI CE OR REMOTE COVPUTI NG SERVI CE
MAY DI SCLOSE A RECORD OR OTHER | NFORVATI ON PERTAI NI NG TO A
SUBSCRI BER TO OR CUSTOMER OF THE SERVI CE, NOT | NCLUDI NG THE
CONTENTS OF COMMUNI CATI ON COVERED BY SUBSECTION (A) OR (B),
TO ANY PERSON OTHER THAN AN | NVESTI GATI VE OR LAW ENFORCEMENT
OFFI CER. |

* x *

(d) Requirenents for court order.--A court order for
di scl osure under subsection (b) or (c) shall be issued only if
the investigative or |aw enforcenent officer shows that there
are specific and articul able facts showing that there are
reasonabl e grounds to believe that the contents of a wire or
el ectroni ¢ comuni cation, or the records or other information
sought, are relevant and material to an ongoing crim nal
i nvestigation. A court issuing an order pursuant to this
section, on a notion nade pronptly by the service provider, nmay
quash or nodify the order if the information or records
requested are unusually volum nous in nature or conpliance with
the order would ot herwi se cause an undue burden on the provider.

An order issued under this subsection shall be seal ed until

ot herwi se ordered by the court.

* * %

20080H2216B4394 - 6 -



§ 5746. COST REI MBURSEMENT.

(A) PAYMENT. - - EXCEPT AS OTHERW SE PROVI DED | N SUBSECTI ON
(O, AN I NVESTI GATI VE OR LAW ENFORCEMENT OFFI CER OBTAI NI NG THE
CONTENTS OF COVMUNI CATI ONS, RECORDS OR OTHER | NFORVATI ON UNDER
SECTI ON 5742 (RELATI NG TO DI SCLOSURE OF CONTENTS AND RECORDS),

5743 (RELATI NG TO REQUI REMENTS FOR GOVERNMVENTAL ACCESS) OR 5744
( RELATI NG TO BACKUP PRESERVATI ON) SHALL RElI MBURSE THE PERSON OR
ENTI TY ASSEMBLI NG OR PROVI DI NG THE | NFORVATI ON FOR SUCH COSTS AS
ARE REASONABLY NECESSARY AND VH CH HAVE BEEN DI RECTLY | NCURRED

I N SEARCH NG FOR, ASSEMBLI NG, REPRCDUCI NG AND OTHERW SE

PROVI DI NG THE | NFORVATI ON.  REI MBURSABLE COSTS SHALL | NCLUDE ANY
COSTS DUE TO NECESSARY DI SRUPTI ON OF NORMAL OPERATI ONS OF ANY
ELECTRONI C COVMUNI CATI ON SERVI CE OR REMOTE COMPUTI NG SERVI CE I N
VWH CH THE | NFORVATI ON MAY BE STORED

* * %

§ 5761. Mbbile tracking devices.

* x *

(b) Jurisdiction.--Orders permtted by this section may
aut horize the use of nobile tracking devices within the
jurisdiction of the court of common pleas, and outside that
jurisdiction [but within this Cormonwealth], if the device is
installed within the jurisdiction of the court of common pl eas.

* * %

8§ 5773. Issuance of an order for use of certain devices.
* %k
(c) Tine period and extensions.--
(1) An order issued under this section shall authorize
the installation and use of a pen register, trap and trace
device or a tel econmunication identification interception

device for a period not to exceed [30] 60 days.

20080H2216B4394 - 7 -



1 (2) Extensions of such an order may be granted but only

2 upon an application for an order under section 5772 and upon

3 the judicial finding required by subsection (a). The period

4 of each extension shall be for a period not to exceed [30] 60

5 days.

6 * x *

7 Seet+on—5—Seetton5784-—o6tFitle 18 +s repealed— <—
8 55781 FExptratten—-et—chapter—

9 Thts—echapter—expires—Pecenrber—314—2008—unless—extended—by

10 statute}

11 Section 6 4. This act shall take effect in 60 days. <—
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