PRI OR PRINTER S NO. 57

THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE BILL
No. 32 %5

| NTRODUCED BY MARKOSEK, BELFANTI, BENNI NGTQON, BOYD, CALTAG RONE,

CARRCLL, CASORI O, DeWEESE, FREEMAN, GEI ST, GERGELY, GRUCELA,
HARHAI , JOSEPHS, KORTZ, MANN, McGEEHAN, M LLARD, MJNDY
MYERS, M O BRIEN, O NEILL, PALLONE, PYLE, READSHAW SAI NATO,
STURLA, VWHEATLEY, WANSACZ, TANGRETTI, GEORGE, PARKER
YOUNGBLOOD, DALLY, KAUFFMAN, RAYMOND, Cl VERA, FAI RCH LD

KI RKLAND, RGSS, THOVAS, FABRI ZI O, COSTA, STABACK, CURRY,
SURRA, WALKO, SAYLOR, FRANKEL, SWANCER, HORNANAN, ROHRER

J. VWH TE, RAMALEY, PETRARCA, SIPTROTH, MELI O GALLOMAY AND
DENLI NGER, JANUARY 30, 2007

AS

REPORTED FROM COW TTEE ON JUDI Cl ARY, HOUSE OF
REPRESENTATI VES, AS AMENDED, MARCH 19, 2007
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AN ACT

Arending Title 18 (Crinmes and O fenses) of the Pennsylvani a

Consol idated Statutes, providing for the offense of phishing.

The General Assenbly of the Conmonweal th of Pennsyl vani a

her eby enacts as foll ows:

Section 1. Chapter 76 of Title 18 of the Pennsylvani a

Consolidated Statutes is anmended by adding a subchapter to read:

SUBCHAPTER F

PHI SHI NG

7671. Definitions.

7672. Phi shi ng.

7673. Protection fromliability.

7674. Civil relief.
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§ 7671. Definitions.

The foll owi ng words and phrases when used in this subchapter

shal|l have the neanings given to themin this section unless the

context clearly indicates ot herw se:

"Communi cation." A nessage conveyed by oral, witten or

el ectroni c neans, including tel ephone, el ectronic mail,

Internet, facsimle, telex, wireless comuni cati on, WEBPAGE or <—

simlar transm ssion.

"ldentifying information." Any docunent, photographi c,

pi ctorial or conputer inmage of another person, or any fact used

to establish identity, including any of the foll ow ng:

(2) Birth date.

(3) Social Security nunber.

(4) Driver's |license nunber or nondriver governnment al

i dentification nunber.

(5) Tel ephone nunber.

(6) Checking or savi ngs account nunber.

(7) Student identificati on nunber.

(8) Enpl oyee or payroll nunber

(9) Electronic signature.

"I NTERACTI VE COVPUTER SERVI CE." AN | NFORVATI ON SERVI CE OR <—

SYSTEM THAT ENABLES COMPUTER ACCESS BY MULTIPLE USERS TO A

COVWPUTER SERVER, | NCLUDI NG SPECI FI CALLY A SERVI CE OR SYSTEM THAT

PROVI DES ACCESS TO THE | NTERNET OR TO SOFTWARE SERVI CES

AVAI LABLE ON A SERVER, AND SUCH SYSTEMS OPERATED OR SERVI CES

OFFERED BY A LI BRARY OR EDUCATI ONAL | NSTI TUTI ON

"Leqgiti mate business." A business that is regi stered to do

busi ness under the | aw of any jurisdiction.

"Web page." A location, with respect to the Wrld Wde Wb,
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that has a single uniformresource | ocator or other single

| ocation with respect to the | nternet.

8 7672. Phi shi ng.

(a) Ofense of phishing.--An actor commits the of f ense of

phi shi ng under the follow ng circunstances if the actor, with

the intent to defraud or injure anyone or with the know edge

that a fraud is being facilitated or that an injury is being

per petrated by anyone:

(1) the—aetoer nmakes a communi cati on under fal se <—

pretenses by or on behalf of a |l egitinmate busi ness, w thout

the authority or approval of the business;

(2) theaetor uses the conmuni cation to i nduce, request <—

or solicit a person to provide identifying informtion; and

(3) the person provides the identifying information to

the actor or an acconplice of the actor.

(b) Additional violations.--It shall also be a violation of

this section for a person to sell or distribute any identifying

i nformati on obtained in violation of subsection (a) with the

intent to defraud or injure anyone or with the know edge that a

fraud is being facilitated or that an injury i s being

per petrated by anyone.

(c) Venue.--An offense conmmitted under this section may be

deened to have been commtted at any of the foll owi ng | ocati ons:

(1) The pl ace where a person possessed, obtai ned or used

the identifying i nformati on of another person under false

(2) The residence of the person whose identifying

i nformati on has been stelen OBTAI NED or used under fal se <—

(3) The busi ness or enpl oynent address of the person
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whose identifying i nformati on has been stoelen OBTAI NED or <—

used under fal se pretenses, if the identifying informati on at

issue is associated with the person's busi ness or enpl oynent.

(d) Gading.--A violation of subsection (a) shall be graded

as a felony of the third degree. A violation of subsection (b)

shall be graded as a felony of the second degree.

(e) Concurrent jurisdiction to prosecute.--In addition to

the authority conferred upon the Attorney CGeneral by the act of

Cct ober 15, 1980 (P.L.950, No.164), known as the Commpbnweal t h

Attorneys Act, the Attorney General shall have the authority to

i nvestigate and to institute crimnal proceedi ngs for any

violation of this section or any series of violations involving

nore than one county of this Commonweal th or another state. No

person charged with a violation of this section by the Attorney

CGCeneral shall have standing to chall enge the authority of the

Attorney General to investigate or prosecute the case, and if

the chall enge is nade, the chall enge shall be dism ssed and no

relief shall be made available in the courts of this

Commpnweal th to the person naking this chal |l enge.

8 7673. Protection fromliability.

No lnternet | NTERACTI VE COVPUTER service provider may be held <—

l'i abl e under any provision of the |laws of this Commonweal th or

of one of its political subdivisions for renoving or disabling

access to content that resides on an Internet website or other

online | ocation controlled or operated by the provider which the

provi der believes in good faith is used to engage in a viol ation

of this subchapter

§ 7674. Civil relief.
n il . : it f the follow -
be | il . . I ol hi
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1 subechapter—

2 H—An—tnternet—service—provider—whois—adversely

3 affected—by—the—violation-

4 2y —An—owner—of —a—web—page—or—a—tradenark—thati+s—used

5 wHthout—authertzation—in—the—violation-

6 (A) CdVIL ACTION. --AN | NTERACTI VE COVPUTER SERVI CE PROVI DER  <—
7 AND A BUSI NESS SHALL EACH HAVE A CVIL CAUSE OF ACTI ON AGAI NST

8 ANY PERSON WHO UTI LI ZES THE | NTERACTI VE COVPUTER SERVI CE TO MAKE
9 A COMVUNI CATI ON UNDER FALSE PRETENSES BY OR ON BEHALF OF THE

10 BUSI NESS, WTHOUT THE AUTHORI TY OF THE BUSI NESS, FOR THE PURPOSE
11 OF I NDUCI NG REQUESTING OR SOLIC TING A PERSON TO PROVI DE

12 | DENTI FYI NG | NFORVATI ON

13 (b) CGuvil renedies.--A person pernmitted to bring a civil

14 action under this section may do any of the follow ng:

15 (1) Seek injunctive relief to restrain the violator from
16 continuing the violation.

17 (2) Recover dammges in an anpunt equal to the greater of
18 the foll ow ng:

19 (i) Actual danmges arising fromthe violation
20 (ii) MNet STATUTORY DANMAGES, AS DETERM NED BY THE <—
21 COURT, OF NOT nore_ than $100,000 for each violation of
22 the sane_nature.
23 (3) Qotain both injunctive relief and damages as
24 provided in this subsection.
25 (c) Treble danmges.--The court may increase_an award of
26 actual dammges_in_an_action brought under this section to an
27 anmpunt not to exceed three tines the actual danmages sustained if
28 the court finds that the violations have occurred with a
29 frequency as to constitute a pattern or_practice.
30 (d) Attorney fees.--A person who prevails in an action filed
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under this section shall be entitled to recover reasonabl e

attorneys fees and court costs.

(E) VENUE. - - AN ACTI ON UNDER THI S SECTI ON MAY BE BROUGHT:

(1) AT THE RESI DENCE OR PRI NCI PAL PLACE OF BUSINESS CF A

(2) THE PRI NCI PAL PLACE OF BUSI NESS COF THE | NTERACTI VE

COWUTER SERVI CE.

(3)  SUCH OTHER LOCATI ON AS PROVI DED FOR BY THE

1
2
3
4
5 PERSON WHO RECEI VES A COMIVUNI CATI ON
6
7
8
9

PENNSYLVANI A RULES OF Cl VI L PROCEDURE

10 Section 2. This act shall take effect in 60 days.
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