PRI OR PRI NTER S NOS. 2159, 2887 PRINTER S NO. 3262

THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE BILL
No. 1697 =5

| NTRODUCED BY SAYLOR, BAKER, BOYD, CRElI GHTON, DENLI NGER, GOOD,
HARRIS, R M LLER MJNDY, THOVAS, WANSACZ, BARRAR,
CALTAG RONE, CLYMER, CORNELL, FAIRCH LD, GEORGE, G LLESPIE,
HUTCH NSON, M KELLER, MANN, S. M LLER, O NEILL, PETRARCA,
PI CKETT, RAYMOND, ROHRER, RUBLEY, SCAVELLO WALKO
WASHI NGTON, YOUNGBLOOD, ALLEN AND SI PTROTH, JUNE 13, 2005

AS AVENDED ON THI RD CONSI DERATI ON, HOUSE OF REPRESENTATI VES,
DECEMBER 6, 2005
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AN ACT

Arending Title 18 (Crinmes and O fenses) of the Pennsylvani a
Consol idated Statutes, providing for the OFFENSE OF SELLI NG <—
OR FURNI SHI NG LI QUOR OR MALT OR BREWED BEVERAGES TO M NORS
RESULTI NG I N | NJURY OR DEATH, FOR protection of consuners
from havi ng spyware deceptively installed on their conputers
and for crimnal and civil enforcenent.

The General Assenbly of the Conmonweal th of Pennsyl vani a

her eby enacts as foll ows:

SECTION 1. TITLE 18 OF THE PENNSYLVANI A CONSOLI DATED <—
STATUTES | S AMENDED BY ADDI NG A SECTI ON TO READ:
§ 6310.8. SELLING OR FURNI SHING LI QUOR OR MALT OR BREWED

BEVERAGES TO M NORS RESULTI NG I N I NJURY OR DEATH.

(A)  BODILY INJURY.--A PERSON COWM TS A M SDEMEANCR COF THE

SECOND DEGREE | F_THAT PERSON SELLS OR FURNI SHES ANY LI QUOR OR

ANY NMALT OR BREWED BEVERAGE TO A PERSON WHO IS UNDER 21 YEARS OF
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AGE _AND VWHO SUFFERS OR CAUSES ANOTHER PERSON TO SUFFER BODI LY

INJURY AS A RESULT OF I NGESTING THAT LI QUOR OR MALT OR BREVED

(B) SERIQUS BODI LY I NJURY. --A PERSON COW TS A M SDEMEANOR

OF THE FIRST DEGREE | F THAT PERSON SELLS OR FURNI SHES ANY L| QUOR

OR ANY NMALT OR BREWED BEVERAGE TO A PERSON WHO IS UNDER 21 YEARS

OF ACGE AND VHO SUFFERS OR CAUSES ANOTHER PERSON TO SUFFER

SERI OUS BODI LY I NJURY AS A RESULT OF | NGESTI NG THAT LI QUOR OR

MALT OR BREWED BEVERAGE.

(C) DEATH.--A PERSON COVW TS A FELONY OF THE THI RD DEGREE | F

THAT PERSON SELLS OR FURNI SHES ANY LI QUOR OR ANY MALT OR BREVED

BEVERAGE TO A PERSON VWHO |'S UNDER 21 YEARS OF AGE AND VWHO DI ES

OR CAUSES THE DEATH OF ANOTHER PERSON AS A RESULT OF | NGESTI NG

THAT LI QUOR OR MALT OR BREWED BEVERAGE.

(D) EXCEPTION.--THE PROVI SIONS OF THI S SECTI ON SHALL NOT

APPLY TO ANY RELI G OQUS SERVI CE OR CEREMONY VHI CH MAY BE

CONDUCTED IN A PRI VATE HOVE OR A PLACE OF WORSHI P VHERE THE

AMOUNT_OF W NE SERVED DCES NOTI' EXCEED THE AMOUNT_ REASONABLY,

CUSTOVARI LY AND TRADI TI ONALLY REQUI RED AS AN | NTEGRAL PART OF

THE SERVI CE OR CEREMONY.

(E) DEFINITIONS.--AS USED IN THI S SECTI ON, THE FOLLOW NG

WORDS AND PHRASES SHALL HAVE THE MEANINGS G VEN TO THEM IN TH' S

SUBSECTI| ON:

"BODILY INJURY." AS DEFINED I N SECTION 2301 (RELATING TO

DEFI NI TI ONS) .

"SERIQUS BODILY INJURY." ~AS DEFINED I N SECTI ON 2301

(RELATI NG TO DEFI NI TI ONS) .

SECTION 2. CHAPTER 76 OF TITLE 18 IS AMENDED BY ADDI NG A
SUBCHAPTER TO READ:
SUBCHAPTER F
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SPYWARE
Sec.
7671. Scope.
7672. Definitions.
7673. Conputer spyware prohibitions.
7674. Control or nodification.
7675. M srepresentation and decepti on.
7676. Nonapplicability.
7677. Crimnal enforcenent.
7678. Penalty.
7679. Civil relief.
§ 7671. Scope.

Thi s subchapter deals with the consuner protection against
conmput er spywar e.

§ 7672. Definitions.

The foll ow ng words and phrases when used in this subchapter
shall have the neanings given to themin this section unless the
context clearly indicates otherw se:

"Aut hori zed user." Wth respect to a conputer, a person who
owns or is authorized by the owner or |essee to use the
conput er .

"Cause to be copied.” To distribute, transfer or procure the
copyi ng of conputer software or any conponent thereof. The term
shall not include the follow ng:

(1) Transmi ssion, routing, provision of internediate
tenporary storage or caching of software.
(2) A storage or hosting nmedium such as a conpact di sc,

I nternet website or conputer server, through which the

software was distributed by a third party.

(3) An information |ocation tool, such as a directory,
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i ndex, reference, pointer or hypertext |ink, through which

the user of the conmputer |ocated the software.

"Conmuni cations provider." Entity providing conmunications
networ ks or services that enable consunmers to access the
Internet or destinations on the public switched tel ephone
network via a conputer nodem This termshall include cable
service providers that al so provide tel ephone services and
provi ders of Voice over Internet Protocol services.

"Conputer software.” A sequence of instructions witten in
any programm ng | anguage that is executed on a conputer. The
termshall not include a text or data file, an Internet website
or a data conponent of an Internet website that is not
execut abl e i ndependently of the Internet website.

"Conputer virus." A conputer program or other set of
instructions that is designed to degrade the perfornmance of or
di sabl e a conputer or conputer network and is designed to have
the ability to replicate itself on other conputers or conputer
networ ks wi thout the authorization of the owners of those
conputers or conputer networks.

"Danmage."” Any material inpairnment to the integrity,
functionality or availability of data, software, a conputer, a
system or information.

"Deceptive" or "deception." |Includes:

(1) An intentionally and materially false or fraudul ent
st at enent .

(2) A statenment or description that intentionally omts
or msrepresents material information in order to deceive the
aut hori zed user

(3) An intentional and material failure to provide any

notice to an authorized user regarding the downl oad or

20050H1697B3262 - 4 -



installation of software in order to deceive the authorized

user.

"Execute." Wth respect to conputer software, the
performance of the functions or the carrying out of the
i nstructions of the conputer software.

“Internet.” The global information systemthat is logically
| i nked together by a globally unique address space based on the
Internet Protocol (IP), or its subsequent extensions, and that
is able to support comruni cations using the Transm ssion Control
Protocol /Internet Protocol (TCP/IP) suite, or its subsequent
extensions, or other |P-conpatible protocols, and that provides,
uses or makes accessible, either publicly or privately, high-
| evel services |layered on the comrunications and rel ated
infrastructure described in this subchapter.

"Message." A graphical or text conmunication presented to an
aut hori zed user of a conputer other than comrunications
originated and sent by the conputer's operating system or
comuni cations presented for any of the purposes described in
section 7676 (relating to nonapplicability).

"Person.” Any individual, partnership, corporation, limted
liability conpany or other organization or any conbination
t her eof .

"Personally identifiable information.” The term shal
i ncl ude any of the follow ng:

(1) First name or first initial in conbination with | ast
name.

(2) Credit or debit card nunbers or other financial
account nunbers.

(3) A password or personal identification nunber

required to access an identified financial account other than
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a password, personal identification nunber or other
identification nunber transmtted by an authorized user to
the issuer of the account or its agent.
(4) Social Security nunber.
(5) Any of the following information in a formthat
personal Iy identifies an authorized user:
(i) Account bal ances.
(ii) Overdraft history.
(i1i1) Paynment history.
(iv) A history of Internet websites visited.
(v) Hone address.
(vi) Work address.
(vii) A record of a purchase or purchases.

"Procure the copying." To pay or provide other consideration
to, or induce another person to cause software to be copied onto
a conputer.

§ 7673. Conputer spyware prohibitions.

A person or entity that is not an authorized user shall not,
wi th actual knowl edge OR with consci ous avoi dance of actual <—
know edge, e+ willfully cause conputer software to be copied or <—
procure the copying onto the conputer of an authorized user in
this Cormonweal th and use the software to do any of the
followi ng acts or any other acts deened to be deceptive:

(1) Mdify through deceptive neans any of the follow ng
settings related to the conputer's access to or use of the

I nternet:

(1) The page that appears when an authorized user
| aunches an Internet browser or simlar software program
used to access and navigate the Internet.

(i1i) The default provider or Internet website proxy

20050H1697B3262 - 6 -
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that the authorized user uses to access or search the

I nternet.

(ti1) The authorized user's |ist of bookmarks used

to access Internet website pages.

(2) Collect through deceptive neans personally

identifiable information that neets any of the foll ow ng

criteria:

(1) It is collected through the use of a keystroke-

| oggi ng function that records all keystrokes made by an

aut hori zed user who uses the conputer and transfers that

information fromthe conputer to another person

(i) 1t includes all or substantially all of the

Internet websites visited by an authorized user, other

than I nternet websites of the provider of the software,

if the conputer software was installed in a nmanner

designed to conceal fromall authorized users of the

conputer the fact that the software is being install ed.

(tit) It is a data elenent described in paragraph

(2), (3), (4) or (5 (i) or (ii) of the definition of

"personally identifiable information"” that is extracted

fromthe authorized user's conputer hard drive for a

pur pose wholly unrelated to any of the purposes of the

software or service described to an authori zed user.

(3) Prevent, without the authorization of an authorized

user,

t hrough deceptive nmeans an authorized user's reasonabl e

efforts to block the installation of or to disable software

by causing software that the authorized user has properly

removed or disabled to automatically reinstall or reactivate

on the conmputer without the authorization of an authorized

user.

20050H1697B3262 - 7 -



© o0 N oo o A~ wWw N P

N ORNN N RN NN N NN R B P B R R R R R
© O N o U~ W N B O © 0 N 0o o M W N B O

30

(4) Msrepresent that software will be uninstalled or
di sabl ed by an authorized user's action with know edge t hat
the software will not be so uninstalled or disabl ed.

(5) Through deceptive neans, renove, disable or render
i noperative security, antispyware or antivirus software

install ed on the conputer.

§ 7674. Control or nodification.

A person or entity that is not an authorized user shall not,

wi th actual know edge, wi th conscious avoi dance of actual

knowl edge, or willfully cause conputer software to be copied or
procure the copying onto the conputer of an authorized user in
this Cormonweal th and use the software to do any of the

followi ng acts or any other acts deened to be decepti ve:

(1) Take control of the authorized user's conputer by
doi ng any of the follow ng:

(1) Transmitting or relaying comercial electronic
mail or a conputer virus fromthe authorized user's
conputer, where the transm ssion or relaying is initiated
by a person other than the authorized user and w t hout
t he aut horization of an authorized user.

(ii) Accessing or using the authorized user's nodem
or Internet service for the purpose of causing danage to
t he authori zed user's conputer or of causing an
aut hori zed user to incur financial charges for a service
that is not authorized by an authorized user.

(i) Using the authorized user's conputer as part
of an activity perfornmed by a group of conputers for the
pur pose of causi ng damage to another conputer, including,
but not limted to, |aunching a denial of service attack.

(iv) Opening a series of stand-al one nessages in the
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1 aut hori zed user's conputer w thout the authorization of
2 an aut horized user and with know edge that a reasonabl e
3 conput er user cannot close the advertisenments w thout

4 turning off the conmputer or closing the Internet

5 appl i cation.

6 (2) Mdify any of the follow ng settings related to the
7 conputer's access to or use of the Internet:

8 (i) An authorized user's security or other settings
9 that protect information about the authorized user for
10 t he purpose of stealing personal information of an

11 aut hori zed user.

12 (1i) The security settings of the conputer for the
13 pur pose of causing damage to one or nore conputers.

14 (3) Prevent, without the authorization of an authorized
15 user, an authorized user's reasonable efforts to block the
16 installation of or to disable software by doing any of the
17 fol | ow ng:

18 (i) Presenting the authorized user with an option to
19 decline installation of software with know edge that,
20 when the option is selected by the authorized user, the
21 instal l ati on neverthel ess proceeds.
22 (ii) Falsely representing that software has been
23 di sabl ed.
24 (ti1) Requiring in a deceptive manner the user to
25 access the Internet to renove the software with know edge
26 or reckless disregard of the fact that the software
27 frequently operates in a manner that prevents the user
28 from accessing the Internet.
29 (iv) Changing the nanme, |ocation or other
30 designation information of the software for the purpose

20050H1697B3262 - 9 -



1 of preventing an authorized user fromlocating the

2 software to renove it.

3 (v) Using random zed or deceptive file nanes,

4 directory folders, formats or registry entries for the

5 pur pose of avoi ding detection and renoval of the software
6 by an aut horized user.

7 (vi) Causing the installation of software in a

8 particul ar conmputer directory or computer nmenory for the
9 pur pose of evadi ng authorized users' attenpts to renove
10 the software fromthe conputer

11 (vii) Requiring, without the authority of the owner
12 of the conmputer, that an authorized user obtain a speci al
13 code or downl oad software froma third party to uninstal
14 t he software.

15 8§ 7675. M srepresentation and decepti on.

16 A person or entity who is not an authorized user shall not do
17 any of the followi ng or any other m srepresenting and deceptive
18 acts with regard to the conmputer of an authorized user in this
19 Commonweal t h:
20 (1) Induce an authorized user to install a software
21 conmponent onto the conputer by m srepresenting that
22 installing software is necessary for security or privacy
23 reasons or in order to open, view or play a particular type
24 of content.
25 (2) Causing the copying and execution on the computer of
26 a conmputer software conmponent with the intent of causing an
27 aut hori zed user to use the conponent in a way that violates
28 any ot her provision of this section.
29 8§ 7676. Nonapplicability.
30 (1) Nothing in section 7674 (relating to control or
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nodi fication) or 7675 (relating to m srepresentati on and

deception) shall apply to any nonitoring of or interaction

with a user's Internet or other network connection or
service, or a protected conputer, by a cable operator
conput er hardware or software provider or provider of

i nformation service or interactive conmputer service for

network or computer security purposes, diagnostics, technical

support, repair, authorized updates of software or system
firmvare, network managenent or nmi ntenance, authorized
renot e system managenent or detection or prevention of the
unaut hori zed use of or fraudulent or other illegal activities
in connection with a network, service or conputer software,

i ncl udi ng scanning for and renoving software proscribed under

t hi s subchapter

(2) Nothing in this subchapter shall limt the rights of

providers of wire and el ectroni c conmuni cati ons under 18

U S.C 8 2511 (relating to interception and discl osure of

wire, oral, or electronic conmunications prohibited).
§ 7677. Crimnal enforcenent.

(a) District attorneys.--The district attorneys of the
several counties shall have authority to investigate and to
institute crimnal proceedings for any violations of this act.

(b) Attorney Ceneral.--1n addition to the authority
conferred upon the Attorney Ceneral under the act of October 15,
1980 (P.L.950, No.164), known as the Commonweal th Attorneys Act,
the Attorney Ceneral shall have the authority to investigate and
institute crimnal proceedings for any violation of this
subchapter. A person charged with a violation of this subchapter
by the Attorney General shall not have standing to chall enge the

authority of the Attorney Ceneral to investigate or prosecute

20050H1697B3262 - 11 -
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the case, and, if any such challenge is nmade, the chall enge
shall be dism ssed and no relief shall be available in the
courts of this Comopnwealth to the person nmaking the chall enge.

(c) Proceedi ngs agai nst persons outside Commonweal th.--1In
addition to the powers conferred upon the district attorneys and
the Attorney Ceneral in subsections (a) and (b), district
attorneys and the Attorney General shall have the authority to
investigate and initiate crimnal proceedi ngs agai nst persons
for violations of this act in accordance with section 102
(relating to territorial applicability).

§ 7678. Penalty.

Any person that violates the provisions of sections 7673(2)
(relating to computer spyware prohibitions) and 7574(1) (i), (ii)
and (iii) and (2)(i) and (ii) (relating to control or
nodi fication) shall be guilty of a felony of the second degree
and, upon conviction thereof, shall be sentenced to inprisonnent
for not | ess than one nor nore than ten years or a fine,
notwi t hstandi ng section 1101 (relating to fines), of not nore
t han $25, 000, or both.

§ 7679. CGvil relief.

(a) GCeneral rule.--Subject to the Iimtation set forth in
subsection (g), the follow ng persons may bring a civil action
agai nst a person who violates this act:

(1) A provider of conputer software who is adversely
affected by the violation.

(2) An Internet service provider who is adversely
affected by the violation.

(3) A trademark owner whose trademark is used w thout
t he authorization of the owner to deceive users in the course

of any of the deceptive practices prohibited by this section.

20050H1697B3262 - 12 -
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(4) The Attorney General.

(b) Additional renedies.--In addition to any other renedy
provided by law, a permtted person bringing an action under
this section may:

(1) Seek injunctive relief to restrain the violator from
continuing the violation.
(2) Recover dammges in an anmpbunt equal to the greater
of :
(1) Actual damages arising fromthe violation.
(ii) Up to $100,000 for each violation, as the court
consi ders just.
(3) Seek both injunctive relief and recovery of damages
as provided by this subsection.

(c) Increase by court.--The court nmay increase an award of
actual dammges in an action brought under this section to an
anount not to exceed three tines the actual damages sustained if
the court finds that the violations have occurred with a
frequency with respect to a group of victins as to constitute a
pattern or practice.

(d) Fees and costs.--A plaintiff who prevails in an action
filed under this section is entitled to recover reasonable
attorney fees and court costs.

(e) Conmunications provider relief.--In the case of a
vi ol ation of section 7674(1)(ii) (relating to control or
nodi fication) that causes a communi cations provider to incur
costs for the origination, transport or term nation of a cal
triggered using the nodem of a customer of the comunications
provider as a result of a violation, the comruni cations provider
may bring a civil action against the violator to recover any or

all of the follow ng:
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(1) The charges the carrier is obligated to pay to

anot her carrier or to an information service provider as a

result of the violation, including, but not limted to,

charges for the origination, transport or term nation of the

cal | .

(2) Costs of handling customer inquiries or conplaints
with respect to anounts billed for calls.

(3) Costs and a reasonabl e attorney fee.

(4) An order to enjoin the violation.

(f) Miltiple violations.--For purposes of a civil action
under this section, any single action or conduct that violates
nore than one provision of this subchapter shall be considered
mul ti pl e violations based on the nunber of such paragraphs
vi ol at ed.

(g) Unfair trade practice.--A violation of this subchapter
shall be deened to be an unfair or deceptive act or practice in
violation of the act of Decenber 17, 1968 (P.L.1224, No.387),
known as the Unfair Trade Practices and Consumer Protection Law.
The O fice of Attorney General shall have exclusive authority to
bring an action under the Unfair Trade Practices and Consuner
Protection Law for a violation of that act.

Section 2 3. This act shall take effect in 60 days. <—
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