PRI OR PRI NTER S NO. 2159 PRINTER S NO. 2887

THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE BILL
No. 1697 =5

| NTRODUCED BY SAYLOR, BAKER, BOYD, CRElI GHTON, DENLI NGER, GOOD,
HARRIS, R M LLER MJNDY, THOVAS, WANSACZ, BARRAR,
CALTAG RONE, CLYMER, CORNELL, FAIRCH LD, GEORGE, G LLESPIE,
HUTCH NSON, M KELLER, MANN, S. M LLER, O NEILL, PETRARCA,
PI CKETT, RAYMOND, ROHRER, RUBLEY, SCAVELLO WALKO
WASHI NGTON, YOUNGBLOOD, ALLEN AND SI PTROTH, JUNE 13, 2005

AS REPORTED FROM COWM TTEE ON COMVERCE, HOUSE OF
REPRESENTATI VES, AS AMENDED, OCTOBER 19, 2005

O (o0} ~ » GORrWNEF
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AN ACT
Arending Title 18 (Crinmes and O fenses) of the Pennsylvani a
Consol idated Statutes, providing for the effense—ofunlawiul <—
i i i — PROTECTI ON OF CONSUMERS <—
FROM HAVI NG SPYWARE DECEPTI VELY | NSTALLED ON THEI R COVPUTERS
AND FOR CRI M NAL AND Cl VI L ENFORCEMENT.
The General Assenbly of the Conmonweal th of Pennsyl vani a

her eby enacts as foll ows:
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28 {c)—Separate offenses——Forpurposes—of all—crimnal
29 Lt ‘i bliched olati f thi on.
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15 SECTION 1. CHAPTER 76 OF TI TLE 18 OF THE PENNSYLVAN A

16 CONSOLI DATED STATUTES IS AMENDED BY ADDI NG A SUBCHAPTER TO READ
17 SUBCHAPTER F

18 SPYWARE

19 SEC

20 7671. SCOPE

21 7672. DEFI N TI ONS.

22 7673. COWUTER SYPWARE PROCH BI TI ONS.

23 7674. CONTROL OR MODI FI CATI ON.

24 7675. M SREPRESENTATI ON AND DECEPTI ON

25 7676. NONAPPLI CABI LI TY.

26 7677. CRI M NAL ENFORCEMENT.

27 7678. PENALTY.

28 7679. CIVIL RELIEF

29 § 7671. SCOPE

30 TH' S SUBCHAPTER DEALS W TH THE CONSUMER PROTECTI ON AGAI NST
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COVPUTER SPYWARE.
§ 7672. DEFI N TI ONS.

THE FOLLOW NG WORDS AND PHRASES WHEN USED I N THI S SUBCHAPTER
SHALL HAVE THE MEANINGS G VEN TO THEM IN TH' S SECTI ON UNLESS THE
CONTEXT CLEARLY | NDI CATES OTHERW SE:

"AUTHORI ZED USER. " W TH RESPECT TO A COWMPUTER, A PERSON VHO
OMS OR | S AUTHORI ZED BY THE OWNER OR LESSEE TO USE THE
COVPUTER.

"CAUSE TO BE COPIED." TO DI STRI BUTE, TRANSFER OR PROCURE THE
COPYlI NG OF COWUTER SOFTWARE OR ANY COVPONENT THEREOF. THE TERM
SHALL NOT | NCLUDE THE FOLLOW NG

(1) TRANSM SSI ON, ROUTI NG PROVI SI ON OF | NTERMVEDI ATE
TEMPORARY STORAGE OR CACHI NG OF SOFTWARE.

(2) A STORAGE OR HOSTI NG MEDI UM SUCH AS A COWPACT DI SC,
| NTERNET WEBSI TE OR COVPUTER SERVER, THROUGH VWH CH THE
SOFTWARE WAS DI STRI BUTED BY A THI RD PARTY.

(3) AN | NFORVATI ON LOCATI ON TOOL, SUCH AS A DI RECTORY,

I NDEX, REFERENCE, PO NTER OR HYPERTEXT LI NK, THROUGH WH CH

THE USER OF THE COMPUTER LOCATED THE SOFTWARE.

" COVMUNI CATI ONS PROVI DER. " ENTI TY PROVI DI NG COVMUNI CATI ONS
NETWORKS OR SERVI CES THAT ENABLE CONSUMERS TO ACCESS THE
| NTERNET OR DESTI NATI ONS ON THE PUBLI C SW TCHED TELEPHONE
NETWORK VI A A COWUTER MODEM THI' S TERM SHALL | NCLUDE CABLE
SERVI CE PROVI DERS THAT ALSO PROVI DE TELEPHONE SERVI CES AND
PROVI DERS OF VO CE OVER | NTERNET PROTOCOL SERVI CES.

"COWPUTER SOFTWARE. " A SEQUENCE OF | NSTRUCTI ONS WRI TTEN | N
ANY PROGRAMM NG LANGUAGE THAT IS EXECUTED ON A COWUTER. THE
TERM SHALL NOT | NCLUDE A TEXT OR DATA FI LE, AN | NTERNET WEBSI TE
OR A DATA COVPONENT OF AN | NTERNET WVEBSI TE THAT |'S NOT
EXECUTABLE | NDEPENDENTLY OF THE | NTERNET WEBSI TE.

20050H1697B2887 - 7 -
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"COWPUTER VIRUS. " A COWUTER PROGRAM OR OTHER SET OF
I NSTRUCTI ONS THAT | S DESI GNED TO DEGRADE THE PERFORVANCE OF OR
DI SABLE A COVWPUTER OR COVPUTER NETWORK AND | S DESI GNED TO HAVE
THE ABI LI TY TO REPLI CATE | TSELF ON OTHER COVPUTERS OR COWPUTER
NETWORKS W THOUT THE AUTHORI ZATI ON OF THE OWNERS OF THOSE
COVWPUTERS OR COVPUTER NETWORKS.
"DAVAGE. " ANY MATERI AL | MPAI RVENT TO THE | NTEGRI TY,
FUNCTI ONALI TY OR AVAI LABI LI TY OF DATA, SOFTWARE, A COWUTER, A
SYSTEM OR | NFORMATI ON.
" DECEPTI VE" OR "DECEPTI ON." | NCLUDES:
(1) AN | NTENTI ONALLY AND MATERI ALLY FALSE OR FRAUDULENT
STATEMENT.
(2) A STATEMENT OR DESCRI PTI ON THAT | NTENTI ONALLY OM TS
OR M SREPRESENTS MATERI AL | NFORMATI ON I N ORDER TO DECEI VE THE
AUTHORI ZED USER.
(3) AN I NTENTI ONAL AND MATERI AL FAI LURE TO PROVI DE ANY
NOTI CE TO AN AUTHORI ZED USER REGARDI NG THE DOWNLOAD OR
I NSTALLATI ON OF SOFTWARE | N ORDER TO DECEI VE THE AUTHORI ZED
USER.
"EXECUTE. " WTH RESPECT TO COVWUTER SOFTWARE, THE
PERFORMANCE OF THE FUNCTI ONS OR THE CARRYI NG OQUT OF THE
I NSTRUCTI ONS OF THE COVPUTER SOFTWARE.
"I NTERNET. " THE GLOBAL | NFORMATI ON SYSTEM THAT | S LOGE CALLY
LI NKED TOGETHER BY A GLOBALLY UNI QUE ADDRESS SPACE BASED ON THE
I NTERNET PROTOCCL (IP), ORI TS SUBSEQUENT EXTENSI ONS, AND THAT
'S ABLE TO SUPPORT COMVUNI CATI ONS USI NG THE TRANSM SSI ON CONTROL
PROTOCCL/ | NTERNET PROTOCOL (TCP/IP) SU TE, OR I TS SUBSEQUENT
EXTENSI ONS, OR OTHER | P- COVPATI BLE PROTOCOLS, AND THAT PROVI DES,
USES OR MAKES ACCESSI BLE, ElI THER PUBLI CLY OR PRI VATELY, H G+
LEVEL SERVI CES LAYERED ON THE COMVUNI CATI ONS AND RELATED

20050H1697B2887 - 8 -
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| NFRASTRUCTURE DESCRI BED | N TH S SUBCHAPTER.
"MESSAGE." A GRAPHI CAL OR TEXT COVMUNI CATI ON PRESENTED TO AN
AUTHORI ZED USER OF A COVPUTER OTHER THAN COVMUNI CATI ONS
ORI G NATED AND SENT BY THE COMPUTER S OPERATI NG SYSTEM OR
COVMUNI CATI ONS PRESENTED FOR ANY OF THE PURPOSES DESCRI BED | N
SECTI ON 7676 ( RELATI NG TO NONAPPLI CABI LI TY).
"PERSON." ANY | NDI VI DUAL, PARTNERSHI P, CORPORATI ON, LI M TED
LI ABI LI TY COVPANY OR OTHER ORGANI ZATI ON OR ANY COMBI NATI ON
THEREOF.
" PERSONALLY | DENTI FI ABLE | NFORVATI ON." THE TERM SHALL
| NCLUDE ANY OF THE FOLLOW NG
(1) FIRST NAME OR FIRST I NI TIAL | N COVBI NATI ON W TH LAST
NAVE.
(2) CREDIT OR DEBIT CARD NUMBERS OR OTHER FI NANCI AL
ACCOUNT NUVBERS.
(3) A PASSWORD OR PERSONAL | DENTI FI CATI ON NUVBER
REQUI RED TO ACCESS AN | DENTI FI ED FI NANCI AL ACCOUNT OTHER THAN
A PASSWORD, PERSONAL | DENTI FI CATI ON NUVBER OR OTHER
| DENTI FI CATI ON NUMBER TRANSM TTED BY AN AUTHORI ZED USER TO
THE | SSUER OF THE ACCOUNT OR | TS AGENT.
(4) SOCIAL SECURI TY NUMBER
(5) ANY OF THE FOLLOW NG | NFORMATI ON | N A FORM THAT
PERSONALLY | DENTI FI ES AN AUTHORI ZED USER:
(1) ACCOUNT BALANCES.
(11) OVERDRAFT Hl STCRY.
(111) PAYMENT Hl STORY.
(1V) A H STORY OF | NTERNET WEBSI TES VI SI TED.
(V) HOVE ADDRESS.
(VI) WORK ADDRESS.
(VI1) A RECORD OF A PURCHASE OR PURCHASES.

20050H1697B2887 - 9 -
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"PROCURE THE COPYI NG " TO PAY OR PROVI DE OTHER CONSI DERATI ON
TO, OR | NDUCE ANOTHER PERSON TO CAUSE SOFTWARE TO BE COPI ED ONTO
A COVPUTER.

§ 7673. COWUTER SPYWARE PROHI BI TI ONS.

A PERSON OR ENTITY THAT IS NOI' AN AUTHORI ZED USER SHALL NOT,
W TH ACTUAL KNOALEDGE, W TH CONSCI QUS AVO DANCE OF ACTUAL
KNOALEDGE, OR W LLFULLY CAUSE COVMPUTER SOFTWARE TO BE COPI ED OR
PROCURE THE COPYlI NG ONTO THE COVPUTER OF AN AUTHORI ZED USER | N
TH S COMONVEALTH AND USE THE SOFTWARE TO DO ANY OF THE
FOLLOW NG ACTS OR ANY OTHER ACTS DEEMED TO BE DECEPTI VE:

(1) MODIFY THROUGH DECEPTI VE MEANS ANY OF THE FOLLOW NG

SETTI NGS RELATED TO THE COMPUTER S ACCESS TO OR USE OF THE

| NTERNET:

(1) THE PAGE THAT APPEARS WHEN AN AUTHORI ZED USER
LAUNCHES AN | NTERNET BROABER OR SI M LAR SOFTWARE PROGRAM
USED TO ACCESS AND NAVI GATE THE | NTERNET.

(1) THE DEFAULT PROVI DER OR | NTERNET WEBSI TE PROXY
THAT THE AUTHORI ZED USER USES TO ACCESS OR SEARCH THE
| NTERNET.

(1'r1)y THE AUTHORI ZED USER S LI ST OF BOOKMARKS USED
TO ACCESS | NTERNET WEBSI TE PAGES.

(2) COLLECT THROUGH DECEPTI VE MEANS PERSONALLY

| DENTI FI ABLE | NFORVATI ON THAT MEETS ANY OF THE FOLLOW NG

CRI TERI A:

(1) 1T IS COLLECTED THROUGH THE USE OF A KEYSTROKE-
LOGE NG FUNCTI ON THAT RECORDS ALL KEYSTROKES MADE BY AN
AUTHORI ZED USER VWHO USES THE COVPUTER AND TRANSFERS THAT
I NFORVATI ON FROM THE COMPUTER TO ANOTHER PERSON.

(1) I'T INCLUDES ALL OR SUBSTANTI ALLY ALL OF THE
| NTERNET WEBSI TES VI SI TED BY AN AUTHORI ZED USER, OTHER

20050H1697B2887 - 10 -
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THAN | NTERNET WEBSI TES OF THE PROVI DER OF THE SOFTWARE,
| F THE COMPUTER SOFTWARE WAS | NSTALLED I N A MANNER
DES| GNED TO CONCEAL FROM ALL AUTHORI ZED USERS OF THE
COVPUTER THE FACT THAT THE SOFTWARE |'S BEI NG | NSTALLED.
(I11) 1T 1S A DATA ELEMENT DESCRI BED | N PARAGRAPH
(2), (3), (4 OR(5)(1) OR(Il) OF THE DEFINI TI ON OF
" PERSONALLY | DENTI FI ABLE | NFORMATI ON' THAT |'S EXTRACTED
FROM THE AUTHORI ZED USER S COVPUTER HARD DRI VE FOR A
PURPOSE WHOLLY UNRELATED TO ANY OF THE PURPOSES OF THE
SOFTWARE OR SERVI CE DESCRI BED TO AN AUTHORI ZED USER.
(3) PREVENT, W THOUT THE AUTHORI ZATI ON OF AN AUTHORI ZED
USER, THROUGH DECEPTI VE MEANS AN AUTHORI ZED USER S REASONABLE
EFFORTS TO BLOCK THE | NSTALLATI ON OF OR TO DI SABLE SOFTWARE
BY CAUSI NG SOFTWARE THAT THE AUTHORI ZED USER HAS PROPERLY
REMOVED OR DI SABLED TO AUTOVATI CALLY REI NSTALL OR REACTI VATE
ON THE COMPUTER W THOUT THE AUTHORI ZATI ON OF AN AUTHORI ZED
USER.
(4) M SREPRESENT THAT SOFTWARE W LL BE UNI NSTALLED OR
DI SABLED BY AN AUTHORI ZED USER S ACTI ON W TH KNOALEDGE THAT
THE SOFTWARE W LL NOT BE SO UNI NSTALLED OR DI SABLED.
(5) THROUGH DECEPTI VE MEANS, REMOVE, DI SABLE OR RENDER
| NOPERATI VE SECURI TY, ANTI SPYWARE OR ANTI VI RUS SOFTWARE
| NSTALLED ON THE COMPUTER.
§ 7674. CONTROL OR MODI FI CATI ON,
A PERSON OR ENTI TY THAT IS NOT AN AUTHORI ZED USER SHALL NOT,
W TH ACTUAL KNOW.EDGE, W TH CONSCI OUS AVO DANCE OF ACTUAL
KNOW.EDGE, OR W LLFULLY CAUSE COVPUTER SOFTWARE TO BE COPI ED OR
PROCURE THE COPYI NG ONTO THE COMPUTER OF AN AUTHORI ZED USER I N
THI'S COMVONVEALTH AND USE THE SOFTWARE TO DO ANY OF THE
FOLLOW NG ACTS OR ANY OTHER ACTS DEEMED TO BE DECEPTI VE:

20050H1697B2887 - 11 -



1 (1) TAKE CONTROL OF THE AUTHORI ZED USER S COVPUTER BY

2 DA NG ANY OF THE FOLLOW NG

3 (1) TRANSM TTI NG OR RELAYI NG COMMERCI AL ELECTRONI C
4 MAIL OR A COWUTER VI RUS FROM THE AUTHORI ZED USER S

5 COWUTER, WHERE THE TRANSM SSI ON OR RELAYI NG IS | NI TI ATED
6 BY A PERSON OTHER THAN THE AUTHORI ZED USER AND W THOUT

7 THE AUTHORI ZATI ON OF AN AUTHORI ZED USER

8 (1'l') ACCESSI NG OR USI NG THE AUTHORI ZED USER S MODEM
9 OR I NTERNET SERVI CE FOR THE PURPOSE OF CAUSI NG DAMAGE TO
10 THE AUTHORI ZED USER S COVPUTER OR OF CAUSI NG AN

11 AUTHORI ZED USER TO | NCUR FI NANCI AL CHARGES FOR A SERVI CE
12 THAT IS NOT AUTHORI ZED BY AN AUTHORI ZED USER

13 (I'11) USING THE AUTHORI ZED USER S COWUTER AS PART
14 OF AN ACTIVITY PERFORMED BY A GROUP OF COWUTERS FOR THE
15 PURPOSE OF CAUSI NG DAMAGE TO ANOTHER COWMPUTER, | NCLUDI NG,
16 BUT NOT LIMTED TO LAUNCH NG A DENI AL OF SERVI CE ATTACK
17 (1'V)  OPENI NG A SERI ES OF STAND- ALONE MESSACES IN THE
18 AUTHORI ZED USER S COVPUTER W THOUT THE AUTHORI ZATI ON OF
19 AN AUTHORI ZED USER AND W TH KNOALEDGE THAT A REASONABLE
20 COWPUTER USER CANNOT CLOSE THE ADVERTI SEMENTS W THOUT

21 TURNI NG OFF THE COMPUTER OR CLOSI NG THE | NTERNET

22 APPLI CATI ON.

23 (2) MODIFY ANY OF THE FOLLOWN NG SETTI NGS RELATED TO THE
24 COWUTER S ACCESS TO OR USE OF THE | NTERNET:

25 (1) AN AUTHORI ZED USER S SECURI TY OR OTHER SETTI NGS
26 THAT PROTECT | NFORVATI ON ABOUT THE AUTHORI ZED USER FOR
27 THE PURPOSE OF STEALI NG PERSONAL | NFORMATI ON OF AN

28 AUTHORI ZED USER

29 (1) THE SECURITY SETTINGS OF THE COWUTER FOR THE
30 PURPOSE OF CAUSI NG DAMAGE TO ONE OR MORE COMPUTERS.

20050H1697B2887 - 12 -



1 (3) PREVENT, W THOUT THE AUTHORI ZATI ON OF AN AUTHORI ZED
2 USER, AN AUTHORI ZED USER S REASONABLE EFFORTS TO BLOCK THE

3 I NSTALLATI ON OF OR TO DI SABLE SOFTWARE BY DO NG ANY OF THE

4 FOLLOW NG

5 (1) PRESENTI NG THE AUTHORI ZED USER W TH AN OPTI ON TO
6 DECLI NE | NSTALLATI ON OF SOFTWARE W TH KNOW.EDGE THAT,

7 WHEN THE OPTI ON | S SELECTED BY THE AUTHORI ZED USER, THE

8 I NSTALLATI ON NEVERTHELESS PROCEEDS

9 (1'l') FALSELY REPRESENTI NG THAT SOFTWARE HAS BEEN

10 DI SABLED.

11 (1'1'1') REQU RING I N A DECEPTI VE MANNER THE USER TO

12 ACCESS THE | NTERNET TO REMOVE THE SOFTWARE W TH KNOW.EDGE
13 OR RECKLESS DI SREGARD OF THE FACT THAT THE SOFTWARE

14 FREQUENTLY OPERATES I N A MANNER THAT PREVENTS THE USER

15 FROM ACCESSI NG THE | NTERNET.

16 (1'V) CHANG NG THE NAME, LOCATI ON OR OTHER

17 DESI GNATI ON | NFORMATI ON OF THE SOFTWARE FOR THE PURPOSE
18 OF PREVENTI NG AN AUTHORI ZED USER FROM LOCATI NG THE

19 SOFTWARE TO REMOVE | T.

20 (V) USI NG RANDOM ZED OR DECEPTI VE FI LE NAMES,

21 DI RECTORY FOLDERS, FORVATS OR REG STRY ENTRIES FOR THE

22 PURPOSE OF AVO DI NG DETECTI ON AND REMOVAL OF THE SOFTWARE
23 BY AN AUTHORI ZED USER

24 (M) CAUSI NG THE | NSTALLATI ON OF SOFTWARE IN A

25 PARTI CULAR COVPUTER DI RECTORY OR COWPUTER MEMCORY FOR THE
26 PURPOSE OF EVADI NG AUTHORI ZED USERS' ATTEMPTS TO REMOVE
27 THE SOFTWARE FROM THE COVPUTER

28 (M) REQU RING WTHOUT THE AUTHORI TY OF THE OANER
29 OF THE COMPUTER, THAT AN AUTHORI ZED USER OBTAI N A SPECI AL
30 CODE OR DOMNLOAD SOFTWARE FROM A THI RD PARTY TO UNI NSTALL

20050H1697B2887 - 13 -
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THE SOFTWARE.
§ 7675. M SREPRESENTATI ON AND DECEPTI ON.

A PERSON OR ENTITY WHO | S NOT AN AUTHORI ZED USER SHALL NOT DO
ANY OF THE FOLLOW NG OR ANY OTHER M SREPRESENTI NG AND DECEPTI VE
ACTS WTH REGARD TO THE COVPUTER OF AN AUTHORI ZED USER IN THI S
COMVONVEAL TH:

(1) |1 NDUCE AN AUTHORI ZED USER TO | NSTALL A SOFTWARE

COVPONENT ONTO THE COVPUTER BY M SREPRESENTI NG THAT

I NSTALLI NG SOFTWARE | S NECESSARY FOR SECURI TY OR PRI VACY

REASONS OR I N ORDER TO OPEN, VI EW COR PLAY A PARTI CULAR TYPE

OF CONTENT.

(2) CAUSI NG THE COPYI NG AND EXECUTI ON ON THE COVPUTER OF

A COVPUTER SOFTWARE COVPONENT W TH THE | NTENT OF CAUSI NG AN

AUTHORI ZED USER TO USE THE COVPONENT I N A WAY THAT VI CLATES

ANY OTHER PROVI SI ON OF THI S SECTI ON.

§ 7676. NONAPPLI CABI LI TY.
(1) NOTH NG I N SECTI ON 7674 ( RELATI NG TO CONTROL OR

MODI FI CATI ON) OR 7675 ( RELATI NG TO M SREPRESENTATI ON AND

DECEPTI ON) SHALL APPLY TO ANY MONI TORI NG OF OR | NTERACTI ON

WTH A USER S | NTERNET OR OTHER NETWORK CONNECTI ON OR

SERVI CE, OR A PROTECTED COVPUTER, BY A CABLE OPERATOR,

COWUTER HARDWARE OR SOFTWARE PROVI DER OR PROVI DER OF

I NFORVATI ON SERVI CE OR | NTERACTI VE COMPUTER SERVI CE FOR

NETWORK OR COVPUTER SECURI TY PURPGSES, DI AGNOSTI CS, TECHNI CAL

SUPPCRT, REPAI R, AUTHORI ZED UPDATES OF SOFTWARE OR SYSTEM

FI RMAMARE, NETWORK MANAGEMENT OR MAI NTENANCE, AUTHORI ZED

REMOTE SYSTEM MANAGEMENT OR DETECTI ON OR PREVENTI ON OF THE

UNAUTHORI ZED USE OF OR FRAUDULENT OR OTHER | LLEGAL ACTI VI TI ES

N CONNECTI ON W TH A NETWORK, SERVI CE OR COMPUTER SOFTWARE,

I NCLUDI NG SCANNI NG FOR AND REMOVI NG SOFTWARE PROSCRI BED UNDER

20050H1697B2887 - 14 -
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THI S SUBCHAPTER
(2) NOTHING IN TH' S SUBCHAPTER SHALL LIM T THE RI GHTS OF
PROVI DERS OF W RE AND ELECTRONI C COMMUNI CATI ONS UNDER 18
U S.C. § 2511 (RELATI NG TO | NTERCEPTI ON AND DI SCLOSURE OF
W RE, ORAL, OR ELECTRONI C COMMUNI CATI ONS PROHI Bl TED).
§ 7677. CR M NAL ENFORCEMENT.
(A) DI STRICT ATTORNEYS. - - THE DI STRI CT ATTORNEYS OF THE
SEVERAL COUNTI ES SHALL HAVE AUTHORI TY TO | NVESTI GATE AND TO
| NSTI TUTE CRI M NAL PROCEEDI NGS FOR ANY VI OLATI ONS OF THI S ACT.
(B) ATTORNEY GENERAL.--|N ADDI TI ON TO THE AUTHORI TY
CONFERRED UPON THE ATTORNEY GENERAL UNDER THE ACT OF OCTOBER 15,
1980 (P.L.950, NO 164), KNOW AS THE COVMWONWEALTH ATTORNEYS ACT,
THE ATTORNEY GENERAL SHALL HAVE THE AUTHORI TY TO | NVESTI GATE AND
| NSTI TUTE CRI M NAL PROCEEDI NGS FOR ANY VI OLATI ON OF THI S
SUBCHAPTER. A PERSON CHARGED W TH A VI OLATI ON OF THI S SUBCHAPTER
BY THE ATTORNEY GENERAL SHALL NOT HAVE STANDI NG TO CHALLENGE THE
AUTHORI TY OF THE ATTORNEY GENERAL TO | NVESTI GATE OR PROSECUTE
THE CASE, AND, |F ANY SUCH CHALLENGE | S MADE, THE CHALLENGE
SHALL BE DI SM SSED AND NO RELI EF SHALL BE AVAI LABLE I N THE
COURTS OF THI'S COWONWEALTH TO THE PERSON MAKI NG THE CHALLENGE.
(C) PROCEEDI NGS AGAI NST PERSONS OUTSI DE COMMONVEALTH, - - | N
ADDI TI ON TO THE PONERS CONFERRED UPON THE DI STRI CT ATTORNEYS AND
THE ATTORNEY GENERAL | N SUBSECTI ONS (A) AND (B), DI STRICT
ATTORNEYS AND THE ATTORNEY GENERAL SHALL HAVE THE AUTHORI TY TO
| NVESTI GATE AND | NI TI ATE CRI M NAL PROCEEDI NGS AGAI NST PERSONS
FOR VI OLATIONS OF THI'S ACT | N ACCORDANCE W TH SECTI ON 102
( RELATI NG TO TERRI TORI AL APPLI CABI LI TY).
§ 7678. PENALTY.
ANY PERSON THAT VI OLATES THE PROVI SI ONS OF SECTI ONS 7673(2)
( RELATI NG TO COVPUTER SPYWARE PRCHI BI TI ONS) AND 7574(1) (1), (I1)
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AND (I111) AND (2)(1) AND (11) (RELATI NG TO CONTROL OR

MODI FI CATI ON) SHALL BE GUILTY OF A FELONY OF THE SECOND DEGREE
AND, UPON CONVI CTI ON THEREOF, SHALL BE SENTENCED TO | MPRI SONVENT
FOR NOT LESS THAN ONE NOR MORE THAN TEN YEARS OR A FI NE,

1
2
3
4
5 NOTW THSTANDI NG SECTI ON 1101 ( RELATI NG TO FINES), OF NOT MORE
6 THAN $25, 000, OR BOTH.

7 8 7679. CIVIL RELIEF.

8 (A) GENERAL RULE. - - SUBJECT TO THE LI M TATI ON SET FORTH I N
9 SUBSECTION (G, THE FOLLOW NG PERSONS MAY BRING A CIVIL ACTI ON

10 AGAI NST A PERSON VWHO VI CLATES THI S ACT:

11 (1) A PROVI DER OF COWUTER SOFTWARE WHO | S ADVERSELY

12 AFFECTED BY THE VI CLATI ON.

13 (2) AN I NTERNET SERVI CE PROVI DER WHO | S ADVERSELY

14 AFFECTED BY THE VI CLATI ON.

15 (3) A TRADEMARK OMNER WHOSE TRADEMARK | S USED W THOUT

16 THE AUTHORI ZATI ON OF THE OMNER TO DECEI VE USERS | N THE COURSE
17 OF ANY OF THE DECEPTI VE PRACTI CES PRCHI BI TED BY TH S SECTI ON.
18 (4) THE ATTORNEY GENERAL.

19 (B) ADDI TI ONAL REMEDI ES. --1 N ADDI TI ON TO ANY OTHER REMEDY

20 PROVI DED BY LAW A PERM TTED PERSON BRI NG NG AN ACTI ON UNDER
21 TH'S SECTI ON MNAY:

22 (1) SEEK I NJUNCTI VE RELI EF TO RESTRAIN THE VI CLATOR FROM
23 CONTI NUI NG THE VI OLATI ON.

24 (2) RECOVER DAVAGES | N AN AMOUNT EQUAL TO THE GREATER

25 OF:

26 (1) ACTUAL DAMAGES ARI SI NG FROM THE VI OLATI ON.

27 (I'l') UP TO $100, 000 FOR EACH VI OLATI ON, AS THE COURT
28 CONS| DERS JUST.

29 (3) SEEK BOTH I NJUNCTI VE RELI EF AND RECOVERY OF DAMAGES
30 AS PROVI DED BY THI S SUBSECTI ON.
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(© I NCREASE BY COURT. - - THE COURT MAY | NCREASE AN AWARD OF
ACTUAL DAMAGES IN AN ACTI ON BROUGHT UNDER THI S SECTI ON TO AN
AMOUNT NOT TO EXCEED THREE TI MES THE ACTUAL DAMAGES SUSTAI NED | F
THE COURT FI NDS THAT THE VI OLATI ONS HAVE OCCURRED W TH A
FREQUENCY W TH RESPECT TO A GROUP OF VICTI M5 AS TO CONSTI TUTE A
PATTERN OR PRACTI CE.

(D) FEES AND COSTS. - - A PLAI NTI FF WHO PREVAI LS I N AN ACTI ON
FI LED UNDER THI S SECTI ON | S ENTI TLED TO RECOVER REASONABLE
ATTORNEY FEES AND COURT COSTS.

(E) COVMUNI CATI ONS PROVI DER RELI EF. --IN THE CASE CF A
VI OLATI ON OF SECTION 7674(1)(11) (RELATING TO CONTROL OR
MODI FI CATI ON) THAT CAUSES A COVMUNI CATI ONS PROVI DER TO | NCUR
COSTS FOR THE ORI G NATI ON, TRANSPORT OR TERM NATI ON OF A CALL
TRI GGERED USI NG THE MODEM OF A CUSTOMER OF THE COMMUNI CATI ONS
PROVI DER AS A RESULT OF A VI OLATI ON, THE COMMUNI CATI ONS PROVI DER
MAY BRING A CIVIL ACTI ON AGAI NST THE VI OLATOR TO RECOVER ANY OR
ALL OF THE FOLLOW NG

(1) THE CHARGES THE CARRI ER IS OBLI GATED TO PAY TO

ANOTHER CARRI ER OR TO AN | NFORMATI ON SERVI CE PROVI DER AS A

RESULT OF THE VI OLATI ON, | NCLUDI NG, BUT NOT LI M TED TG,

CHARCES FOR THE ORI G NATI ON, TRANSPORT OR TERM NATI ON OF THE

CALL.

(2) COSTS OF HANDLI NG CUSTOMER | NQUI RI ES OR COVPLAI NTS

W TH RESPECT TO AMOUNTS BI LLED FOR CALLS.

(3) COSTS AND A REASONABLE ATTORNEY FEE.
(4) AN ORDER TO ENJO N THE VI OLATI ON.

(F) MJLTI PLE VI OLATI ONS. - - FOR PURPCSES OF A ClVIL ACTION
UNDER THI S SECTI ON, ANY SI NGLE ACTI ON OR CONDUCT THAT VI CLATES
MORE THAN ONE PROVI SION OF TH S SUBCHAPTER SHALL BE CONSI DERED
MULTI PLE VI OLATI ONS BASED ON THE NUMBER OF SUCH PARAGRAPHS
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VI OLATED.

(G UNFAIR TRADE PRACTI CE. --A VI OLATION OF THI S SUBCHAPTER
SHALL BE DEEMED TO BE AN UNFAI R OR DECEPTI VE ACT OR PRACTICE I N
VI OLATI ON OF THE ACT OF DECEMBER 17, 1968 (P.L.1224, NO. 387),
KNOWN AS THE UNFAI R TRADE PRACTI CES AND CONSUMER PROTECTI ON LAW
THE OFFI CE OF ATTORNEY GENERAL SHALL HAVE EXCLUSI VE AUTHORI TY TO
BRI NG AN ACTI ON UNDER THE UNFAI R TRADE PRACTI CES AND CONSUMER
PROTECTI ON LAW FOR A VI OLATI ON OF THAT ACT.

© o0 N oo o A~ wWw N P

SECTION 2. TH S ACT SHALL TAKE EFFECT | N 60 DAYS.
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