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AN ACT

Rel ating to confidential security information of public
utilities; and inposing penalties.

The General Assenbly of the Conmonweal th of Pennsyl vani a
her eby enacts as foll ows:
Section 1. Short title.

This act shall be known and may be cited as the Public
Uility Confidential Security Information Di sclosure Protection
Act .

Section 2. Definitions.

The foll ow ng words and phrases when used in this act shal
have the neanings given to themin this section unless the
context clearly indicates otherw se:

"Agency." Any office, departnent, board or comm ssion of the
executive departnents of the Commonweal th, any political

subdi vi si on of the Conmonweal th, the Pennsyl vania Turnpi ke
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Commi ssion, the State System of Hi gher Education or any State or
muni ci pal authority or simlar organization created by or
pursuant to a statute which declares in substance that such
organi zation perforns or has for its purpose the performance of
an essential governnmental function.

"Confidential security information.” Information contained
within a record maintai ned by an agency in any form the
di scl osure of which woul d conprom se security agai nst sabot age
or crimnal or terrorist acts and the nondi scl osure of which is
necessary for the protection of life, safety, public property or
public utility facilities, including, but not limted to, all of
t he foll ow ng:

(1) A vulnerability assessnent which is subnmitted to the
Envi ronnental Protection Agency or any other Federal, State
or | ocal agency.

(2) Portions of energency response plans that are
submtted to the Departnent of Environnmental Protection, the
Pennsyl vania Public Utility Comm ssion or any other Federal,
State or | ocal agency dealing with response procedures or
pl ans prepared to prevent or respond to emergency situations,
except those portions intended for public disclosure, the
di scl osure of which would reveal vulnerability assessnents,
specific tactics, specific energency procedures or specific
security procedures. Nothing in this termshall be construed
torelieve a public utility fromits public notification
obl i gati ons under other applicable Federal and State | aws.

(3) A plan, map or other drawi ng or data which shows the
| ocation or reveals |ocation data on community drinking water
wel | s and surface water intakes.

(4) A security plan, security procedure or risk
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assessment prepared specifically for the purpose of
preventing or for protection against sabotage or crimnal or
terrorist acts.
(5) (i) Specific information, including portions of
financial statenents, about security devices or
personnel , designed to protect against sabotage or
crimnal or terrorist acts.
(i) Nothing in this definition shall be construed
to prevent the disclosure of nonetary anounts.

"Dangerous to human life or property.” A violent act or an
act which is intended to or likely to cause death, serious
bodily injury or mass destruction.

"Facilities.” Al the plant and equi pnent of a public
utility, including all tangible and intangible real and personal
property without limtation, and any and all neans and
instrunmentalities in any manner owned, operated, |eased,

i censed, used, controlled, furnished or supplied for, by or in
connection with the business of any public utility. For the

pur poses of this act, the termshall also include electric power

mun-etpatb-ty—or—runi-cipal—aut-herity GENERATI ON. <—

"Mass destruction.”™ An act which is intended to or likely to
destroy or cause serious danage to facilities, public or private
bui | di ngs, places of public accomobdati on or public works under
ci rcunst ances evincing depraved indifference to human |life or
property.

"Public utility.” Any person, CORPORATI ON, MUNI CI PALITY OR <—
MUNI Cl PAL AUTHORI TY or corporation now or hereafter owning or
operating in this Commonweal th equi pnent or facilities for:

(i) Producing, generating, transmtting,
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1 di stributing or furnishing natural or artificial gas,

2 el ectricity or steamfor the production of |ight, heat or
3 power to the public for conmpensation. For the purposes of
4 this act, the termshall also include electric power

5 generation. and—a—water—and-wastewater—system-ownedby—a
6 FHH-c-pabHy—er—Aunrterpal—avthor -y —

7 (ii) Diverting, devel opi ng, punping, inmpounding,

8 di stributing or furnishing water to or for the public for
9 conpensat i on.

10 (iti1) Using a canal, turnpike, tunnel, bridge, wharf
11 and the like for the public for conpensation.

12 (itv) Transporting or conveying natural or artificia
13 gas, crude oil, gasoline or petroleum products, materials
14 for refrigeration or oxygen or nitrogen or other fluid
15 substance, by pipeline or conduit, for the public for

16 conpensat i on.

17 (v) Conveying or transmtting nessages or

18 communi cations by tel ephone or tel egraph or domestic

19 public | and nobile radio service, including, but not
20 limted to, point-to-point mcrowave radi o service for
21 the public for conpensation.
22 (vi) Collecting, treating or disposing sewage for
23 t he public for conpensation.
24 (vii) Transporting passengers or property as a
25 conmon carrier
26 "Terrorist act.” Any act or acts constituting a violent
27 offense intended to:
28 (i) intimdate or coerce a civilian population
29 (ii) influence the policy of a governnent by
30 intimdation or coercion; or

20050H0854B4867 - 4 -
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(i1i1) affect the conduct of a governnment.

"Violent offense.” An offense under 18 Pa.C. S. Pt. |
(relating to definition of specific offenses), including an
attenpt, conspiracy or solicitation to commt any such of fense,
whi ch i s punishable by inprisonment of nore than one year and
i nvol ves an act dangerous to human life or property.

Section 3. Procedures for submtting, challenging and
protecting confidential security information.

(a) GCeneral rule.--The public utility is responsible for
determ ning whether a record or pertiens PORTI ON t her eof
contains confidential security information. Wien a public
utility identifies a record as containing confidential security
information, it nust clearly state in its transmttal letter
upon subm ssion to an agency, that the record contains
confidential security information and explain why the
i nformati on should be treated as such

(b) Subm ssion of confidential security information.--An
agency shall develop filing protocols and procedures for public
utilities to foll ow when submtting records, including protocols
and procedures for submtting records containing confidential
security information. Such protocols and procedures shal
instruct public utilities who submt records to an agency to
separate their information into at |east two categories:

(1) Public.--Records or portions thereof subject to the
provi sions of the act of June 21, 1957 (P.L.390, No.212),
referred to as the R ght-to-Know Law.

(2) Confidential.--Records or portions thereof requested
to be treated as containing confidential security information
and not subject to the Right-to-Know Law.

(c) Challenges to the designation of confidential security

20050H0854B4867 - 5 -
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i nformation.--Challenges to a public utility's designation or
request to exam ne records containing confidential security
information by a nmenber of the public shall be made in witing
to the agency in which the record or portions thereof were
originally submtted. The agency shall devel op protocols and
procedures to address challenges to the designations or requests
to exam ne records containing confidential security information.
Such protocol s and procedures shall include:

(1) Witten notification to the public utility by the
agency of the request to exam ne records containing
confidential security information or challenge of its
desi gnat i on.

(2) An opportunity for agency review of the public
utility's designation.

(3) During the review or any appeal of the agency's
deci sion, the agency shall continue to honor the confidenti al
security information designation by the public utility.

(4) Agency review of the public utility's designation or
request to exam ne records containing confidential security
information shall be based on consistency with the definition
of confidential security information contained in this act or
when there are reasonabl e grounds to believe disclosure may
result in a safety risk, including the risk of harmto any
person, or nass destruction.

(5) Witten notification of the agency's decision on
confidentiality to the public utility and nmenber of the
public that requested to exam ne the records containing
confidential security information or challenged the
desi gnation nmade by the public utility shall occur within 60

days. In the same witing, the agency shall affirmatively
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1 state whether the disclosure would conproni se the public

2 utility's security against sabotage or crimnal or terrorist
3 acts.

4 (6) Following witten notification by the agency of its
5 deci sion on confidentiality, the public utility and nmenber of
6 the public shall be given 30 days to file an appeal in

7 Commonweal th Court where the court may review the records

8 contai ning confidential security information in canera to

9 determine if they are protected fromdisclosure under this

10 act. During pendency of the in canmera review, the records

11 subject to the in canmera review shall not be nade part of the
12 public court filing.

13 (d) Protecting confidential security information.--An agency
14 shall devel op such protocols as may be necessary to protect

15 public utility records or portions thereof that contain

16 confidential security information from prohibited disclosure

17 under section 5. Such protocols shall ensure that:

18 (1) Each copy of a record or portion thereof containing
19 confidential security information is clearly nmarked as
20 confidential and not subject to the provisions of the Right-
21 t o- Know Law.
22 (2) Each copy of a record or portion thereof containing
23 confidential security information is kept on site in a secure
24 | ocation, separate fromthe general records relating to the
25 public utility, where it is available for inspection by
26 aut hori zed i ndi vi dual s.
27 (3) Only authorized individuals, as designated by the
28 agency, may have access to records or copies thereof
29 cont ai ning confidential security infornmation.
30 (4) Authorized individuals, as designated by the agency,
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shall undergo training and sign an access agreenent which

summari zes responsibilities and personal liabilities if

confidential security information is know ngly or recklessly
rel eased, published or otherw se discl osed.

(5) A docunent tracking systemis established to all ow
for records or copies thereof containing confidential
security information to be traceable at all tinmes to a single
per son.

(e) Redaction of confidential security information.--1f an
agency determ nes that a record or portions thereof contains
confidential security information and information that is
public, the agency shall redact the portions of the record
contai ning confidential security information before disclosure.
Section 4. Applicability to other |aw.

Public utility records or portions thereof which contain
confidential security information, in accordance with the
provi sions of this act, shall not be subject to the provisions
of the act of June 21, 1957 (P.L.390, No.212), referred to as
t he Ri ght-to-Know Law.

Section 5. Prohibition.

(a) GCeneral rule.--An agency shall not rel ease, publish or
ot herwi se disclose a public utility record or portion thereof
whi ch contains confidential security information, in accordance
with the provisions of this act.

(b) Exception.--Notw thstandi ng subsection (a), an agency
may, after notification and consultation with the public
utility, disclose a public utility record or portion thereof
whi ch contains confidential security information, in accordance
with the provisions of this act, that is necessary for

construction, renovation or renodeling work on any public
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buil ding or project. Release or disclosure of such records or
portions thereof for these purposes does not constitute
prohi bi ted di scl osure under subsection (a) and does not result
in such records or portions thereof becom ng public records
subject to the provisions of the act of June 21, 1957 (P.L. 390,
No. 212), referred to as the Right-to-Know Law.

Section 6. Penalties.

A public official or public enployee who acquires a public
utility record or portions thereof which contain confidential
security information or any reproduction of a public utility
record or portion thereof which contains confidential security
i nformati on and who knowi ngly or recklessly rel eases, publishes
or otherw se discloses a public utility record or portion
t her eof which contains confidential security information or any
reproduction of a public utility record or portion thereof which
contains confidential security information comrits a m sdeneanor
of the second degree subject to prosecution by the Attorney
CGeneral and shall, upon conviction, be sentenced to pay a fine
of not nore than $5, 000 plus costs of prosecution or to a term
of inprisonment not to exceed one year, or both, and shall be
removed fromoffice or agency enpl oynent.

Section 7. Effective date.

This act shall take effect in 180 days.
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