SENATE ANVENDED
PRI OR PRINTER S NOS. 977, 1174 PRINTER S NO. 4638

THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE BILL
No. 854 5

| NTRODUCED BY RUBLEY, N CKOL, ARGALL, BELARDI, CALTAG RONE
CLYMER, CRAHALLA, FRANKEL, GEI ST, GEORGE, GOCDMVAN, HENNESSEY,
HERSHEY, M KELLER, MANN, R M LLER, MJSTI QO NAILOR, RGCSS,
SCHRCDER, E. Z. TAYLOR, TIGUE, TRUE, WALKO, WANSACZ, WATSON
BOYD, HABAY, KILLION, YOUNGBLOOD, M LLARD, HARPER, BROMNE AND
THOVAS, MARCH 14, 2005

SENATOR LEMMOND, STATE GOVERNMENT, | N SENATE, AS AMENDED,
SEPTEMBER 26, 2006
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AN ACT

Prohibiting the rel ease of certain records by governnment
agenci es; and i nposing penalties.

The General Assenbly of the Conmonweal th of Pennsyl vani a

her eby enacts as foll ows:

Section31—Short title— <
hi hall _be | | I ) | I )

lnfrastructure Disclosure ProtectionAct—
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SECTION 1. SHORT TI TLE. <

TH' 'S ACT SHALL BE KNOWN AND MAY BE ClI TED AS THE PUBLI C
UTI LI TY CONFI DENTI AL SECURI TY | NFORVATI ON DI SCLOSURE PROTECTI ON
ACT.

SECTI ON 2. DEFI NI TI ONS.

THE FOLLOW NG WORDS AND PHRASES WHEN USED I N THI S ACT SHALL
HAVE THE MEANINGS G VEN TO THEM I N TH S SECTI ON UNLESS THE
CONTEXT CLEARLY | NDI CATES OTHERW SE:

"AGENCY. " ANY HOUSE, OFFI CE, DEPARTMENT, BOARD COR COWM SSI ON
OF THE EXECUTI VE DEPARTMENTS OF THE COVMONWEALTH, ANY POLI Tl CAL
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SUBDI VI SI ON OF THE COVMONWEALTH, THE PENNSYLVANI A TURNPI KE
COW SSI ON, THE STATE SYSTEM OF HI GHER EDUCATI ON OR ANY STATE OR
MUNI CI PAL AUTHORI TY OR SI' M LAR ORGANI ZATI ON CREATED BY OR
PURSUANT TO A STATUTE WH CH DECLARES | N SUBSTANCE THAT SUCH
ORGANI ZATI ON PERFORM5 OR HAS FOR | TS PURPOSE THE PERFORMANCE OF
AN ESSENTI AL GOVERNMENTAL FUNCTI ON.
" CONFI DENTI AL SECURI TY | NFORVATI ON. " A RECORD OR PORTI ONS
THEREOF MAI NTAI NED BY AN AGENCY IN ANY FORM THE TERM SHALL
I NCLUDE, BUT NOT BE LIMTED TO, ALL OF THE FOLLOW NG
(1) A VULNERABILITY ASSESSMENT WHICH IS SUBM TTED TO THE
ENVI RONVENTAL PROTECTI ON AGENCY OR ANY OTHER FEDERAL, STATE
OR LOCAL AGENCY.
(2) PORTIONS OF EMERCENCY RESPONSE PLANS THAT ARE
SUBM TTED TO THE DEPARTMENT OF ENVI RONMENTAL PROTECTI ON, THE
PENNSYLVANI A PUBLI C UTI LI TY COMW SSI ON OR ANY OTHER FEDERAL,
STATE OR LOCAL AGENCY DEALI NG W TH RESPONSE PROCEDURES OR
PLANS PREPARED TO PREVENT OR RESPOND TO EMERGENCY S| TUATI ONS,
THE DI SCLOSURE OF VWH CH WOULD REVEAL VULNERABI LI TY
ASSESSMVENTS, SPECI FI C TACTI CS, SPECI FI C EMERGENCY PROCEDURES
OR SPECI FI C SECURI TY PROCEDURES. NOTHI NG IN THI' S TERM SHALL
BE CONSTRUED TO RELI EVE A PUBLIC UTILITY FROM I TS PUBLI C
NOTI FI CATI ON OBLI GATI ONS FOR | MM NENT THREAT VI CLATI ONS AND
SI TUATI ONS | N ACCORDANCE W TH OTHER APPLI CABLE FEDERAL AND
STATE LAWG.
(3) A PLAN, MAP OR OTHER DRAW NG OR DATA WHI CH SHOAS THE
LOCATI ON OR REVEALS LOCATI ON DATA ON COVMMUNI TY DRI NKI NG WATER
VELLS AND SURFACE WATER | NTAKES.
(4) A SECURITY PLAN, SECURI TY PROCEDURE OR RI SK
ASSESSMVENT PREPARED SPECI FI CALLY FOR THE PURPOSE OF
PREVENTI NG OR FOR PROTECTI ON AGAI NST SABOTAGE OR CRI M NAL OR
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TERRORI ST ACTS.

(5) SPECI FI C | NFORVATI ON, | NCLUDI NG PORTI ONS OF

FI NANCI AL STATEMENTS, ABOUT SECURI TY DEVI CES OR PERSONNEL,

DESI GNED TO PROTECT AGAI NST SABOTAGE OR CRIM NAL OR TERRCRI ST

ACTS.

" DANGEROUS TO HUMAN LI FE OR PROPERTY." A VI CLENT ACT OR AN
ACT WHICH | S I NTENDED TO OR LI KELY TO CAUSE DEATH, SERI QUS
BODI LY | NJURY OR MASS DESTRUCTI ON.

"FACILITIES." ALL THE PLANT AND EQUI PMENT OF A PUBLIC
UTILI'TY, | NCLUDI NG ALL TANG BLE AND | NTANG BLE REAL AND PERSONAL
PROPERTY W THOUT LI M TATI ON, AND ANY AND ALL MEANS AND
I NSTRUMENTALI TI ES | N ANY MANNER OMNED, OPERATED, LEASED,

LI CENSED, USED, CONTROLLED, FURNI SHED OR SUPPLI ED FOR, BY OR IN
CONNECTI ON W TH THE BUSI NESS OF ANY PUBLI C UTILITY. THE TERM
SHALL ALSO | NCLUDE ELECTRI C PONER GENERATI ON.

"MASS DESTRUCTION. " AN ACT WVHICH IS | NTENDED TO OR LI KELY TO
DESTROY OR CAUSE SERI QUS DAMAGE TO FACI LI TIES, PUBLIC OR PRI VATE
BUI LDI NGS, PLACES OF PUBLI C ACCOMMCDATI ON OR PUBLI C WORKS UNDER
Cl RCUMSTANCES EVI NCI NG DEPRAVED | NDI FFERENCE TO HUVAN LI FE OR
PROPERTY.

"PUBLI C UTILITY." ANY PERSQON, CORPORATI ON, MUNI CI PALITY OR
MUNI CI PAL AUTHORI TY NOW OR HEREAFTER OMNI NG OR OPERATI NG IN THI' S
COMMONVEALTH EQUI PMENT OR FACI LI TI ES FOR

(1) PRODUCI NG, GENERATI NG, TRANSM TTI NG,
DI STRI BUTI NG OR FURNI SHI NG NATURAL OR ARTI FI Cl AL GAS,
ELECTRICI TY OR STEAM FOR THE PRODUCTI ON OF LI GHT, HEAT OR
PONER TO THE PUBLI C FOR COVPENSATI ON. THE TERM SHALL ALSO
I NCLUDE ELECTRI C PONER CGENERATI ON.

(1'l') DI VERTING DEVELOPI NG, PUMPI NG, | MPOUNDI NG,
DI STRI BUTI NG OR FURNI SHI NG WATER TO OR FOR THE PUBLI C FOR
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1 COVPENSATI ON

2 (I'1'1) USING A CANAL, TURNPI KE, TUNNEL, BRI DGE, WHARF
3 AND THE LI KE FOR THE PUBLI C FOR COMPENSATI ON.

4 (1'V)  TRANSPORTI NG OR CONVEYI NG NATURAL COR ARTI FI CI AL
5 GAS, CRUDE A L, GASOLI NE OR PETROLEUM PRODUCTS, MATERI ALS
6 FOR REFRI GERATI ON OR OXYGEN OR NI TROGEN OR OTHER FLUI D

7 SUBSTANCE, BY PI PELI NE OR CONDUI T, FOR THE PUBLI C FOR

8 COVPENSATI ON

9 (V) CONVEYI NG OR TRANSM TTI NG MESSAGES OR

10 COMMUNI CATI ONS BY TELEPHONE OR TELEGRAPH OR DOVESTI C

11 PUBLI C LAND MOBI LE RADI O SERVI CE, | NCLUDI NG, BUT NOT

12 LIMTED TGO, PA NT-TO- PO NT M CROMVE RADI O SERVI CE FOR

13 THE PUBLI C FOR COVPENSATI ON.

14 (VI') COLLECTI NG TREATI NG OR DI SPCSI NG SEWAGE FOR
15 THE PUBLI C FOR COVPENSATI ON.

16 (M) TRANSPORTI NG PASSENGERS OR PROPERTY AS A

17 COMMON CARRI ER

18 "TERRORI ST ACT." ANY ACT OR ACTS CONSTI TUTI NG A VI OLENT

19 OFFENSE | NTENDED TGO

20 (1) I NTI M DATE OR COERCE A CI VI LI AN POPULATI ON

21 (1'l') I NFLUENCE THE PCLI CY OF A GOVERNMENT BY

22 I NTI M DATI ON OR COERCI ON; OR

23 (1'11)y AFFECT THE CONDUCT OF A GOVERNMENT.

24 "VI OLENT OFFENSE." AN OFFENSE UNDER 18 PA.C. S. PT. |

25 (RELATI NG TO DEFI NI TI ON OF SPECI FI C OFFENSES), | NCLUDI NG AN

26 ATTEMPT, CONSPI RACY OR SOLICI TATION TO COW T ANY SUCH OFFENSE
27 VH CH IS PUNI SHABLE BY | MPRI SONMENT OF MORE THAN ONE YEAR AND
28 | NVOLVES AN ACT DANGEROUS TO HUWVAN LI FE OR PROPERTY.

29 SECTION 3. PROCEDURES FOR SUBM TTI NG CHALLENG NG AND

30 PROTECTI NG CONFI DENTI AL SECURI TY | NFORVATI ON
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1
2
3
4
5
6
-
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

(A) CENERAL RULE.--THE PUBLIC UTILITY I S RESPONSI BLE FOR
DETERM NI NG VHETHER A RECORD OR PORTI ONS THEREOF SHOULD BE
DEEMED CONFI DENTI AL SECURI TY | NFORMATI ON.  WHEN A PUBLI C UTI LI TY
| DENTI FI ES CONFI DENTI AL SECURI TY | NFORVATI ON, |I'T MJUST CLEARLY
STATE IN I TS TRANSM TTAL LETTER, UPON SUBM SSI ON TO AN AGENCY,
THAT THE FI LI NG CONTAI NS CONFI DENTI AL SECURI TY | NFORVATI ON AND
EXPLAIN VHY THE | NFORVATI ON SHOULD BE TREATED AS SUCH.

(B) SUBM SSI ON OF CONFI DENTI AL SECURI TY | NFORVATI ON. - - AN
AGENCY SHALL DEVELOP FI LI NG PROTOCOLS AND PROCEDURES FOR PUBLI C
UTI LI TITES TO FOLLOW WHEN SUBM TTI NG RECORDS, | NCLUDI NG PROTOCOLS
AND PROCEDURES FOR FI LI NG CONFI DENTI AL SECURI TY | NFORMATI ON.
SUCH PROTOCOLS AND PROCEDURES SHALL | NSTRUCT PUBLI C UTI LI TI ES
WHO SUBM T RECORDS TO AN AGENCY TO SEPARATE THEI R | NFORVATI ON
I NTO AT LEAST TWO CATEGCRI ES:

(1) PUBLIC. --RECORDS OR PORTI ONS THEREOF SUBJECT TO THE

PROVI SIONS OF THE ACT OF JUNE 21, 1957 (P.L.390, NO 212),

REFERRED TO AS THE RI GHT- TO- KNOW LAW

(2) CONFI DENTI AL. - - RECORDS OR PORTI ONS THEREOF REQUESTED

TO BE TREATED AS CONFI DENTI AL SECURI TY | NFORVATI ON AND NOT

SUBJECT TO THE RI GHT- TO- KNOW LAW

(© CHALLENGES TO THE DESI GNATI ON OF CONFI DENTI AL SECURI TY
I NFORVATI ON. - - CHALLENGES TO A PUBLI C UTI LI TY' S DESI GNATI ON OR
REQUEST TO EXAM NE CONFI DENTI AL SECURI TY | NFORVATI ON BY A MEMBER
OF THE PUBLI C SHALL BE MADE I N WRI TI NG TO THE AGENCY | N WH CH
THE RECORD OR PORTI ONS THEREOF WERE ORI G NALLY FI LED. THE AGENCY
SHALL DEVELOP PROTOCOLS AND PROCEDURES TO ADDRESS CHALLENGES TO
THE DESI GNATI ONS OR REQUESTS TO EXAM NE CONFI DENTI AL SECURI TY
I NFORVATI ON.  SUCH PROTOCOLS AND PROCEDURES SHALL | NCLUDE:

(1) WRITTEN NOTI FI CATION TO THE PUBLI C UTILITY BY THE

AGENCY OF THE REQUEST TO EXAM NE CONFI DENTI AL SECURI TY

20050H0854B4638 - 8 -
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| NFORVATI ON OR CHALLENGE OF | TS DESI GNATI ON.

(2) AN OPPORTUNI TY FOR AGENCY REVI EW OF THE PUBLI C
UTI LI TY' S DESI GNATI ON.

(3) DURI NG THE REVI EW OR ANY APPEAL OF THE AGENCY' S
DECI SI ON, THE AGENCY SHALL CONTI NUE TO HONOR THE CONFI DENTI AL
SECURI TY | NFORVATI ON DESI GNATI ON BY THE PUBLI C UTI LI TY.

(4) AGENCY REVI EW OF THE PUBLI C UTI LI TY' S DESI GNATI ON OR
REQUEST TO EXAM NE CONFI DENTI AL SECURI TY | NFORVATI ON SHALL BE
BASED ON CONSI STENCY W TH THE DEFI NI TI ON OF CONFI DENTI AL
SECURI TY | NFORVATI ON CONTAI NED IN TH S ACT OR VWHEN THERE ARE
REASONABLE GROUNDS TO BELI EVE DI SCLOSURE MAY RESULT IN A
SAFETY RI SK, | NCLUDI NG THE RI SK OF HARM TO ANY PERSQN, OR
MASS DESTRUCTI ON.

(5) WRITTEN NOTI FI CATI ON OF THE AGENCY' S DECI SI ON ON
CONFI DENTI ALI'TY TO THE PUBLI C UTI LITY AND MEMBER OF THE
PUBLI C THAT REQUESTED TO EXAM NE THE CONFI DENTI AL SECURI TY
I NFORVATI ON OR CHALLENGED THE DESI GNATI ON MADE BY THE PUBLI C
UTI LITY.

(6) FOLLOW NG WRI TTEN NOTI FI CATI ON BY THE AGENCY OF I TS
DECI SI ON ON CONFI DENTI ALI' TY, A PUBLIC UTILITY SHALL BE G VEN
30 DAYS TO FI LE AN APPEAL | N COMMONVEALTH COURT.

(D) PROTECTI NG CONFI DENTI AL SECURI TY | NFORVATI ON. - - AN AGENCY

SHALL DEVELOP SUCH PROTOCOLS AS MAY BE NECESSARY TO PROTECT
PUBLI C UTI LI TY RECORDS OR PORTI ONS THEREOF THAT CONTAI N

CONFI DENTI AL SECURI TY | NFORMATI ON, | N ACCORDANCE W TH THE

PROVI SIONS OF THI S ACT, FROM PROHI Bl TED DI SCLOSURE UNDER SECTI ON
5. SUCH PROTOCOLS SHALL ENSURE THAT:

(1) EACH COPY OF A RECORD OR PORTI ON THEREOF CONTAI NI NG
CONFI DENTI AL SECURI TY | NFORVATI ON | S CLEARLY MARKED AS
CONFI DENTI AL AND NOT SUBJECT TO THE PROVI SI ONS OF THE RI GHT-
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TO- KNOW LAW
(2) EACH COPY OF A RECORD OR PORTI ON THEREOF CONTAI NI NG
CONFI DENTI AL SECURI TY | NFORVATI ON IS KEPT ON SITE I N A SECURE
LOCATI ON, SEPARATE FROM THE GENERAL RECORDS RELATI NG TO THE
PUBLI C UTILITY, WHERE I T | S AVAI LABLE FOR | NSPECTI ON BY
AUTHORI ZED | NDI VI DUALS.
(3) ONLY AUTHORI ZED | NDI VI DUALS, AS DESI GNATED BY THE
AGENCY, MAY HAVE ACCESS TO RECORDS OR COPI ES THEREOF
CONTAI NI NG CONFI DENTI AL SECURI TY | NFORMATI ON.
(4) AUTHORI ZED | NDI VI DUALS, AS DESI GNATED BY THE AGENCY,
SHALL UNDERGO TRAI NI NG AND SI GN AN ACCESS AGREEMENT WHI CH
SUMVARI ZES RESPONSI Bl LI TI ES AND PERSONAL LIABILITIES | F
CONFI DENTI AL SECURI TY | NFORVATI ON | S KNOW NGLY OR RECKLESSLY
RELEASED, PUBLI SHED OR OTHERW SE DI SCLOSED.
(5) A DOCUMENT TRACKI NG SYSTEM | S ESTABLI SHED TO ALLOW
FOR RECORDS COR COPI ES THEREOF CONTAI NI NG CONFI DENTI AL
SECURI TY | NFORVATI ON TO BE TRACEABLE AT ALL TIMES TO A SI NGLE
PERSON.
SECTION 4. APPLICABILITY TO OTHER LAW
PUBLI C UTI LI TY RECORDS OR PORTI ONS THEREOF VWHI CH CONTAI N
CONFI DENTI AL SECURI TY | NFORMATI ON, | N ACCORDANCE W TH THE
PROVI SIONS OF THI S ACT, SHALL NOT BE SUBJECT TO THE PROVI SI ONS
OF THE ACT OF JUNE 21, 1957 (P.L.390, NO 212), REFERRED TO AS
THE RI GHT- TO- KNOW LAW
SECTI ON 5. PRCHI BI TI ON.
(A) CENERAL RULE. --AN ACENCY SHALL NOT RELEASE, PUBLISH OR
OTHERW SE DI SCLOSE A PUBLI C UTI LI TY RECORD OR PORTI ON THERECF

VWH CH CONTAI NS CONFI DENTI AL SECURI TY | NFORVATI ON, | N ACCORDANCE
WTH THE PROVI SIONS OF THI S ACT.

(B) EXCEPTI ON. - - NOTW THSTANDI NG SUBSECTI ON (A), AN ACENCY

20050H0854B4638 - 10 -



MAY, AFTER NOTI FI CATI ON AND CONSULTATI ON W TH THE PUBLI C
UTILI'TY, DI SCLOSE A PUBLIC UTILITY RECORD OR PORTI ON THERECF
VWH CH CONTAI NS CONFI DENTI AL SECURI TY | NFORVATI ON, | N ACCORDANCE
WTH THE PROVI SIONS OF TH S ACT, THAT | S NECESSARY FOR
CONSTRUCTI ON, RENOVATI ON OR REMODELI NG WORK ON ANY PUBLI C

BUI LDI NG OR PRQJECT. RELEASE OR DI SCLOSURE OF SUCH RECORDS OR
PORTI ONS THERECF FOR THESE PURPOSES DOES NOT CONSTI TUTE

PROHI Bl TED DI SCLOSURE UNDER SUBSECTI ON (A) AND DOES NOT RESULT

© o0 N oo o A~ wWw N P

N SUCH RECORDS OR PORTI ONS THEREOF BECOM NG PUBLI C RECORDS

=Y
o

SUBJECT TO THE PROVI SIONS OF THE ACT OF JUNE 21, 1957 (P.L.390,

=
=

NO. 212), REFERRED TO AS THE RI GHT- TO- KNOW LAW

=
N

SECTI ON 6. PENALTI ES.

=
w

A PUBLI C OFFI Cl AL OR PUBLI C EMPLOYEE WHO ACQUI RES A PUBLI C

H
o

UTI LI TY RECORD OR PORTI ONS THERECF WHI CH CONTAI N CONFI DENTI AL

=Y
(63}

SECURI TY | NFORVATI ON, | N ACCORDANCE W TH THE PROVI SIONS OF THI S

=Y
(e}

ACT, OR ANY REPRCDUCTI ON OF A PUBLIC UTILITY RECORD OR PORTI ON

=
\l

THEREOF WHI CH CONTAI NS CONFI DENTI AL SECURI TY | NFORVATI ON, I N

=Y
oo

ACCORDANCE W TH THE PROVI SIONS OF THI S ACT, AND WHO KNOW NGLY OR

=
O

RECKLESSLY RELEASES, PUBLI SHES OR OTHERW SE DI SCLOSES A PUBLI C

N
o

UTI LI TY RECORD OR PORTI ON THEREOF VWH CH CONTAI NS CONFI DENTI AL

N
=

SECURI TY | NFORVATI ON, | N ACCORDANCE W TH THE PROVI SIONS OF THI S

N
N

ACT, OR ANY REPRCDUCTI ON OF A PUBLIC UTILITY RECORD OR PORTI ON

N
w

THEREOF WHI CH CONTAI NS CONFI DENTI AL SECURI TY | NFORVATI ON, I N

N
~

ACCORDANCE W TH THE PROVI SIONS OF THI S ACT, COW TS A

N
(63}

M SDEMEANOR OF THE SECOND DEGREE SUBJECT TO PROSECUTI ON BY THE

N
(e}

ATTORNEY GENERAL AND SHALL, UPON CONVI CTI QN, BE SENTENCED TO PAY

N
~

A FINE OF NOT MORE THAN $5, 000 PLUS COSTS OF PROSECUTION OR TO A

N
oo

TERM OF | MPRI SONMENT NOT TO EXCEED ONE YEAR, OR BOTH, AND SHALL

N
(o]

BE REMOVED FROM OFFI CE OR AGENCY EMPLOYMENT.
30 SECTION 7. EFFECTI VE DATE.
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1 TH' 'S ACT SHALL TAKE EFFECT I N 180 DAYS.
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