PRI OR PRI NTER S NO. 977 PRINTER S NO. 1174

THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE BILL
No. 854 5

| NTRODUCED BY RUBLEY, N CKOL, ARGALL, BELARDI, CALTAG RONE
CLYMER, CRAHALLA, FRANKEL, GEI ST, GEORGE, GOCDMVAN, HENNESSEY,
HERSHEY, M KELLER, MANN, R M LLER, MJSTI QO NAILOR, RGCSS,
SCHRCDER, E. Z. TAYLOR, TIGUE, TRUE, WALKO, WANSACZ, WATSON
BOYD, HABAY AND KI LLI ON, MARCH 14, 2005

AS AVENDED ON THI RD CONSI DERATI ON, HOUSE OF REPRESENTATI VES,
MARCH 16, 2005
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AN ACT

Prohibiting the rel ease of certain records by governnment
agenci es; and i nposing penalties.

The General Assenbly of the Conmonweal th of Pennsyl vani a
her eby enacts as foll ows:
Section 1. Short title.

This act shall be known and may be cited as the Terrorism
Infrastructure Disclosure Protection Act.

Section 2. Definitions.

The foll ow ng words and phrases when used in this act shal
have the neanings given to themin this section unless the
context clearly indicates otherw se:

"Agency." Any house, office, departnent, board or comm ssion
of the executive or legislative departnents of the Commonweal t h,
any political subdivision of this Conmmonweal th, the Pennsyl vania
Tur npi ke Commi ssion, the State System of Hi gher Education or any

State or municipal authority or simlar organi zation created by
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or pursuant to a statute which declares in substance that such
organi zation perforns or has for its purpose the performance of
an essential governnmental function.

"Dangerous to human life or property.” A violent act or an
act which is intended to or likely to cause death, serious
bodily injury or mass destruction.

"Mass destruction.”™ An act which is intended to or likely to
destroy or cause serious danage to transportation-rel ated
infrastructure or facilities, energy-related infrastructure or
facilities, public or private buildings, places of public
accomodati on or public works under circunstances evincing
depraved indifference to human life or property.

"Public utility.” An entity owned by a person, nunicipality
or nmunicipal authority which provides, distributes, purifies,
generates or refines water, electricity, natural gas or hone
heating oil or which renoves, purifies or stores wastewater or
stormwater. THE TERM SHALL | NCLUDE, BUT NOT BE LIM TED TO,
ELECTRI C POAER GENERATI ON FACI LI TY.

"Record."” A docunent maintained by an agency in any form
The termincludes all of the follow ng:

(1) A vulnerability assessnent which is subnmitted to the
Envi ronnental Protection Agency or any other Federal, State
or | ocal agency.

(2) An energency response plan which is subnmtted to the
Department of Environnmental Protection, the Pennsylvania
Public Utility Conm ssion or any other Federal, State or
| ocal agency.

(3) A plan, map or other drawi ng which shows the
| ocation of comrunity drinking water wells and surface water

i nt akes.
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1 (4) A security plan, security procedure or risk

2 assessment prepared specifically for the purpose of

3 preventing or for protection against sabotage or crimnal or
4 terrorist acts and which depend, whether in whole or in part,
5 upon a | ack of general public know edge of its details for

6 their effectiveness.

7 (5) A docunent, including financial statenents, which

8 relates to the existence, nature, location or function of a
9 security device designed to protect against sabotage or

10 crimnal or terrorist acts and which devices depend, whet her
11 in whole or in part, upon a |lack of general public know edge
12 of its details for their effectiveness.

13 (6) A docunent, including any bl ueprint, map, schematic
14 drawi ng, photograph or other material, which relates to the
15 | ocation or structural design of critical systens such as

16 structural support, comrunications, electrical systens,

17 ventilation, distribution, wastewater treatnment or storage
18 which if made public could conprom se security against

19 sabotage or crimnal or terrorist acts.
20 "Terrorist act.” Any act or acts constituting a violent

21 offense intended to:

22 (1) intimdate or coerce a civilian population;

23 (2) influence the policy of a governnment by intimdation
24 or coercion; or

25 (3) affect the conduct of a governnent.

26 "Violent offense.” An offense under 18 Pa.C. S. Part 11

27 (relating to definition of specific offenses), including an

28 attenpt, conspiracy or solicitation to conmt any such offense,
29 which is punishable by inprisonnment of nore than one year and
30 involves an act dangerous to human life or property.
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1 Section 3. Prohibition.

2 An agency shall not rel ease, publish or otherw se disclose a
3 record which would do any of the follow ng:

4 (1) Endanger public safety or property.

5 (2) Endanger a person's security or property.

6 (3) Disclose or conprom se the protection of a public

7 utility.

8 Section 4. Penalties.

9 A public official or public enployee who violates this act
10 with the intent and purpose of violating this act commts a
11 m sdeneanor of the second degree subject to prosecution by the
12 Attorney General and shall, upon conviction, be sentenced to pay
13 a fine of not nore than $5,000 plus costs of prosecution and to
14 a termof inprisonnent not to exceed two years.
15 Section 5. Repeal.
16 Al'l acts and parts of acts are repeal ed insofar as they are
17 inconsistent with this act.
18 Section 6. Effective date.
19 This act shall take effect in 60 days.
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