PRI OR PRI NTER S NOS. 1945, 2034 PRINTER S NO. 2165

THE GENERAL ASSEMBLY OF PENNSYLVANIA

SENATE BILL
No. 1403 %%

| NTRODUCED BY D. VWH TE, CORVAN, ERI CKSON, BELL, BOSCCLA,
BRI GHTBI LL, ORI E, HOLL, HUGHES, LAVALLE, LEMMOND, MJSTOQ,
O PAKE, LOGAN, C. WLLIAMS, RHOADES, TARTAG.I ONE, TOWVLI NSON,
WAUGH, CONTI, STACK, WOZNI AK AND DENT, APRIL 29, 2002

SENATOR CORNMAN, COMMUNI CATI ONS AND HI GH TECHNOLOGY, AS AMENDED,
JUNE 27, 2002
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AN ACT

Anendi ng Ftle TITLES 12 (COMVERCE AND TRADE) AND 18 (Crinmes and <—
O fenses) of the Pennsyl vania Consolidated Statutes, ADDI NG <—
PROVI SI ONS RELATI NG TO TRADE SECRETS; AND further providing
for the offense of theft of trade secrets.

The General Assenbly of the Conmonweal th of Pennsyl vani a

her eby enacts as foll ows:

SECTION 1. TITLE 12 OF THE PENNSYLVANI A CONSOLI DATED <—
STATUTES | S AMENDED BY ADDI NG A CHAPTER TO READ:
CHAPTER 53
TRADE SECRETS
SEC.
5301. SHORT TI TLE OF CHAPTER
5302. DEFI NI TI ONS.
5303. I NJUNCTI VE RELI EF.



1 5304. DAMAGES.

2 5305. ATTORNEY FEES.

3 5306. PRESERVATI ON OF SECRECY.

4 5307. STATUTE OF LI M TATI ONS.

5 5308. EFFECT ON OTHER LAW

6 § 5301. SHORT TITLE OF CHAPTER

7 TH' S CHAPTER SHALL BE KNOWN AND MAY BE Cl TED AS THE UNI FORM
8 TRADE SECRETS ACT.

9 § 5302. DEFIN TIONS.

10 THE FOLLOW NG WORDS AND PHRASES WHEN USED I N THI S CHAPTER

11 SHALL HAVE THE MEANINGS G VEN TO THEM IN TH' S SECTI ON UNLESS THE
12 CONTEXT CLEARLY | NDI CATES OTHERW SE:

13 "I MPROPER MEANS. " | NCLUDES, BUT IS NOT LIMTED TGO, THEFT,

14 BRI BERY, M SREPRESENTATI ON, BREACH OR | NDUCEMENT OF A BREACH OF
15 A DUTY TO MAI NTAI N SECRECY OR ESPI ONAGE THROUGH ELECTRONI C OR
16 OIHER MEANS.

17 "M SAPPROPRI ATI ON. * | NCLUDES:

18 (1) ACQUI SITION OF A TRADE SECRET OF ANOTHER BY A PERSON
19 WHO KNOWS OR HAS REASON TO KNOW THAT THE TRADE SECRET WAS

20 ACQUI RED BY | MPROPER MEANS; OR

21 (2) DI SCLOSURE OR USE OF A TRADE SECRET OF ANOTHER

22 W THOUT EXPRESS OR | MPLI ED CONSENT BY A PERSON VHO

23 (1) USED | MPROPER MEANS TO ACQUI RE KNONLEDGE OF THE
24 TRADE SECRET;

25 (1) AT THE TI ME OF DI SCLOSURE OR USE, KNEW OR HAD
26 REASON TO KNOW THAT H S KNOAMLEDGE OF THE TRADE SECRET

27 WAS:

28 (A) DERI VED FROM OCR THROUGH A PERSON WHO HAD

29 UTI LI ZED | MPROPER MEANS TO ACQUI RE I T;

30 (B) ACQUI RED UNDER ClI RCUMSTANCES G VI NG RI SE TO
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A DUTY TO MAINTAIN I TS SECRECY OR LIMT I TS USE, OR
(© DERI VED FROM OR THROUGH A PERSON WHO OWED A
DUTY TO THE PERSON SEEKI NG RELI EF TO MAI NTAIN | TS
SECRECY OR LIMT I TS USE, OR
(1'11) BEFORE A MATERI AL CHANGE OF HI'S PCSI TI ON, KNEW
OR HAD REASON TO KNOW THAT I'T WAS A TRADE SECRET AND THAT
KNOALEDGE OF | T HAD BEEN ACQUI RED BY ACCI DENT OR M STAKE.
"PERSON. " A NATURAL PERSQN, CORPORATI ON, BUSI NESS TRUST,

© o0 N oo o A~ wWw N P

ESTATE, TRUST, PARTNERSHI P, ASSOCI ATI ON, JO NT VENTURE,

=Y
o

GOVERNMENT, GOVERNMENTAL SUBDI VI SI ON OR AGENCY OR ANY OTHER

=
=

LEGAL OR COWMERCI AL ENTI TY.

=
N

"TRADE SECRET." | NFORMVATI ON, | NCLUDI NG A FORMULA, DRAW NG,

=
w

PATTERN, COVPI LATI ON, PROGRAM DEVI CE, METHOD, TECHNI QUE OR

H
o

PROCESS THAT:

=Y
(63}

(1) DERIVES | NDEPENDENT ECONOM C VALUE, ACTUAL OR

=Y
(e}

POTENTI AL, FROM NOT BEI NG GENERALLY KNOWN TO, AND NOT BEI NG

=
\l

READI LY ASCERTAI NABLE BY PROPER MEANS BY, OTHER PERSONS VWHO

=Y
oo

CAN OBTAI'N ECONOM C VALUE FROM I TS DI SCLOSURE COR USE.

=
O

(2) 1S THE SUBJECT OF EFFORTS THAT ARE REASONABLE UNDER

N
o

THE Cl RCUMSTANCES TO MAI NTAI N | TS SECRECY.

N
=

"WLLFUL AND MALI CI QUS." SUCH | NTENTI ONAL ACTS OR GRCSS

N
N

NEGLECT OF DUTY AS TO EVI NCE A RECKLESS | NDI FFERENCE OF THE

N
w

RI GHTS OF OTHERS ON THE PART OF THE WWRONGDOER, AND AN ENTI RE

N
~

WANT OF CARE SO AS TO RAI SE THE PRESUMPTI ON THAT THE PERSON AT

N
(63}

FAULT |I'S CONSCI QUS OF THE CONSEQUENCES OF HI S CARELESSNESS.

N
(e}

§ 5303. | NJUNCTI VE RELI EF.

N
~

(A) | NJUNCTI ONS. - - ACTUAL OR THREATENED M SAPPROPRI ATI ON MAY

N
oo

BE ENJO NED. UPON APPLI CATI ON TO THE COURT, AN | NJUNCTI ON SHALL

N
(o]

BE TERM NATED WHEN THE TRADE SECRET HAS CEASED TO EXI ST, BUT THE
30 | NJUNCTI ON MAY BE CONTI NUED FOR AN ADDI TI ONAL REASONABLE PERI OD
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OF TIME I N ORDER TO ELI M NATE COMMERCI AL ADVANTAGE THAT
OTHERW SE WOULD BE DERI VED FROM THE M SAPPROPRI ATI ON.

(B) EXCEPTI ONAL Cl RCUMSTANCES. - -1 N EXCEPTI ONAL
Cl RCUMSTANCES, AN | NJUNCTI ON MAY CONDI TI ON FUTURE USE UPON

1
2
3
4
5 PAYMENT OF A REASONABLE ROYALTY FOR NO LONGER THAN THE PERI OD OF
6 TIME FOR WHI CH USE COULD HAVE BEEN PROHI Bl TED. EXCEPTI ONAL
7 C RCUMBTANCES | NCLUDE, BUT ARE NOT LIM TED TO, A MATERI AL AND

8 PREJUDI Cl AL CHANGE OF POSI TI ON PRI OR TO ACQUI RI NG KNOWLEDGE OR

9 REASON TO KNOW OF M SAPPROPRI ATI ON THAT RENDERS A PROHI Bl TI VE

10 1 NJUNCTI ON | NEQUI TABLE.

11 (C) AFFI RVATI VE ACTS COMVPELLED BY COURT ORDER. --IN

12 APPROPRI ATE Cl RCUMBTANCES, AFFI RVATI VE ACTS TO PROTECT A TRADE
13 SECRET MAY BE COMPELLED BY COURT ORDER

14 § 5304. DANMAGES.

15 (A) MONETARY DAMAGES. - - EXCEPT TO THE EXTENT THAT A MATERI AL
16 AND PREJUDI Cl AL CHANGE OF PGCSI TI ON PRI OR TO ACQUI RI NG KNOW.EDGE
17 OR REASON TO KNOW OF M SAPPROPRI ATl ON RENDERS A MONETARY

18 RECOVERY | NEQUI TABLE, A COVPLAI NANT IS ENTI TLED TO RECOVER

19 DAMAGES FOR M SAPPROPRI ATI ON. DAMAGES CAN | NCLUDE BOTH THE

20 ACTUAL LOSS CAUSED BY M SAPPROPRI ATI ON AND THE UNJUST ENRI CHVENT
21 CAUSED BY M SAPPROPRI ATI ON THAT | S NOT TAKEN | NTO ACCOUNT I N

22 COVPUTI NG ACTUAL LOSS. IN LI EU OF DAMAGES MEASURED BY ANY OTHER
23 METHODS, THE DAMAGES CAUSED BY M SAPPROPRI ATI ON MAY BE MEASURED
24 BY | MPOSI TION OF LI ABILITY FOR A REASONABLE ROYALTY FOR A

25 M SAPPROPRI ATOR S UNAUTHORI ZED DI SCLOSURE OR USE OF A TRADE

26  SECRET.

27 (B) EXEMPLARY DAMAGES.--1F WLLFUL AND MALI Cl OUS

28 M SAPPROPRI ATI ON EXI STS, THE COURT MAY AWARD EXEMPLARY DANMAGES
29 | N AN AMOUNT NOT EXCEEDI NG TW CE ANY AWARD MADE UNDER SUBSECTI ON
30 (A).
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§ 5305. ATTORNEY FEES.

A COURT MAY AWARD REASONABLE ATTORNEY FEES, EXPENSES AND

COSTS TO THE PREVAI LI NG PARTY | F:
(1) A CLAIM OF M SAPPROPRI ATION | S MADE | N BAD FAI TH
(2) A MOTION TO TERM NATE AN I NJUNCTION IS MADE OR
RESI STED | N BAD FAI TH, OR
(3) WLLFUL AND MALI Cl QUS M SAPPROPRI ATI ON EXI STS.
§ 5306. PRESERVATI ON OF SECRECY.

I N ANY ACTI ON UNDER THI S CHAPTER, A COURT SHALL PRESERVE THE
SECRECY OF AN ALLEGED TRADE SECRET BY REASONABLE MEANS VH CH MAY
I NCLUDE, BUT ARE NOT LIM TED TGO, GRANTI NG PROTECTI VE ORDERS | N
CONNECTI ON W TH DI SCOVERY PROCEEDI NGS, HOLDI NG | N CAVERA
HEARI NGS, SEALI NG THE RECORDS OF THE ACTI ON AND ORDERI NG ANY
PERSON | NVOLVED | N THE LI TI GATI ON NOT' TO DI SCLOSE AN ALLEGED
TRADE SECRET W THOUT PRI OR COURT APPROVAL.

§ 5307. STATUTE OF LI M TATI ONS.

AN ACTI ON UNDER THI S CHAPTER FOR M SAPPROPRI ATI ON MUST BE
BROUGHT W THI N THREE YEARS AFTER THE M SAPPROPRI ATI ON WAS
DI SCOVERED OR BY THE EXERCI SE OF REASONABLE DI LI GENCE SHOULD
HAVE BEEN DI SCOVERED.

§ 5308. EFFECT ON OTHER LAW

(A) CENERAL RULE. - - EXCEPT AS PROVI DED I N SUBSECTI ON ( B),
TH' 'S CHAPTER DI SPLACES CONFLI CTI NG TORT, RESTI TUTI ON OR OTHER
LAWOF TH S STATE PROVI DI NG Cl VIL REMEDI ES FOR M SAPPROPRI ATl ON
OF A TRADE SECRET.

(B) EXCEPTIONS. --TH S CHAPTER DOES NOT AFFECT:

(1) CONTRACTUAL REMEDI ES, WHETHER OR NOT BASED UPON

M SAPPROPRI ATI ON OF A TRADE SECRET,

(2) OTHER CIVIL REMEDI ES THAT ARE NOT BASED UPON
M SAPPROPRI ATI ON OF A TRADE SECRET; OR
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1 (3) CRIM NAL REMEDI ES, WHETHER OR NOT BASED UPON

2 M SAPPROPRI ATI ON OF A TRADE SECRET.

3 SECTION 2. SECTION 3930 OF TITLE 18 IS AVMENDED TO READ:

4 § 3930. Theft of trade secrets OR PERSONAL OR CONFI DENTI AL

5 | NFORVATI ON

6 (a) Felony of the second degree.--A person is guilty of a

7 felony of the second degree if he:

8 (1) by force or violence or by putting himin fear takes
9 fromthe person of another any article representing a trade
10 secret OR PERSONAL OR CONFI DENTI AL | NFORVATI ON;, [or]

11 (2) wllfully and maliciously enters any building or

12 other structure with intent to obtain unl awful possession of,
13 or access to, an article representing a trade secret[.] OR
14 PERSONAL OR CONFI DENTI AL | NFORVATI ON; _or

15 (3) wllfully and naliciously accesses any conputer,

16 conputer network or conputer system whether in person or

17 electronically, with the intent to obtain unlawful possession
18 of, or access to, an article representing a trade secret OR
19 PERSONAL OR CONFI DENTI AL | NFORVATI ON
20 ok x
21 (B) FELONY OF THE THI RD DECREE. --A PERSON | S GU LTY OF A
22 FELONY OF THE THI RD DEGREE I F HE, W TH I NTENT TO WRONGFULLY
23 DEPRIVE OF, OR WTHHOLD FROM THE OMNER, THE CONTROL OF A TRADE
24 SECRET OR PERSONAL OR CONFI DENTI AL | NFORVATI ON, OR W TH | NTENT
25 TO WRONGFULLY APPROPRI ATE A TRADE SECRET OR PERSONAL OR
26 CONFI DENTI AL _| NFORVATI ON FOR HI' S USE, OR FOR THE USE OF ANOTHER
27 (1) UNLAWFULLY OBTAI NS POSSESSI ON OF, OR ACCESS TO, AN
28 ARTI CLE REPRESENTI NG A TRADE SECRET OR PERSONAL OR
29 CONFI DENTI AL | NFORMVATI QN; OR
30 (2) HAVI NG LAWFULLY OBTAI NED POSSESSI ON OF AN ARTI CLE
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REPRESENTI NG A TRADE SECRET OR PERSONAL OR CONFI DENTI AL

| NFORVATI ON, OR ACCESS THERETO, CONVERTS SUCH ARTI CLE OR

| NFORVATION TO HHS OWN USE OR THAT OF ANOTHER PERSON, VH LE

HAVI NG POSSESSI ON THERECF OR ACCESS THERETO MAKES, OR CAUSES
TO BE MADE, A COPY OF SUCH ARTI CLE, OR EXHI BI TS SUCH ARTI CLE
OR | NFORVATI ON TO ANOTHER.

(© FURTHER DI SPCSI TI ON | RRELEVANT. - - THE CRI ME OR CRI MES
DEFI NED | N SUBSECTI ONS (A) AND (B) OF THI'S SECTI ON SHALL BE
DEEMED COVPLETE W THOUT REGARD TO THE FURTHER DI SPGSI Tl ON,
RETURN, OR I NTENT TO RETURN, OF THE ARTI CLE REPRESENTI NG A TRADE
SECRET OR PERSONAL OR CONFI DENTI AL | NFORNMATI ON.

(D) DEFENSE.--IT SHALL BE A COVWPLETE DEFENSE TO ANY
PROSECUTI ON UNDER SUBSECTI ON (B) OF THI' S SECTI ON FOR THE
DEFENDANT TO SHOW THAT | NFORMATI ON COVPRI SI NG THE TRADE SECRET
OR PERSONAL OR CONFI DENTI AL_| NFORVATI ON WAS RI GHTFULLY KNOMW OR

AVAlI LABLE TO HH M FROM A SOURCE OTHER THAN THE OWNER OF THE TRADE
SECRET OR PERSONAL OR CONFI DENTI AL | NFORNMATI ON.

(e) Definitions.--As used in this section the foll ow ng
wor ds and phrases shall have the neanings given to themin this
subsecti on:

"Article.” Any object, material, device or substance or copy
t hereof, including any witing, record, recording, draw ng,
description, sanple, specinmen, prototype, nodel, photograph,
m croorgani sm bl ueprint or map.

"Conputer." An electronic, magnetic, optical, hydraulic,

organi ¢ or other hi gh-speed data processi ng device or system

whi ch perforns logic, arithnetic or nenory functi ons and

i ncludes all input, output, processing, storage, software or

communi cation facilities which are connected or related to the

device in a system or networKk.
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"Conputer network." The interconnection of two or nore

conputers through the usage of satellite, mcrowave, |line or

ot her conmmuni cati on nedi um

"Conputer system" A set of related, connected or

unconnect ed conput er equi pnent, devi ces and sof t ware.

"Copy." Any facsimle, replica, photograph or reproduction
of, an article, or any note, draw ng, sketch, or description
made of, or froman article.

"Representing."” Describing, depicting, containing,
constituting, reflecting or recording.

"Trade secret.” The whole or any portion or phase of any
scientific or technical information, design, process, procedure,
formula or inprovenment which is of value and has been
specifically identified by the ower as of a confidenti al
character, and which has not been published or otherw se becone
a matter of general public know edge. There shall be a
rebuttabl e presunption that scientific or technical infornmation
has not been published or otherw se becone a matter of general
publi c know edge when the owner thereof takes nmeasures to
prevent it from becom ng avail able to persons other than those
selected by himto have access thereto for |imted purposes.

(f) Construction.--Nothing in this section shall be

construed to interfere with or prohibit terns or conditions in a

contract or license related to a conputer, a conputer network or

conput er software.

SECTION 3. I N APPLYI NG AND CONSTRUI NG 12 PA.C.S. CH. 53, <—
COMMENTS OR REPORTS OF THE TYPE REFERRED TOIN 1 PA.C.S. § 1939
SHALL CONTROL I'N THE EVENT OF A CONFLI CT BETWEEN SUCH COWVMENTS
OR REPORTS AND THE POLICY OF UNIFORM TY PROVI DED UNDER 1 PA. C. S.
§ 1927.
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SECTION 4. TH S ACT SHALL NOT APPLY TO M SAPPROPRI ATl ON
OCCURRI NG PRI OR TO THE EFFECTI VE DATE OF THI' S ACT, | NCLUDI NG A
CONTI NUI NG M SAPPROPRI ATI ON THAT BEGAN PRI OR TO THE EFFECTI VE

1
2
3
4 DATE OF TH'S ACT AND WHI CH CONTI NUES TO OCCUR AFTER THE
5 EFFECTI VE DATE OF TH S ACT.

6

Section 2 5. This act shall take effect in 60 days. <—
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