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THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE RESOLUTION
361 =wn”

I NTRODUCED BY WOGAN, NOVEMBER 20, 2001

AS AVENDED, HOUSE OF REPRESENTATI VES, DECEMBER 3, 2001

OCO~NOUITARWNE

A RESCLUTI ON

Directing the Pennsylvania Public Uility Comm ssion AND THE
PENNSYLVANI A EMERGENCY MANAGEMENT AGENCY to conduct a

conpr ehensi ve study ASSESSMENT of the safety—and security
policies adopted by wtitHity—serviece providers—thatproteect
critical—utibityinfrastructures,—inchuding operative and

; Lities. : .
”9”|epe' at I"e Rueh-ear—powel |3|| ant— ae'll ; “les pll Hvat el el-ecti-e
REGULATED PUBLI C UTI LI TI ES, OPERATI VE

AND NONOPERATI VE NUCLEAR POVER PLANTS, ELECTRI C GENERATI NG

COVPANI ES, NATURAL GAS PRODUCERS, | NDEPENDENT ELECTRI C SYSTEM

OPERATORS, COOPERATI VE ASSOCI ATI ONS, MUNI Cl PAL CORPORATI ONS
AND MUNI Cl PAL AUTHORI TI ES THAT PROTECT CRI TI CAL UTILITY
| NFRASTRUCTURES AND recommend prudent strategies to enhance

the standards for the physical security ef—utititytaciHities

t hi s Commonwealth— AND | NTEGRI TY OF THESE FACI LI TI ES.
WHEREAS, The Septenber 11, 2001, terrorist attacks on the
Wrld Trade Center in New York City, the Pentagon in Washi ngton,

D.C., and the plane crash in Sonerset County, Pennsylvani a,
clearly denonstrate that neither the United States nor the
Commonweal th is i mune from orchestrated acts of terrorism and
WHEREAS, The threats of potential terrorist attacks agai nst
the United States' CRITICAL utility infrastructures create civil
unrest and are occurring nore frequently since the Septenber 11

2001, attack; and
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WHEREAS, Mai ntaining the safety SECURITY and integrity of the
CRITICAL utility infrastructures of this Comonwealth renmains a
high priority of the CGeneral Assenbly; and

WHEREAS, Terrorist attacks that incapacitate or destroy
CRITICAL utility infrastructure systens and operating systens
conprom se the health, safety and welfare of the citizens of
t hi s Cormonweal t h; and

WHEREAS, The protection of the critical utility
infrastructures in this Coomonwealth is necessarily a shared
responsi bility and partnershi p between owners, operators and THE
FEDERAL AND State Government; and

WHEREAS, The Pennsylvania Public Utility Comm ssion is
responsi bl e for developing—energyforecasts—conducting—audits—
enforcing the Public Uility Code and inspecting utility
facilities to assure the safe, reliable and adequate delivery of
utility service to the citizens of this Conmonweal t h; and

WHEREAS, The Pennsylvania Public Utility Comm ssion is
responsi bl e for evaluating prograns that ensure the stability of
conpl ex and interdependent utility systens in this Commonweal th
and for devel oping policy recomendations that support the
continuous operation of interconnected CRITICAL utility
infrastructures; and

WHEREAS, Any—phystecal—disruptien—oftheoperation—of—ecritiecal
CRITICAL utility infrastructures in this Comonweal th nust
REMAI N RELI ABLE SUCH THAT ANY PHYSI CAL DI SRUPTI ON WLL be rare,
brief, geographically Iimted in effect, manageabl e and
mnimally detrinmental to the econony, human and gover nnment
services and the security of our State and nation; and

WHEREAS, THE PENNSYLVANI A EMERGENCY MANAGEMENT AGENCY | S
CHARGED W TH THE MANAGEMENT AND COORDI NATI ON OF THE
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COVWONVEALTH S EMERGENCY MANAGEMENT PROGRAMS AND ADM NI STERS THE
COMMONVWEALTH S EMERGENCY OPERATI ONS CENTER ( ECC); AND

WHEREAS, THE PENNSYLVANI A EMERGENCY MANAGEMENT COUNCIL |'S
RESPONS| BLE FOR OVERALL POLI CY AND DI RECTI ON OF STATEW DE
DI SASTER PROGRAMS AND RESPONSE CAPABI LI TIES, |I'S CHAI RED BY THE
LI EUTENANT GOVERNOR AND HAS A MEMBERSHI P THAT | NCLUDES STATE
ACGENCI ES, COUNTY AND LOCAL GOVERNVENTS; AND

WHEREAS, The General Assenbly deregul ated Pennsyl vani a's
electricity market in 1996 and its natural gas nmarket in 1999,
which resulted in privately owned and operated utility
generating facilities; and

WHEREAS, PJM I nterconnection is a privately—+anaged PRI VATE <—
l[imted liability corporation which operates the | argest
centrally controlled dispatched electric systemin North
America, providing 23 mllion consuners in five states with
reliable electric service; and

WHEREAS, The United States Nucl ear Regul at ory Conmi ssion
regul ates comrerci al nucl ear power reactors, nonpower research
testing and training reactors, fuel cycle facilities, nedical,
academ ¢ and industrial uses of nuclear materials and the
transport, storage and di sposal of nuclear nmaterials and waste;
therefore be it

RESCLVED, That the General Assenbly direct the Pennsyl vania
Public Utility Conmm ssion AND THE PENNSYLVANI A EMERGENCY <—
MANAGEMENT ACGENCY, in cooperation with other Federal and State

agencies, the United States Nucl ear Regul at ory Conmi ssi on,

regul ated public utilities, prvately—owred—and—runicipalty <—

OPERATI VE AND NONOPERATI VE NUCLEAR POVNER PLANTS, ELECTRIC <—
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CENERATI NG COVPANI ES, NATURAL GAS PRCDUCERS, | NDEPENDENT
ELECTRI C SYSTEM OPERATORS, COOPERATI VE ASSCOCI ATI ONS, MUNI Cl PAL
CORPORATI ONS AND MUNI CI PAL AUTHORI TI ES, TO REVI EW AND EVALUATE
security policies inplenmented in and around the PENNSYLVAN A' S <—
CRITICAL utility infrastructures iathis—Comrmnrwealth since the <—
Septenber 11, 2001, terrorist attack; and be it further

RESCLVED, That the Pennsylvania Public Uility Comm ssion AND <—
THE PENNSYLVANI A EMERGENCY MANAGEMENT AGENCY anal yze exi sting
utility infrastructure protection and continuity prograns and
utility-specific proposals to inplenment counterterrorismthreat
assessment and risk mtigation policies; and be it further

RESOLVED, THAT RECOVMENDATI ONS BE MADE BY THE PENNSYLVAN A <—
PUBLI C UTI LI TY COMM SSI ON AND THE PENNSYLVANI A EMERGENCY
MANAGEMENT AGENCY TO THE GENERAL ASSEMBLY CONCERNI NG STATUTORY
CHANGES TO ENABLE COST RECOVERY MECHANI SMS FOR ANY SECURI TY
MODI FI CATI ONS TO UTI LI TY | NFRASTRUCTURES RECOMMVENDED BY THE
PENNSYLVANI A PUBLI C UTI LI TY COW SSI ON AND THE PENNSYLVANI A
EMERGENCY MANAGEMENT AGENCY; AND BE I T FURTHER

RESOLVED, THAT PROPRI ETARY, SECURI TY AND COWPETI Tl VELY
SENSI TI VE | NFORVATI ON AND TRADE SECRETS OF REGULATED PUBLI C
UTI LI TIES, OPERATI VE AND NONOPERATI VE NUCLEAR PONER PLANTS,
ELECTRI C GENERATI NG COVPANI ES, NATURAL GAS PRODUCERS,
| NDEPENDENT ELECTRI C SYSTEM OPERATORS, COCPERATI VE ASSOCI ATl ONS,
MUNI Cl PAL CORPORATI ONS AND MUNI Cl PAL AUTHORI TI ES SHALL NOT BE
PUBLI C RECORDS FOR PURPCSES OF THE ACT OF JUNE 21, 1957
(P.L.390, NO 212), REFERRED TO AS THE RI GHT- TO- KNOW LAW AND
SHALL NOT BE SUBJECT TO MANDATORY PUBLI C DI SCLOSURE VWH CH WOULD
COVPROM SE THE SECURI TY AND I NTEGRITY OF CRITI CAL UTILITY
I NFRASTRUCTURES; AND BE I T FURTHER

RESCLVED, That the Pennsylvania Public Uility Comm ssion AND <—
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1 THE PENNSYLVANI A EMERGENCY MANAGEMENT AGENCY report #ts THEIR

2 findings and recommendations to the House of Representatives on

3 or before Juby—235-—2002 SEPTEMBER 1, 2002.
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