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AN ACT
Provi ding for governnentw de conputer security and for the
training in security matters of persons who are involved in

t he managenent, operation and use of State conputers and

St at e conmputer systens.

The General Assenbly of the Conmonweal th of Pennsyl vani a
her eby enacts as foll ows:

Section 1. Short title.

This act shall be known and may be cited as the Conputer
Security Act.

Section 2. Statenment of purpose.

The CGeneral Assenbly declares that inproving the security and
privacy of sensitive information and critical data in State
conputers and State conmputer systens is in the public interest,
and hereby creates a neans for establishing mninmmacceptable
security practices for these conputers and conputer systens.
Section 3. Definitions.

The foll ow ng words and phrases when used in this act shal

have the neanings given to themin this section unless the
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context clearly indicates otherw se:

"Automatic data processing equi pnent."” Equi pnent or the
i nt erconnected system or subsystens of equi pnent that are used
in the automatic acquisition, storage, manipul ation, nanagenent,
nmovenent, control, display, switching, interchange, transm ssion
or reception of data or information. The term i ncl udes
el ectroni c data processi ng equi pnent.

"Conputer.” An electronic, optical, electrochem cal or other
hi gh- speed data processing device performng logical, arithnetic
and storage functions.

"Conputer system" Equi pnent or the interconnected system or
subsystens of equi pnent that are used in the automatic
acqui sition, storage, mani pul ati on, nmanagenent, novenent,
control, display, switching, interchange, transm ssion or
reception of data or information. The termincludes conputers,
peri pheral devices, software, firmvare and simlar procedures;
and services, including support services.

"Conputer virus."™ A programor set of conputer instructions
with the ability to replicate all or part of itself when
inserted into a conputer's nenory, operating system files or
application prograns, which may include malicious conputer
instructions designed to alter or destroy data.

"Critical data." Conputer data vital to the operations of
t he Conmonwealth or to the citizens of this Conmonwealt h.

"Designated State agency.” The O fice of Admi nistration or
the State agency designated by the Governor to adm nister this
act .

"Disaster.” An event which disrupts State conputers and
State conputer systens beyond the point where a State agency can

achi eve recovery through routine recovery procedures. The term

19990H0829B0887 - 2 -



© o0 N oo o A~ wWw N P

N ORNN N RN NN N NN R B P B R R R R R
© O N o U~ W N B O © 0 N 0o o M W N B O

30

i ncludes, but is not limted to, ecological events such as
stornms, earthquakes and fl oods, accidents such as fire, power

| oss and conmuni cations | oss and deliberate di sruptions such as
| abor or nmanagenent di sputes, conputer viruses and sabot age.

"Peripheral device." Includes a data storage facility or
communi cations facility directly related to or operating in
conjunction with a conputer.

"Sensitive information."™ Information, the |oss, msuse or
unaut hori zed access to or nodification of which could adversely
affect the State interest or the conduct of State prograns.

"State agency."” A Commonweal th agency, as defined in 2
Pa.C.S. 8 101 (relating to definitions), except crimnal justice
agenci es which maintain information which is subject to the
requi rements of 18 Pa.C. S. 8§ 9131 (relating to security
requi renents for repositories).

"State conmputer system"™ A conputer system operated by a
State agency or by a contractor of a State agency or other
organi zati on that processes information using a conmputer system
on behalf of the State to acconplish a State function. The term
i ncl udes automati c data processi ng equi pnent.

Section 4. Duties of State agencies.

(a) Designate sensitive information.--State agencies shall,
within nine nonths of the effective date of this act and
annual ly thereafter, identify as part of the security plan each
State conputer and State conputer system and systens under
devel opnent, which are within or under the supervision of that
agency and which contain sensitive information or critical data.
The State agencies shall identify what sensitive information and
critical data is contained in these conputers and conputer

syst ens.
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(b) Security plan.--State agencies shall, within one year of
the effective date of this act, establish a security contingency
di saster recovery plan for State conputers and State conputer
systenms within or under the supervision of that agency. The plan
shall be based upon the generic plan devel oped by the designated
St at e agency. The plan shall not be considered a public record
as defined by the act of June 21, 1957 (P.L.390, No.212),
referred to as the R ght-to-Know Law. The plan shall be
i npl enented by the State agency upon approval by the designated
State agency, and it shall be updated annually by the agency and
submtted to the designated State agency by Decenber 15 of each
year. This plan shall include, at a mninmm the follow ng:

(1) A process to assess the risk and an assessnent of
the risk of each conputer and conputer systemw thin or under

t he supervision of that agency agai nst disasters, including

i nfection fromconputer viruses, conputer-related fraud and

m suse, ecol ogical events and other disasters and a

description of the action necessary to reduce and mnim ze

the risk of such disasters and abuses. Specific attention and
enphasi s should be given in the plan to those actions
necessary to protect sensitive information and critical data.
(2) Procedures for the routine backup for sensitive
information and critical data.
(3) Procedures for conputer system di saster recovery.

(c) Training.--State agencies shall provide for nandatory
periodic training in conputer security awareness and accepted
conput er security practice for enployees involved with the
managenent, use or operation of a State conputer or State
conputer systemthat is within or under the supervision of that

agency and that contains critical data or sensitive information.
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The training shall be provided in accordance with the
regul ati ons devel oped pursuant to section 5(a) by the designated
St at e agency.

Section 5. Duties of the designated State agency.

(a) Regulations.--Wthin six nonths of the effective date of
this act, the designated State agency shall devel op regul ati ons
pertaining to inplenmentation of this act and the required
devel opnent of the State agencies' plans, training, research and
coordinated activity provided for in this act for State
conputers and State conputer systens.

(b) Conputer security plan.--Wthin six nonths of the
effective date of this act, the designated State agency shal
initiate a generic conputer security contingency disaster
recovery plan for use by State agencies in the establishnment of
t he plans required under section 4(b).

(c) Review of plans.--The designated State agency shal
annual Iy revi ew and approve State agencies' plans for conpliance
with the regul ati ons devel oped pursuant to subsection (a).

(d) Research.--The designated State agency shall perform
research and conduct studies to determ ne the nature and extent
of the vulnerabilities of, and to devise techniques for, the
cost-effective security and privacy of sensitive information and
critical data in State conputers and State conputer systens.

(e) Coordination.--The designated State agency shal
coordinate closely with other offices and agencies to assure
maxi mum use of existing and planned prograns, nmaterials, studies
and reports relating to conputer systens security and privacy in
order to avoid unnecessary and costly duplication of effort.
Thi s coordination shall include periodic neetings with State

agency personnel primarily responsible for managenent of State
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1 conputers and State conputer systens.

2 (f) Training.--In addition to devel oping regul ati ons

3 pertaining to training as required by subsection (a), the

4 designated State agency shall act as a central repository of

5 conputer security training informati on and shall devel op and

6 provide training activity to include, at mninmm the follow ng:
7 (1) Instruction as to the nature and character of

8 conmput er viruses, conmputer-related fraud and m suse and ot her
9 di sasters.

10 (2) Enhanced awareness of the threats to and

11 vul nerability of conputer systens.

12 (3) The use of inproved conputer security practices.

13 Section 6. Effective date.

14 This act shall take effect in 30 days.
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