PRI OR PRI NTER S NOS. 3059, 3225 PRINTER S NO. 3370

THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE BILL
No. 23062 *%%”

| NTRODUCED BY Di G ROLAMO, MAYERNI K, PERZEL, BARLEY, FARGO
BELARDI , MUNDY, MASLAND, CLARK, BROW, M N. WRI GHT, CLYMER
SCHRCDER, ADOLPH, MARSI CO, HENNESSEY, BROWNE, D. W SNYDER,
E. Z. TAYLOR, SEMMEL AND EGOLF, FEBRUARY 2, 1996

AS REPORTED FROM COWM TTEE ON JUDI Cl ARY, HOUSE OF
REPRESENTATI VES, AS AMENDED, APRIL 9, 1996
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AN ACT

Amendi ng Ft+te18{(Cres—and—OHenses) TI TLES 18 (CRI MES AND <—
OFFENSES) AND 75 (VEHI CLES) of the Pennsylvani a Consol i dated
Statutes, further providing for wretapping and el ectronic
surveillance AND FOR W NDSHI ELD OBSTRUCTI ONS. <—
The General Assenbly of the Conmonweal th of Pennsyl vani a

her eby enacts as foll ows:
Section 1. The definitions of "electronic comunication,”

"ELECTRONI C, MECHANI CAL OR OTHER DEVI CE," "intercept," <—

"investigative or |aw enforcenment officer,"” "judge, pen
register” and "wire conmuni cation” in section 5702 of Title 18
of the Pennsylvania Consolidated Statutes are anended and the
section is anended by adding definitions to read:
§ 5702. Definitions.

As used in this chapter, the foll ow ng words and phrases
shall have the neanings given to themin this section unless the

context clearly indicates otherw se:

* * %
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"El ectroni c conmuni cation.” Any transfer of signs, signals,

witing, images, sounds, data or intelligence of any nature
transmtted in whole or in part by a wire, radio,
el ectromagneti c, photoel ectronic or photo-optical system

except :

[(1) The radio portion of a cordless tel ephone
comuni cation that is transmtted between the cordl ess
t el ephone handset and the base unit.]

(2) Any wire or oral comunication

(3) Any conmuni cation made through a tone-only paging
devi ce.

(4) Any conmmuni cation froma tracking device (as defined
in this section).

* * %

"ELECTRONI C, MECHANI CAL OR OTHER DEVI CE. " ANY DEVI CE OR <—

APPARATUS, | NCLUDI NG AN | NDUCTI ON CO L, THAT CAN BE USED TO
| NTERCEPT A WRE, ELECTRONI C OR ORAL COVMUNI CATI ON OTHER THAN:

(1) ANY TELEPHONE OR TELEGRAPH | NSTRUMENT, EQUI PMENT OR
FACI LI TY, OR ANY COVPONENT THEREOF, FURNI SHED TO THE
SUBSCRI BER OR USER BY A PROVI DER OF WRE OR ELECTRONI C
COMMUNI CATI ON SERVI CE | N THE ORDI NARY COURSE OF | TS BUSI NESS,
OR FURNI SHED BY SUCH SUBSCRI BER OR USER FOR CONNECTI ON TO THE
FACI LI TIES OF SUCH SERVI CE AND USED | N THE ORDI NARY COURSE OF
I TS BUSI NESS, OR BEI NG USED BY A COVMUNI CATI ON COVWON CARRI ER
IN THE ORDI NARY COURSE OF I TS BUSI NESS, OR BY AN
I NVESTI GATI VE OR LAW ENFORCEMENT OFFI CER | N THE ORDI NARY
COURSE OF HI S DUTI ES.

(2) A HEARING AID OR SIM LAR DEVI CE BEI NG USED TO
CORRECT SUBNORVAL HEARI NG TO NOT BETTER THAN NORMVAL.

(3)  EQUI PMENT OR DEVI CES USED TO CONDUCT | NTERCEPTI ONS
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UNDER SECTI ON 5704(14) (RELATING TO EXCEPTI ONS TO PROHI BI TI ON OF

| NTERCEPTI ON AND DI SCLOSURE COF COMMUNI CATI ONS) .

* * %

"Hone." The prinmary residence of a nonconsenting party to an

i nterception, provided that access to the residence i s not

generally permtted to nenbers of the public and the party has a

reasonabl e expectati on of privacy in the residence under the

ci rcunst ances.

* * %

“Intercept.” Aural or other acquisition of the contents of
any wire, electronic or oral comuni cation through the use of

any el ectronic, nechanical or other device. The term shall

i nclude the point at which the contents of the conmuni cati on are

nmoni tored by i nvestigative or | aw enforcenent officers.

"I nvestigative or |aw enforcenent officer."”™ Any officer of

the United States, of another state or political subdivision

t hereof, or of the Conmonweal th or political subdivision

t hereof, who is enpowered by | aw to conduct investigations of or

equi valent crine in another jurisdiction, and any attorney

authorized by |law to prosecute or participate in the prosecution
of such offense. [The termshall include, but not be limted to,
enpl oyees of the Pennsylvania Crinme Conm ssion, authorized to
investigate crimes enunerated in section 5708 (relating to order
authorizing interception of wire or oral conmunications). ]

"Judge." \Wen referring to a judge authorized to receive
applications for, and to enter, orders authorizing interceptions
of wire, electronic or oral comrunications pursuant to [this

chapter] Subchapter B (relating to wire, electronic or oral

communi cation), any judge of the Superior Court.

19960H2362B3370 - 3 -
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* * %

"Pen register.” A device which [records or decodes] is used

to record or decode el ectronic or other inpulses which identify

the nunbers dialed or otherwise transmtted, with respect to
Wi re comuni cations, on the tel ephone line to which the device

is attached. The termincludes a device which is used to record

or decode el ectronic or other inpulses which identify the

exi stence of incom ng and outgoi ng wire conmuni cati ons on the

t el ephone line to which the device is attached. The term does

not include a device used by a provider or customer of a wire or
el ectroni c comuni cation service for billing, or recording as an
incident to billing, for comrunication service provided by the
provi der, or any device used by a provider, or custonmer of a

Wi re comruni cation service for cost accounting or other I|ike
purposes in the ordinary course of business.

* * %

"State." Any state of the United States, the District of

Col unbi a, the Commonweal th of Puerto Rico and any territory or

possessi on of the United States.

* * %

"Wre comruni cation.”™ Any aural transfer made in whole or in
part through the use of facilities for the transm ssion of
comuni cation by wire, cable or other |ike connection between
the point of origin and the point of reception, including the
use of such a connection in a switching station, furnished or
operated by a tel ephone, tel egraph or radio conmpany for hire as
a comuni cation conmon carrier. The term[does not include the
radio portion of a cordless tel ephone communication transmtted
bet ween the cordl ess tel ephone handset and the base unit]

i ncl udes any el ectroni c storage of such conmuni cati on.

19960H2362B3370 - 4 -



Section 2. Section 5703 of Title 18 is anended to read:

§ 5703. Interception, disclosure or use of wire, electronic or
oral conmmuni cati ons.

Except as otherwi se provided in this [chapter] subchapter, a
person is guilty of a felony of the third degree if he:

(1) intentionally intercepts, endeavors to intercept, or
procures any other person to intercept or endeavor to
intercept any wire, electronic or oral comunication;

(2) intentionally discloses or endeavors to disclose to
any ot her person the contents of any wire, electronic or oral
comuni cation, or evidence derived therefrom know ng or
havi ng reason to know that the information was obtained
through the interception of a wire, electronic or oral
conmuni cation; or

(3) intentionally uses or endeavors to use the contents
of any wire, electronic or oral conmunication, or evidence
derived therefrom know ng or having reason to know, that the
i nformati on was obtai ned through the interception of a wire,
el ectronic or oral communication.

Section 3. Section 5704(2) and (5) of Title 18 are anmended
and the section is amended by addi ng a—paragraph PARAGRAPHS t o
read:

8§ 5704. Exceptions to prohibition of interception and
di scl osure of conmmuni cati ons.

It shall not be unlawful under this [chapter] subchapter for:

* * %

(2) Any investigative or |aw enforcenent officer or any
person acting at the direction or request of an investigative
or |law enforcenent officer to intercept a wire, electronic or

oral conmuni cation invol ving suspected crimnal activities,

19960H2362B3370 - 5 -
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including, but not linted to, the crines enunerated in

section 5708 (relating to order authorizing intercepti on of

wire, electronic or oral conmuni cati ons) where:

(i) such officer or person is a party to the
conmuni cation; or
(ii) one of the parties to the comruni cation has
gi ven prior consent to such interception
However, no interception under this paragraph shall be nade
unl ess the Attorney General or a deputy attorney general
designated in witing by the Attorney General, or the
district attorney, or an assistant district attorney
designated in witing by the district attorney, of the county
wherein the interception is to be made, has revi ewed the
facts and is satisfied that the consent is voluntary and has
gi ven prior approval for the interception; however such
i nterception shall be subject to the recording and record
keepi ng requirenments of section 5714(a) (relating to
recordi ng of intercepted conmunications) and that the
Attorney Ceneral, deputy attorney general, district attorney
or assistant district attorney authorizing the interception

shall be the custodi an of recorded evi dence obtai ned

t her ef rom
4+ |If an oral interception otherw se authorized <—
under this paragraph will take place in the hone of a

nonconsenting party, then, in addition to the

requi renents of subparaqgraphs (i) and (ii), the

i ntercepti on shall not be conducted until an order is

first obtained from THE PRESI DENT JUDGE, OR HI S DESI GNEE, <—

OF a court of common pl eas, authorizing such in-hone

i ntercepti on, based upon an affidavit by an i nvestigative

19960H2362B3370 - 6 -
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or | aw enforcenent officer that establishes probable

cause for the i ssuance of such an order. No such order or

affidavit shall be required where probabl e cause and

exi gent circunstances exi st or in other circunstances

where warrants are not required by the Constituti on of

the United States or the Constituti on of Pennsyl vani a.

For the purposes of this paragraph, an oral interception

shall be deened to take place in the hone of a

nonconsenting party only if both the consenti ng and

nonconsenti ng parties are physically present in the hone

at the tine of the interception.

* * %

(5) Any investigative or |aw enforcenent officer, or
comuni cati on conmon carrier acting at the direction of an
i nvestigative or |aw enforcenent officer or in the nornmal

course of its business, to use a pen register or trap and

trace device as provided in [this chapter] Subchapter E

(relating to pen regi sters and trap and trace devi ces).

* * %

(14) A | aw enforcenent officer who stops a vehicle to

i ntercept oral communi cati ons occurring during the vehicle

stop.

(15) (1) A PO.ICE OFFI CER WHO HAS THE AUTHORITY TO

ENFORCE TITLE 75 (RELATING TO VEHI CLES) AND WHO STOPS A

VEH CLE FOR A SUSPECTED VIOLATION OF TITLE 75 WH LE ON

DUTY_AND UTI LI ZI NG AN AUDI O | NTERCEPTI NG DEVI CE TO

| NTERCEPT THE ORAL COMVUNI CATI ONS OCCURRI NG BETWEEN THAT

PCOLI CE OFFI CER AND ANY OTHER PERSON PRESENT AT THE

LOCATI ON OF AND DURI NG THE VEHI CLE STOP. A POLI CE

DEPARTMENT, AGENCY OR OFFI CE SHALL NOT BY ORDER

19960H2362B3370 - 7 -
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REGULATI ON OR OTHERW SE REQUI RE AN OFFI CER TO ACTI VATE AN

AUDI O DEVI CE MOUNTED OR CARRIED IN THE OFFICER' S VEHI CLE

EXCEPT IN THE FOLLON NG SI TUATI ONS:

(A)  VHEN THE POLI CE CFFI CER MAKES USE OF THE

AUDI BLE WARNI NG SYSTEM AUTHORI ZED BY 75 PA.C. S. 8

4571 (RELATING TO VI SUAL_AND AUDI BLE SI GNALS ON

EVMERGENCY VEHI CLES) ;

(B) VWHEN THE POLI CE CFFICER IS MAKI NG USE OF THE

VI SUAL SI GNALS AUTHORI ZED BY 75 PA.C.S. 8 4571; OR

(© VHEN THE POLICE CFFICER IS MAKI NG USE OF THE

AUDI BLE WARNI NG SYSTEM AND VI SUAL SI GNALS.

(1)  FOR PURPGCSES OF THI S PARAGRAPH, THE TERM

"POLI CE OFFI CER'" SHALL NMEAN AN | NDI VI DUAL VWHO HAS THE

AUTHORI TY TO ENFORCE TITLE 75.

Section 4. Sections 5706, 5707, 5708, 5709(3), 5710(a)(4)
and 5711 of Title 18 are anmended to read:
8§ 5706. Exceptions to prohibitions in possession, sale,
di stribution, manufacture or advertisenment of
el ectroni c, mechanical or other devices.
(a) Unlawful activities.--It shall not be unlawful under
this [chapter] subchapter for
(1) a provider of wire or electronic conmunication
service or an officer, agent or enployee of, or a person
under contract with, such a provider, in the normal course of
t he busi ness of providing the wire or electronic
conmuni cati on service; or
(2) a person under contract with the United States, the
Commonweal th or a political subdivision thereof, a state or a

political subdivision thereof, or an officer, agent or

enpl oyee of the United States, the Comonweal th or a

19960H2362B3370 - 8 -



political subdivision thereof, or a state or a political
subdi vi si on t her eof,
to possess, sell, distribute, manufacture, assenble or advertise
an el ectronic, mechanical or other device, while acting in
furtherance of the appropriate activities of the United States,
t he Commonwealth or a political subdivision thereof, a state or
a political subdivision thereof or a provider of wire or
el ectroni ¢ conmuni cati on service.
(b) Responsibility.--
(1) The Attorney General and the district attorney or
t heir designees so designated in witing shall have the sole
responsibility to buy, possess and | oan any el ectronic,
mechani cal or other device which is to be used by
i nvestigative or |aw enforcenent officers for purposes of
i nterception as authorized under section 5704(2) and (12)
(relating to exceptions to prohibition of interception and
di scl osure of conmuni cations), 5712 (relating to issuance of
order and effect), 5713 (relating to enmergency situations) or
5713.1 (relating to energency hostage and barri cade
situations).

(2) The division or bureau or section of the

Pennsyl vania State Police responsi ble for conducti ng the

training in the techni cal aspects of w retappi ng and

el ectronic surveillance as required by section 5724 (rel ati ng

to training) may buy and possess any el ectroni c, nechani cal

or other device which is to be used by i nvestigative or | aw

enforcenent officers for purposes of interception as

aut hori zed under section 5704(2) and (12), 5712, 5713 or

5713.1 for the purpose of training, provided, however, that

any el ectroni c, nechani cal or other device bought or

19960H2362B3370 - 9 -
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possessed under this provision may be | oaned to or used by

i nvestigati ve or | aw enforcenent officers for purposes of

i ntercepti on as aut hori zed under section 5704(2) and (12),

5712, 5713 or 5713.1 only upon witten approval by the

Attorney General or a deputy attorney general designated in

witing by the Attorney General, or the district attorney or

an assistant district attorney designated in witing by the

district attorney of the county wherein the interception is

to be nade.

(3) Wth the perm ssion of the Attorney General or a
district attorney who has desi gnated any supervising | aw
enforcenent officer for purposes of interceptions as
aut hori zed under section 5713.1, the |aw enforcenent agency
whi ch enpl oys the supervising | aw enforcenent officer may
buy, possess, |oan or borrow any el ectronic, mechanical or
ot her device which is to be used by investigative or |aw
enforcenent officers at the direction of the supervising |aw
enforcenent officer solely for the purpose of interception as
aut hori zed under sections 5704(12) and 5713. 1.

8§ 5707. Seizure and forfeiture of electronic, nechanical or
ot her devi ces.

Any el ectronic, mechanical or other device possessed, used,
sent, distributed, manufactured, or assenbled in violation of
this [chapter] subchapter is hereby declared to be contraband
and may be seized and forfeited to the Commonweal t h.

8§ 5708. Order authorizing interception of wire, electronic or
oral conmmuni cati ons.

[(a) Authorization.--Except in cases referred to in
subsection (b), the] The Attorney General, or, during the

absence or incapacity of the Attorney General, a deputy attorney

19960H2362B3370 - 10 -
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general designated in witing by the Attorney General, or the
district attorney or, during the absence or incapacity of the
district attorney, an assistant district attorney designated in
witing by the district attorney of the county wherein the
interception is to be nade, may nmake witten application to any
Superior Court judge for an order authorizing the interception
of a wire, electronic or oral comrunication by the investigative
or | aw enforcenent officers or agency having responsibility for
an investigation involving suspected crimnal activities when
such interception may provide evidence of the comm ssion of any
of the follow ng offenses, or may provide evidence aiding in the
appr ehensi on of the perpetrator or perpetrators of any of the
fol |l ow ng of f enses:
(1) Under this title:
Section 911 (relating to corrupt organizations)
Section 2501 (relating to crimnal hom cide)
Section 2502 (relating to nurder)
Section 2503 (relating to voluntary nmansl aughter)
Section 2702 (relating to aggravated assault)
Section 2706 (relating to terroristic threats)
Section 2901 (relating to kidnappi ng)
Section 3121 (relating to rape)
Section 3123 (relating to involuntary devi ate sexual
i nt er cour se)
Section 3301 (relating to arson and rel ated of fenses)
Section 3302 (relating to causing or risking
cat ast rophe)
Section 3502 (relating to burglary)
Section 3701 (relating to robbery)
Section 3921 (relating to theft by unlawful taking or

19960H2362B3370 - 11 -



1 di sposi tion)

2 Section 3922 (relating to theft by deception)

3 Section 3923 (relating to theft by extortion)

4 Section 4701 (relating to bribery in official and

5 political matters)

6 Section 4702 (relating to threats and ot her i nproper
7 influence in official and political matters)

8 Section 5512 (relating to lotteries, etc.)

9 Section 5513 (relating to ganbling devices, ganbling,
10 etc.)

11 Section 5514 (relating to pool selling and

12 bookmaki ng)

13 Section 6106 (relating to firearns not to be carried
14 Wi thout a license)

15 (2) Under this title, where such offense is dangerous to
16 life, linmb or property and puni shable by inprisonnent for

17 nore than one year:

18 Section 910 (relating to manufacture, distribution or
19 possession of devices for _theft of teleconnunication

N
o
n
D
=
<
(@]
1)
(2]
~

21 Section 3925 (relating to receiving stolen property)
22 Section 3926 (relating to theft of services)

23 Section 3927 (relating to theft by failure to make
24 required disposition of funds received)

25 Section 3933 (relating to unlawful use of conmputer)
26 Section 4108 (relating to comrercial bribery and

27 breach of duty to act disinterestedly)

28 Section 4109 (relating to rigging publicly exhibited
29 cont est)

30 Section 4117 (relating to insurance fraud)

19960H2362B3370 - 12 -
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Section 4305 (relating to dealing in infant children)

Section 4902 (relating to perjury)

Section 4909 (relating to witness or informant taking
bri be)

Section 4911 (relating to tanpering with public
records or information)

Section 4952 (relating to intimdation of wtnesses
or victins)

Section 4953 (relating to retaliation agai nst w tness
or victim

Section 5101 (relating to obstructing adm ni stration
of | aw or other governmental function)

Section 5111 (relating to dealing in proceeds of

unl awf ul activities)

Section 5504 (relating to harassnent by communi cation
or address)

Section 5902 (relating to prostitution and rel ated
of f enses)

Section 7313 (relating to buyi ng or exchangi ng

Federal food order coupons, stanps, authorization cards

or access devi ces)

(3) Under the act of March 4, 1971 (P.L.6, No.2), known

as the Tax Reform Code of 1971, where such offense is
dangerous to life, linb or property and puni shabl e by

i mpri sonment for nore than one year

Section 1272 (relating to sales of unstanped
ci garettes)

Section 1273 (relating to possession of unstanped
ci garettes)

Section 1274 (relating to counterfeiting)

19960H2362B3370 - 13 -
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(4) Any offense set forth under section 13(a) of the act
of April 14, 1972 (P.L.233, No.64), known as The Controlled
Subst ance, Drug, Device and Cosnetic Act, not including the
of fense described in clause (31) of section 13(a).

(5) Any offense set forth under the act of Novenber 15,
1972 (P.L.1227, No.272).

(6) Any conspiracy to commt any of the offenses set
forth in this section.

[(b) Exception.--Wenever the interception of wre,
el ectronic or oral comrunication is to be nmade by an
i nvestigative officer enployed by the Pennsylvania Crine
Commi ssion, the application for the authorizing order shall be
made by the Attorney CGeneral or, during the absence or
i ncapacity of the Attorney General, a deputy attorney general
designated in witing by the Attorney General.]

§ 5709. Application for order.

Each application for an order of authorization to intercept a
wire, electronic or oral comunication shall be nmade in witing
upon the personal oath or affirmation of the Attorney Ceneral or
a district attorney of the county wherein the interception is to
be made and shall contain all of the foll ow ng:

* x *

(3) A sworn statenent by the investigative or |aw
enforcenent officer who has know edge of relevant information
justifying the application, which shall include:

(i) The identity of the particular person, if known,
commtting the of fense and whose comuni cations are to be

i nt ercept ed.

(ii) The details as to the particul ar offense that

has been, is being, or is about to be conmtted.

19960H2362B3370 - 14 -
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§ 5710.
(a)

(iti1) The particular type of comunication to be
i nt ercept ed.

(iv) [Al Except as provided in section 5712(h)

(relating to issuance of order and effect), a show ng

that there is probable cause to believe that such
conmuni cation will be comuni cated on the wire

comuni cation facility involved or at the particul ar

pl ace where the oral comrunication is to be intercepted.

(v) [The] Except as provided in section 5712(h), the

character and |ocation of the particular wire
communi cation facility involved or the particular place
where the oral conmunication is to be intercepted.

(vi) A statement of the period of time for which the
interception is required to be maintained, and, if the
character of the investigation is such that the
aut hori zation for interception should not automatically
term nate when the described type of comruni cation has
been first obtained, a particular statenment of facts
establ i shing probabl e cause to believe that additional
comuni cations of the same type will occur thereafter

(vii) A particular statenent of facts show ng that
ot her normal investigative procedures with respect to the
of fense have been tried and have failed, or reasonably
appear to be unlikely to succeed if tried or are too
dangerous to enpl oy.

* %
Grounds for entry of order.

Appl i cation. --Upon consideration of an application, the

judge may enter an ex parte order, as requested or as nodifi ed,

30 authorizing the interception of wire, electronic or oral

19960H2362B3370 - 15 -
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comuni cati ons anywhere within the Cormonweal th, if the judge
determ nes on the basis of the facts submtted by the applicant
that there is probable cause for belief that all the follow ng

condi ti ons exi st:

* * %

(4) except as provided in section 5712(h) (relating to

i ssuance of order and effect), the facility fromwhich, or

the place where, the wire, electronic or oral comrunications
are to be intercepted, is, has been, or is about to be used,

in connection with the comm ssion of such offense, or is

| eased to, listed in the nane of, or commonly used by, such
per son;
* * %

§ 5711. Privileged comuni cati ons.

No ot herw se privileged conmuni cation intercepted in
accordance with, or in violation of, the provisions of this
[chapter] subchapter shall lose its privileged character.

Section 5. Section 5712(e), (f) and (g) of Title 18 are
anended and the section is anmended by adding a subsection to
read:

§ 5712. Issuance of order and effect.

* x *

(e) Final report.--Wenever an interception is authorized
pursuant to this section, a conplete witten |list of names of
partici pants and evi dence of offenses discovered, including

those not stated in the application for order, shall be filed

with the court [at the tinme] as soon as practicable after the

authorized interception is term nated.
(f) Assistance.--An order authorizing the interception of a

wire, electronic or oral communication shall, upon request of

19960H2362B3370 - 16 -
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the applicant, direct that a provider of electronic

comuni cation service shall furnish the applicant forthwith al
information, facilities and technical assistance necessary to
acconplish the interception unobtrusively and with a m ni mum of
interference with the services that such service provider is

af fording the person whose communi cations are to be intercepted.
The obligation of a provider of electronic conmunication service
under such an order nmay include, but is not limted to,

installation of a pen reqgister and trap and trace devi ce,

i nterception. Any provider of electronic comunication service
furni shing such facilities or technical assistance shall be
conpensated therefor by the applicant for reasonabl e expenses
incurred in providing the facilities or assistance. The service
provi der shall be immune fromcivil and crimnal liability for
any assistance rendered to the applicant pursuant to this

secti on.

(g) Entry by law enforcenent officers.--An order authorizing
the interception of a wire, electronic or oral comunication
shall, if requested, authorize the entry of prem ses or
facilities specified in subsection (a)(3), or prem ses necessary
to obtain access to the prem ses or facilities specified in
subsection (a)(3), by the |l aw enforcenent officers specified in
subsection (a)(1l), as often as necessary solely for the purposes
of installing, maintaining or renoving an el ectronic, nechani cal
or other device or devices provided that such entry is
reasonably necessary to acconplish the purposes of this
[chapter] subchapter and provided that the judge who issues the

order shall be notified of the time and nethod of each such

entry prior to entry if practical and, in any case, within 48
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hours of entry.

(h) Roving wiretaps.--The requirenments of subsection (a)(3)

relating to the specification of the facilities from which, or

the pl ace where, the conmuni cation is to be intercepted do not

apply if:

(1) In the case of an application with respect to the

i ntercepti on of an oral conmnuni cati on:

(i) the application contains a full and conpl ete

statenent as to why such specification is not practica

and identifies the person conmtting the offense and

whose conmuni cations are to be i ntercepted; and

(ii) the judge finds that such specification is not

(2) In the case of an application with respect to a wire

or el ectroni c comuni cati on:

(i) the application identifies the person believed

to be commtting the of fense and whose conmuni cati ons are

to be intercepted and the applicant nakes a showi ng of a

pur pose, on the part of that person, to thwart

i nterception by changing facilities; and

(ii) the judge finds that such purpose has been

adequat el y shown.

Section 6. Sections 5713(a), 5713.1(b) and (c), 5714(a),
5715, 5717, 5718, 5719 and 5720 of Title 18 are anended to read:
§ 5713. Enmergency situations.

(a) Application.--Wenever, upon informal application by the
Attorney Ceneral or a designated deputy attorney general
authorized in witing by the Attorney General or a district
attorney or an assistant district attorney authorized in witing

by the district attorney of a county wherein the interception is
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to be nmade, a judge determ nes there are grounds upon which an
order could be issued pursuant to this chapter, and that an
energency situation exists with respect to the investigation of
an of fense designated in section 5708 (relating to order
authorizing interception of wire, electronic or oral

communi cations), and involving conspiratorial activities
characteristic of organized crinme or a substantial danger to
life or linmb, dictating authorization for imedi ate interception
of wire, electronic or oral comrunications before an application
for an order could with due diligence be submtted to himand
acted upon, the judge may grant oral approval for such

i nterception wthout an order, conditioned upon the filing with
him wthin 48 hours thereafter, of an application for an order
which, if granted, shall recite the oral approval and be
retroactive to the time of such oral approval. Such interception
shall imediately term nate when the comruni cation sought is
obt ai ned or when the application for an order is denied,

whi chever is earlier. In the event no application for an order
is made, the content of any wire, electronic or oral

comuni cation intercepted shall be treated as havi ng been

obtained in violation of this [chapter] subchapter.

* * %

§ 5713.1. Emergency hostage and barricade situations.

* %k

(b) Procedure.--A supervising | aw enforcenent officer who
reasonably determ nes that an energency situation exists that
requires a wire or oral comunication to be intercepted before
an order authorizing such interception can, with due diligence,
be obtai ned, and who determ nes that there are grounds upon

whi ch an order could be entered under this chapter to authorize
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such interception, may intercept such wire or ora
comuni cation. An application for an order approving the
i nterception nust be made by the supervising | aw enforcenent
of ficer in accordance with section 5709 (relating to application
for order) within 48 hours after the interception has occurred
or begins to occur. Interceptions pursuant to this section shal
be conducted in accordance with the procedures of this [chapter]
subchapter. Upon request of the supervising | aw enforcenent
of ficer who determ nes to authorize interceptions of wire
comuni cations under this section, a provider of electronic
comuni cation service shall provide assistance and be
conpensated therefor as provided in section 5712(f) (relating to
i ssuance of order and effect). In the absence of an order, such
interception shall inmediately term nate when the situation
giving rise to the hostage or barricade situation ends or when
the application for the order is denied, whichever is earlier.
In the event such application for approval is denied or in any
ot her case where the interception is term nated w thout an order
havi ng been issued, the contents of any wire or oral
comuni cation intercepted shall be treated as havi ng been
obtained in violation of this [chapter] subchapter, and an
inventory shall be served as provided in section 5716 (relating
to service of inventory and inspection of intercepted
communi cations). Thereafter, the supervising | aw enforcenent
of ficer shall follow the procedures set forth in section 5713(b)
(relating to energency situations).

(c) Defense.--A good faith reliance on the provisions of
this section shall be a conplete defense to any civil or
crimnal action brought under this [chapter] subchapter or any

ot her statute against any |aw enforcenent officer or agency
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conducting any interceptions pursuant to this section as well as
a provider of electronic conmunication service who is required
to provide assistance in conducting such interceptions upon
request of a supervising | aw enforcenent officer.

* %

§ 5714. Recording of intercepted comuni cati ons.

(a) Recording and nonitoring.--Any wire, electronic or oral
comuni cation intercepted in accordance with this [chapter]
subchapter shall, if practicable, be recorded by tape or other
conpar abl e met hod. The recording shall be done in such a way as
will protect it fromediting or other alteration. Wenever an
interception is being nonitored, the nonitor shall be an
i nvestigative or |aw enforcenent officer certified under section
5724 (relating to training), and where practicable, keep a
signed, witten record which shall include the foll ow ng:

(1) The date and hours of surveillance.

(2) The time and duration of each intercepted
conmuni cat i on.

(3) The participant, if known, in each intercepted
conversati on.

(4) A sunmary of the content of each intercepted
conmuni cat i on.

* %k
§ 5715. Sealing of applications, orders and supporting papers.

Applications nmade, final reports, and orders granted pursuant
to this [chapter] subchapter and supporting papers and nonitor's
records shall be sealed by the court and shall be held in
custody as the court shall direct and shall not be destroyed

except on order of the court and in any event shall be kept for

ten years. They may be di sclosed only upon a showi ng of good
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cause before a court of conpetent jurisdiction except that any

i nvestigative or |aw enforcenent officer may disclose such
applications, orders and supporting papers and nonitor's records
to investigative or |aw enforcenent officers of this or another
state, any of its political subdivisions, or of the United
States to the extent that such disclosure is appropriate to the
proper performance of the official duties of the officer naking
or receiving the disclosure. In addition to any renedi es and
penal ties provided by this [chapter] subchapter, any violation
of the provisions of this section may be puni shed as contenpt of

the court.

8§ 5717. [Disclosure] Investigative disclosure or use of

contents of wire, electronic or oral conmunications
or derivative evidence.

(a) [lnvestigative activities.--]Law enforcenent

personnel . --Any investigative or |aw enforcenent officer who,

[ by any nmeans authorized by this chapter,] under subsection b} <—

oe—f{ey (A1), (A2 OR (B), has obtained knowl edge of the <—

contents of any wire, electronic or oral conmunication, or

evi dence derived therefrom or who has otherw se obtai ned such

know edge in good faith reliance on the provisions of this

i nvestigative or |law enforcenment officer[, including another

i nvestigative or |aw enforcenent officer of another state or
political subdivision thereof, or make use of such contents or
evi dence] to the extent that such disclosure [or use] is
appropriate to the proper performance of the official duties of
the officer making or receiving the disclosure.

(a.1) Use of information.--Any investigative or | aw

enforcenent officer who, by any nmeans authorized by this
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subchapt er, has obtai ned know edge of the contents of any wre,

el ectronic or oral conmuni cati on or evi dence derived therefrom

may use such contents or evidence to the extent such use is

appropriate to the proper performance of his official duties.

(a.2) Cuvilians.--Any person other than an i nvesti gati ve or

| aw enforcenent officer who as a party to the conmmuni cati on has

obt ai ned know edge of the contents of any wire, electronic or

oral conmmuni cati on, or evidence derived therefrom nay di scl ose

such contents or evidence to an i nvestigative or | aw enforcenent

officer.

(b) [Evidence.--] O herw se authorized personnel.--Any

person who [by any nmeans aut horized by this chapter,] in good

faith reliance on the | aws of another state or the Federal

Gover nnent, has obt ai ned know edge of the contents of any wre,

el ectronic or oral communication, or evidence derived therefrom
may di scl ose such contents or evidence to an investigative or
| aw enforcenent officer [and may disclose such contents or <—

evi dence while giving testinony under oath or affirmation in any

crim nal fproceedi ngl—guast—erimnal—professional—diseiptiprary <—

dealng—inproceeds—of unlawful—activities)y; in any court of

this Commonweal th or of another state or of the United States or

before any state or Federal grand jury or investigating grand

jury]. <—
[(c) Oherw se authorized personnel.--Any person who, by any

means aut horized by the | aws of another state or the Federal

Gover nment, has obtai ned know edge of the contents of any wre,

el ectronic or oral communication, or evidence derived therefrom

may di scl ose such contents or evidence to an investigative or
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| aw enforcenent officer and may di scl ose such contents or

evi dence where ot herw se adni ssible while giving testinmony under
oath or affirmation in any proceeding in any court of this
Comonweal t h. ]

(D) __LIMTATION ON CERTAI N | NTERCEPTI ONS. - - ANY _AUDI O

COVMUNI CATI ONS RECORDED UNDER SECTI ON 5704(14) (RELATING TO

EXCEPTI ONS TO PROHI BI TI ON OF | NTERCEPTI ON AND DI SCLOSURE OF

COVMUNI CATI ONS) _AND ANY EVI DENCE DERI VED THEREFROM SHALL BE

ADM SSI BLE ONLY VWHEN G VI NG TESTI MONY_UNDER OATH OR AFFI RVATI ON

I N ANY PROCEEDI NG N ANY COURT OF TH S COMVONVEALTH ON MATTERS

RELATI NG TO ALLEGED M SCONDUCT BY ANY_ | NDI VI DUAL _RECORDED ON THE

AUDI O RECORDI NG,

(E) LIMTATION ON GOOD FAI TH EXCEPTION. --NOTHING IN TH' S

SECTI ON SHALL BE CONSTRUED TO PERM T ANY CONDUCT I N VI OLATI ON OF

THE CONSTI TUTI ON OF THE UNI TED STATES OR OF THE CONSTI TUTI ON OF

PENNSYLVANI A.

§ 5718. Interception of comrunications relating to other
of f enses.

When an investigative or |aw enforcenent officer, while
engaged in court authorized interceptions of wire, electronic or
oral conmuni cations in the nmanner authorized herein, intercepts
wire, electronic or oral comunications relating to of fenses
ot her than those specified in the order of authorization, the
contents thereof, and evidence derived therefrom may be
di scl osed or used as provided in section 5717(a) (relating to
di scl osure or use of contents of wire, electronic or oral
communi cations or derivative evidence). Such contents and
evi dence may be disclosed in testinony under oath or affirnmation
in any crimnal proceeding in any court of this Commonweal th or

of another state or of the United States or before any state or
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Federal grand jury when authorized by a judge who finds on

subsequent application that the contents were otherw se

intercepted in accordance with the provisions of this [chapter]

subchapter. Such application shall be made as soon as

practicabl e.

8§ 5719. Unlawful use or disclosure of existence of order
concerning intercepted conmuni cation.

Except as specifically authorized pursuant to this [chapter]
exi stence of an order authorizing interception of a wre,
el ectronic or oral comrunication is guilty of a m sdenmeanor of
t he second degr ee.

8§ 5720. Service of copy of order and application before
di scl osure of intercepted comunication in trial,
heari ng or proceeding.

The contents of any wire, electronic or oral comunication
intercepted in accordance with the provisions of this [chapter]
subchapter, or evidence derived therefrom shall not be
disclosed in any trial, hearing, or other adversary proceedi ng
before any court of the Commonweal th unl ess, not |ess than ten
days before the trial, hearing or proceeding the parties to the
action have been served with a copy of the order, the
acconpanyi ng application and the final report under which the
i nterception was authorized or, in the case of an interception
under section 5704 (relating to exceptions to prohibition of
i nterception and di scl osure of conmuni cations), notice of the
fact and nature of the interception. The service of inventory,
order, application, and final report required by this section

may be waived by the court only where it finds that the service

is not feasible and that the parties will not be prejudiced by
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1 the failure to make the service.

2 Section 7. Section 5721 of Title 18 is repeal ed.

3 Section 8. Title 18 is anended by adding a section to read:

4 8§ 5721.1. Evidentiary disclosure of contents of intercepted

5 conmuni cation or derivative evidence.

6 (a) Disclosure in evidence generally.--

7 (1) Except as provided in paragraph (2), no person_shal

8 di sclose the contents of any wire, electronic or oral

9 conmuni cation, or evidence derived therefrom in any

10 proceeding in any court, board or agency of this

11 Conmonweal t h.

12 (2) Any ihvestigative ortaw enforcenentofficer PERSON <
13 who has obtai ned know edge of the contents of any wre,

14 el ectronic or oral conmunication, or evidence derived

15 therefrom which is properly subject to disclosure under

16 section 547 a)y 5717 (relating to investigative disclosure or <—
17 use of contents of wire, electronic or oral conmnunications or

18 derivative evidence), may al so disclose such contents or

19 evidence in any matter relating to any crimnal, quasi-

20 crimnal, forfeiture, admnistrative enforcenent or

21 prof essional disciplinary proceedings in any court, board or

22 agency of this Commonwealth or of another state or of the

23 United States or before any state or Federal grand jury or

24 i nvestigating grand jury. Once such disclosure has been nade

25 by—an-investigative orlaw enforecenent—officer, then any <—
26 person nmay disclose sueh THE contents or evidence in any such <—
27 pr oceedi ng.

28 (3) Notw thstanding the provisions of paragraph (2), no

29 di sclosure in _any such proceeding shall be made so I ong as

30 any order excluding such contents or evidence pursuant to the
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provi si ons of subsection (b) is in effect.

(b) Motion to exclude.--Any aggri eved person who is a party

to any proceeding in any court, board or agency of this

Commpnweal th may nove to exclude the contents of any wire,

el ectronic or oral conmuni cation, or evidence derived therefrom

on any of the foll ow ng grounds:

(1) Unless intercepted in good faith reliance upon an

exception set forth in section 5704 (relating to excepti ons

to prohibition of interception and di scl osure of

communi cations), the intercepti on was nade w t hout prior

procurenent of an order of authorizati on under section 5712

(relating to i ssuance of order and effect) or an order of

approval under section 5713(a) (relating to energency

situations) or 5713.1(b) (relating to energency hostage and

barri cade situations).

(2) The order of authorization i ssued under section 5712

or the order of approval issued under section 5713(a) or

5713.1(b) was not supported by probable cause with respect to

the matters set forth in section 5710(a)(1) and (2) (rel ating

to grounds for entry of order).

(3) The order of authorization i ssued under section 5712

is materially insufficient on its face and the interception

was not nmade in good faith reliance on the order.

(4) The interception nmaterially deviated fromthe

requi renents of the order of authorizati on and was not nade

in good faith.

(5) W<th respect to interceptions pursuant to secti on

5704(2), the consent to the intercepti on was coerced by the

Commpnweal t h.

(6) Wiere required pursuant to section 5704(2)(iii), the
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i ntercepti on was made w thout prior procurenent of a court

order, or w thout probabl e cause.

(c) Procedure.--

(1) The notion shall be nade in accordance with the

applicable rul es of procedure governi ng such proceedi ngs. The

court, board or agency, upon the filing of such notion, shal

make available to the novant or his counsel the intercepted

conmuni cati on and evi dence derived therefrom

(2) In considering a notion to exclude under subsecti on

(bY(2), both the witten applicati on under section 5710(a)

and all matters that were presented to the judge under

section 5710(b) shall be adm ssi bl e.

(3) The npvant shall bear the burden of proving by a

pr eponder ance of the evidence the grounds for excl usion

asserted under subsection (b)(3) and (4), provided, however,

that the respondent shall have the burden of denonstrating

the Commonwealth's good faith by a preponderance of the

evi dence.

(4) Wth respect to exclusion clainms under subsecti on

(bY(1), (2) and (5), the respondent shall bear the burden of

proof by a preponderance of the evi dence.

(5) Wth respect to exclusion clainms under subsecti on

(bY(6), the novant shall have the initial burden of

denonstrati ng by a preponderance of the evidence that the

i nterception took place in his hone. Once he neets this

burden, the burden shall shift to the respondent to

denonstrate by a preponderance of the evidence that the

i ntercepti on was in accordance with section 5704(2)(iii).

(6) Evidence shall not be deened to have been deri ved

from conmmuni cati ons excl udabl e under subsection (b) if the
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respondent can denonstrate by a preponderance of the evidence

that the Commonweal th or the respondent had a basis

i ndependent of the excluded conmuni cati on for di scovering

such evi dence, or that such evi dence woul d have been

i nevitably di scovered by the Conmmonweal th or the respondent

absent the excluded conmuni cati on.

(d) Appeal.--In addition to any other right of appeal, the

Commpnweal th shall have the right to appeal from an order

granting a notion to exclude if the official to whomthe order

authori zing the intercept was granted shall certify to the court

that the appeal is not taken for purposes of delay. The appeal

shall be taken in accordance with the provisions of Title 42

(relating to judiciary and judicial procedure).

(e) Exclusiveness of renedi es and sancti ons. - - Except as

provided in this section, no exclusion renedy shall exist or be

created for violations of this chapter

Section 9. Sections 5722, 5723, 5724, 5725, 5726, 5743(d)
and (e), 5744(b), 5747(d), 5771, 5772(a), 5773(a), 5774, 5775
headi ng, and 5781 of Title 18 are anended to read:

§ 5722. Report by issuing or denying judge.

Wthin 30 days after the expiration of an order or an
extension or renewal thereof entered under this [chapter]
subchapter or the denial of an order confirm ng verbal approval
of interception, the issuing or denying judge shall nake a
report to the Adm nistrative Ofice of Pennsylvania Courts
stating the foll ow ng:

(1) That an order, extension or renewal was applied for.
(2) The kind of order applied for.

(3) That the order was granted as applied for, was

nmodi fi ed, or was deni ed.
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(4) The period of the interceptions authorized by the
order, and the nunber and duration of any extensions or
renewal s of the order.

(5) The offense specified in the order, or extension or
renewal of an order.

(6) The nane and official identity of the person making
the application and of the investigative or |aw enforcenent
of ficer and agency for whomit was made.

(7) The character of the facilities fromwhich or the
pl ace where the conmunicati ons were to be intercepted.

8§ 5723. Annual reports and records of Attorney Ceneral and
di strict attorneys.

(a) Judges.--In addition to reports required to be made by
applicants pursuant to Title 18 U S.C. 8§ 2519, all judges who
have i ssued orders pursuant to this title shall nake annual
reports on the operation of this [chapter] subchapter to the
Adm nistrative Ofice of Pennsylvania Courts. The reports by the
j udges shall contain the follow ng information:

(1) The nunber of applications made.

(2) The nunber of orders issued.

(3) The effective periods of such orders.

(4) The nunber and duration of any renewal s thereof.

(5) The crinmes in connection with which the orders were
sought .

(6) The nanmes and official identity of the applicants.

(7) Such other and further particulars as the
Adm nistrative Ofice of Pennsylvania Courts may require.

(b) Attorney Ceneral.--1n addition to reports required to be
made by applicants pursuant to Title 18 U . S.C. 8§ 2519, the

Attorney Ceneral shall make annual reports on the operation of
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this [chapter] subchapter to the Admi nistrative Ofice of
Pennsyl vania Courts and to the Judiciary Commttees of the

Senate and House of Representatives. The reports by the Attorney
General shall contain the same information which nust be

reported pursuant to 18 U.S.C. § 2519(2).

(c) District attorneys.--Each district attorney shal
annual ly provide to the Attorney General all of the foregoing
information with respect to all applications authorized by that
district attorney on fornms prescribed by the Attorney General.

(d) Oher reports.--The Chief Justice of the Suprene Court
and the Attorney Ceneral shall annually report to the Governor
and the CGeneral Assenbly on such aspects of the operation of
this [chapter] subchapter as they deem appropriate and make any
recommendati ons they feel desirable as to | egislative changes or
i nprovenents to effectuate the purposes of this [chapter]
subchapter and to assure and protect individual rights.

§ 5724. Training.

The Attorney Ceneral and the Commi ssioner of the Pennsylvania
State Police shall establish a course of training in the |ega
and techni cal aspects of w retapping and el ectronic surveillance
as allowed or permtted by this fchapter}l—subehapter , shall <—
establish such regulations as they find necessary and proper for
such training program and shall establish mninum standards for
certification and periodic recertification of Commobnweal th
investigative or |aw enforcenent officers as eligible to conduct
Wi retapping or electronic surveillance under this chapter. The
Pennsyl vania State Police shall charge each investigative or |aw
enforcenment officer who enrolls in this training program a

reasonabl e enrollment fee to offset the costs of such training.

§ 5725. Civil action for unlawful interception, disclosure or
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use of wire, electronic or oral comunication.

(a) Cause of action.--Any person whose wire, electronic or
oral communication is intercepted, disclosed or used in
violation of this [chapter] subchapter shall have a civil cause
of action agai nst any person who intercepts, discloses or uses
or procures any other person to intercept, disclose or use, such
comuni cation; and shall be entitled to recover fromany such
per son:

(1) Actual damages, but not |ess than |iquidated damages
conputed at the rate of $100 a day for each day of violation,
or $1, 000, whichever is higher.

(2) Punitive danages.

(3) A reasonable attorney's fee and other litigation
costs reasonably incurred.

(b) Waiver of sovereign imunity.--To the extent that the
Commonweal th and any of its officers, officials or enployees
woul d be shielded fromliability under this section by the
doctrine of sovereign immnity, such inmunity is hereby wai ved
for the purposes of this section.

(c) Defense.--1t is a defense to an action brought pursuant
to subsection (a) that the actor acted in good faith reliance on
a court order or the provisions of this [chapter] subchapter.

8§ 5726. Action for renoval fromoffice or enploynent.

(a) Cause of action.--Any aggrieved person shall have the
right to bring an action in Commonweal th Court agai nst any
i nvestigative or |aw enforcenment officer, public official or
publ i c enpl oyee seeking the officer's, official's or enployee's
removal fromoffice or enploynent on the grounds that the

officer, official or enployee has intentionally violated the

provi sions of this [chapter] subchapter. If the court shal
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concl ude that such officer, official or enployee has in fact
intentionally violated the provisions of this [chapter]
subchapter, the court shall order the dism ssal or renoval from
office of said officer, official or enployee.

(b) Defense.--1t is a defense to an action brought pursuant
to subsection (a) that the actor acted in good faith reliance on
a court order or the provisions of this [chapter] subchapter.

8§ 5743. Requirenents for governnental access.

* %

(d) Requirenents for court order.--A court order for
di scl osure under subsection (b) or (c) shall be issued only if
the investigative or |aw enforcenent officer shows that there

[Is reason to believe] are specific and articul able facts

showi ng that there are reasonable grounds to believe that the

contents of a wire or electronic conmuni cation, or the records

or other information sought, are relevant and material to [a

legitimate investigative or |aw enforcenent inquiry] an_ongoi ng

crimnal investigation. A court issuing an order pursuant to

this section, on a notion nade pronptly by the service provider,

may quash or nodify the order if the information or records

requested are unusually volum nous in nature or conpliance with

the order would ot herwi se cause an undue burden on the provider.
(e) No cause of action against a provider disclosing

i nformati on under this [chapter] subchapter.--No cause of action

shall |ie against any provider of wire or electronic

communi cation service, its officers, enployees, agents or other

speci fied persons for providing information, facilities or

assi stance in accordance with the terns of a court order,

warrant, subpoena or certification under this [chapter]
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1 § 5744. Backup preservation.

2 * %

3 (b) Custoner chall enges. - -

4 (1) Wthin 14 days after notice by the investigative or
5 | aw enforcenent officer to the subscriber or custonmer under
6 subsection (a)(2), the subscriber or custonmer may file a

7 notion to quash the subpoena or vacate the court order,

8 copies to be served upon the officer and witten notice of

9 the challenge to be given to the service provider. A notion
10 to vacate a court order shall be filed in the court which

11 i ssued the order. A notion to quash a subpoena shall be filed
12 in the court which has authority to enforce the subpoena. The
13 notion or application shall contain an affidavit or sworn

14 st at enent :

15 (i) stating that the applicant is a custoner of or
16 subscriber to the service fromwhich the contents of

17 el ectroni ¢ communi cati ons mai ntai ned for the applicant
18 have been sought; and

19 (ii) containing the applicant's reasons for
20 believing that the records sought are not relevant to a
21 legitimate investigative or |aw enforcenment inquiry or
22 that there has not been substantial conpliance with the
23 provi sions of this subchapter in some other respect.
24 (2) Service shall be nade under this section upon the
25 i nvestigative or |aw enforcenent officer by delivering or
26 mai ling by registered or certified mail a copy of the papers
27 to the person, office or departnment specified in the notice
28 whi ch the custoner has received pursuant to this [chapter]
29 subchapter. For the purposes of this section, the term
30 "delivery" has the neaning given that termin the
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Pennsyl vani a Rul es of Civil Procedure.

(3) If the court finds that the custoner has conplied
wi th paragraphs (1) and (2), the court shall order the
investigative or |law enforcenent officer to file a sworn
response, which may be filed in canera if the investigative
or |aw enforcenent officer includes in its response the
reasons which make in canmera review appropriate. If the court
is unable to deternmine the notion or application on the basis
of the parties' initial allegations and responses, the court
may conduct such additional proceedings as it deens
appropriate. Al such proceedings shall be conpleted and the
notion or application decided as soon as practicable after
the filing of the officer's response.

(4) If the court finds that the applicant is not the
subscri ber or custoner for whomthe communi cati ons sought by
the investigative or |aw enforcenent officer are maintained,
or that there is reason to believe that the investigative or
| aw enforcenent inquiry is legitimate and that the
comuni cati ons sought are relevant to that inquiry, it shal
deny the notion or application and order the process
enforced. If the court finds that the applicant is the
subscri ber or custoner for whomthe communi cati ons sought by
t he governnental entity are maintained, and that there is not
reason to believe that the conmunications sought are rel evant
to alegitimte investigative or |law enforcenent inquiry, or
that there has not been substantial conpliance with the
provi sions of this [chapter] subchapter, it shall order the
process quashed.

(5) A court order denying a notion or application under

this section shall not be deened a final order, and no
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interlocutory appeal may be taken therefrom The Commonweal t h
or investigative or |aw enforcenent officer shall have the
right to appeal froman order granting a notion or
application under this section.

§ 5747. Civil action.
* %
(d) Defense.--A good faith reliance on:

(1) a court warrant or order, a grand jury subpoena, a
| egi sl ative authorization or a statutory authori zati on;

(2) a request of an investigative or |aw enforcenent
of fi cer under section 5713 (relating to energency
situations); or

(3) a good faith determ nation that section 5704(10)
(relating to exceptions to prohibitions of interception and
di scl osure of conmuni cations) permtted the conduct
conpl ai ned of;

is a conplete defense to any civil or crimnal action brought

under this [chapter] subchapter or any other |aw.

* * %

8§ 5771. Ceneral prohibition of pen register and trap and trace
devi ce use; exception.

(a) GCeneral rule.--Except as provided in this section, no
person may install or use a pen register or a trap and trace
device without first obtaining a court order under section 5773
(relating to issuance of an order for a pen register or a trap
and trace device).

(b) Exception.--The prohibition of subsection (a) does not
apply with respect to the use of a pen register or a trap and
trace device by a provider of electronic or wire comuni cation

servi ce:
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(1) relating to the operation, maintenance and testing
of a wre or electronic comunication service or to the
protection of the rights or property of the provider, or to
the protection of users of the service from abuse of service
or unlawful use of service; [or]

(2) to record the fact that a wire or electronic
comuni cation was initiated or conpleted in order to protect
t he provider, another provider furnishing service toward the
conpl etion of the wire conmunication or a user of the service
from fraudul ent, unlawful or abusive use of service[, or]; or

(3) wth the consent of the user of the service.

(b.1) Limtation.--A governnent agency authorized to instal

and use a pen reqi ster under this chapter shall use technol ogy

reasonably available to it that restricts the recordi ng or

decodi ng of electronic or other inpulses to the dialing and

signaling information utilized in call processing.

(c) Penalty.--Woever intentionally and know ngly viol ates
subsection (a) is guilty of a m sdenmeanor of the third degree.
8§ 5772. Application for an order for pen registers and trap and

trace devi ces.

(a) Application.--The Attorney Ceneral or a deputy attorney
general designated in witing by the Attorney Ceneral or a
district attorney or an assistant district attorney designated
inwiting by the district attorney may nake application for an
order or an extension of an order under section 5773 (relating
to i ssuance of an order for a pen register or a trap and trace
devi ce) authorizing or approving the installation and use of a
pen register or a trap and trace device under this [chapter]

subchapter, in witing, under oath or equivalent affirmation, to

a court of common pleas[.] or to any Superior Court judge when
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an application for an order authorizing interception of wire or

el ectronic communi cations is made for the tel ephone line to

which the device is to be attached.

* %
8§ 5773. Issuance of an order for a pen register or a trap and
trace devi ce.
(a) In general.--Upon an application nade under section 5772

(relating to application for an order for pen registers and trap
and trace devices), the court [of common pleas] shall enter an
ex parte order authorizing the installation and use of a pen
register or a trap and trace device within the jurisdiction of
the court if the court finds that there is probable cause to
believe that information relevant to an ongoi ng crimn nal

investigation will be obtained by such installation and use on

the tel ephone Iine to which the pen register or the trap and

trace device is to be attached.

* * %

8§ 5774. Assistance in installation and use of pen registers or
trap and trace devi ces.

(a) Pen registers.--Upon the request of an applicant under
this subchapter, a provider of wire or electronic conmunication
service, landlord, custodian or other person shall forthwth
provide all information, facilities and technical assistance
necessary to acconplish the installation of the pen register
unobtrusively and with a mninmumof interference with the
services that the person so ordered by the court accords the
party with respect to whomthe installation and use is to take
pl ace, if assistance is directed by a court order as provided in
section 5773(b)(2) (relating to issuance of an order for a pen

register or a trap and trace device).
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(b) Trap and trace device.--Upon the request of an applicant
under this subchapter, a provider of a wire or electronic
comuni cation service, |andlord, custodian or other person shal
install the device forthwith on the appropriate |line and shal
furnish all additional information, facilities and technical
assi stance, including installation and operation of the device
unobtrusively and with a m ninmumof interference with the
services that the person so ordered by the court accords the
party with respect to whomthe installation and use is to take
place, if installation and assistance are directed by a court
order as provided in section 5773. Unless otherw se ordered by
the court, the results of the trap and trace device shall be
furnished to the applicant designated in the court order at
reasonabl e intervals during regular business hours for the

durati on of the order.

(c) Conpensation.--A provider of wire or _electronic

comuni cation service, |andlord, custodian or other person who
furnishes facilities or technical assistance pursuant to this
section shall be reasonably conpensated for reasonabl e expenses
incurred in providing the facilities and assi stance.

(d) No cause of action against a provider disclosing
i nformati on under this [chapter] subchapter.--No cause of action
shall lie in any court against any provider of a wire or
el ectronic communi cation service, its officers, enployees,
agents or other specified persons for providing information,
facilities or assistance in accordance with the ternms of a court
order under this subchapter.

(e) Defense.--A good faith reliance on a court order or a

statutory authorization is a conplete defense against any civil

or crimnal action brought under this subchapter or any other
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§ 5775. Reports concerning pen registers and trap and trace

devi ces.

* * %

§ 5781. Expiration of chapter.
Thi s chapter expires Decenber 31, [1994] 2004, unless
ext ended by statute.

SECTI ON 10. SECTION 4524 OF TITLE 75 IS AMENDED BY ADDING A <—

© o0 N oo o A~ wWw N P

SUBSECTI ON TO READ:

10 8§ 4524. W NDSHI ELD OBSTRUCTI ONS AND W PERS

11 * x *

12 (F) EXCEPTION FOR VI DEO EQUI PVENT I N POLI CE OR SHERI FF

13 VEH CLES. --TH S SECTI ON DOES NOT PREVENT THE | NSTALLATI ON OR USE

14 OF VI DEO RECORDI NG OR PROJECTI ON EQUI PMENT, THAT HAS BEEN

15 APPROVED BY THE DEPARTMENT, UPON THE W NDSHI ELD OR ANY W NDOW OF

16 A POLICE OR SHERI FF VEH CLE USED EXCLUSI VELY FOR OFFI Cl AL

17 PURPGSES.

18 Section 46 11. This act shall take effect imediately. <—
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