SENATE ANVENDED
PRI OR PRI NTER S NOS. 291, 987 PRINTER S NO. 2003

THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE BILL
No. 2958 5

| NTRODUCED BY RAPPAPORT, SPENCER, SWEET, BLAUM F. E. TAYLOR
KGSI NSKI', HAGARTY, PICCOLA, L. E. SM TH AND VROON,
FEBRUARY 16, 1983

AS AVENDED ON SECOND CONSI DERATI ON, | N SENATE, OCTOBER 18, 1983

AN ACT
Arending Title 18 (Crinmes and O fenses) of the Pennsylvani a
Consol idated Statutes, providing for conputer-related
of f enses.
The General Assenbly of the Conmonweal th of Pennsyl vani a
her eby enacts as foll ows:
Section 1. Title 18 of the Pennsyl vania Consol i dat ed

Statutes is anmended by adding a section to read:

8§ 3933. Unl awf ul use of conputer.
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(a) Ofense defined.--A person commts an offense if he:

(1) accesses, alters, danmges or destroys any conputer,

conput er system conputer network, conputer software,

conputer program or data base or any part thereof, with the

intent to interrupt the nornmal functioning of an organi zati on

or to devise or execute any schene or artifice to defraud or

decei ve, or control property or services by neans of fal se or

fraudul ent pretenses, representati ons or prom ses; or

(2) intentionally and wi thout authorizati on accesses,
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alters, danmages or destroys any conputer, conputer systemer, <—
conput er net wor Kk er—any—conputer—software—programor—data <—
base containhed inthe computer—conputer—systemor—conputer

petwork—, COVPUTER SOFTWARE, COVPUTER PROGRAM OR COVPUTER <—

DATA BASE OR ANY PART THERECF.

(b)) G ading.--An offense under subsection (a)(1l) is a fel ony

of the third degree. An offense under subsection (a)(2) is a

m sdeneanor of the first degree.

(c) Definitions.--As used in this section the foll ow ng

wor ds and phrases shall have the neani ngs given to themin this

subsecti on:

"Access." To approach, instruct, conmunicate with, store

data in, retrieve data fromor otherw se nake use of any

resources of a conputer, conputer system or conputer network.

"Conputer." An electronic, magnetic, optical, hydraulic,

organi ¢ or other high speed data processi ng device or system

whi ch perforns logic, arithnetic or nenory functi ons and

i ncludes all input, output, processing, storage, software or

communi cation facilities which are connected or related to the

device in a system or networKk.

"Conputer network." The interconnection of two or nore

conputers through the usage of satellite, mcrowave, |line or

ot her conmmuni cati on nedi um

"Conputer program" An ordered set of instructions or

statenents and rel ated data that, when automatically executed in

actual or nodified formin a conputer system causes it to

perform specified functions.

"Conputer software." A set of conputer prograns, procedures

and associ ated docunentati on concerned with the operati on of a

conputer system
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"Conputer system" A set of related, connected or

unconnect ed conput er equi pnent, devi ces and sof t ware.

"Data base." A representation of infornmation, know edge,

facts, concepts or instructions which are bei ng prepared or have

been prepared in a fornmali zed manner and are i ntended for use in

a conputer, conputer system or conputer network.

"Financial instrunent." Includes, but is not limted to, any

check, draft, warrant, noney order, note, certificate of

deposit, letter of credit, bill of exchange, credit or debit

card, transacti on authori zati on nechani sm narketable security

or any conputer systemrepresentati on thereof.

"Property." Includes, but is not limted to, financial

i nstrunents, conputer software and prograns in either nmachi ne or

human readabl e form and anythi ng of val ue, tangible or

i nt angi bl e.

"Services." Includes, but is not limted to, conmputer tine,

data processi ng and storage functions.

Section 2. This act shall take effect in 60 days.
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