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AN ACT

Relating to crimnal history record information; providing for
the protection of individual right to privacy and for the
conpl eteness and accuracy of, the control of dissem nation
of, the establishnment of guidelines for the security of, and
provision for quality control of crimnal history record
information; and providing for the right of individuals to
i nspect, review and chal |l enge the accuracy of such

informati on and the establi shnment of a council to oversee the

adm nistration of this act; and providing penalties for
viol ations of this act.
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Chapter 10. Effective Date and Repeal er

Section 1001. Repealer.

Section 1002. Effective date.

The General Assenbly of the Conmonweal th of Pennsyl vani a
her eby enacts as foll ows:

CHAPTER 1
GENERAL PROVI SI ONS
Section 101. Short title.

This act shall be known and may be cited as the "Cri m nal
Hi story Record Information Act."

Section 102. Definitions.

The foll ow ng words and phrases when used in this act shal
have the neanings given to themin this section, unless the
context clearly indicates otherw se:

"Admi nistration of crimnal justice." The activities
directly concerned with eriwe THE prevention, control or
reducti on OF CRIME, the apprehension, detention, pretrial
rel ease, post-trial release, prosecution, adjudication,
correctional supervision or rehabilitation of accused persons or
crimnal offenders; crimnal identification activities; or the
col l ection, storage dissem nation or usage of crimnal justice
HI STORY RECORD i nf ormati on.

"Audit." The process of review ng conpliance with applicable
Federal and State laws and regulations related to the privacy
and security of crimnal history record informtion

"Central repository.”™ The central |ocation for the
col l ection, conpilation, naintenance and di ssem nati on of
crimnal history record information by the Pennsylvania State
Pol i ce.

"Crimnal history record information." Information collected
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by crimnal justice agencies concerning individuals, consisting
of identifiable descriptions, DATES and notations of arrests,

detentions, indictnments, informations or other formal charges

and any dispositions arising therefrom G-mnal—historyrecord
g . hall—inelude—t hall be Lim |

I _al : i nal_hi . | i nal_hi
record—informati-on—sheets— The term does not include
intelligence information, investigative information or treatnent

i nformation, including nmedical and psychol ogi cal information,

| Lt nelud  ainal | : . . w
rrinal i . ’ I o i | |
petee—blotters— OR | NFORVATI ON AND RECORDS SPECI FI ED I N SECTI ON

104 OF TH S ACT.

"Crimnal justice agency.” Any court, including the mnor
judiciary, with crimnal jurisdiction or any other governnent al
agency, or subunit thereof, created by statute or by the State
or Federal constitutions, specifically authorized to perform as
its principal function the adm nistration of crimnal justice,
and which allocates a substantial portion of its annual budget
to such function. Crimnal justice agencies include, but are not

l[imted to: organized State and rmnunici pal police departnents,

LOCAL DETENTI ON FACI LI TI ES, COUNTY, REGQ ONAL AND STATE

CORRECTI ONAL FACI LI TIES, probation agencies, district or
prosecuting attorneys, parole boards and pardon boards.

D Ft [ on— "DI SPOSI TION. " I nformation
i ndicating that crimnal proceedi ngs have been concl uded,
i ncluding information disclosing that police have el ected not to
refer a matter for prosecution, that a prosecuting authority has

el ected not to comence crimnmnal proceedings or that a grand

19780H2095B3325 - 4 -



1 jury has failed to indict and disclosing the nature of the

2 termnation of the proceedings; or information disclosing that

3 proceedi ngs have been indefinitely postponed and al so di scl osi ng
4 the reason for such postponenent. Dispositions of crimnal

5 proceedings in the Cormonweal th shall include, but not be

6 limted to, acquittal, acquittal by reason of insanity, pretrial
7 probation or diversion, charge dismssed, guilty plea, nolle

8 prosequi, no information filed, nolo contendere plea, convicted,
9 abatenent, discharge under rules 1100—er+6013 of the

10 Pennsylvania Rules of Crimnal Procedure eencerning—pronpt

11 t+ials, denurrer sustained, pardoned, SENTENCE COVMJTED,

12 mstrial -defendant discharged, discharge from probation or

13 parole or correctional supervision. bispesitiens—oef—erimnal

14

15

16

17

18

19
20
21 "Dl SSEM NATI ON. " THE ORAL OR WRI TTEN TRANSM SSI ON OR
22 DI SCLOSURE OF CRIM NAL HI STORY RECORD | NFORVATI ON, | NCLUDI NG THE
23 CONFI RVATI ON OF | TS EXI STENCE OR NONEXI STENCE, TO | NDI VI DUALS OR
24 AGENCI ES OTHER THAN THE CRI M NAL JUSTI CE AGENCY VWH CH MAI NTAI NS
25 THE | NFORNMATI ON.
26 "Expunge. "
27 (1) to renove information fremaninfermatien—system so
28 that there is no trace ef—+nformtionwthinthe systemand
29 Are OR indication that such information existed; or
30 (2) toelimnate all identifiers which nmay be used to
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2
3
4
5
6
-
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

trace the identity of an individual, allow ng remaining data

to be used for statistical purposes.

"Repository.” Any location in which crimnal history record
information is collected, conpiled, mintained and di ssem nat ed

BY A CRIM NAL JUSTI CE AGENCY. <—

" . _n PR . . . <

act—

"Secondary di ssem nation.” The transfer SUBSEQUENT <—
TRANSM SSI ON OR DI SCLOSURE of crimnal history record
i nformation received froma repository or confirmation of the
exi stence or nonexistence of crimnal history record infornmation
received froma repository.

Section 103. Applicability.

This act shall apply to persons within the Conmonweal th and
to any agency of the Conmonwealth or its political subdivisions
whi ch coll ects, maintains, dissem nates or receives crimnal
hi story record i nfornmation.

Section 104. Scope.

2y Thi I : Limit the di o TR
4 ainal o of | od ol Loaical Ly
2 s of oubl i nal i nas.
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(A) EXCEPT FOR THE PROVI SIONS OF CHAPTERS 2, 4 AND 6,
NOTHI NG IN THI'S ACT SHALL BE CONSTRUED TO APPLY TO
(1) ORI G NAL RECORDS OF ENTRY COWPI LED CHRONOLOQ CALLY,
I NCLUDI NG, BUT NOT LIM TED TO, PCLI CE BLOITERS.
(2) ANY DOCUMENTS, RECORDS OR | NDI CES PREPARED COR
MAI NTAI NED BY OR FI LED I N ANY COURT OF THI S COVMONVEALTH,
I NCLUDI NG BUT NOT LIMTED TO THE M NOR JUDI ClI ARY.
(3) POSTERS, ANNOUNCEMENTS, OR LI STS FOR | DENTI FYI NG OR
APPREHENDI NG FUG TI VES OR WANTED PERSONS.
(4) ANNOUNCEMENTS OF EXECUTI VE CLEMENCY.
(B) COURT DOCKETS AND POLI CE BLOTTERS AND | NFORVATI ON
CONTAI NED THEREI'N SHALL, FOR THE PURPOSE OF THI S ACT, BE
CONSI DERED PUBLI C RECCRD.
(C© WHERE COURT DOCKETS ARE NOT MAI NTAI NED ANY REASONABLE
SUBSTI TUTE CONTAI NI NG THAT | NFORVATI ON TRADI TI ONALLY AVAI LABLE
I N COURT DOCKETS SHALL, FOR THE PURPOSE OF THI S ACT, BE
CONSI DERED PUBLI C RECCRD.
by (D) Nothing in this act nmust be interpreted to limt the
di scl osure by the arresting authority e, A COURT, OR OTHER
crimnal justice agency having |legal jurisdiction over the
i ndi vidual to any individual or agency of the current status of
an individual involved in a crimnal case in progress OR FOR
VWH CH AN | NDI VI DUAL IS CURRENTLY IN THE CRI M NAL JUSTI CE SYSTEM
so long as such information is dissem nated no nore than 180
days fromthe occurrence of any FINAL official action by or
final release fromthe SUPERVI SI ON, CUSTCODY OR jurisdiction of
t hat agency.
¢} (E) Nothing in this act shall prohibit a crimnal

19780H2095B3325 - 7 -
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j usti ce ageney—from-conti+rmngprtor—erimnal—historyrecord <—
Haf-ormati-on AGENCY FROM DI SCLOSI NG AN | NDI VI DUAL' S PRI OR <

CRIM NAL ACTIVITY TO AN | NDI VI DUAL OR AGENCY if the information
di scl osed i s based on records set forth in section 104 {&). <—

(F) | NFORMATI ON COLLECTED BY NONCRI M NAL JUSTI CE AGENCI ES <—
AND | NDI VI DUALS FROM THE SOURCES | DENTI FIED IN THI' S SECTI ON
SHALL NOT BE CONSI DERED CRI M NAL HI STORY RECORD | NFORVATI ON.
SECTI ON 105. OTHER CRI M NAL JUSTI CE | NFORMATI ON.

) Nothing in this act shall be construed to apply to <—
i nformati on concerning juveniles unless they have been
adj udi cated as adults, nor shall it apply to intelligence
information, investigative information, treatnent information,
i ncl udi ng nmedi cal and psychiatric information, caution indicator
i nformati on, nodus operandi information, wanted persons
i nformation, stolen property information, nm ssing persons
i nformation, enploynent history information, ne+ personal <—
history information, NOR PRESENTENCE | NVESTI GATI ON | NFORMATI ON. <—
Crimnal history record information nmaintained as a part of
t hese records shall not be di ssem nated unless in conpliance
with the provisions of this act.

CHAPTER 2
COVPLETENESS AND ACCURACY

Section-201.— Powers—of the Attorney GCeneral— <—
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b criminal iusti o I |
: . g : : L L | |
: : " einal_hi Lot L on.

Section 202 201. Duties of crimnal justice agencies.
It shall be the duty of every crimnal justice agency within
t he Comonweal th to maintain conplete and accurate crim na

history record information as required bythe-Attorney—General-
BY THE PRI VACY AND SECURI TY COUNCI L AS PROVI DED I N CHAPTER 7

i nformati on te—the-Atterney—Ceneral—or—his—designree at such
times and in such manner as required by the provisions of this
aet- OR OTHER ACTS.
Section 2063 202. Mandatory fingerprinting.

(a) Fingerprints of all persons arrested for a felony,
m sdeneanor or summary of fense whi ch beconmes a m sdeneanor on a
second arrest after conviction of that summary of fense, shall be
taken by the arresting authority, and within 48 hours of the
arrest, shall be forwarded to, AND IN A MANNER AND SUCH A FORM
AS PROVI DED BY, the central repository.

(b) \Were private conplaints are+ntiated- FOR A FELONY OR
M SDEMEANOR RESULT | N A CONVI CTI ON OR OFFENSES UNDER 18 PA. C. S.
§ 3929 (RELATING TO RETAIL THEFT), the issuing authority shal
order the defendant to submt wthinfivedays—of—suchorder for
fingerprinting by the rnunicipal police of the jurisdiction in
whi ch the offense allegedly was commtted or in the absence of a
police department the State police. Fingerprints so obtained
shall be forwarded i Mmediately to the central repository.

(C) THE CENTRAL REPCSI TORY SHALL TRANSM T THE CRI M NAL
H STORY RECORD | NFORMATI ON TO THE CRI M NAL JUSTI CE AGENCY WHI CH
SUBM TTED THE FI NGERPRI NT CARD.

Section 204 203. Disposition reporting by crimnal justice
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agenci es.
(A) Al crimnal justice agencies, including but not limted

to, courts, county, REG ONAL and State correctional institutions

and parol e and probation agencies, nust—submt—tothe Attorney
Ceneral—or—his—designee~ SHALL COLLECT AND SUBM T reports of

di spositions occurring within their respective agencies for
statistieal—or—ertmnal—histoery—purpoeses CRIM NAL H STORY RECORD
| NFORVATI ON, within 90 days of the date of such disposition. TO
THE CENTRAL REPOSI TORY AS PROVI DED FOR I N THI S SECTI ON.

(B) COURTS SHALL COLLECT AND SUBM T CRI M NAL COURT
DI SPOSI TI ONS AS REQUI RED BY THE ADM NI STRATI VE OFFI CE OF
PENNSYLVANI A COURTS.

(C) COUNTY AND REG ONAL CORRECTI ONAL | NSTI TUTI ONS SHALL
COLLECT AND SUBM T | NFORNVATI ON REGARDI NG THE ADM SSI ON, RELEASE
AND LENGTH OF SENTENCE OF | NDI VI DUALS SENTENCED TO LOCAL AND
COUNTY | NSTI TUTI ONS AS REQUI RED BY THE BUREAU OF CORRECTI ON.

(D) COUNTY PROBATI ON AND PARCLE OFFI CES SHALL CCOLLECT AND
SUBM T | NFORVATI ON RELATI NG TO THE LENGTH OF TI ME AND CHARGES
FOR WHI CH AN | NDI VI DUAL IS PLACED UNDER AND RELEASED FROM THE
JURI SDI CTI ON OF SUCH AGENCY AS REQUI RED BY THE PENNSYLVAN A
BOARD OF PROBATI ON AND PARCLE

(E) THE ADM NI STRATI VE OFFI CE OF PENNSYLVANI A COURTS, THE
BUREAU OF CORRECTI ON, THE PENNSYLVANI A BOARD OF PROBATI ON AND
PAROLE AND THE PENNSYLVANI A BOARD OF PARDONS, SHALL COLLECT AND
SUBM T TO THE CENTRAL REPGSI TORY SUCH | NFORMATI ON NECESSARY TO
MAI NTAI N COMPLETE AND ACCURATE CRI M NAL HI STORY RECORD
I NFORMATI ON.  SUCH CRI M NAL HI STORY RECORD | NFORMATI ON SHALL BE
SUBM TTED I N ACCORDANCE W TH THE STANDARDS FOR COMPLETENESS AND
ACCURACY PROMULGATED BY THE PRI VACY AND SECURI TY COUNCI L. EACH
STATE AGENCY LI STED IN TH S SUBSECTI ON SHALL SUBM T TO THE

19780H2095B3325 - 10 -
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CENTRAL REPOSI TORY ANY REPORTS OF DI SPOSI TI ONS OCCURRI NG W THI N
THEI R RESPECTI VE AGENCI ES AND SUCH | NFORMATI ON REPORTED FROM
COUNTY AND LOCAL CRI M NAL JUSTI CE AGENCI ES.
Section 205 204. Correction of inaccurate information. <—
(a) Wthin 15 days of the detection of inaccurate data in a
crimnal history record, regardl ess of the manner of discovery,
the crimnal justice agency which reported the information must- <—
at—m-nAtmm- SHALL conply with the follow ng procedures to effect <—
correction:
(1) Correct its own records.
(2) Notify all recipients, including the central
repository, of the inaccurate data and the required

correction.

Seet+on—206—Checkingthe—ecentral—+reposttory—betoere <—

CHAPTER 3

DI SSEM NATI ON OF CRI M NAL HI STORY RECORD | NFORVATI ON

19780H2095B3325 - 11 -
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Section 301. General regulations.
(a) No dissemnation of crimnal history record informtion
is permtted except as provided for by this act or by rule of
court promul gated by the Supreme Court of Pennsylvania OR BY <—
RESOLUTI ON OF ElI THER HOUSE OF THE GENERAL ASSEMBLY. No
adm nistrative rule or regulation promnul gated by any
Commonweal th agency, referring to or inferring the need for
crimnal history record information, shall be sufficient
authority for the dissem nation of crimnal history record
i nformation.
(B) ANY CRIM NAL JUSTI CE AGENCY WHI CH DI SSEM NATES CRI M NAL <—
H STORY RECORD | NFORMATI ON MUST | NDI CATE TO THE RECI PI ENT THAT
THE | NFORVATI ON DI SSEM NATED IS ONLY THAT | NFORVATI ON CONTAI NED
INITS OWN FILE, THE DATE OF THE LAST ENTRY, AND THAT A SUMVARY
OF THE STATEW DE CRI M NAL HI STORY RECORD | NFORMATI ON MAY BE
OBTAI NED FROM THE CENTRAL REPOSI TORY
b—™Ne (C) EXCEPT DURING JO NT CRI M NAL | NVESTI GATIONS, NO <—
secondary di ssem nation of crimnal history record infornmation
is permtted except as provided for by this act.
¢} (D) No duplication of crimnal history record <—
i nformati on by any agency or individual receiving crimnal
history record information is permtted. except—asprovidedfor <—
FH—this—aet
eh—AH- (E) ALL NONCRI M NAL JUSTI CE AGENCI ES OR individuals <—
or agencies receiving crimnal history record information nust
return to the dissem nating agency or destroy, in accordance
with an agreenent with the repository, all such informtion
recei ved upon conpl etion of the specific purpose for which
crimnal history record informati on was received; NOR SHALL SUCH <—

I NFORVATI ON BE PERVANENTLY | NCORPORATED | NTO THE FI LES OR

19780H2095B3325 - 12 -
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RECORDS OF THE AGENCY OR | NDI VI DUAL RECEI VING | T.

e} (F) Repositories nust enter as a pernmanent part of an
individual's crimnal history record information file, a listing
of all persons and agencies to whomthey have di ssenm nated that
particular crimnal history record information and the date and
pur pose for which the information was di ssem nated. Such |isting
shall be maintained separate fromthe record itself.

) (G Repositories shall ensure that crimnal history
record information is dissem nated only to agencies or
i ndi vi dual s authorized by the provisions of this act to receive
such information.

¢ (H No agency or individual shall confirmor deny in any
manner the existence or nonexi stence of crimnal history record
information to any person or agency not eligible to receive the
information itself UNLESS SUCH | NFORVATI ON | S OBTAI NED FROM
RECORDS | DENTI FI ED | N SECTI ON 104 OF TH S ACT.

- (1) Any noncrimnal justice official, agency or
organi zati on requesting crimnal history record information
prior to receipt of any such crimnal history record
i nformation, must sign a contract with the repository from which
it is seeking crimnal history record information, agreeing to
abi de by the provisions of this act. Any such noncri m nal
justice official, agency or organi zation entering into such a
contract with a repository is bound by and subject to the
provi sions of this act.

) (J) Except as otherwi se provided in this act, no
crimnal history record information acquired from REPCSI TORI ES

OTHER THAN the central repository shall be permanently

incorporated into the files or records of the—agency—which
reguested—such—information— THE CRIM NAL JUSTI CE AGENCY OR

19780H2095B3325 - 13 -
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I NDI VI DUAL AND MUST BE DESTROYED UPON COVPLETI ON OF THE SPECI FI C
PURPOSE FOR WHI CH SUCH | NFORVATI ON WAS RECEI VED.
Section 302. Access to crimnal history record infornmation.

(a) Access to crimnal history record information shall be
limted to:

(1) Crimnal justice agencies for the purpose of the
adm nistration of crimnal justice and crimnal justice
agency enpl oynent.

(2) Auditors working under the direction of the Privacy
and Security Council .

(3) Such other individuals and agenci es authorized by
statute to receive crimnal history record information or
which require crimnal history record information to
i npl enent a statute expressly referring to crimnal conduct
and containing either requirenments or exclusions or both
expressly based upon such crimnal conduct.

(4) Agencies of Federal, State and foreign governnents
aut hori zed by statute to conduct investigations determ ning
enpl oynment suitability or eligibility for security
cl ear ances.

(5) (i) The chief executive of any Federal, State or

| ocal governnent or any governnental body of the sane

required to confirman appoi ntnment or nomination for the

pur pose of determning the suitability of a potential

appoi ntment or nom nation of an individual to a

government al position.

(ii) The office of the Governor may make a request
to any repository for an oral report concerning the
contents of the crimnal history record informtion

mai nt ai ned on a prospective appointee to a Commopnweal th

19780H2095B3325 - 14 -



1 board or conm ssion. A copy of the crimnal history

2 record information will be provided upon receipt of

3 fingerprint identification of the subject about whom

4 crimnal history record information is sought.

5 (tii) The office of the Governor, in order to assist
6 the Governor in the exercise of the pardoni ng power

7 provided by Article IV, section 9 of Constitution of

8 Pennsyl vani a.

9 (6) Defense counsel, through the court, for the purpose
10 of obtaining crimnal history record informati on about a

11 client or witness with regard to a case in progress.

12 (7) (i) Individuals and agencies for the express

13 pur pose of research, evaluative or statistical activities
14 pursuant , OR OTHER SERVI CES REQUI RED FOR ADM NI STRATI ON  <—
15 OF CRIM NAL JUSTICE to an agreenment with the

16 di ssem nati ng agency whi ch aut horizes access to crim nal
17 history record information, limts the use of crimnal

18 history record information to research, evaluative or

19 statistical purposes and ensures the confidentiality and
20 security of the crimnal history record infornmation
21 consistent with this act. Such individuals and agencies
22 are bound by and subject to the provisions of this act.
23 (1i) Requests by any noncrimnal justice agency,
24 i ndi vi dual or organization for crimnal history record
25 information for research or statistical purposes,
26 requiring the identity of persons about whom they SUCH <—
27 RECORDS are mai ntai ned, nust be approved by the Privacy
28 and Security Council. Any individual or agency requesting
29 crimnal history record information for research or
30 statistical purposes nust submt a research proposal to

19780H2095B3325 - 15 -
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the Privacy and Security Council.
(8 Oficials of correctional facilities or
institutions, with the consent of the individual about whom
information is sought, may dissem nate crimnal history
record information to prospective enpl oyers or other
i ndi vi dual s, when such information is hel pful in obtaining
enpl oynment ef+ehabittation—oe+ OR REHABI LI TATI NG t he <—
i ndi vi dual about whom the information rel ates.
(9) Any individual, upon request and proper verification
of identity, for the purpose of reviewing his own crim nal
hi story record information, according to the procedure set
forth in Chapter 6.
(10) AGENCI ES AUTHORI ZED TO | SSUE VI SAS OR GRANT <—
Cl TI ZENSHI P.
(11) I NDIVIDUALS AND AGENCI ES AUTHORI ZED BY A COURT
ORDER TO RECEI VE CRI M NAL HI STORY RECORD | NFORVATI ON RELATI NG
TO A CASE | N PROGRESS.
(B) THE PENNSYLVANI A DEPARTMENT OF BANKI NG THE PENNSYLVAN A
| NSURANCE DEPARTMENT AND THE PENNSYLVANI A DEPARTMENT OF
EDUCATI ON SHALL HAVE ACCESS TO CRI M NAL HI STORY RECORD
I NFORMATI ON MAI NTAI NED I N THE CENTRAL REPCSI TORY FOR THE PURPOSE
OF DETERM NI NG THE EMPLOYMENT SUlI TABI LI TY OF ANY EMPLOYEE, OR
NOM NATI ON OR APPO NTMENT OF DI RECTORS, TRUSTEES AND PROPOSED
OFFI CERS; FOR THE GRANTI NG OF CHARTERS; | SSUANCE OF ANY LI CENSE,
CERTI FI CATE OR PERM TS; OR THE REVOCATI ON OR SUSPENSI ON OF SUCH
LI CENSE, PERM T OR CERTI FI CATI ON OF ANY AGENCY, | NSTI TUTI ON,
I NDI VI DUAL OR AFFI LI ATE THERECF OVER VWH CH THEY HAVE LEGAL
AUTHORI TY OR JURI SDI CTI ON, | NCLUDI NG SERVI CES PERFORMED UNDER
CONTRACT OR OTHER WRI TTEN AGREEMENT BY ANY SUCH AGENCY,
I NSTI TUTI ON OR | NDI VI DUAL.
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by (© Fingerprint identification of the individual about

whom i nformation i s requested shall be required under paragraphs

(3), (4—and{5-) (5)(1) AND (10) of subsection (a).

1
2
3
4
5
6
-
8
9

10
11
12 parden—was—granted—andtherecord-sealed—

13 Section 364 303. Expungenent.

14 (a) Crimnal history record information shall be expunged in

15 a specific crimnal proceedi ng when:

16 (1) no disposition has been received or, upon request
17 for crimnal history record information, no disposition has
18 been recorded in the repository within 18 nonths after the
19 date of arrest anrda—+reviewverifies THE COURT OF PROPER

20 JURI SDI CTI ON CERTI FI ES TO THE DI RECTORY OF THE REPOSI TORY

21 that no disposition is available and no action is pending.
22 EXPUNGEMENT SHALL NOT OCCUR UNTI L THE CERTI FI CATI ON FROM THE
23 COURT |'S RECEI VED AND THE DI RECTOR OF THE REPCSI TORY

24 AUTHORI ZES SUCH EXPUNGEMENT; or

25 (2) a court order requires that such nonconviction data
26 be expunged.

27 (b) Crimnal history record information may be expunged

28 when:

29 (1) an individual who is the subject of the information
30 reaches 106 70 years of age and has been free of arrest or

19780H2095B3325 - 17 -
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prosecution for 45 TEN years followi ng final release from <—
confi nement or supervision; or

(2) an individual who is the subject of the information

has been dead for seven—years—andhadno——contact—wththe <—
ermnal—justice—systemfor—15—years— THREE YEARS. <—

(c) Requests for crimnal history record information which
has been expunged nust be answered only with a statenment that no
such information exists.

n +iainal | F . . | el | oaicald -
(D) NOTI CE OF EXPUNGEMENT SHALL PROVPTLY BE SUBM TTED TO THE

N
|

CENTRAL RESPOSI TORY WHI CH SHALL NOTI FY ALL CRI M NAL JUSTI CE
ACGENCI ES WH CH HAVE RECEI VED THE CRI M NAL HI STORY RECORD
I NFORMATI ON TO BE EXPUNGED.
(E) PUBLIC RECORDS LI STED I N SECTI ON 104 shall not be
expunged.
CHAPTER 4
SECURI TY
Section 401. Security requirenents for repositories.
Every crimnal justice agency collecting, storing or
di ssem nating crimnal history record information shall ensure
the confidentiality and security of crimnal history record
i nformati on by providing that wherever such information is
stored MAI NTAINED, a crimnal justice agency nust: <—
(1) Institute procedures to reasonably protect any
repository ef—erimnal—historyrecordinformtion fromtheft, <—
fire, sabotage, flood, wind or other natural or man-nade
di sasters.
(2) Select, supervise, educate and train all personnel
aut horized to have access to crimnal history record

i nformati on.
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1 (3) Ensure that, where conputerized data processing is

2 enpl oyed, the equipnent utilized for maintaining crimnal

3 hi story record information is solely dedicated to purposes

4 related to the admnistration of crimnal justice, or, if the
5 equi pnent is not used solely for the adm nistration of

6 crimnal justice, the crimnal justice agency shall be

7 accorded equal managenent participation in conputer

8 operations used to maintain the crimnal history record

9 i nformation.

10 (4) Provide that crimnal history record informtion

11 mai ntained in a repository is dissem nated upon proper

12 validation only to those individuals and agenci es aut hori zed
13 to receive the information by the provisions of this act.

14 CHAPTER 5

15 AUDI T

16 Section 501. Annual audit of repositories.

17 (a) The Privacy and Security Council wmust SHALL establish an
18 auditing teamto conduct annual audits of the central repository
19 and of a representative sanpl e ef—net—tessthan 3% ofall
20

N
=

22 OF ALL REPCSI TORIES TO ENSURE THAT the provisions of this act

23 are uphel d.

24 (b) Persons conducting the audit shall be provided access to
25 all records, reports and listings required to conduct an audit
26 of crimnal history record information, and all persons with

27 access to such information or authorized to receive diselosure
28 eof such information sust SHALL cooperate with and provide

29 information requested by the auditing team

30 (c) The auditing team shall prepare a report of deficiencies
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and recommendations for the correction of such deficiencies.
Upon the conpletion of every audit, the audited agency must
SHALL carry out the recommendati ons WTH N A REASONABLE PERI OD
OF TIME unless the audit report is appealed to the Privacy and
Security Council and the appeal is upheld.

(d) The Privacy and Security Council shall have the power to

nodi fy the corrective neasures ordered by the auditing team

© o0 N oo o A~ wWw N P

e
w N = O

14 ceuneit—shalt—bernadetothe Compnwealt-h—Court—

15 Section 502. Quality control.

16 Each repository must SHALL establish effective procedures,

17 approved | N COWLI ANCE W TH RULES AND REGULATI ONS PROMULGATED by
18 the Privacy and Security Council, for reviewng the conpl eteness
19 and accuracy of crimnal history record information. matntained
20 withinsuech—repository—

21 CHAPTER 6

22 I NDI VI DUAL RI GHT OF ACCESS AND REVI EW

23 Section 601. Right to access and revi ew.

24 (a) Any individual or his legal representative has the right
25 to inspeet, review, challenge, CORRECT and appeal the accuracy
26 and conpl eteness of his crimnal history record information.

27 (b) Persons incarcerated in correctional facilities and

28 institutions may authorize a correctional enployee to obtain fer
29 the—purpese—oft—+review and-chaltlenge—a—copy—oft—thetr—ertmnal

30 histoeryrecordinformation— A COPY OF THEIR CRI M NAL HI STORY
19780H2095B3325 - 20 -
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RECORD | NFORMATI ON FOR THE PURPOSE OF REVI EW CHALLENGE AND
APPEAL.
Secti on 602. Pr ocedur e.

(a) The Privacy and Security Council shall pronul gate rules

and regul ati ons to set—fees—andinplerent—this—seetionin

| kot  deli F b he followi
subseetioens— | MPLEMENT THI S SECTI ON AND SHALL ESTABLI SH

REASONABLE FEES.

(b) Any individual requesting to review his or her own
crimnal history record information sust SHALL submit proper
identification to the crimnal justice agency which maintains
his or her record. Proper identification shall be determ ned by
the officials of the repository where the request is made. |f
crimnal history record information exists the individual may
review a copy of such information wi thout undue delay for the
pur pose of review and chal |l enge.

(c) The individual nmay chall enge the accuracy of his or her
crimnal history record information by specifying which portion
of the record is incorrect and what the correct version should
be. Failure to challenge any portion of the record at—this IN
EXI STENCE AT THAT tine will place the burden of aeeuracy PROVI NG
THE | NACCURACY of any part subsequently chall enged upon the
i ndi vi dual . 1 NFORVATI ON SUBSEQUENTLY ADDED TO SUCH RECORD SHALL
ALSO BE SUBJECT TO REVI EW CHALLENGE, CORRECTI ON OR APPEAL.

(d) Al crimnal justice agencies shall have 60 days to
conduct a review of any challenge and shall have the burden of
provi ng the accuracy of the record. If the challenge is deened
valid, the appropriate officials nmust ensure that:

(1) The crimnal history record information is

corrected.
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(2) A certified and corrected copy of the crim nal
history record information is seat PROVIDED to the <—
Hadividuals | NDI VI DUAL. <—
(3) Prior erroneous crimnal history record information
di ssemnated to crimnal justice agencies shall be destroyed
or returned and replaced with corrected information.
(4) The individual is supplied with the nanmes of those
noncrim nal justice agencies and individuals which have
recei ved erroneous crimnal history record information.
(e) (1) If the challenge is ruled invalid, er—iftherelef <—
supptiedi+s—deenredinadeguate~ an individual has the right to
appeal the decision to the Privacy and Security Counci
wi thin 30 days of notification of the decision by the
crimnal justice agency. fer—thepurpose—of—obtaining <—
adm-pstrative—reb-ef—
(2) The Privacy and Security Council shall have the
authority to conduct adm nistrative appeal hearings in
accordance with the act of June 4, 1945 (P.L. 1388, No.442),
known as the "Adm ni strative Agency Law. "
(3) The decision of the Privacy and Security Council may
be appeal ed to the Comonweal th Court by an aggrieved
i ndi vi dual .
Section 603. Individual rights on access and review.
Any individual exercising his or her right to access and
revi ew under the provisions of this chapter, shall be inforned
when crimnal history record information is made avail abl e that
he or she is under no obligation to divulge such information to
any person or agency.
CHAPTER 7
PRI VACY AND SECURI TY COUNCI L
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Section 701. Privacy and Security Council.
(a) There is hereby created a Privacy and Security Council,

whi ch shall function independently of but for adm nistrative

pur poses shall be a—departrental—admnistrative beardinthe <—

for—one—year—two—for—two—years—andtwforthreeyears— IN THE <—
OFFI CE OF THE GOVERNOR.

(B) THE PRIVACY AND SECURI TY COUNCI L SHALL CONSI ST OF THE
ATTORNEY GENERAL, THE COWM SSI ONER OF THE PENNSYLVANI A STATE
POLI CE, THE STATE COURT ADM NI STRATOR, THE PRESI DENT PRO TEMPORE
OF THE SENATE SHALL APPO NT ONE MEMBER, AND THE SPEAKER OF THE
HOUSE SHALL APPO NT ONE MEMBER, A LOCAL CH EF OF POLI CE AND ONE
PRI VATE CI TI ZEN TO BE APPO NTED BY THE GOVERNOR.

(c) Each nenber shall be eligible for reappointnment and the
Governor shall fill vacancies by appointing a person to fill the
unexpired term

(d) The Governor—shall—designhrate COUNCI L SHALL ELECT one <—
menber of the Privacy and Security Council as chairperson
thereof, to serve as such at the pleasure of the Governor

(e) Menbers of the Privacy and Security Council shal
recei ve no conpensation but shall be entitled to receive
rei nbursenent for travel and other necessary expenses incurred
in the performance of their duties as nenbers of the Privacy and
Security Council.

Section 702. Duties of Privacy and Security Council.
The Privacy and Security Council shall have the power and

authority to:
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2
3
4
5
6
-
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

(1) Establish rules and regulations for crimnal history
record information with respect to security, conpleteness,
accuracy, individual access and review, quality control and
audits of repositories.

(2) Establish a uniform schedul e of reasonable fees for
the costs of reproducing crimnal history record infornmation
for individual access and review and for research or
statistical purposes AND ACCESS BY NONCRI M NAL JUSTI CE
ACENCI ES.

(3) Conduct hearings to further the purposes of this
act .

(4) WMake investigations concerning all matters touching
t he adm ni stration and enforcenent of this act and the rules
and regul ati ons pronul gated thereunder.

(5) Issue subpoenas over the signature of the chairman,
AFTER APPROVED BY A MAJORI TY OF THE MEMBERS OF THE COUNCI L,
to require the attendance of w tnesses and the production of
records and papers pertaining to any investigation or inquiry
concerning matters relating to this act. The fees for such
w tnesses for travel and attendance shall be the sanme as for
W t nesses appearing in the courts and shall be paid from
appropriations made to the council.

(6) Institute, through the office of the Attorney
CGeneral, civil and crimnal proceedings for violations of
this act and the rules and regul ati ons adopted thereunder.

(7) Conduct annual audits of the central repository and
of a representative sanple of nettessthan3%eof al
repositories within the Coomonweal th, collecting, stering
COWPI LI NG MAI NTAI NI NG and di ssem nating crimnal history

record i nformation.
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(8) Appoint such enployees and agents as it may deem
necessary.

(9) DEFINE VWH CH NONCRI M NAL JUSTI CE AGENCI ES MAY HAVE <—
ACCESS TO CRI M NAL HI STORY RECORD | NFORVATI ON AS PROVI DED | N
SECTI ON 302.

9 (10) Carry out all other powers, duties and <—
responsibilities given to it by this act.

CHAPTER 8
PUBLI C NOTI CE
Section 801. Requirenents of repositories relating to public
noti ce.
Repositories nmaintaining crimnal history record information
shal | anrnualby informthe public AND POST I N A PUBLI C PLACE, <—
NOTI CE of the existence, purpose, use and accessibility of the
crimnal history record information they maintain and the
requi renents of the repository for identification on individual
access and revi ew.
CHAPTER 9
SANCTI ONS
Section 901. Ceneral adm nistrative sanctions.
Any person, including any agency or organi zation, who
vi ol ates the provisions of this act or any regulations or rules
pronul gated under it shal- MAY: <—

(1) Be denied access to specified crimnal history
record information for such period of tine as the Privacy and
Security Council deens appropriate.

(2) Be subject to civil or crimnal penalties or other
remedi es as provided for in this act.

(3) In the case of an enpl oyee of any agency who

vi ol ates any provision of this act nmay be adm nistratively
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20
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25
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di sci pl i ned by di scharge, suspension, reduction in grade,

transfer or other formal disciplinary action as the agency

deens appropri ate.

Section 902. Crimnal penalties.
: e Y hird d il -
hal 1|  chable | T : I I I
exceedi-ng—$1,000—if—such—persen— A PERSON EMPLOYED BY A <—
GOVERNMENT ACGENCY COWM TS A M SDEMEANOR OF THE THI RD DEGREE, |F
SUCH PERSON:

(1) knowningly requests, obtains or seeks to obtain
crimnal history record information in violation of this act;
or

(2) dissemnates, maintains or uses crimnal history
record information know ng such di ssem nation, maintenance or
use to be in violation of this act.

Section 903. G vil actions.

(a) The Privacy and Security Council, through the Attorney
CGeneral, or any other individual or agency may institute an
action in a court of proper jurisdiction against any person,
agency or organization to enjoin any crimnal justice agency,
noncrim nal justice agency, organization or individual violating
the provisions of this act or to conpel such agency,
organi zation or person to conply with the provisions of this
act .

(b) (1) Any person aggrieved by a violation of the

provi sions of this act or of the rules and regul ati ons

pronul gat ed hereunder, shall have the substantive right to

bring an action for danages by reason of such violation in a

court of conpetent jurisdiction.

(2) A person found, by the court, to have been aggrieved
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by a violation of this act or the rules or regul ations
pronul gat ed hereunder, shall be entitled to actual and real
damages of not |ess than $100 for each violation and to
reasonabl e costs of litigation and attorney's fees. Exenplary
and punitive damages of not |ess than $1, 000 nor nore than
$10, 000 shall be inposed for any violation of this act, or
the rules or regul ati ons adopted hereunder, found to be

willful.

CHAPTER 10

EFFECTI VE DATE AND REPEALER

Section 1001. Repealer.

Al'l acts and parts of acts are repeal ed insofar as they are

i nconsi stent herew th.

Section 1002. Effective date.
Fhis—aet—shal—take—effecti+n180—days— <
(A) TH' S ACT SHALL TAKE EFFECT I N 90 DAYS EXCEPT CHAPTER 7 <—

AND SECTI ON 202 WHI CH SHALL TAKE EFFECT ON JULY 1, 1979.

(B) REQUI RED EXPUNGEMENT PROVI SI ON I N SECTION 303 (A)(1) IS

NOT APPLI CABLE TO CRI M NAL PROCEEDI NGS | NI TI ATED OR COVPLETED

PRI OR TO THE EFFECTI VE DATE OF THI S ACT UNLESS REQUESTED BY THE
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1 | NDIVIDUAL AS PROVI DED I N CHAPTER 6.
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