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THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE BILL
No. 1975 %%

| NTRODUCED BY McCALL, BELARDI, BELFANTI, BOYD, CALTAG RONE,
COHEN, CORRI GAN, DelLUCA, DeWEESE, FABRI ZI O, FRANKEL, FREEMAN,
GECRCE, GOOD, GOODNVAN, GRUCELA, HALUSKA, HERSHEY, JAMES,
JOSEPHS, KAUFFMAN, KENNEY, KOTI K, MANDERI NO, MARKGCSEK,
McGEEHAN, MUNDY, O NEILL, PETRARCA, PRESTON, ROONEY,
SCHRCODER, SHANER, SOLOBAY, STURLA, TANGRETTI, TIGUE, WALKO
VWHEATLEY, YOUNGBLOOD AND YUDI CHAK, SEPTEMBER 27, 2005
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AN ACT

Regul ating the use of credit reports, business records, Soci al
Security nunbers and ot her personal information.
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The General Assenbly of the Conmonweal th of Pennsyl vani a
her eby enacts as foll ows:

CHAPTER 1
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PRELI M NARY PROVI SI ONS

10 Section 101. Short title.

11 This act shall be known and may be cited as the Personal

12 Information Protection Act.

13 Section 102. Definitions.

14 The foll ow ng words and phrases when used in this act shal

15 have the neanings given to themin this section unless the

16 context clearly indicates otherw se:

17 "Consumer." A natural person who resides in this

18 Commonweal t h.

19 "Credit report.” Any witten, oral or other conmunication of
20 any credit information by a credit reporting agency, as defined
21 inthe Fair Credit Reporting Act (Public Law 91-508, 15 U.S.C. §
22 1681 et seq.), which operates or maintains a database of

23 consumer credit information bearing on a consuner's

24 creditworthiness, credit standing or credit capacity.

25 "Credit reporting agency.” Any person who, for nonetary

26 fees, dues or on a cooperative nonprofit basis, regularly

27 engages in whole or in part in the practice of assenbling or

28 evaluating consumer credit information or other information on
29 consuners for the purpose of furnishing consuner reports to

30 third parties and who uses any neans or facility of interstate
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commerce for the purpose of preparing or furnishing consumer
reports. The term does not include:

(1) A check acceptance service which provides check
approval and guarantees services to nerchants.

(2) Any governnental agency whose records are naintained
primarily for traffic safety, |aw enforcenent or |icensing
pur poses.

CHAPTER 3
PERSONAL | NFORMATI ON
Section 301. Credit reports.

(a) GCeneral rule.--A credit report shall not be rel eased to
athird party without prior express authorization fromthe
consuner except as set forth in subsection (b).

(b) Exceptions.--A credit report shall be rel eased to:

(1) A Federal, State or |ocal governnment entity,
including a | aw enforcenent agency or court, or their agents
or assigns.

(2) A private collection agency for the sol e purpose of
assisting in the collection of an existing debt of the
consuner who is the subject of the credit report requested.

(3) A person or entity or a subsidiary, affiliate or
agent of that person or entity, an assignee of a financial
obligation owi ng by the consuner to that person or entity or
a prospective assignee of a financial obligation owi ng by the
consuner to that person or entity in conjunction with the
proposed purchase of the financial obligation, with which the
consuner has or had prior to assignment an account or
contract, including a demand deposit account, or to whomthe
consuner issued a negotiable instrunment, for the purposes of

reviewi ng the account or collecting the financial obligation
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owi ng for the account, contract or negotiable instrunent. For
pur poses of this paragraph, the term"reviewi ng the account”
includes activities related to account maintenance,
nmonitoring, credit line increases and account upgrades and
enhancenent s.

(4) A subsidiary, affiliate, agent, assignee or
prospective assignee of a person to whom access has been
granted under this section for the purposes of facilitating
t he extension of credit.

(5) A person, for the purposes of prescreening as
provided by the Fair Credit Reporting Act (Public Law 91-508,
15 U.S.C. § 1681 et seq.).

(6) A credit reporting agency for the purposes of
provi ding a consuner with a copy of the consuner's report at
t he request of the consuner.

(7) A child support enforcenment agency.

(8) A credit reporting agency that acts only as a
reseller of credit informati on by assenbling and nerging
information contained in the database of another credit
reporting agency or nultiple credit reporting agenci es and
does not mmintain a pernmanent database of credit information
fromwhich new credit reports are produced.

(9) A check services conmpany or fraud prevention
servi ces conpany which issues reports on incidents of fraud
or authorizations for the purpose of approving or processing
negoti abl e instrunments, electronic funds transfers or simlar
nmet hods of paynents.

(10) A deposit account information service conmpany which
i ssues reports regardi ng account closures due to fraud,

substantial overdrafts, ATM abuse or sim |l ar negative
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i nformati on regardi ng a consuner to inquiring banks or other
financial institutions for use only in reviewing a consuner's
request for a deposit account at the inquiring bank or
financial institution.

(c) Personal identification nunber.--Beginning June 1, 2006,
consuner credit reporting agencies must provide consuners with a
uni que personal identification nunber or password to be used by
t he consumer when providing authorization for access to his
credit file. In addition, the credit reporting agency shal
simul taneously provide to the consunmer in witing notification
of :

(1) The process for receiving a consuner credit report
or consuner credit file.

(2) The process for releasing a consuner credit report.

(3) The toll-free tel ephone nunber for requesting the
rel ease of a consuner credit report.

(4) Dispute procedures.

(5) The process for correcting a consumer report.

(6) Information on a consuner's right to bring an action
in court or arbitrate a dispute.

(d) Request.--A consuner may request a replacenent unique
personal identification nunber or password to be used by the
consuner when providing authorization for access to his credit
file by witten request, sent by certified mail, that includes
cl ear and proper identification, sent to a consunmer credit
reporting agency.

(e) Authorization.--A consuner's express authorization to a
consuner credit reporting agency shall include:

(1) dear and proper identification.

(2) The unique personal identification nunber or
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password provided by the consumer credit reporting agency.

(3) The proper information regarding the tine period for
whi ch the consuner credit report shall be available to users
of the credit report.

(4) The proper information regarding the third party who
is to receive the consuner credit report.

(f) Toll-free tel ephone nunber.--Each consumer credit
reporting agency shall maintain a toll-free tel ephone nunber 24
hours a day, seven days a week to accept the consunmer's express
aut horization for the rel ease of consuner credit reports and to
accept the consuner's revocation of authorization to a consuner
credit reporting agency to release the consuner's credit report
to any creditor. The toll-free tel ephone nunber shall be
included in any witten disclosure by a consunmer credit
reporting agency to any consuner and shall be printed in a clear
and conspi cuous manner. I n the event an automated answering
systemis utilized, calls shall be returned to the consuner no
| ater than two hours after the time the call was received. In
addition to the required toll-free tel ephone nunber, a credit-
reporting agency may devel op procedures involving the use of the
facsimle, Internet or other electronic nedia to receive and
process a request froma consuner to rel ease a consumer credit
report or to receive a consuner's revocation of authorization to
rel ease the consuner's consuner credit report.

(g) Notification.--The consuner nmay notify a consuner credit
reporting agency to release the consunmer's credit report to any
creditor for any specified period of tinme provided:

(1) The request is in witing or by the toll-free
t el ephone nunber provided in subsection (f), or by any neans

that a consuner credit reporting may offer, including use of
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the facsimle, Internet or other electronic nmedia.

(2) The request shall specify the period of tine that a
consuner credit report nmay be rel eased without prior express
aut hori zati on.

(3) Cdear and proper identification is provided.

(4) The unique personal identification nunber or

password afforded by the consunmer credit reporting agency is

o N o o A~ wWw N

provi ded.

O

(h) Revocation.--A consuner nmay revoke the consuner's
10 authorization to a consuner credit reporting agency to rel ease
11 the consuner's credit report to any creditor for any specified

12 period of tinme provided:

13 (1) The request is in witing, or by the toll-free

14 t el ephone nunber provided in subsection (f), or by any neans
15 that a consuner credit reporting may offer, including use of
16 the facsimle, Internet or other electronic nedia.

17 (2) Cdear and proper identification is afforded.

18 (3) The unique personal identification nunber or

19 password provided by the consunmer credit reporting agency is
20 i ncl uded.

21 (1) Third parties.--If a third party requests access to a

22 consumer credit report and this request is in connection with an
23 application for credit or any other use, and the consuner has

24 not allowed the consuner's credit report to be accessed for that
25 specific party or period of tinme, the third party shall treat

26 the application as inconplete.

27 (j) Confirmation.--A consuner credit reporting agency shal
28 not change the nane, date of birth, Social Security nunber or

29 address of a consumer in a credit report wthout sending a

30 witten confirmation of the change to the consuner within 30
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days of the change being posted to the consunmer's file. No
witten confirmation is required for technical nodifications of
a consuner's official information, including nane and street
abbrevi ati ons, conplete spellings or transposition of nunbers or
letters. In the case of an address change, the witten
confirmation shall be sent to both new address and to the former
addr ess.

(k) Fee restrictions.--A consuner credit reporting agency
shall not inpose a fee for

(1) The first copy of a consuner credit report provided
to a consuner each cal endar year

(2) The first issuance of a consuner's uni que personal
i dentification nunber or password.

(3) A request by a consuner to a consumer credit
reporting agency to rel ease the consumer's consumer credit
report to any creditor for a specified period of tine.

(1) Fees.--A consuner credit reporting agency nay inpose a
reasonabl e charge on a consuner provided that the fee does not
exceed $10:

(1) For the issuance of a consuner's uni que personal
i dentification nunber or password provided that the issuance
is not the first such issuance.

(2) For the revocation of authorization to a consuner
credit reporting agency to rel ease the consuner's consumner
credit report to any creditor for any specified period of
time.

(m Tinely response.--Wthin 72 hours of receipt of a
request, a consuner credit reporting agency shall conplete a
consuner's request to:

(1) Release the consuner's credit report.
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(2) Revoke authorization to release a consumer credit
report.
(3) Obtain a unique personal identification nunber or

passwor d.

(n) Enforcenent of |aw --A person who reasonably believes or
reasonably suspects that he has been the victimof identity
theft in violation of 18 Pa.C.S. 8§ 4120 (relating to identity
theft) may contact the |ocal |aw enforcenment agency in the
jurisdiction where he resides and notw t hstandi ng the fact that
jurisdiction may lie el sewhere for investigation and prosecution
of identity theft, the local |aw enforcenent agency shall take
t he conpl aint and provide the conplainant with a copy and refer
the conplaint to the appropriate |aw enforcenent agency. Nothing
in this section shall interfere with the discretion of a |ocal
| aw enf orcenent agency to allocate resources for investigations
of crimes. A conplaint filed under this subsection shall not be
counted as an open case for purposes such as conpiling open case
statistics.

Section 302. Business records.

(a) GCeneral rule.--A business or public entity shall destroy
or arrange for the destruction of a custoner's records within
its custody or control which contain personal information, which
is no longer to be retained by the business or public entity, by
shreddi ng, erasing or otherw se nodi fying the personal
information in those records to make it unreadabl e,
undeci pherabl e or nonreconstructi bl e through generally avail abl e
nmeans.

(b) Disclosure of security breach.--A business that conducts
business in this Cormonwealth or any public entity that conpiles

or maintains conputerized records that include personal
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i nformation shall disclose any breach of security of those
conput eri zed records foll ow ng discovery or notification of the
breach to any custonmer who is a resident of this Commonweal t h
whose personal information was, or is reasonably believed to
have been, accessed by an unauthorized person. The disclosure
shall be made in the nost expedient time possible and w thout
unr easonabl e del ay, consistent with the legitinmate needs of |aw
enf orcenent and neasures necessary to determ ne the scope of the
breach and restore the reasonable integrity of the data system
Di scl osure shall not be required if the business or public
entity establishes that m suse of the information is not
reasonably possible. Any determ nation shall be docunented in
witing and retained for five years. A business or public entity
that conpiles or maintains conmputerized records that include
personal information on behalf of another business or public
entity shall notify that business or public entity, who shal
notify its Pennsylvania custoners of any breach of security of
the conputerized records i mrediately foll ow ng discovery if the
personal information was or is reasonably believed to have been
accessed by an unaut hori zed person.

(c) Attorney General.--A business or public entity required
under this section to disclose a breach of security of a
custoner's personal information shall, in advance of the
di scl osure to the custoner, report the breach of security and
any information pertaining to the breach to the Ofice of
Attorney Ceneral for investigation or handling, which may
i nclude dissem nation or referral to other appropriate |aw
enforcenent entities. The notification shall be delayed if a | aw
enf orcenent agency determ nes that the notification will inpede

a crimnal or civil investigation and that agency has nade a
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request that the notification be delayed. The notification shal
be made after the | aw enforcenent agency determnes that its

di sclosure will not conprom se the investigation and notifies

t hat busi ness or public entity.

(d) Notice.--For purposes of this section, notice may be
provi ded by one of the foll ow ng nethods:

(1) Witten 319 noti ce.

(2) Electronic notice, if the notice provided is
consistent with the provisions regarding el ectronic records
and signatures set forth in the Electronic Signatures in
@ obal and National Commerce Act (Public Law 106-229, 15
US C § 7001 et seq.).

(3) Substitute notice, if the business or public entity
denonstrates that the cost of providing notice would exceed
$250, 000, or that the affected class of subject persons to be
notified exceeds 500,000, or the business or public entity
does not have sufficient contact information. Substitute
notice shall consist of all of the foll ow ng:

(i) E-mail notice when the business or public entity
has an e-nmail address.

(1i) Conspicuous posting of the notice on the
I nternet website page of the business or public entity,
if the business or public entity naintains one.

(ti1) Notification to major Statew de nedi a.

(e) Exception.--Notwthstanding subsection (d), a business
or public entity that maintains its own notification procedures
as part of an information security policy for the treatnent of
personal information, and is otherw se consistent with the
requi renents of this section, shall be deened to be in

conpliance with the notification requirenents of this section if
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t he business or public entity notifies subject custoners in
accordance with its policies in the event of a breach of
security of the system

(f) Additional notification.--In addition to any ot her
di scl osure or notification required under this section, in the
event that a business or public entity discovers circunstances
requiring notification pursuant to this section of nore than
1,000 persons at one tinme, the business or public entity shal
al so notify, w thout unreasonable delay, all consunmer reporting
agencies that conpile or nmaintain files on consuners on a
nati onwi de basis, as defined by section 603(p) of the Fair
Credit Reporting Act (Public Law 91-508, 15 U.S.C. § 168la(p)),
of the timng, distribution and content of the notices.

CHAPTER 5
PROCEDURES
Section 501. Distribution of information.

A credit reporting agency shall create reasonabl e procedures
to prevent a consuner credit report or information froma
consuner's file frombeing provided to any third party for
mar ket i ng purposes or for any offer of credit not requested by
t he consuner. This section does not apply to the use of
information by a credit grantor for purposes related to an
existing credit relationship.

Section 502. Dispute procedure.

If the conpl eteness or accuracy of information contained in a
consuner's file is disputed by the consunmer and the consuner
notifies the consuner reporting agency of the dispute, the
agency shall reinvestigate the disputed information free of
charge and record the current status of the disputed infornmation

no later than the 30th business day after the date on which the
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1 agency receives the notice. The consuner reporting agency shal

2 provide the consunmer with the option of notifying the agency of
3 a dispute concerning the consuner's file by speaking directly to
4 a representative of the agency. No di sputed debt shall be

5 included in a credit report without first obtaining a witten

6 record indicating that judgnent has been entered in favor of a
7 debt collector.

8 CHAPTER 7

9 CONFI DENTI ALI TY OF SOCI AL SECURI TY NUMBERS

10 Section 701. Prohibitions.

11 (a) GCeneral rule.--A person or entity, not including a State
12 or local agency, may not do any of the follow ng:

13 (1) Publicly post or publicly display in any nmanner an
14 i ndi vidual's Social Security nunber.

15 (2) Print an individual's Social Security nunber on any
16 card required for the individual to access products or

17 services provided by the person or entity.

18 (3) Require an individual to transmt the individual's
19 Soci al Security nunber over the Internet website unless the
20 connection is secure or the Social Security nunber is
21 encrypt ed.
22 (4) Require an individual to use the individual's Soci al
23 Security nunber to access an Internet website unless a
24 password or uni que personal identification nunber or other
25 aut hentication device is also required to access the Internet
26 websi te.
27 (5) (i) Print an individual's Social Security nunber on
28 any materials that are nmailed to the individual unless
29 Federal or State |aw requires the Social Security nunber
30 to be on the docunent to be mail ed.
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(i) Notw thstandi ng subparagraph (i), applications
and forns sent by nmail may include Social Security
nunbers.

(b) Applicability.--Except as provided in subsection (c),
subsection (a) applies to the use of Social Security nunbers on
or after January 1, 2006.

(c) Use prior to effective date.--Except as provided in
subsection (e), a person or entity, not including a State or
| ocal entity that has used, prior to January 1, 2006, an
i ndi vidual's Social Security nunber in a manner inconsistent
wi th subsection (a) may continue using that individual's Social
Security nunber in that manner on or after January 1, 2006, if
all of the following conditions are net:

(1) The use of the Social Security nunber is continuous.

If the use is discontinued for any reason, subsection (a)

shal | apply.

(2) The individual is provided an annual discl osure,
commencing in the year 2005, inform ng the individual that

t he individual has the right to discontinue use of the

i ndi vidual's Social Security nunber in a manner prohibited by

subsection (a).

(3) If awitten request by an individual to discontinue

the use of the individual's Social Security nunber in a

manner prohi bited by subsection (a) is received, the person

or entity shall inplenent the request within 30 days of the

recei pt of the request. The person or entity may not inpose a

fee or charge for inplenenting the request.

(4) The person or entity, not including a State or |ocal
agency, does not deny services to the individual because the

i ndi vidual nakes a witten request pursuant to this
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subsecti on.
(d) Construction.--This section shall not be construed to
prohibit the collection, use or release of a Social Security

nunber as required by Federal or State |law or the use of a

1
2
3
4
5 Social Security nunber for internal verification or
6 administrative purposes by a person or entity.

7 (e) Exceptions.--In the case of a health care service plan,
8 a provider of health care, an insurer or pharmacy benefits

9 nmanager or an agent of any of these, this section shall becone

10 operative as foll ows:

11 (1) On or before July 1, 2006, a health care service
12 pl an, a provider of health care, an insurer or pharnacy

13 benefits nmanager or an agent of any of these shall conply
14 wi th subsection (a)(1), (3), (4) and (5) as these

15 requi renents pertain to existing individual policyhol ders.
16 (2) On or before July 1, 2006, a health care service
17 pl an, a provider of health care, an insurer or pharnacy

18 benefits nmanager or an agent of any of these shall conply
19 wi th subsection (a) as these requirenents pertain to new

20 i ndi vi dual policyhol ders and new enpl oyer groups for policies
21 i ssued on or after July 1, 2006.

22 (f) Cooperation.--A health care service plan, a provider of

23 health care, an insurer or pharmacy benefits nanager or an agent
24 of any of these entities shall make reasonable efforts to

25 cooperate, through systens testing and other neans, to ensure
26 the requirenents of this chapter are inplenented on or before
27 the dates specified in this chapter.

28 Section 702. Limtations of use of Social Security nunbers by
29 governnmental entities.

30 Prior to posting or requiring the posting of a docunent in a
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pl ace of general public circulation, an agency, board,
departnment, conm ssion, commttee, branch, instrunmentality or
authority of the Commonweal th or an agency, board, comm ttee,
departnent, branch, instrunmentality, comm ssion or authority of
any political subdivision of the Coormonwealth shall take al
reasonabl e steps to redact any Social Security nunbers fromthe
docunents.
CHAPTER 11

M SCELLANEQUS PROVI SI ONS
Section 1101. Damages.

Any consuner danaged by an intentional, reckless or negligent
violation of this act may bring an action for and shall be
entitled to recovery of actual damages, plus reasonable attorney
fees, court costs and ot her reasonabl e costs of prosecution of
the suit.

Section 1102. Violations.

(a) Conceal nent.--A person having knowl edge of a security
breach requiring notice to individuals under this act who
intentionally and willfully conceals the fact of or infornmation
related to the security breach conmits a felony of the first
degr ee.

(b) Unlawful use of identifying information.--During and in
relation to any felony violation, a person who know ngly
obtai ns, accesses or transmts, wthout [awful authority, a
means of identification of another person may, in addition to
t he puni shnent provided for the felony, be sentenced to serve up
to two additional years of inprisonnent.

Section 1103. Effective date.

This act shall take effect in 60 days.
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