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Honorable State Government Committee Members,
My name is Jennifer Morrell and I am a partner at The Elections Group where I consult on
election administration and auditing. From 2009 to 2018 I served as a local election official in
both Utah and Colorado. As the Deputy of Elections in Arapahoe County, Colorado, I was
instrumental in Colorado's successful implementation of the first statewide risk-limiting audit
(RLA). I left Colorado in 2018 to work as a consultant with Democracy Fund leading the Election
Validation Project, aimed at increasing trust in elections through rigorous audits, standards, and
testing. I am recognized nationally as an expert in election audits and have successfully
overseen RLA pilot programs in several states and local jurisdictions and authored a series on
election audits titled, "Knowing It's Right". I also serve as a subject matter expert for CISA and
now consult with states and local jurisdictions across the country.
I will not attempt to cover all the different elements of election administration in other states.
Rather, I have outlined some the of practices for administering trustworthy elections that have
been successfully implemented in states and jurisdictions across the country.

Standard Procedures
Standard operating procedures (SOPs) should be considered the foundation of trustworthy
elections. Detailed, written procedures outlining each step in a process along with
accompanying forms, logs, and checklists limit risks to the operation of election infrastructure.
They also serve to reduce ad hoc decision making, increase the quality and consistency of work
across staff, and speed the response time following an incident or crisis.
States that allow for administrative rulemaking by the Secretary of State, along with the power
to enforce a level of compliance, create a framework to support detailed SOPs at the local level.
Despite variability among election technologies in use, and some local discretion in application,
a procedural baseline for critical tasks can ensure greater cohesion and uniformity amongst
local jurisdictions. Increased consistency in the way that elections are administered allow
voters and officials in one area of a state to have more confidence in the administration of
elections in another area and can play a role in combatting mis- and dis-information.
Having this framework encourages innovation and stronger collaboration amongst local
jurisdictions, allowing them to share best practices and written material. Mail ballot drop
boxes, something new to many states and jurisdictions in 2020, provides a good example of

how statute outlines an election requirement, rulemaking establishes the procedures that need
to be followed, and local SOPs detail the individual tasks. Even absent specific rulemaking
authority, state election officials should endeavor to provide local election officials with explicit
guidance under a parallel logical track, even if voluntary.
Some good examples of statewide rules and procedures include:
•
•
•
•

Arizona Elections Procedures Manual
Colorado Rules Concerning Elections
Michigan Election Official’s Manual
Pennsylvania Absentee and Mail-In Return Guidance

Ballot accounting and chain of custody practices are two areas where standard procedures can
have a significant impact and I provide considerations for both.
Ballot Accounting
An audit is only as good as the paper trail you are auditing. Ballot accounting provides a way to
consistently and accurately record the number of ballots in an election officials' possession at a
given point in time and document any changes. The policy for this often lies in the regulations
for canvassing or certifying an election which means most states and jurisdictions perform
some type of accounting, even if they do not specifically refer to it that way.
Ballot accounting includes things like ballot reconciliation performed by poll workers at polling
locations, ballot tracking and control logs for absentee and mail ballots, and chain of custody
forms used to physically track who took possession of ballots and when. Ballot reconciliation
and chain of custody forms are the foundation of an audit’s paper trail and is one of the best
ways to ensure votes have not been dropped, lost, or added as a result of human error or a
failure of voting equipment.
Ballot accounting also ensures the ballot record remains complete and intact from the moment
ballots are cast all the way through to the audit and finally to storage for retention. The
documentation used for ballot accounting provides evidence the ballot record is trustworthy.
Most of the guidance for this will be outlined in the administrative rulemaking process. For
example, in Colorado the statute says that a canvass board shall:
• Reconcile the ballots cast in an election to confirm that the number of ballots counted in
that election does not exceed the number of ballots cast in that election;
• Reconcile the ballots cast in each precinct in the county to confirm that the number of
ballots cast does not exceed the number of registered electors in the precinct; and
• Certify the abstract of votes cast in any election and transmit the certification to the
secretary of state.

But the rules outline a far more extensive program of ballot accounting designed to support the
robust post-election audits that are performed.
This includes things like:
• Having a detailed ballot log that accounts for every ballot issued and received and is
reconciled daily.
• A daily accounting each day a polling location is open (election day and early voting) of
the number of ballots printed on demand, cast, unvoted ballots, spoiled ballots, and
provisional ballots.
• And then there is a fairly detailed accounting that takes place after a polling location
closes including an explanation of any discrepancies.
I would encourage you to take a closer look at both the laws and rules around canvassing and
certification to ensure they support robust ballot accounting practices.
Chain of Custody
The term “chain of custody” is something you should expect to hear often when it comes to
election administration and providing proof of the integrity of an election. The term is not
unique to elections. In a court of law, it refers to evidence and the sequence of gaining custody
of that evidence along with its control, transfer, examination, and final disposition when
admitted into court. Proving that an item has been properly handled through an unbroken
chain of custody is essential. It assures a court of law that the evidence is authentic and was
never unaccounted for.
The chain of custody for an election should provide the same assurances that ballots are
authentic and accounted for from the time they are printed until they are audited and stored.
Chain-of-custody forms and logs become a story that follows a ballot’s journey through the
voting process. They provide evidence to relieve any uncertainty that ballots have been
tampered with by indicating when and who took possession of them each time they are
physically moved.
Chain of custody forms are likely to be used in the following procedures:
• Blank ballots delivered to a voting location.
• Voting machines or memory cards being transferred to and from a location.
• Mail ballots retrieved from a ballot drop box.
• Ballots being transferred from signature verification to opening and extraction.
• Ballots removed for duplication.
• Ballots moved to a sealed container for storage.
Chain-of-custody logs also help document how ballots are secured both physically and
electronically. By and large you will see the use of uniquely numbered, tamper evident seals
being used as part of the chain of custody documentation process. For example, unvoted paper

ballots will be transported to voting locations in sealed containers and the receiving poll
workers will verify the seal number on the chain of custody logs before issuing ballots. A chainof-custody log may come in a variety of forms and serve multiple purposes.

Testing and Audits
I start every conversation about election audits by asking what an audit should accomplish. Any
audit, not just tabulation audits, should provide election officials a way to:
• Detect voting system errors
o human error
o misconfiguration
o manipulation
• Provide accountability to voters
• Deter fraudulent activity
• Assure votes were issued, counted, and reported accurately
• Provide feedback for process improvement
We focus quite a bit on post-election tabulation audits but there are a number of places, from
processing a voter registration application, to programming an election, to issuing and receiving
ballots, and finally tabulating ballots where there is an opportunity to pause and conduct some
type of audit, test or validation.
Procedural/Compliance Audits
Informal compliance audits ensure SOPs work and are being followed. They can also be used to
test workflow, form design, training, and ensure the necessary equipment and supplies are in
place.
Formal compliance audits ensure that local jurisdictions are adequately performing tasks as
required by state laws and established procedures. These might be conducted by the state
election authority, a county officer, or an independent office or firm. Typically, a formal
compliance audit includes a review of data, inspection of records, and observation of work
performed.
Two good examples of statewide procedural audits include:
• Maryland State Board of Elections Comprehensive Audit Guidelines
• Michigan Post-Election Audit Manual
Testing
Robust testing and auditing of voting equipment and other election assets and processes help
local election officials manage risk by:

•
•

Demonstrating the proper functioning of voting equipment and other election systems
prior to an election.
Identify strengths and weaknesses in the jurisdiction’s operations planning including
physical and cyber security.

Some of the other systems you should test or audit include:
• Voter registration systems including GIS audits for correct voter district assignments
• Signature verification systems
• Mail ballot sorters
• ePollbooks
• Website tools
• Resource allocation audits to ensure enough equipment, supplies and people have been
allocated to meet demand

Post-Election Tabulation Audits and Risk-Limiting Audits
A risk-limiting audit or RLA, as it is often referred, is a post-election tabulation audit that
examines a random sample of voted ballots to provide a statistical level of confidence that the
outcome of the election is correct.
Due to previous testimony, I will not detail the method or practice for conducting this type of
tabulation audit but rather, provide some things to keep in mind when thinking about RLA
legislation.
When developing and establishing RLA policy, lawmakers and administrators should focus on
the central goal of strengthening voter confidence and election transparency.
• This is done by establishing a framework that is both easy to understand and
implement, while not being overly prescriptive.
• It means not prescribing the method or process or the calculations involved in
conducting a risk-limiting audit, such as setting a specific risk limit, but rather,
establishing risk-limiting audits as the method for conducting a post-election tabulation
audit.
• Laws should allow for innovation as new methods of auditing are developed and voting
system technology advances.
Requirements that should be included in the statutory language include:
• Complete the audit prior to final certification
• Ensure that all types of ballots are included in the audit, whether cast in person, by
absentee/mail ballot, early voting, provisional ballot, or otherwise.
• Provide a report prior to starting the audit that includes the unofficial final tabulated
vote results.
• Complete the audit in public view.

•

Provide details of the audit to the public after completion.

These same requirements should be applied if consideration is given to other methods of postelection tabulation audits such as traditional, fixed percentage audits.
Also consider how further rules, regulations, and procedures will be established. Normally, the
Secretary of State or State Election Board is tasked with rulemaking around the specific
procedures and how to implement and administer the audit.
One thing that has been effective in other states is to create a working group in conjunction
with the promulgation of the rules that includes auditing experts (such as the state auditor),
equipment vendors, and local election officials to consider best practices for conducting risklimiting audits which may include:
• Procedures to conduct a risk-limiting audit including appropriate sampling methods.
• Criteria for which contests will be selected for audit.
• Criteria to determine the risk limit.
• How audit board members are designated.
• Security procedures to ensure the collection of validly cast ballots is complete, accurate,
and trustworthy throughout the audit.
States that have successfully implemented post-election audit regulations with input from a
working group include California, Colorado, Michigan, Nevada, New Jersey, and Rhode Island.
Transparency
Audits and public testing are most impactful when you provide uniform and meaningful
documentation for the public and other stakeholders to examine. This should include:
• Methodology for the random selection of precincts, batches, or races to be audited.
• Security and chain of custody protocols.
• Who completed the audit (election officials, citizen audit board, canvass board
members, private company, etc.).
• Findings from the test or audit including any discrepancies.
Examples where this is done well:
• Maricopa County, Arizona – Hand Count/Audit Report
• Rhode Island – 2020 General Election Audits

Audit Independence
While pre-election testing of the voting equipment and systems is best done internally, an audit
should be conducted in a manner than prevents any conflicts of interest. One way that states

have accomplished this is by allowing parties of interest to participate in the audit process
alongside local election officials, often in the form of bi-partisan, citizen audit boards.
States that include independent observers in the audit process:
• Alaska – appointed representatives from political parties are required to observe.
• Arizona – party representatives appointed by the county party chairperson conduct the
audit along with county election officials.
• Colorado – at least two members of the county canvass board observe the audit and
members of the canvass board serve as members of the audit board.
• Connecticut – audit reports are analyzed by the University of Connecticut
• Florida – audit conducted by the county canvassing board
• Hawaii – bipartisan audit team assists in conducting the audit
• New Jersey – oversight of the audit process is provided by an independent, professional
audit team appointed by the State Attorney General.
• New Mexico – oversight from an independent auditor hired by the Secretary of State.
It should be noted that most states conducting post-election tabulation audits require the audit
be conducted publicly.
Conclusion
Despite our reliance on technology to increase the efficiency and accuracy of running an
election, it is still very much a human centered process. Honest mistakes can be made, and
correctable errors do occur. Standard operating procedures are a simple but important way to
ensure tasks are completed correctly and on time. Testing and auditing provide a way to
validate that work was done correctly and it produces evidence that the election was
conducted fairly and accurately. Further, procedure guides, forms, reports, and logs can be
used to bolster public confidence that an election is trustworthy.
I commend you for looking to other states and jurisdictions for best practices and am confident
Pennsylvania will be seen as a leader in election administration.
Thank you,
Jennifer Morrell

