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March 4, 2021 
 
 
 
The Honorable Rep. Seth M. Grove, Chair 
The Honorable Rep. Margo L. Davidson, Democratic Chair 
House State Government Committee, Pennsylvania House of Representatives 
 
Dear Representative Grove and Representative Davidson: 
 
Thank you for the invitation to participate in your hearing on voter registration. This written 
testimony will provide an overview of the Electronic Registration Information Center (ERIC).  

Introduction 

ERIC is a nonpartisan, non-profit membership organization funded by participating state members. 
It’s managed by a Board of Directors comprised of a representative from each member state – either 
its chief election official or their designee. Our mission is to help state and local election officials 
improve the accuracy of their voter rolls, register eligible citizens, reduce costs, and improve 
efficiencies in the voting process. ERIC works to achieve its mission by routinely comparing official 
data from a variety of sources and then providing its findings to members via specialized reports. 
ERIC was founded by seven states in 2012. Pennsylvania joined ERIC in 2016. Today, 30 states and 
the District of Columbia are members.  

Required Data Uploads 

Members must provide a complete set of voter registration records and all records from the state 
driver’s licensing agency relevant to voter registration. States must upload these data sets at least 
once every 60 days. These data are foundational to the various reports ERIC provides its members.  

Data Matching 

ERIC uses a powerful, sophisticated data matching program to compare multiple data sets in a 
secure environment. However, no data matching tool is perfect, and the quality and applicability of 
source data can present challenges. While members have confidence in the reports, ERIC strives for 
continuous improvement in its data matching processes. 

In addition to state voter registration and state driver’s licensing/ID data, ERIC uses the Limited 
Access Death Master File (DMF) from the Social Security Administration. Comparisons of all these 
data sets are used to provide members with four core list maintenance reports and a report of 
potentially eligible but unregistered individuals. These reports are discussed below.  
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Separately, upon request, ERIC provides a National Change of Address report using official NCOA 
data from the United State Postal Service. Finally, ERIC also offers a Voter Participation Report that 
identifies cases of possible illegal voting. This report is voluntary and is available only after a federal 
General Election.  

Acting on Reports Provided by ERIC 

Prior to each federal General Election, members must initiate contact with eligible but unregistered 
individuals identified by ERIC, educating them on the most efficient means to register to vote. This 
is typically done via a postcard mailing that clearly states the voter eligibility requirements, 
registration deadlines, and instructions for how to register. 

Members must also initiate contact with voters whose registration information is identified by ERIC 
as inaccurate or outdated in order to correct the inaccuracy or obtain information sufficient to 
inactivate or update the voter’s record. Members must request list maintenance reports at least once 
every 425 days, but are strongly encouraged to use these reports much more frequently. All voter 
registration list maintenance activity using information provided by ERIC must be conducted in 
compliance with the National Voter Registration Act (NVRA) and/or applicable state law. 

Report Types and ERIC Statistics 

Since it was founded in 2012, ERIC has identified over 16.8 million out-of-date voter records and 
over 55 million potentially eligible individuals not registered to vote.  

Table 1 includes each list maintenance report and the total number of records identified by report 
type since ERIC started offering these reports in 2013. The Report Type column includes a short 
explanation of how individuals are identified for that report. The In-state Updates report provides a 
list of voters who’ve moved within the state, but have not updated their voter registration to their 
new address. The Cross-state Movers report identifies voters who’ve moved from one ERIC 
member state to another. Deceased voters are identified in a separate report, as are duplicate 
registrations.1 

Table 2 provides the number of potentially eligible but unregistered individuals identified by ERIC.   

Table 1 – ERIC List Maintenance Report Statistics as of 12/31/2020 
Report Type 2013 – 2020 
In-state Updates (More recent activity in DMV record) 10,744,985 
Cross-state Movers (More recent registration/license in other state) 5,136,817 
Deceased (Appears on national Death Master File) 390,484 
In-state duplicates (Duplicate voter records) 525,994 
Totals 16,798,280 

 
 
 
 
 

 
1 The Pennsylvania Department of State is currently prohibited from using the ERIC death report due to statutory 
limitations on which data may be used to remove deceased voters.  
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Table 2 – Potentially Eligible but Unregistered Report Statistics as of 12/31/2020 
Report Type 2012 – 2020 
Potentially Eligible but Unregistered Report  
(In DMV file, but not registered) 

55,273,415 
 

 

Information Security and Privacy Protections 

ERIC’s information security approach aligns with national and international information security 
management standards. ERIC seeks to continuously improve the management and technical 
monitoring of data provided by its members. ERIC also performs annual reviews of its risk profile 
and security management policies, operations and procedures. Board Members are provided periodic 
information security updates and reviews, consistent with standard corporate transparency guidelines 
for governance and oversight of member data. The Board approves updates to ERIC’s information 
security management plan and policies. This intense focus on protecting members’ data is reflected 
in ERIC’s governance documents, structure, and technical processes.  

Protecting Data and Privacy: Governance 

The ERIC Membership Agreement specifies ERIC reports are to be used only for voter registration 
purposes and must be kept confidential. Driver’s licensing data is protected against release under the 
federal Driver’s Privacy Protection Act. Since all ERIC reports inherently include driver’s licensing 
data, a court order is required prior to release of ERIC data. Members and ERIC must immediately 
disclose to the membership any unauthorized data release. 

The ERIC Board of Directors is advised by a Privacy and Technology Advisory Board comprised of 
leading experts in the field of data security and encryption. This advisory board reviews security 
protections and helps provide advice as to information security improvements.  

Technical Processes 

Providing states with “actionable” data requires using data from multiple sources, including driver’s 
licensing/state ID data, the last four digits of Social Security numbers, and full dates of birth. To 
protect this highly sensitive information, ERIC and its members use a secure software program that 
applies a one-way cryptographic hash to these data. The one-way hashing program converts each of 
these data points to a series of characters that are meaningless beyond the matching process. 
Hashing the data is different from encrypting it. Encrypted data can be unencrypted with a key. Data 
that has been hashed is not intended to be decrypted; there is no key.   

All ERIC members use the same hashing program, resulting in comparable hashed data. For 
example, the hashed value of a March 9, 1954 date of birth will be the same from each state. States 
run their data through the hashing program prior to uploading it to ERIC. Social Security numbers, 
dates of birth, and driver’s license/ID numbers should never leave a member state’s control in clear 
text. These data points are not included in the reports ERIC provides to states.  

Members upload their data to a secure server (sFTP). All data, including the hashed elements, are 
encrypted prior to upload. The server must be accessed from a computer with a unique computer 
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address (IP address) with preapproval. Members cannot see other members’ data on the secure 
server.  

The ERIC Systems Engineer accesses the uploaded data on the secure server within an environment 
employing industry standard security protections, including multi-factor authentication. The data is 
again processed through the hashing application and prepared for the data matching program. This 
means the most sensitive data are hashed twice. After the data matching process is complete, the 
various reports are prepared for the members.  

To be clear, ERIC does not directly interface with any state voter registration system. ERIC is not 
connected to state voter registration systems and is not a national database of voters. 

The ERIC system – the servers that hold member data and the data matching software – is hosted in 
a secure facility in the mid-west, offsite from any ERIC employee. This professionally managed 
facility houses data from other clients with highly regulated and sensitive data, including financial 
institutions and health care companies. ERIC data lives on separate servers and is never comingled 
with other client data. The hosting company undergoes regular industry standard security audits and 
employs virtual and physical security that meets or exceeds national and international standards. 

Third-Party Assessments 

Under federal data security rules, entities that subscribe to the Limited DMF must submit a written 
third-party conformity attestation, from an independent auditor, stating the organization has 
"information security systems, facilities, and procedures in place to protect the security of the 
Limited Access DMF." ERIC successfully passed a third-party assessment and completed the 
certification in 2017 and 2020.  

In 2020, ERIC contracted with an independent cybersecurity firm to conduct an external assessment 
and review of its information security practices/systems/policies and its compliance with accepted 
information security standards. ERIC passed this assessment without material findings.  

Summary  

I hope the information provided here is helpful and relevant to your discussions on maintaining 
accurate voter rolls and the tools available to help Pennsylvania perform high quality list 
maintenance activities. In closing, here are a few points to highlight: 

• ERIC administers a sophisticated and secure data matching service that helps states keep 
their voter lists accurate, even as citizens move or die.  

• ERIC protects the confidentiality of sensitive data using standards-based risk assessment and 
risk management practices. Privacy protections and information security lie at the core of 
ERIC’s operating principles. 

• ERIC has successfully identified almost 17 million out-of-date voter records since 2013. 
• ERIC has helped states register millions of eligible citizens.  
• ERIC assists states in reducing the possibility of improper or double voting by helping states 

clean up out-of-date records in a proactive and routine manner throughout the year, while 
encouraging eligible people to get registered. 
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For more information, including a short explanatory video on ERIC, please visit www.ericstates.org. 
I would be happy to answer any questions the committee may have about ERIC. I can be reached by 
email at Shane.Hamlin@ericstates.org and by phone at (202) 695-3464.  

 
Sincerely, 
 
s/h 
 
Shane Hamlin 
Executive Director 
Electronic Registration Information Center, Inc.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Enclosures:  

1. Map of ERIC membership as of 12/31/2020 
2. Reports available to ERIC Members 

http://www.ericstates.org/
mailto:Shane.Hamlin@ericstates.org


ERIC Members account for about 63 percent 
of the U.S. Citizen Voting Age Population*

*https://www.census.gov/programs-surveys/decennial-census/about/voting-rights/cvap.2019.html with mapchart.net ©Created

https://www.census.gov/programs-surveys/decennial-census/about/voting-rights/cvap.2019.html
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