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Good morning. I am Greg Hayes, President & Chief Operating Officer of Kish Bank and a member of the
Board of the PA Bankers Association where I chair our professional development policy committee. I am
joined by Bob McMinn, Executive Vice President and General Counsel at Kish.
With a history dating to the early 20th century, Kish Bank has been one of Pennsylvania's fastest growing
community bank franchises. With 16 offices throughout Centre, Huntingdon, and Mifflin Counties,
including four financial centers, and a state-of-the-art on line banking product, Kish Bank serves a
potential population of over 230,000 people and over 87,000 households. Today, Kish Bank has total
assets of over $915 million.
We are here today representing the PA Bankers Association (PA Bankers) and its 123 members which
are banks, savings banks, trust companies of all sizes and their affiliates operating in Pennsylvania. In
addition to providing vital financial services to individuals businesses and governments, our industry
volunteers countless hours each year serving communities and donates millions of dollars to charity. PA
Bankers is celebrating its 125th anniversary this year.
PA Bankers was asked to share its views on data security and breach notification and HB 1010 in
particular. We welcome this opportunity to discuss how seriously the banking industry takes data
protection.
In recognition of the important role banks play in protecting customer information, federal law has for
several decades imposed high standards which banks must meet. Not only must we comply with federal
law to our own satisfaction and that of our customers, federal and, if applicable, state examiners review
our policies, procedures and practices as part of their rigorous regulatory compliance examinations. We
do so not only because it is the law but because it is the right thing to do for our customers, our industry
and the security of the financial system and our nation.
The Gramm-Leach -Bliley Act (the GLBA) enacted in 1999 contains strict security and confidentiality
requirements for consumer data and requires notice to consumers if a breach of sensitive data occurs.
Not only must banks promptly notify our customers of a data breach, we must disclose our information
collection and sharing practices, along with a customer's rights, where applicable, to limit sharing with
nonaffiliated third parties and with our affiliates. Most institutions do this via their websites. Many
banks use a template issued by the federal Bureau of Consumer Financial Protection (the Bureau).
The GLBA includes exceptions from information sharing limitations that ensure that the financial
markets can function and that services that consumers need are provided adequately. For example,
credit card transactions require certain key financial information to be exchanged to make sure the
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proper account is debited, and the right merchant credited. These exemptions also ensure compliance
with other legal and regulatory mandates such as law enforcement, child support and avoidance of
terrorist and illegal trafficking financing.
The GLBA is not the only federal privacy protection statute to which banks must adhere. The Fair Credit
Reporting Act (FCRA) and the Right to Financial Privacy Act (RFPA) date to the 1970s. Other federal laws
to which a financial institution is subject include the Health Insurance Portability and Accountability Act,
the Children's' Online Privacy Protection Act, the CAN-SPAM Act, the Telephone Consumer Protection
Act, the Electronic Communications Privacy Act and the Drivers' Privacy Protection Act, among others.
Congress has long taken the lead in privacy protection and for a good reason - information exchange
does not stop at state borders. Thus, the banking industry advocates for enactment of:
•

A national privacy standard for all business like that already in place for banks under the laws
cited above . A single national standard will be more clearly understood by consumers than a 50state patchwork.

•

Strong national data protection and breach notification requirements for all entities that

•

Robust enforcement of national standards by the appropriate federal regulators which

handle sensitive personal information .
preserves the GLBA's existing administrative enforcement structure for banks and other
financial institutions.
•

Clear federal preemption of state and local data security laws to ensure consistent, national

consumer protection.
Major breaches of personal information have occurred at multiple entities - including governments placing millions of consumers at risk. The GLBA has long required financial institutions to not only secure
their customers' information and protect against anticipated threats and unauthorized access that could
result in substantial harm, but since 2005 has required banks and their affiliates to have in place incident
response programs to address security incidents involving unauthorized access to customer information.
This includes notifying customers when appropriate.
The federal bank regulators have formal procedures that govern bank examinations. The Federal
Financial Institutions Examination Council (FFIEC) Information Technology Examination Handbook, is an
extensive document (over 1,000 pages) of IT guidance and examination instructions used by bank
regulators to determine bank compliance with among other issues, vendor management, information
technology governance and information security program management. That level of regulatory scrutiny
is unique to the banking industry and is one of the reasons that banks are highly trusted by our
customers and incidences of data breaches at financial institutions less frequent than in other sectors.
If banks fail to comply with federal privacy requirements, federal banking agencies are authorized by
Congress through the GLBA (enforced under Section 8 of the Federal Deposit Insurance Act (FDIA)) to
bring administrative enforcement actions against banks and their affiliates and to recover significant
penalties (up to $1M/day for consumer restitution or remedial action). Thus, the banking industry sees
no need to grant or expand privacy enforcement authority over banks to/by other federal or state
agencies, state Attorneys General or other state or local government authorities.
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The increase in state privacy and data breach laws simply must be replaced by a federal standard.
Inconsistent and duplicative requirements have the potential to disrupt financial systems and prevent
consumers living just across state borders from each other from having the same set of rights. Recent
polling indicates that voters prefer a national privacy standard (information at the end of this
testimony).
PA Bankers is opposed to HB 1010 which as drafted as a free-standing act would conflict with the
existing PA Breach of Personal Information Notification Act. We have a number of other concerns with
HB 1010 not the least of which is the fact that it would add to the already confusing patchwork of state
statutes that prevent consumers throughout the nation from having the same rights and remedies
applicable to the maintenance and use of their sensitive personal information. The bill also includes an
incomplete definition of "financial institution." In addition, it would expand the Attorney General's
authority to enforce violations, override arbitration agreements, and provide a statutory private right of
action all of which are unnecessary with respect to banks and their affiliates.
We are also concerned about provisions of the legislation which provide that if a state agency, a political
subdivision, or a business or individual doing business in Pennsylvania that maintains, stores or manages
computerized data that includes personal information, fails to take "reasonable measures consistent
with [their] nature and size" to secure the information, any adversely affected resident of the
Commonwealth may initiate a civil action to recover actual damages or $5,000 for each separate
violation of the act plus costs and attorney's fees, and which further authorize the Attorney General to
recover civil penalties of $10,000 for each violation. These provisions are likely to make any unit of
government or business holding computerized personal information that are successfully hacked by
foreign governments or international or domestic criminal gangs subject to class action lawsuits which
allege based on 20/20 hindsight their information security efforts were not "reasonable."
For example, if a business holding personal information with respect to 2,500 customers is hacked, even
in the absence of any actual damage to any customer, the business could be subject to demands for
payments of $12.5 million, plus costs and attorney's fees, and be subject to penalties imposed by the
Office of Attorney General of $25 million.
Our focus should not be upon punishing the victims of crimes, but instead upon creating partnerships
between government and the private sector to promote better measures to protect privacy consistent
with the need to use complex electronic data collection and storage systems that are essential to the
operation of our economy.
We suggest instead that the Commonwealth build programs to help businesses effectively maintain the
security of personal information and to aggressively pursue the prosecution of hackers who steal and
misuse confidential information.
As noted, banks devote significant resources toward protecting their customers' data. We also offer
guidance and assistance to our customers- consumers and businesses.
Thanks again for the opportunity to meet with you today. We look forward to answering any questions
you may have about our testimony.
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This survey was conducted on behalf of Bank Policy Institute by Morning Consult
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The majority of
consumers trust banks
with data privacy.

support a national law that requires
banks and financial institutions to
notify customers in the event of a
data breach.
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51 3 in 4 voters
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are confident in the ability of their
bank or financial institution to securely
collect and protect their personal data .

Voters are 3x more likely
to trust banks and financial institutions to collect
and protecft their personal data than they are
technology companies (57% versus 18%)

Voters support a national •
standard for data breach.

Methodology: '!his poll was conducted hy Morning Consult bctween Fcbn1<1r)' 27 -March 3, 2019 among
<l national sample of 1994 Registered Voters. '!he interviews were conducted onlinc and the data were
ll'eightcd to <lpproximate a target samf1lc of Rcgistert:d Volf'rs based on age, educational attainment, gender,
race, and region. Results from the full survey have <l margin of error of plus or minus 2 percentage points.
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+ Voters are supportive of their personal data being used for
identity protection and fraud prevention.
Voters are 14x more comfortable with banks and
financial institutions using their personal data for...

~ 57%
~ identity

~ 54%
" ® fraud
prevention

protection

...than they are for personal advertisements (4%)

Voters report banks and credit cards are most
likely to help consumers during a breach.
9Qo/c
l

Voters say either their bank or financial institution or their credit card
O provider assisted in lhe recovery of lost funds after a data breach.

55%

35%

bank or financial institution

II

credit card provider

Only 4% of voters say the same about retailers, 3%
about credit bureaus and 2% about the government.'

*Among those who have lost funds in a data breach (n = 403)

Customers' trust in banks is well earned: No industry is more regulated or subject to
regulatory review and examiniation of their privacy standards.
[!] ... '[!]
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Scan Me To Learn More
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national s<impil' or 1994 Registered Vole rs. 'I he interviews were rnnduclcd on line and lhc dala \\'lTC weighil'll
lo apr1ruxim<llc a largcl sa111ple of Registered Voters based on age, educaliun<d <lllainmcnt, gender, rnce, <llld
region. Rl·sulls frn111 the lull survey h<wc a lll<trgin of error ufplus or minus 2 r1ncenlage poinls.

