
The Honorable Robert Latta 
Chairman 
House Energy & Commerce 
Subcommittee on Digital Commerce and 
Consumer Protection 

2125 Rayburn House Office Building 
Washington, DC 20515 

Dear Chairman Latta: 

August 3, 2018 

While we are separately submitting our thoughts to you on data security and breach legislation 

as you requested during the last listening session on the topic, we feel compelled to provide some 

background facts in light of the letter that Jim Nussle of the Credit Union National Association (CUNA) 

sent you. Mr. Nussle's letter, dated July 27th, states that mitigating losses from "merchant" data 

breaches is CUNA's top priority. 

Never mind that the letter's primary example of a problematic data breach is a breach of a 

financial services company, Equifax, that was at the time subject to data security requirements 

promulgated under the Gramm Leach Bliley Act. We have provided data demonstrating that merchants 

suffer a small percentage of data breaches and that the financial services industry along with health 

care, government and others all have more breaches than merchants. 

The letter creates several (additional) misperceptions that we wanted to address. Losses that 

the letter complains about are those incurred by credit unions that issue debit and/or credit cards. 

Those credit unions do not receive funds on some fraudulent transactions and incur costs to reissue 

compromised cards. Merchants actually prepay more than 100 percent of card issuers' fraud losses and 

card reissuance costs through the payment of swipe fees on every transaction. 

That is the case for debit cards that are covered by Federal Reserve regulation II. The Federal 

Reserve, through its regulatory process, specifically calculated debit card issuers' fraud losses and 

required merchants to pay 0.05 percent of the amount of every covered debit transaction to card issuers 

to cover their fraud losses. That number was chosen because it was the fraud losses incurred by the 

median card issuer covered by the regulations. The Federal Reserve also calculated issuers' costs of 

reissuing cards when those cards are compromised and took the total cost paid by the median issuer, 

along with a number of other fraud prevention costs, and required merchants to pay an additional one 

cent on every covered debit transaction. Neither the fraud losses nor the card reissuance costs were 

limited to those incurred due to merchant data breaches. No matter whether a credit union, bank or 

other business had a breach or if there was no breach at all, merchants already cover all the fraud losses 

and card reissuance costs incurred. 



Now, many debit and credit card transactions are not subject to the Fed's regulation II. But, the 

swipe fees on those transactions are much higher than the swipe fees under the regulation. That means 

that fraud losses and card reissuance costs are more than fully paid ahead of CUNA members incurring 

them. 

The major credit card networks also have rules dealing with data breaches. Those rules require 

merchants to pay the card networks for the cost of reissuing cards when those merchants suffer a data 

breach. These payments are actually higher on a per card basis for smaller financial institutions like 

credit unions. And, the major card networks require merchants to pay to cover incremental increases in 

fraud on the card accounts subject to the breach. 

We do not receive an accounting of what the card networks do with this. What happens to all 

the money that merchants pay in these situations is a question that is well worth exploring by this 

Committee ifthe issuing credit unions and banks are not actually receiving these reimbursements. The 

bottom line is that merchants prepay card issuer fraud losses and card reissuance costs (even those 

unrelated to any breach) and then pay all of those costs again when the merchants have a data breach. 

Credit unions and banks have also sued merchants, sometimes successfully, to recover their 

costs of fraud and card reissuance when merchants have data breaches. While we believe merits of 

those cases are questionable given that merchants have already paid those costs twice, the lawsuits 

keep coming. 

Of course, merchants also lose money to fraudulent card transactions. Merchants suffer nearly 

half of all fraud losses on debit cards and more than half of all fraud losses on credit cards. But, credit 

unions and banks do not have to pay merchants fees to cover the merchant fraud losses. And, even 

when credit unions and banks have data breaches, they do not have to pay merchants to cover losses 

merchants incurred from the fraud losses. Plus, merchants generally do not have opportunities to sue 

banks and credit unions when those institutions have data breaches because, rather than publicly 

announcing their breaches, banks and credit unions tend to quietly reissue cards to their customers. 



Mr. Nussle's demand that legislation require merchants to pay for fraud and card reissuance 

costs of credit unions for a third (or fourth) t ime wh ile merchants get no reimbursement for their own 

fraud losses when credit unions have data breaches is outrageous and indefensible. If he claims to only 

want his members to be reimbursed for these costs once, our answer would be that we agree 

wholeheartedly. Simply get rid of swipe fees and the card network rules on payment for card reissuance 

and fraud following breaches. Then, we would be happy to have a system allowing merchants and 

credit unions alike to seek a single reimbursement for losses caused by another business' data breach. 

That would be a fine and fair system - and hopefully one that Mr. Nussle and his members will support. 

Sincerely, 

Food Marketing Institute 
National Association of Convenience Stores 
National Grocers Association 
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On behalf of the Pennsylvania Institute of Certified Public Accountants (PICPA), thank you for the 
opportunity to discuss House Bill 1010 and the broader issue of data privacy. 

The PICPA, founded in 1897, is the second-oldest and the fourth-largest CPA organization in the 
United States. Membership includes more than 20,000 practitioners in public accounting, 
industry, government, and education. One of our expressed goals is to speak on behalf of 
members when such action is in the best interest of the CPA profession in Pennsylvania and the 
public interest. 

Every tax professional in the United States -- be they a member of a major accounting firm or an 
owner of a one-person storefront -- is a potential target for highly sophisticated, well-funded, 
and technologically adept cybercriminals around the world. Their objective is to steal client data 
in order to file fraudulent tax returns that better impersonate their victims and are more difficult 
to detect. In addition, fraudsters are seeking access to information to open credit cards or take 
out loans under the identity theft victims' names. 

Protecting client data is already the law and a priority for tax professionals. The Federal Trade 
Commission's (FTC) "Safeguards Rules" require professional tax preparers to create and enact 
security plans to protect client data. Additionally, the IRS may treat a violation of the FTC's 
Safeguards Rules as a violation of IRS Revenue Procedure 2007-40, a provision which sets the 
rules for tax professionals participating as Authorized IRS e-file Providers. Treasury regulation 
section 301.7216, and recently released Revenue Procedure 2008-35, also provide a complete 
authoritative guidance on the disclosure or use of tax return information. Section 7216 of the 
regulation prohibits tax return preparers from "knowingly or recklessly" disclosing or using tax 
return information. As a criminal provision, this section could result in the preparer being charged 
with a misdemeanor, involving a maximum penalty of $1,000 or one year in prison, or both, plus 
costs of prosecution. Lastly, tax professionals are also required to abide by the Gramm-Leach
Bliley Act, also known as the Financial Modernization Act of 1999. It is a U.S. federal law that 
requires financial institutions to explain how they share and protect their customers' private 
information. Certified public accountants must abide by these various standards because of the 
sensitive nature of the information required to do their job which in turn makes them prime 
targets for various types of cybercrime and identity theft. 

Enhanced data privacy seems to be the wave of the future for all professions that handle sensitive 
information. For example, at least nine other states have introduced data privacy bills to protect 
individuals and the professions that are most at risk for attacks. Ohio has a voluntary data 
protection law in place offering civil protection that first looks to federal or state regulation, then 
the PCl-DSS (Payment Card Industry-Data Security Standard), and lastly Industry recognized 
cybersecurity frameworks. Ohio's law provides incentive for businesses to achieve a higher level 
of cyber security through voluntary action. If a business has a cybersecurity program that meets 
one of the acts requirements, it is eligible to use affirmative defense in the event of a lawsuit 
resulting from a data breach. Additionally, California is preparing to implement its Consumer 
Privacy Act (CCPA), a data privacy law that is among the strictest in the country. California's law 
is similar, but not identical, to the European Union's General Data Protection Regulation (GDPR) 
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that took effect in 2018. California's consumer privacy act, could have major repercussions on 
U.S. companies as it is not totally clear what it means to be compliant, leaving many companies 
in a struggle to interpret grey areas created by the law. It is common practice for CPA firms to 
employ general counsel or a lawyer to ensure that they are in compliance with the various 
standards that are in place and that they are prepared to take the proper recourse should a data 
breach occur. 

In addition to accountants being targeted because they are in possession of taxpayer and other 
client data required to comply with tax filing, cybersecurity concerns also touch the services 
offered by many CPA firms. Some perform attestation engagements in the realm of third-party 
information processors (System and Organization Controls Report), so the profession is acutely 
aware of the reporting and liability issues that arise from cybersecurity from the perspective of 
providing services for companies whose data can be breached. Additionally, many CPAs/CPA 
firms obtain accounting data files for small businesses that contain vendor details including ID 
numbers and the confidential information of independent contractors for which annual 1099s 
are prepared, and payroll details for employees and business clients, potentially providing for 
many more ID theft victims. 

A number of CPA firms are national and international firms. One state statute can alter protocols 
nationwide for some, which may pose a significant cost to firms above and beyond the potential 
for penalties associated with data breaches for Pennsylvania residents. While most CPA firms are 
prepared to adhere to the federal laws in place should a data breach occur, the penalty formula 
outlined in Pennsylvania House Bill 1010 is overburdening and has the potential to put firms out 
of business, ultimately resulting in a loss of jobs due to overregulation. For example, if a CPA 
prepared a return for a married couple with four children, the minimum penalty for the breach 
of just one return could be six times the $5,000 individual penalty, or $30,000. Not to mention, 
this legislation allows the Attorney General to issue a $10,000 penalty against anyone who 
violates this act. That cost is in addition to all the other breach remediation costs incurred -which 
often range well into the thousands. Furthermore, malpractice premiums will skyrocket under a 
$5,000 per person penalty. The potential cost to obtain expanded liability coverage to help 
mitigate the exposure presented by this legislation could likely spike malpractice professional 
liability insurance 200%, 300% or more -- a cost many small businesses will not be able to afford. 

CPA firms also represent many for-profit and not-for-profit clients who may view the proposed 
House Bill 1010 as a serious threat to their ongoing viability if they are exposed to substantial 
automatic monetary damages. Entities covered by HIPPA (Health Insurance Portability and 
Accountability Act), FERPA (Family Educational Rights and Privacy Act), and similar regulatory 
regimes regarding privacy may be affected differently by the proposed statute. The ongoing 
growth of automation technology affects the profession as well. Artificial intelligence (Al) 
programs and data analytics may expose CPA firms to additional risk because Al systems and data 
analyses performed in attest and consulting businesses may contain the data of a client's 
customers, employees, and vendors, not just data about the client. 
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Ultimately, CPA firms and businesses housing sensitive data are tasked with performing due 
diligence and maintaining adequate coverage. This would include having knowledge of the 
threats they face, common regulatory requirements they must adhere to - both state and federal 
laws - and having an understanding of cyber insurance policy specifics. 

It is a nightmare for CPAs, especially tax practitioners, when a hacker gains access to sensitive 
client data and files fraudulent returns. Susan Jarvis, CPA, learned this firsthand during the 2017 
tax filing season. Jarvis, a responsible small-business owner, was already taking all the 
precautions required to protect her firm and her clients. She had done her due diligence, 
employing an external IT firm who was constantly monitoring her system in addition to having 
various firewalls in place. As it turns out, Jarvis became a victim when a hacker accessed her 
company's system through her staff member's remote location. The forensic team informed 
Jarvis that hackers typically have access to a system for an average of 210 days, (7 months) before 
one knows a breach has occurred. 

After becoming aware of the breach, Jarvis immediately notified clients, a step she indicated as 
crucial, as clients will also receive notification from the IRS. One could infer that it is in a 
company's best interest to notify clients immediately, otherwise they will be blindsided. She was 
extremely diligent throughout all stages of the process. In total the breach ended up costing 
around $26,000 - which Jarvis describes as minimal. Larger firms could incur costs amounting to 
hundreds of thousands of dollars. Jarvis indicated that had the state assessed the type of penalty 
outlined in House Bill 1010, she would not be in business today. 

From this personal experience you can see how a responsible business owner fell victim to a 
nightmare scenario despite having several measures in place to ensure her clients' information 
was protected. No one is immune to cyberattacks, nor can their timing be predicted, especially 
in a world where it is common to conduct business virtually. The stakes are high, and the 
implications are real for CPA firms and their clients. We are committed to working with the state 
legislature to ensure that the personal information of Pennsylvanians is secure and hope to be a 
resource as you work to enhance policies to better protect individuals and businesses. 

The PICPA is happy to serve as a resource and will be glad to answer any follow-up questions. 
Thank you for the opportunity to provide testimony. 
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