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CHAIRMAN HASAY:  The  hou r  hav ing

a r r i ve ! ,  t he  House  Commerce  Commi t t ee  w i l l  now  come

to  o rde r .  The  Commerce  Commi t t ee  t oday  i s  go ing  t o

have  a  hea r i ng  on  i den t i t y  t he f t  and  c red i t  ca rd

deb t .

I  wou ld  l i ke  t o  have  t he  members  t ha t

a re  he re  i n t r oduce  t hemse l ves  and  t he  coun ty  t ha t

t hey  rep resen t ,  sLa r t i ng  a t  t he  f r on t  t ab le  f i r s t ,

I e f t  t o  r i gh t .  Dave .

REPRESENfAT fVE  REED:  Rep resen ta t i ve

Dave  Reed ,  fDd iana  Coun tY .

REPRESENTATIVE  YEWCIC :  Rep resen ta t i ve

Tom Yewc i c ,  pa r t s  o f  Cambr i a  and  Somerse t  Coun t i es .

REPRESENTAT IVE  .GORDNER :

Rep resen ta t i ve  John  Go rdne r ,  Co lumb ia  Coun ty .

CHAIRMAN HASAY:  Nex t  t ab Ie .

REPRESENTATIVE  TRAVAGLIO  :

Rep resen ta t i ve  Guy  T ravag l i o ,  Bu t l e r  Coun ty .

REPRESENTATIVE  SCAVEL IO  :

Rep resen ta t i ve  Mar i o  scave l l o  f r om Monroe  Coun ty .

REPRESENTATIVE  DENL INGER :

Rep resen ta t i ve  Go rdon  Den l i nge r  f r om Lancas te r

Coun ty .

REPRESENTATIVE  STEVENSON:

Rep resen ta t i ve  Tom S tevenson  f r om A I I egheny  Coun ty .
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REPRESENTAT IVE  NA ILOR:  , Je r r y  Na i l o r

f r om Cumber l and  Coun tY .

CHAIRMAN HASAY:  Geo rge  HasaY ,

Luze rne ,  
-Wyoming ,  

and  Co lumb ia  Coun t i es .

REPRESENTATIVE  CALTAGTRONE:  TOM

Ca l tag i r one ,  Be rks  Coun tY .

REPRESENTATIVE  CASORIO:  J im  Caso r i o ,

Wes tmore land  Coun tY .

REPRESENTATIVE  G ILLESPIE :  KC i t h

G i l l esp ie ,  pa r t  o f  Yo rk  Coun tY .

CHAIRMAN HASAY:  The  f i r s t  w i t ness  we

have  t oday  i s  Be th  McConne I l .

Be th r  you  can  come  fo rwa rd  and  g rab

one  o f  t hose  m ic rophones  and  beg in .

Be th  i s  w i t h  t he  Pennsy l van ia  Pub I i c

I n te res t  Resea rch  GrouP .

MS.  McCONNELL :  G rea t .  Thank  You .

Good  morn i . g ,  Cha i rman  Hasay  and  o the r  members  o f

t he  commi t t ee

My  name  i s  Be th  McConne l l ,  and  I  am

the  d i r ec to r  o f  t he  Pennsy l van ia  Pub l i c  I n te res t

Resea rch  Group ,  PennP IRG.  PennP IRG i s  a  non -p ro f i t ,

non -pa r t i san ,  pub l i c  i n t e res t  advocacy  o rgan i za t i on .

We  rep resen t  abou t  8 rOO0  c i t i zen  members  ac ross  t he

s ta te .
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PennP IRG works  t o  p ro tec t  consumers

and  t axpaye rs  as  we I I  as  r ev i t a l i ze  pa r t i c i pa t i on  i n

the  Democ ra t i c  p rocess .  And  ou r  s t aLe  and  na t i ona l

o f f i ce  have  l ong  been  i nvo t ved  i n  i den t i t y  t he f t  and

c red i t  ca rd  deb t  i s sues ,  i nc l ud ing  t es t i f y i ng  be fo re

Cong ress  and

o f  numerous

ou t reach  and

the  s ta te  Leg i s l - a tu re ,  t he  pub l i ca t i on

resea rch  repo r t s  and  su rveys '  and  pub l i c

educa t i on .  So  I  t hank  You  f o r  t he

oppo r tun i t y  t o  be  ab le  t o  commen t  on  t h i s  i s sue

today .

Be fo re  I  beg in  my  backg round  commen ts ,

I  wou ld ,  I i ke  t o  s ta r t  by  h i gh l i gh t i ng  
1  

f ew  key

p roposa l s  t ha t  PennP IRG suppo r t s  t o  p ro tec t

consumers .  And  t hen  I  w i l l -  p rov i de  some  backg round

and ' " : " aac t s  on  t hose .  
: .

The  f i r s t  p roposa l  t ha t  we  suppo r t  i s

p roh ib i t i ng  t he  use  o f  a  soc ia l  secu r i t y  number  as  a

pe rsona l  i den t i f i e r  as  we l - l  as  p roh ib i t  t he  pub l i c

pos t i ng  o r  d i sP laY  o f  t ha t  number .

Second  i s  t o  p roh ib i t  any  en t i t y  f r om

coe rc i ng  consumers  i n to  supp l y i ng  t he i r  soc ia i

Secu r i t y  number  aS  a  requ i remen t  f o r  r ece i v i ng  goods

o r  se rv l - ces .

The  t h i r d  i s  t o  r equ i re  t ha t '

i n s t i t u t i ons  seek  a  consumer  I  S  pe rm iss i on  be fo re
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sha r i ng  t he i r  pe rsona l  i n f o rma t i on  t ' h i s  i s  a l so

known  as  op t - i n  when  t he  f ede ra l  p reemp t i on  l aws

exp i re  nex t  yea r

Fou r th  i s  t o  i ns t r uc t .Cong ' r ess  t o

a l l ow  t hose  p reemp t i on  f aws  i n  t he  Fa i r  C red i t

Repo r t i ng r  Ac t  t o  exp i r e  nex t  yea r  as  schedu led -

And  f i f t h  i s  t o  r equ i re  t ha t  c red i t

bu reaus  g j - ve  consumerS  one  f r ee  copy  o f  t he i r  c red i t

r epo r t  annua l lY

And  I  shou ld  a l so  men t i on  t ha t  mY

ho roscope  on  t he  t r a i n  Loday  
"u i a  

t ha t  I  shou ld  be

fo r ce fu l  and  I  w i l l  ge t  wha t  I  wan t .  So  maybe  I

shou ld  add  some  add i t i ona l  i t ems  t o  t ha t  l i s t .

I n  t he  rap id l y  advanc ing  i n fo rma t i on

dge ,  a  consumer r s  pe rsona l  i n f o rma t i on  i s  a  ve ry

va luab le  commod i t y .  .  Soc ia l  secu r i t y  numbers ,

i n f  o rma t i ' on  on  a  consumer  I  s  buy ing  pa t t e rns ,  t he i r

names ,  add resses ,  and  t e l ephone  numbers  and  o the r

da ta  i s  o f t en  bough t ,  so l d ,  sha red ,  o r  t r aded  among

banks ,  c red i t  ca rd  compan ies ,  suPe rmarke t s ,

r e ta i l - e r s ,  and  numerous  o the r  i ndus t r i es .

'  These  comPan ies  t u rn  a  P ro f i t  bY

co l l ec t i ng  and  us ing  a  consumer ' s  pe rsona l

i n fo rma t i on  w i t hou t  t he  i nd i v i dua l ' s  pe rm iss i on  o r

know ledge ,  i n  mos t  cases .  And  as  a  resu l t ,
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consumers  a re

the i r  pe rsona l -

can  be  used .

Add i t i ona l l y r  soc ia l  secu r i t y  numbers

a re  o f  t en  used  by  hea l - t h  j - nsu rance  compan ies ,

un i ve rs  j - t i e s ,  gove rnmen t  agenc ies ,  and  o the rs  as

accoun t  numbers  o r  un ique  pe rsona l  i den t i f  i e r ' s .

Even  i f .  an  i ns t i t u t i on  does  no t  a im  to  p ro f i t  f r om

the  d i ssem ina t i on  o r  use  o f  t h i s  i n f o rma t i on ,  t he

co l l ec t i on  and  s to rage  and  w ide  use  o f  soc ia l

secu r i t y  numbers  p l aces  consumers  a t  g rea t  r i s k .

Such  ac t i v i t y  makes  i t  much  ha rde r  f o r  consumers  t o

con t ro l  o r  t r ack  t he  d i ssem ina t i on  o f  t he i r  pe rsona l

i n fo rma t i on  and  much  eas ie r  f o r  t h i eves  t o  access

and  m isuse  i t .

One  o f  t he  mos t  pe rvas i ve  ways  t ha t .  we

know pe rsona l  i n f o rma t i on  i s  be ing  m isused  i s

i den t i t y  t he f t .  I t  i s  t he  f as tes t -g row ing

wh i t e - co I l a r  c r ime ,  w i t h  a  400  pe rcen t  i nc rease ' i n

t he  number  o f  r epo r ted  cases  be tween  1995  and  2000 -

Acco rd ing  t o  t he  Fede ra l  T rade  Commiss ion ,  t he re

were  ove r  5 r000  repo r ted  i den t i t y  t he f t  cases  i n

Pennsy l van ia  i n  2002 ,  uP  f r om abou t  2 ,700  t he  yea r

be fo re .  And  t hese ,  o f  cou rse ,  a re  j us t  t he  cases

tha t  we  know  o f .  And  46  pe rcen t  o f  t he  c r imes  i n

l os i ng  con t ro l  ove r

i n fo rma t i on  and  how

who  has  access  t o '

t ha t  i n f o rma t i on
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Pennsy l van ia  j - nvo l ve  c red i t

i nc l uded  unau tho r i zed  phone

f raud ,  " and  f r audu len t  l oans .

V i c t ims  o f  i den t i t y  t he f t  f ace  c red i t

den ia l s ,  ou t -o f - pocke t  cos t s ,  and  even  a r res t  when

mis taken  f o r  a  t h i e f  us i ng  t he i r  name .  And  t he  FTC

does  es t ima te  t ha t  i t  t akes  t he  ave rage  v i c t im  o f

i den t i t y  t he f t  l - ?5  hou rs  and  $808  i n  ou t -o f - pocke t

cos t s  j  us t  t o  c l - ea r  t he i r  own  name .

These  cases  ave r . age  two  t o  f ou r  yea rs

to  be  reso l ved ,  i f  i t  can  be  resoLved ;  and  t he  cos t

t o  bus inesses  i s  as t ronom ica l .  I n  1997 ,  U .S -  f r aud

losses  o f  V ISA  member  banks  equa led  $  4  90  m i l l - i on ,

and  Mas te rCa rd  member  banks  I os t  $407  m i l l i on .

The re  i s  one  pe rson  i n  pa r t j - cu l a r  t ha t

I  wou ld  l i ke  t o  h i gh l i gh t . H i s  name  i s  Kev in  Sco t t

o f  ph i r ade lph ia .  And  he ' s  somebody  t ha t  PennP IRG

has ,wo rked  w i t h  an  aw fu l  I o t  ove r  t he  l as t  f ew

yea rs .  A  t h i e f  was  ab le  t o  ob ta i n  Kev in ' s  soc ia l

secu r i t y  number  and  used  t h i s  i n f o rma t i on  t o  ve ry

eas i l y  open  u t i l i t y  accoun ts  a t  seve ra l  d i f f e ren t

add resses  i n  t he  Ph i l ade lph ia  a rea ,  I eav ing  Kev in

respons ib l - e  f  o r  t housands  o f  do l - l a r s  i n  phone ,

c a b I e ,  g d S ,  a n d  e l e c t r i c  b i I l s .

Now,  desp i t e  t he  f ac t  t ha t  a  dup l i ca te

ca rd  f r aud ,  and  o the rs

o r  u t i l i t y  se rv i ce ,  bank



1

2

4

5

6

7

I

9

10

11

t2

13

14

15

l o

\7

1 -8

19

20

21,

22

23

24

25

a l ready  ex i s t ed  i n  Kev in ' s  r ea l  name  a t  h i s  t r ue

add ress ,  i f r .  u t i l i t y  compan ies  neve r  bo the red  t o

con tac t  h im  when  t he  f r audu len t  accoun ts  we re  opened

to  ve r i f y  whe the r  o r  no t  t hey  we re ,  i n  f ac t ,

f r audu len t  o r  l eg i t ima te .  The  t h i e f  a l so  commi t t ed

seve ra l  c r imes  i n  Kev in ' s  name ,  l ead ing  t o  a

c r j -m ina l  r eco rd  f o r  Kev in  desp i t e  no  w rongdo ing  o f

h i s  own .

I t  was  ac tua l l y  seve ra l  yea rs  be fo re

he  even  d i scove red  t he  ex i s t ence  o f  t he  f r aud  when

he  reques ted  a  copy  o f  h i s  c red i t  r epo r t  f o l l ow ing

den ia l  o f  c red i t .  And  a f t e r  l ea rn i ng  o f  t he

iden t i t y  t he f t  and  c r im ina l  r eco rd ,  Kev in  con tac ted

the  po l j - ce  and  u t i l i t y  compan ies  t o  c l ose  t he

accoun ts  and  rePo r t  t he  c r ime .

Howeve r ,  t he  compan ies  t ha t  a l l - owed

the  t h i e f  t o  open  t hese  accoun ts  i n  t he  f i r s t  p l ace

took  abso lu te l y  no  respons ib i l i t y  i n  so l v i ng  t he

p rob lem and  c l ea r i ng  Kev in ' s  c red i t  r epo r t .  And

desp i t e  spend ing  more  t han  200  hou rs  ove r  a  pe r i od

o f  one  yea r  j us t  t o  c l ea r  h i s  name  and  repo r t ,  Kev in

s t i l l  has  t o  dea l  w i t h  t he  a f t e rma th .

E r roneous  i n fo rma t i on  con t i nues  t o

appea r  on  h i s  c red i t  r epo r t ,  and  he  has  been  unab le

to  c l ea r  h i s  c r im ina l  r eco rd  w i t hou t  h i r i ng  an
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a t t o rney .

one  po in t

o f f i ce r  sa

w i I I  have

on l y  way

fn  f ac t ,  he  ca l l ed  t he  po l i ce  s ta t i on  a t

and  a l e r t ed  t hem to  t he  p rob lem.  The

id ,  p l ease  don r t  come  down  he re  because  we

to  a r res t  you .  H i re  a  l awye r .  Tha t ' s  t he

tha t  we  can  dea l  w i t h  t h i s .  And  he  expec t s

to  have  con t i nued  p rob lems  when  he  a t t emp ts  t o

re f i nance  h i s  mo r tgage

In  ano the r  i ns tance '  a  s tuden t  a t  t he

Un i ve rs i t y  o f  Pennsy l van ia  was  a  v i c t im  o f  i den t i t y

t he f t  on  more  t han  one  occas ion .  Th i s  s t uden t

be l i eves  t ha t  t he  t h i e f  go t  aho ld  o f  he r  soc ia l

secu r i t y  number  by  rummag ing  t h rough  he r  t r ash  i n

wh i ch  she  d i sca rded  ma i l  f r om the  un i ve rs ' i t y  and  i t

con ta i ned  he r  p r i n ted  soc ia l  secu r i t y  number .  And

the  t h i e f  was  ab le  t o  use  t h i s  i n f o rma t i on  t o  open  a

cha rge  accoun t  a t  Ta rge t ,  l eav ing  t he  s tuden t  w i t h

unpa id  b i l l s  and  t he  bu rden  o f  p rov ing  he r  own

innocence .  And  she  es t ima ted  i t  t ook  a t  l eas t  20

hou rs  ove r  seve ra l  weeks  t o  r eso l ve  t he  ma t te r .

Add ing  i nsu l t  t o  i n j u rY r  d  consumer

does  no t  have  t he  r i gh t  t o  sue  i f  t he i r  i n f o rma l i on

i s  m i sused r . , o f t en  p reven t i ng  t he  consumer  f r om

recoup ing  l osses  as  a  resu l t  o f  i den t i t y  t he f t .  And

s im i l a r l y ,  t he  f i nanc ia l  i ns t i t u t i ons  o r  bus inesses

tha t  a l l ow  t he  f r audu len t  accoun ts  t o  be  opened  a re
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.unde r  no  r l "Oons ib i l i t y  t o  qu i ck l y  o r  e f f ec t i ve l y

c l ea r  t he  v i c t im ' s  c red i t  r epo r t ,  l eav ing  t ha t

bu rden  on  t he  consumer .

Fu r the rmore ,  i t ' s  ve r y  d i f f i cu l t  f o r

l aw  en fo r cemen t  t o  pu rsue  i den t i t y  t he f t  cases .  The

po l i ce  and  a t t o rneys  gene ra l l y  l ack  t he  resou rces

and  t he  expe r t i se  t ha t  t hey  need  t o  f u l l y

i nves t i ga te  and  p rosecu te  i den t i t y  t he f t  cases .

Even  i n  i ns tances  whe re  a  case  i s

reso l ved  , and  a  v i c t im ' s  name  i s  c l - ea red  o f

w rongdo ing ,  o f t en  t he i r  c r im ina l  r eco rd  i s  no t

expunged  i n  s ta te  and  na t i ona l  da tabases .  And  I oca I

po l i ce  a l so  l - ack  t he  au tho r i t y  t o  pu rsue  cases  i n

wh i ch  t he  c r ime  was  commi t t ed  i n  ano the r  s t a te ,

wh i ch  i s  a  ve ry  common  occu r rence  i n  t he  e l ec t ron i c

age  when  c r imes  aga ins t  Pennsy l van ians  can  be

commi t t ed  ove r  t he  I n te rne t  by  a  t h i e f  e l sewhe re  -

F ina l l y ,  many  consumers  a re  f i nd ing

tha t  r e fusa l  t o  p rov ide  pe rsonaL  i n fo rma t i on  resu l t s

i n  pena l t i es  o r  o the r  f o rms  o f  pun i shmen t -  The

Pr i vacy  R igh t s  C lea r i nghouse ,  wh i ch  i s  a  na t i ona l l y

known  exge r t  t h i s  i s sue ,  has  seve ra l  documen ted

cases  i n  wh i ch  re fusa l  t o  p rov ide  soc ia l  secu r i t y

number  has  resu l t ed  i n  ev i c t i ons ,  den iaL  o f  ga rbage

p i ckup ,  and  even  t he  re fusa l  o f  a  den t i s t  t o  t r ea t  a
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1.2

l ong - t ime  pa t i en t .

Tha t  i s  why  we  u rge  you  t o  p roh ib i t ;

en t i t i e s  f r om coe rc i ng  consumers  i n to  supp l y i ng

the i r  soc ia l  secu r i t y  numbers  as  a  cond i t i on  o f

rece i v i ng  goods  o r  se rv i ces r  u r l ess ,  a f  cou rse ,  t he

co l l ec t i on  o f  t ha t  number  i s  r equ i red  unde r  s ta te  o r

Seve ra l  p i eces  o f .  l eg i s l a t i on  . have

a l ready  been  i n t r oduced  i n to  t he  House  t o  ass i s t

i den t i t y t he f t v i c t imsandg i ve1awen fo rcemen t

add i t i ona l  au tho r i t y ,  exPe r t i se ,  and  resou rces  t o l

pu rsue  t he  cases .  Among  t hem a re  House  B i l 1s  583  
.

and  585  t h rough  589  sponso red  by  Rep resen ta t i ve  M ike

fede ra l  I aw .

McGeehan ,  who  h imse l f  i s  a  v i c t im

Bu t  wh i l e  ass i s t i ng

and  v i c t ims  i s  a  c r i t i ca l -  pa r t  o f

p rob lem o f  i den t i t y  t he f t ,  we  a l so

o f  i den t i t y  t he f t .

l aw  en fo r cemen t

dea l i . q  w i t h  t he

need  t o  do  much

more  t o  p reven t  t he  c r ime  a l - t oge the r .  And  reduc ing

the  use  b f  soc ia l  secu r i t y  numbers  i s  key  t o  t ha t

e f f o r t ;

'  O r i g i na I l y ,  soc ia l  secu r i t y  numbers

were  on l y  mean t  f o r  t he  f ede ra l  gove rnmen t ' s  use  t o

t r ack  wages  and  bene f  i t s .  Bu t  n9w  these  numbe- r s  a re

used  by  a .mu l - t i t ude  o f  pub l i c  and  p r i va te

i ns t i t u t i ons  as  i den t i f i ca t i on  numbers  o r  as  a
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secu r i t y  measu re  t o  con f i rm  an  i nd i v i dua l  I  s

i den t i t y .

Howeve r ,  t he  w idesp read  use  o f  t hese

numbers  comp le te l y  unde rm ines  o f  use  o f  i t  as  a

secu r i t y  measu re .  I t  a l so  p rov ides  numerous

oppo r tun i t j - es  f o r  t h i eves  t o  ga in  access  t o  va luab le

i n fo rma t i on .

Las t .Tu I y ,  t he  s ta te  o f  Ca l i f o rn i a

began  imp lemen t i ng  l eg i s l a t i on  t ha t  p roh ib i t ed  t he .

pub l i c  pos t i ng  o r  d i sp lay  o f  soc ia l  secu r i t y  numbers

:nd  
use  

. o f  
t hem as  i den t i f  i ca t i on  numbers .  Desp i t e

p red i c t i ons  o f  d i r e  consequences  by  i ndus t r i es  and

ins t i t u t i ons  opposed ,  s t a te  o f f i c i a l s  r epo r t  t ha t

imp lemen ta t i on  has  been  qu i t e  smoo th ,  and  t he re  have

been  no  repo r t s  o f  unmanageab le  expense  o r

t echno log i ca l  d i f f i cu l t y .  G i ven  t he i r  success '

t he re  i s  now  a  move  t o  i nc l - ude  s ta te  un i ve rs i t i es ,

who  a re  cu r ren t l y  exemp ted  f r om the  code  i n

ca l i f o rn i a .  You  w i l l  f i nd  commen ts  f r om Joanne

McNabb ,  who  i s  t he  ch ie f  o f  t he  Ca l i f o rn i a  P r i vacy

Of f i ce ,  a t t ached  t o  mY tes t imonY .

E l sewhe re ,  some  o the r  P r i va te  and

pub l i c  i ns t i t u t i ons  have  a l r eady  adop ted  s im i l a r

ru l es  vo lun ta r i l y ,  such  as  a t  t he  Un i ve rs i t y  o f

I I I i no i s .  I n  2000 ,  t he  un i ve rs i t y  began  phas i - ng  i n
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t he i r  po l i c y  t ha t  p roh ib i t s  t he  pub l i c

d i sp lay  o f  soc ia l  secu r i t y  numbers  and

p rocess  t o  be  comp le te  by  2005 .

pos t i ng  o r

expec t s  t he

Acco rd ing  t o  M ichae l  Co rn ,  who

admin i s te r s  t he  po l i c y  f o r  t he  O f f i ce  o f  P lann ing

and  Budge t  a t  t he  Un i ve rs i t y  o f  I l l i no i s ,  he  sa id

tha t  t he  p rocess  f i t  we l l  i n t o  a  p l an  t o  i n t eg ra te

the  Un i ve rs i t y ' s  compu te r  sys tems  and  has  no t

resu l t ed  i n  a  s i gn i f i can t  expend i t u re  o f  r esou rces .

The  Un i ve rs i t y  o f  Pennsy l van ia  has

a l so  begun  t o  eva l - ua te  t he i r  co l l ec t i on  and  s to rage

and  use  o f  soc ia l  secu r i t y  numbers .  Bu t  wh i l e  f 'm

unaware  o f  any  o f f i c i a l  o r  adop ted  po l i c y  end ing  t he

imprope r  use  o f  soc ia l  secu r i t y  numbers  a t  t he

Un i ve rs i t y ,  Penn  i s  now  wo rk i ng  t o  imp lemen t

recommenda t i ons  o f  t he  Task  Fo rce  on  P r i vacy  and

Persona l  I n fo rma t i on .

Add i t i ona l lY r  we  recommend  tha t

l eg i s l a t i on  be  i n t r oduced  t o  r e ' qu i r e  t ha t  a I l

consumers  ge t  one  f r ee  copy  o f  t he i r  c red i t  r epo r t

annua l l y .  O f t en ,  v i c t ims  o f  i den t i t y  t he f t  don r t

know  they ' . r e  v i c t ims  f  o r  mon ths  o r  yea rs  a f  t e r  t he

c r ime  f  i r s t  occu r red .  And  t h i s  a l - l ows  t ha t  c r im ina l

ac t i v i t y  t o  occu r  v i r t ua l l y  unno t i ced  f o r  f a r  t oo

long .  By  rev i ew ing  one ' s  c red i t  r epo r t ,  t he
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susp i c i ous  ac t i v i t y  can  be

much  qu i cke r .

i den t i f i ed  and  s topped

Howeve r ,  consumers  a re  on l y  en t i t l ed .

t o  a  f r ee  copy  o f  t he i r  c red i t  r epo r t  once  t hey  have

a l ready  been  v i c t ims  o r  have  been  den ied  c red i t  and

know i t  o r  have  been  den ied  c red i t  f o r  some  o the r

reason .  O the rw i se ,  an  i nd i v i dua l  mus t  pay  a  f ee  t o

rev iew  the i r  own  pe rsona l  i n f o rma t i on .

We  can  save  consumers  and  bus inesses

s ign i f i can t

o f  headache  and  money  by  ca t ch ing  t hese  c r imes

ea r l i e r  and  by  no t  pu t t i ng  a  ba r r i e r  be tween

consumers  and  t he i r  pe rsona l  f i nanc ia l  i n f o rma t i on . .

Many  s ta tes  a l r eady  a l l ow  f o r  one  f r ee  c red i t  r epo r t

annua I l y ,  and  we  u rge  t ha t  Pennsy l van ia  do  t he  same .

We  mus t  a l so  pu t  consumers  back  i n

con t ro l  o f .  t he j - r  pe rsona l  i n f o rma t i on  by  requ i r i ng

tha t  f i nanc ia l  i ns t i t u t i ons  seek  a f f i rma t i ve

pe rm iss i on  be fo re  sha r i ng  o r  se l l i ng  pe rsona l

f i nanc ia l  i n f o rma t i on  beg inn ing  i n  2004 .

o f t en  re fe r red  t o  as  op t i ng - i n .

Th i s  i s

Cu r ren t  f ede ra l  l aw  on l y  r equ i res  t ha t

a  f i nanc ia l  i ns t i t u t i on  i n fo rm  a  consumer  o f  t he i r

r i gh t  t o  op t -ou t  o f  some  i n fo rma t i on -sha r i ng  t h rough

p r i vacy  no t i ces  t ha t  a re  ma i l - ed  annua l I y .  Howeve r ,
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ou r  r esea rch  shows  t ha t  t hese  no t i ces  a re

i nadequa te .  They  con ta i n  comp l i ca ted  l anguage ,

sma1 l  t ype ,  ve ry  con fus ing  i ns t r uc t i ons ,  and  t he

no t i ce  o f  t he  r i gh t  t o  op t -ou t . ' i s  bu r i ed  among  pages

o f  t ex t .  C1ea r1y ,  t he  banks  and  f i nanc ia l

i ns t i t u t i ons  have  an  i n te res t ,  a  f i nanc ia l  i n t e res t ,

i n  keep ing  t hose  no t i ces  as  such .

Howeve r ,  Pennsy l van ia  l eg i s l a to r s  can

ac t  t o  change  t h i s  po l i c y .  Wh i l e  t he  Fede ra l  Fa i r

C red i t  Repo r t i ng  Ac t  con ta i ns  a  p rov i s i on  t ha t

p reemp ts  s ta tes  f r om chang ing  t h i s  1aw ,  t ha t

p reemp t i on  exp i r es  i n  2004 .

Banks  and  o the r  i ndus t r i es  a re  wo rk i ng

to  conv ince  f ede ra l  r egu la to r s  t o  ex tend  t he

p reemp t i on  f u r t he r  and  a rgu ing  t ha t  FCRA needs ' t o  be

reau tho r i zed  i n  who le .  Tha t  i s  ac tua l l y  no t  t he

case .  I f  Cong ress  does  no th i . g ,  on l y  t he  s ta te

p reemp t i on  p i ece  o f  t he  1aw  w i l L  exp i r e ,  g i v i ng

Pennsy l van ia  t he  ab i l i t y  t o  p ro tec t  consumer  p r i vacy

fu r t he r .  I  u rge  t he  Leg i s l a tu re  t o  i ns t r uc t ' ou r

Pennsy l van ia  cong ress iona l  de lega t i on  t o  a11ow th i s

t ro  occur .

Aga in ,  t hank  you  f o r  ho ld i ng  hea r i ngs

on  t h i s  ve ry  impo r tan t  i s sue .  PennP IRG l - ooks

fo rwa rd  t o  wo rk i ng  w i t h  members  o f  t h i s  commi t t ee  on
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these  i s sues .  I  '  d  be  happy  t o  answer  any  ques t i ons .

CHAIRMAN HASAY:  Thank  you ,  Be th ,  f o r

you r  t es t imony  t oday .  I t ' s  i ndeed  impo r tan t .  We

w i l l  be  cons ide r i ng  a  b i l l  t ha t  r es t r i c t s  t he  use  . o f

t he  soc ia l  secu r i t y  number .  We  a lmos t  d i d

yes te rday ,  excep t  we .wan ted  t o  have  t he  p r ime .

sponso r  t he re  f o r  ques t i ons  f o r  t he  members  o f  t h i s

commi - t t ee .

M r .  C h a i r m a n .

..

T h o m a s .

Any  members  have  any  ques t i ons?

REPRESENTATIVE  THOMAS:  YCS;

CHAIRMAN HASAY:  Rep resen ta t i ve

REPRESENTATIVE  THOMAS:  Thank  Y9u ,

Mr .  Cha i rman .  One  qu i ck  ques t i on .  I f  I rm  no t .

m i s taken ,  Cd l i f o rn i a  and  I l l i no i s  bo th  have  adop ted
'

s t a tu to r y  p rov i s j - ons  requ i r i ng  t he  use  o f  d i g i t a l

s i gna tu res .  And  d i g i t a l  s i gna tu res  a re  becom ing  a

ve ry  use fu l  t oo l  j - n  dea l i ng  w i t h  t h i s  who le  i s sue  o f

i den t i t y  t he f t .

I  was  wonde r i ng  i f  you r  o rgan i za t i on
I

had  t aken  a  l ook  a t  d i g i t a l  s i gna tu res  o r  t aken  a

l ook  a t  ce r t a i n  t h i ngs ,  l i ke  enc ryp t i on ,  o r  some  o f

t he  o the r  p rog res  s  i ve  t oo l  s  t ha t  a re  ava i l - ab le  now

to  t he  gove rnmen t  and  a l so  t o  p r i va te  compan ies?
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MS.  McCONNELL :  I n  t e rms  o f

enc ryp t i on ,  I  know  tha t  t ha t  po l i c y  has  wo rked  qu i t e

we11 ,  pa r t i cu l a r l y  i n  t r unca t i on ,  as  we l I ,  o f  c red i t

ca rd  numbers  t ha t  a re  p r i n ted  on  rece ip t s ,  wh i ch  i s

k i nd  o f  ano the r  way  t o  l ook  a t  i t .  And  t ha t ' s  a

po l i c y  t ha t ' s  been  imp lemen ted  j - n  many  o the r  s t a tes

as  we I l .

And  bo th  po l i c i es ,  t he  d i g i t a l

s i gna tu re  as  we l - I  as  some  o f  t h i s  enc ryp t i on ,  i s

we l -1 ,  mo re  t he  d i g i t a l  s i gna tu res  i s  a imed  a t

avo id i ng  o r  p reven t i ng  i den t i t y  t he f t  t ha t  occu rs  as

a  resu l t  o f  dumps te r  d i v i ng ,  as  i t  I  s  ca11ed ,  when  a

th i e f  ob ta i ns  p r i n ted  ma te r i a l s  f r om t r ash  cans  o r

s tea l s  t hem.

Howeve r ,  I  t h i nk  wh i l e  t ha t ' s

impo r tan t ,  even  i n  t h i s  day  
" t r q  

age  when  so  much  o f

t h i s  i n f o rma t i on  i s ' s t i L I  s t o l en  i t ' s  s t o l en

eLec t ron i ca l l y ,  and  hacke rs  a re  becom ing  more  and

more  expe r i enced  t he re  i s  s t i t l  some  conce rn  f o r

t he  p ro tec t i on  o f  ou r  p r i vacy ,  even  when  i n fo rma t i on

i s  e l ec t ron i c .

And  I  t h i nk  wha t  we  rea l f y  need  t o

take  a  l ook  a t  mo re  t han  any th i ng  i s  t he  so r t  o f

i n f o rma t i on  t ha t  i s  co l l ec ted  t ha t ' s  unnecessa ry .

I t  j u s t  doesn f t  need  t o  be  co l l ec ted .  Wha t  can  we
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r educe . , ' t he re  i n  t e rms  o f  t ha t  co l l ec t i on?  And  t hen

on  t op  o f  t ha t r  ds  you  po in t  ou t ,  how  can  we  ensu re

tha t  wha t  we  a re  co l l ec t i ng  i s  p ro tec ted?

I  haven ' t  l ooked  spec i f i ca l l y  a t  t he

po l i c i es  i n  Ca l i f o rn i a  o r  I l l i no i s .  I  don ' t  know

how we l l  t hey  have  o r  haven ' t  been  wo rk i ng .  Bu t  I

w i l l  say  t ha t  i den t i t y  t he f t  i s  s t i l l  on  t he  r i se

desp i t e  many  e f f o r t s  t o  sa fegua rd  t he  i n fo rma t i on  as

we l l  as  many  e f f o r t s  t o  p rosecu te  c r im ina l s  mo re

tho rough l y ,  wh i ch  i s  one  o f  t he  reasons  why  we  wou l -d

l i ke  t o  r educe  t he  co l - l ec t i on  o f  t ha t  i n f o rma t i on .

REPRESENT THOMAS:  Thank  You .  I f  I  'm

no t  m i s taken ,  I  t h i nk  i n  I l l i no i s  i t  seems  to  be

work i ng  p re t t y  we l l  a round  t h i s  i den t i t y  t he f t

i s sue .  As  a  member  o f  ano the r  commi t t ee ,  t he

In fo rma t i on  Techno logy  Commi t t ee ,  abou t  a  yea r  ago

o r  a  coup le  yea rs  ago ,  we  pu t  ou t  a  b l uep r i n t  i n

Pennsy l van ia .

And  t he  i s sue  t ha t ' s  i n  f r on t  o f  us

fo r  t h i s  t e rm ,  t h i s  who le  i s sue  o f  p r i vacy  and  how

we  can  use  t echno logy  t o  add ress  t hese  conce rns  o f

i den t i t y  t he f t  and  t he  who le  a rea  o f  i nvas ion  o f

p r i vacy ,  because  t he  I n te rne t  a l I ows  me  to  l ook  a t

a l l  o f  you r  pe rsona l  and  bus iness  i n fo rma t i on  and  do

wha t  I  wan t  w i t h  i t  w i t hou t  any  consequences .
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So  I  r ea l l y  t hank  you  f o r  you r

tes t imony
.

M S .  M c C O N N E L L :

C H A T R M A N  H A S A Y

W a n s  a c z .

R E P R E S E N T A T  I V E

Thank  you .

Thank  you .

Rep re  s  en t  a t  i ve

Mr .  Cha i rman .

W A N S A C Z : Thank  you r

You  men t i oned .he re  i n  you r  t es t imony

tha t  many  s ta tes  a l r eady  a l 1ow  fo r  one  f r ee  c red i t

r epo r t  annua l1y .  Can  you  g i ve  me  some  s ta tes  t ha t

do  t ha t?  And  a l so  you  men t i oned  t o  Rep resen ta t i ve

Thomas  t ha t  bus inesses  co l l ec t  t oo  much  i n fo rma t i on

a .L ready .  Can  you  be  more  spec i f i c  on  wha t

i n fo rma t i on  you  t h i nk  t ha t  t hey  co l l ec t  t ha t  i s

unneces  sa ry?

MS.  McCONNELL :  Su re .  Un fo r t una te l y ,

I  d i dn ' t  come  p repa red  w i t , h  t he  l i s t  o f  s t a tes .  Bu t

I  do  know  tha t  t he  s ta te  o f  New , -Te rsey  does  a l l ow

fo r  one  f r ee  copy  o f  t he  c red i t  r epo r t .  I  be l i eve

the  s ta te  o f  Connec t i cu t  does  as  we l l .  I  t h i nk

the re  a re  a  t o ta l  o f  abou t  1 l -  o the r  s t a tes  .  . I  wou ld

be  happy  t o  f o rwa rd  t ha t  i n f o rma t j - on  t o  t he  members

o f  t he  commi t t ee  when  I  r e tu rn  t o  my  o f f i

I n  t e rms  o f  t he .  second  ques t i on ,  I ' l - 1

re l y  f  guess  I ' 11  re l ay  a  pe rsona l  expe r i ence .  I
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have  many  o f  t hese  shoppe rs  ca rds  i n  my  wa l I e t .  And

when  I  go  t , o  a  CVS o r  a  Supe r  F resh  o r  o the r  t ypes

o f  s t o res ,  t hey  a re  b i l l ed  as  a  way  t o  g i ve  you

g rea te r  d i scoun ts .  Bu t  o f t en  wha t  many  sup : rmarke t s

have  done  ac ross  t he  coun t r y  i s  use  t hose  shoppe rs

ca rds  t o  ac tua l l y  t r ack  you r  pu rchases  so  t hey  know

wha t  you  buy .  And  t ha t  a l l ows  t hem.  t o  marke t

p roduc t s  t o  you ,  whe the r  t ha t ' s  a  d i f f e ren t  b rand  o f

shampoo  o r  ce rea l - .

Now ,  a  f ew  yea rs  ago  one  i nd i v i dua l

was  pu rchas ing  a  l a rge  amoun t  o f  a l coho l  a t  a

supe rmarke t  i n  ano the r  s t a te .  And  he  was  i nvo l ved

in  a  r a the r  b i t t e r  cus tody  d i spu te  and  d i vo rce

p roceed ing .  And  t he re  was  g rea t  conce rn  ove r

whe the r  o r  no t  t ha t  i n f o rma t i on  cou ld  be  used

aga ins t  h im  i n  t h i s  pa r t i cu l a r  d i spu te .  And  t ha t ' s

j us t  one  examp le .

F inanc ia l  r eco rds ,  f i nanc ia l

i n f  o rma t i on ,  f  o r  examp le ,  you r  bank  accoun t  ba l - ances

and  t he  t ypes  o f  t h i ngs  t ha t  you  pu rchase  w i t h  you r

deb i t  ca rd ,  t ha t  j - n fo rma t i on  i s  co l l ec ted  and  used

by  t he  f i nanc ia l  i ns t i t u t i on  t o  marke t  goods  and

se rv i ces  t o  you .

They  a l so  have  t he  r i gh t  t o  sha re  some

o f  t ha t  i n f o rma t i on  w i t h  a f f i l i a t es  o f  t he  cbmpany ,
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wh ich  i s  an  i nc reas ing  p rob lem fo l l ow ing

o f  t he  Gramm-Leach -B I i l ey  Ac t  i n  Cong ress

tha t .

peop le  t o  s tea l  t he i r  i n f o rma t i on?

the  passage

a  f ew

yea rs . . go  t ha t  a l l owed  a l l  t hese  mega -merge rs  whe re

a  bank ,  a  sav ings  bank ,  and  an  i nves tmen t  bank  and

who le  se t  o f  o the r  s im i l - a r  i ns t i t u t i - ons  can  become

a f  f  i 1 j - a tes  o f  each  o the r  and  t hen  sha re  1  pe r . sona l

i n fo rma t i on  abou t  cus tomers  among  many  o f  t hese

a f f i l i a t es .

Tha t ' s  one  o f  t he  reasons  why  sh i f t i ng

the  l aw  f r om an  op t - i n  t o  an  op t -ou t  o r  I 'm  so r r y

f r om op t -ou t  t o  op t - i n  i s  some th ' i ng  many  s ta tes  a re

cons ide r i ng  r i gh t  now .  I n  f ac t ,  Cd l i f o rn i a  . vo te r s  .

w i l l  be  vo t i ng  ac tua l l y  on  a  ba1 lo t  i n i t i a t i ve  i n

2OO4 on  t h i s  ve ry  sub jec t .

REPRESENTATIVE  WANSACZ: "  f  unde rs tand

I  app rec ia te  t ha t  op t - i n / op t -ou t

Wha t  abou t  when  we ' re  dea l i ng  w i t h

i den t i t y  t he f t  he re?  I s  t he re  ways  t ha t  bus inesses

a re  g i v i ng  t oo  much  i n fo rma t i on  t ha t  i s  a l l ow ing

I  know  w i t h  t he

soc ia l  secu r j - t y r  ds  Cha i rman  Hasay  sa id r  w€  a re

go ing  t o  be  dea l i ng  w i t h  t ha t  p robab l y  a t  ou r  nex t

mee t i ng .  Tha t  i s  p robab l y  one  o f  t he  ways  t ha t 'we

can  co r rec t  t he  p rob l - em.  Bu t  t he re  any t . h i ng  e l se

tha t  we  shou ld  be  l ook ing  a t?
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M S .  M c C O N N E L L :  W e l l , I  t h i nk  soc ia l

secu r i t y  numbers  obv ious l y  i s  t he  mos t  impo r tan t

because  t ha t  i s  o f t en  a l l  a  t h i e f  needs  t o  open  a

u t i l i t y  accoun t .  And ,  i n  f ac t ,  i f  t hey  have  t ha t

number  bu t  don ' t  have  you r  namer  you  can  s imp l y  go

on - l i ne  and  f o r  $30  o r  $40  pu rchase  a  who l -e  se t  o f

o the r  i n f o rma t i on ,  i nc l ud ing  you r  da te  o f  b i r t h  and

you r  add ress  and  you r  name

and  eve ry  add ress  you  have

lo t  o f  o the r  i n f o rma t i on .

t he  soc ia l  secu r i t y  numbers

th i nk  as  much  as  we  can  do  t o

consumers  abou t  t he i r  r i gh t s

ce r t a i n  i n f o rma t i on  bu t  a l so

re fuse  t o  g i ve  i n fo rma t i on

and  you r  ne ighbo rs '  names

eve r  l i ved  a t  and  a  who le

So  ce r t a i n l y  ge t t i ng  t o

p iece  o f  i t  i s  c r i t i ca l .

no t  on l y  educa te

to  r e fuse  t o  g i ve

g i ve  t hem the  r i gh t  t o

I  can  b r i ng  i t  back  t o

In  t e rms  o f  o the r  so r t s  o f  i n f o rma t i on

tha t  we  can  res t r i c t  t he  co l l ec t i on  o f  - -  you  know ,

i t ' s  a  d i f f i cu l t  i s sue .  I t r s  d i f f i cu l t  because  t he

gen ie  i s  ou t  o f  t he  bo t t l e ,  i n  one  respec t .  Bu t  I

soc ia l  secu r i t y  numbers  by  p roh ib i t i ng  any  en t i t y

f r om re fus i ng  goods  o r  se rv i ces  f o r  t hose  peop le

tha t  don ' t  wan t  t o  p rov ide  t ha t  number  I  t h i nk  i s

bes t  way  t o  hand le

can ' t  qu i t e  answer  you r

so r t s  o f  i n f o rma t i on

S o  I

q u e s t i o n  d i r e c t l y

t h i s  i s sue

'm  so r r y  I

w i t h  o the r
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because  f  do

p robab l y  t he

th i nk  t ha t  soc ia l  secu r i t y  numbers  i s

most  impor tan t .

REPRESENTATIVE THOMAS : Mr .  Cha i rman ,

I  h a v e a  commenE.

C H A I R M A N  H A S A Y : Repre  s  en t  a t  i ve

Thoma  s  .

REPRESENTATIVE  THOMAS:  I f  I  CAN

commen t  on  bo th  o f  t hose  s i t ua t i ons .  I  t h i nk

d r i ve r ' s  l i censes  Pennsy l van ia ,  I  t h i nk ,  has

abou t  180  on -1 ine  p rov ide rs  t h roughou t  Pennsy l van ia .

And  I  know  o f  a  coup le  o f  i ns tances  i n  f ac t ,  I

saw  some  i n fo rma t i on  on  one  p rov ide r  who  used  t he

e lec t ron j - c ,  t he  on - l i ne  se rv i ce ,  t o  access  abou t

3 r000  d r i ve r s '  r eco rds  unknow ing l y  t o  t he  d r i ve r s .

Now,  we  can  specu la te  on  who  bough t ,

sha red ,  and  t r ans  f  e r red  t ha t  i - n f  o rma t i on  .  And  t he

d r i ve r r s  l i cense  i s  one  p i ece  o f  ID  t ha t  i s  common ly

accep ted  i n  banks  and  o the r  f i nanc ia l  i ns t i t u t i ons .

So  I  t h i nk  t ha t  t he re  a re  p robab lY  a

coup le  o f  t h i ngs  we  need  t o  do .  One  i s  t o  r a i se  t he

ba r  o f  consequences  f o r  pa r t i c i pa t i ng  i n  a  p rog ram

and  t hen  access ing  t ha t  k i nd  o f  i n f  o rma t  j - on .  And

second l y ,  t ha t  i n f o rma t i on  on  t he  d r i ve r ' s  l i cense

i s  p robab l y  some  i n fo rma t i on  t ha t  shou ld  be  exc luded

un less  requ i red  unde r  ce r t a i n  c i r cums tances .
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In  answer  t o  you r  commen t ,  . soc ia l

se . cu r i t y  numbers ,  d r i ve r '  s  l i cense  numbers ,  and  some

o the r  i n f o rma t i on  t ha t  comes  up  on  t he  d r i ve r ' s

I i cense .

.  CHAIRMAN HASAY:  You r  t es t imony  was

ve ry  i n t e res t i ng .  And  f 'm  su rp r i sed  t o  see  t he

losses  t ha t  Mas te rCa rd  and  V i sa  banks  have  had .

Wha t  I  do  w i t h  my  ma i l  anymore  t ha t  has  c red i t  ca rd

app l i ca t i ons ,  bank  s ta temen ts  I  encou rage  my

cons t i t uen t s  when  t hey  ge t  t he i r  ga rbage  and  t hey

ge t  c red i t  ca rd  app l i ca t i ons  o r  wha teve r ,  t o  pu t

t hem th rough  a  sh redde r  i n  you r  house ,  wh i ch  I  have

had  f o r  t he  l as t  coup le  o f  yea rs  now ,  j us t  t o

p ro t . " a ,  * I  i den t i t y .  And  I  have  had  my  ga rbage

s to l en  a l - r . eady .  The re  a re  peop le  ou t  t he re  t r y i ng

to  do  t ha t

We  had  t es t imony  i n  p rev ious  hea r i ngs

whe re  i t ' s  eas ie r  f o r  a  t h i e f  t o  go  t h rough  you r

i

ga rbage  and  ge t  t hose  numbers  t han  t o  was te  h i s  t ime

t r y i ng ' t o  b reak  i n to  houses  and  s tea l i ng  TV  se t s  and

compu te rs

So  t hank  you  ve ry  much  t oday ,  Be th ,

f o r  you r  t es t imony .

MS.  McCONNELL :  Thank  You .

REPRESENTATIVE  DENL INGER:
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Mr .  Cha i rman ,  one  qu i ck  ques t i on

CHAIRMAN HASAY:  One  f  i - na l  ques t i on .

Rep resen ta t i ve  Den l - i nge r .

REPRESENTATIVE  DENL INGER:  ThANK YOUT

Mr .  Cha i rman .

I  was  j us t  wonde r i ng ,  you  h i gh l i gh ted

.5 ,080  cases  we re  i den t i f i ed  l as t  yea r .  And  I rm  j us t

i n t e res ted  i n  know i . g ,  i s  t he re  a  b reakdown  on  t ha t

be tween  h igh - t ech  means  o f  cap tu r i ng  da ta  and

low- tech ,  such  as  go ing  t h rough  ga rbage?  Do  you

have  any  pe rcen tage  on  t ha t?

MS.  McCONNELL :  Those  come  f r om the

Fede ra l  T rade  Commiss ion .  They  a re  consumer  repo r t s

t ha t  t hey  pub l i sh  annua l l y  on  a  whoLe  se t  o f

d i f f e ren t  t ypes  o f  f r aud .  They  do  no t  b reak  down

the  i den t i t y  t he f t  cases  by  t he  me thod  i n  wh i ch  t he

th i e f  ob ta i ned  t ha t  i n f o rma t i on  because '

un fo r t una te l y ,  t he  t h i eves  a re  no t  ve ry  f o r t hcom ing .

So  i t ' s  ha rd  t o  know .

The  way  t ha t  t hey  ga in  t ha t

i n fo rma t i on  i s  f r om the  v i c t ims  who  have  repo r ted ,  I

have  had  my  i den t i t y  s t o l en ,  bu t  t hey  don ' t  know

how.  And  because  i t ' s  o f t en  been  many  yea rs  and  t he

th i e f  has  opened  many  d i f f e ren t  t ypes  o f  accoun ts :

maybe  unde r  many  d i f f e ren t  t ypes  o f  names  and  many
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d i  f  f  e ren t  l oca t i - ons ,  i t '  s  ve r y  ha rd .  t o  t r ack  i t  back

to  t ha t  o r i g i na l  i nc i den t .  And  t ha t ' s '  a l so  why  i t ' s

ve ry  ha rd  f o r  l aw  en fo r cemen t  t o  r eso l ve  some  o f  .

t hese  ca : " " .

Bu t  one  t h i ng  ac tua l l y  I  w i l l  commen t

on  i s  some th ing ,  o f  cou rse r  t ha t  . you  can  encou rage '
:

cons t i t uen t s  t o  r ea l i ze  i s  t ha t  t he re  ac tua l l y  i s i an

800number tha t conSumerscanuSe too ,p t -ou to f

hav ing  unso l i c i t ed  c red i t  ca rd  app l i ca t i ons  be ing

sen t  t o  t he i r  home .  I t ' s  1 -888 -5op tou t .  And  by

pu t t i ng  you r  name  on  t ha t  l i s t ,  i t  w i l l  s t op  any

c red i t  ca rd  company  f r om send j -ng  t hese

so l i c i t a t i ons .  Bu t  t ha t ' s  a I I  i t  does  i s  s t op  t he

unwan ted  c red i t  ca rd  so l i c i t a t i ons .  I t  doesn ' t

p reven t  t he  sha r i ng  o r  t r ad ing  o r  se l l i ng  o f  you r

pe rsona l  i n f o rma t i on  i n  any  o the r  way .

REPRESENTATIVE  DENL INGER:  COUId  YOU

g ive  us  t ha t  phone  number  aga in?

MS.  McCONNELL :  1 -888 -5oP tou t ,

o -p - t - o -u - t .

R E P R E S E N T A T I V E  D E N L I N G E R :  T h a n k  y o u

M S .  M c C O N N E L L :  S u r e .

C H A I R M A N  H A S A Y :  T h a n k  y o u ,  B e t h .

M S .  M c C O N N E L L :  T h a n k  Y o u .

C H A I R M A N  H A S A Y :  N e x t  w e  h a v e  R o b



28

I

1

2

3

A
. t

5

6

7

a

Y

10

11

1 ,2

13

1 ,4

15

16

L7

18

r Y

20

2L

22

23

24

25

F ishe r ,  who  i s  t he  sen io r  v i ce -p res iden t  o f  C red i t

and  Ca1 I  Cen te r  Ope ra t i ons  o f  Boscov rs .  And  a l so

w i t h  h im  i s  B r i an  R ide r ,  v i ce -p res iden t  o f

Gove rnmen t  A f f a i r s  o f  t he  Pennsy l van ia  Re ta i l e r s

Assoc ia t i on .

Gen t l emen ,  we l come .

you r  own  p leasu re .

You  can  s ta r t  a t

MR.  R IDER:  Cha i rman  Hasay  and

Cha i rman  Ca l t ag i r one  and  commi t t ee  members '  t hank

you  f o r  t he  oppo r tun i t y  t o  be  he re  t oday .

.  F i she r  has  p repa red  t es t imony .

Bu t  be fo re  t ha t ,  I  j u s t  wan t  t o  make  a  coup le  o f

b r i e f  comme.n t s .  One ,  o the r  t han  t he  f  r eshmen

members  on  t h i s  commi t t ee ,  t he  members  o f  t he

Pennsy l van ia  Gene ra l  Assemb ly  l as t  l eg i s l a t i ve

sess ion  d i d  enac t  and  app rove  and  i t  was  s i gned

by  t he  Gove rno r  two  p i eces  o f  l eg i s l - a t i on :  One ,

mak ing  i den t i t y  f r aud  a  c r ime  i n  Pennsy l van ia  and

the  o the r  l eg i s . I a t i on  ou t l i n i ng  t he  spec i f i c s  o f

wha t  de ta i l s  o r  cons t i t u t es  i den t i t y  f r aud .  And

Rep resen ta t i ve  Ma t t  Bake r ,  you r  co l l eague '  was  t he

p r ime  sponso r  o f  t he  House  B j : _11 ,  who  j - s  a l so  a

v i c t im  o f  i den t i t y  f r aud  pe rsona l l y ;  and  Sena to r

S tewar t  G reen lea f  was  t he  p r ime  sponso r  o f  t he  o the r

v e h i c l e So  I  d i d  wan t  t o  b r i ng  t ha t  t o  you r
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a t t en t i o r l r  . €spec ia l l y  f o r  t he  f r eshmen .members ,  t ha t

Pennsy l van ia  does  cu r ren t l y  have  ID  f r aud  I aw .

So  w i t h  t ha t ,  f  w i l l  t u rn . t h i s  ove r  t o

Mr .  F i she r .  And  I  t h i nk ,  f o l l ow lng  h i s  p repa red

remarks ,  he  wou ld  l i ke  t o  make  some  commen ts

respond ing  t o  some  o f  t he  commen ts  t ha t

Ms .  McConne l -1  made ,  i f  t ha t ' s  t he  commi t t ee rs

p leasu re .

Thank  you .

MR.  F ISHER:  Good  morn ing .

Mr .  Cha i rman  and  commi t t ee  members ,  t hank  you  f o r

t he  oppo r tun i t y  t o  p resen t  t es t imony  t oday .  My

name  i s  Rob  F i she r .  I rm  v i ce -p res iden t  o f  C red i t

and  Ca11  Cen te r  Ope ra t i ons  f o r  Boscov ' s  depa r tmen t

s to res .  I 'm  t es t i f y i ng  t oday  on  beha l f  o f  t he

Pennsy l van ia  Re ta i l e r s '  Assoc ia t i on .  I  wou ld  l i ke

to  . t hank  Cha i rman  Hasay  and .  Cha i rman  Ca l t ag i r one  and

the  members  f o r  p rov id i ng  me  the .  oppo r tun i t y  t o

tes t i f y  be fo re  t he  House  Commerce  Commi t t ee .

Boscov ' s  i s  a  M id -A t I an t i c  depa r tmen t

s to re  cha in .  I n  add i t i on  t o  s to res  i n  Ma ry l and  and

New Je rsey ,  we  have  t h ree  s to res  i n  De Iaware ,  t h ree

s to res  i n  New Yo rk ,  and  more  t han  two  dozen  s to res

in  ou r  home  s t . a te  o f  Pennsy l van ia .

Boscov '  s  emp loys  ove r  L0 ,  000  peop le .

'
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As  the  t h i r d  l a rges t  i ndus t r y  i n  Pennsy l van ia ,

r e ta i l e r s  emp loy  ove r  I . 25  m i l l - i on  peop le  ea rn ing

more  t han  $25  b i l l i on  i n  wages .  The  PRA i s  t he

Commonwea l t h ' s  o l des t  and  mos t  success fu l  r e ta i l

t r ade  assoc ia t i on .  The  re ta i l  i ndus t r y  i n

Pennsy l van ia  i s  compr i sed  o f  app rox ima te l y  30 ,000

es tab l i shmen ts  emp loy ing  nea r l y  300 ,  000 .

As  t owns  and  c i t i es  g rew  i n

Pennsy l van ia ,  r e ta  j - 1e rs  began  us ing  t he i r  I oca I

merchan ts  assoc ia t i ons  as  a  t r us ted  repos i t o r y  f o r

i n fo rma t i on  abou t  t he  cus tomers  w i t h  whom they

dea l t .  I n  o rde r  t o  access  t hese  cus tomer  f i 1es ,  t he

merchan t  had  t o  be  w i l l i ng  t o  p l ace  h i s  own

in fo rma t i on  i n to  t he  sYs tem.

The re  was  a  s t r ong  i ncen t i ve  t o  be

accu ra te  and  ca re fu l  w i t h  wha t  you  pu t  i n  because

you  expec ted  t he  Same  ca re  f r om the  o the r  me rchan ts

w i t h  whom you  we re  sha r i ng .  T rus t  and  i n teg r i t y

we re  impo r tan t .  Even tua l l y  t he  merchan ts

assoc ia t i ons  we re  merged  o r  so ld  and  became  pa r t  o f

t he  g red i t  r epo r t i ng  sys tem we  have  t oday .

Boscov ' s  
. cu r ren t l y  

has  1 .  1  m i l l i on

ac t i ve  c red i t  ca rd  accoun ts .  Du r i ng  t he  peak

ho l i day  season ,  abou t  600 r000  o f  t hese  cus tomers  use

the i r  Boscov ' s  ca rd  and  rece i ve  c red i t  ca rd
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s ta temen ts  f r om us .  As  many  o f  you  know ,  - consumers

o f t en  use  re ta i l  c red i t  as  t he i r  ga teway  i n to  t he

.  l a rge r  c red i t  ma rke t .  I t  i s  ve r y  common  fo r  a

Boscov ' s  ca rd  t o  be  t he  f i r s t  c red i t  ca rd  i n  a

cus tomer ' s  wa l -1e t .  By  bu i l d i ng  a  good  c red j - t

r e l - a t i onsh ip  w i t h  us  r  t hey  he lp  bu i l d  a  good  c red i t

f i l e  w i t h  t he  c red i t  bu reaus .  Th i s ,  i n  t u rn ,  makes

them e l i g i b l e  f o r  o the r  c red i t  p roduc t s ,  such  as  a

ca r  l oan  o r  even  a  f i r s t  mo r tgage .

The  h i s t o r y  and  success  o f  r e ta i l  i s

i nex t r i cab l y  i n t e r tw ined  w i t h  c red i t  g ran t i ng  i n

th i s  coun t r y .  Today ,  nea r l y  B0  pe rcen t  o f  pu rchases

made  a t  Boscov ' s  s t o res  a re  some  t ype  o f  c red i t

ca rd ,  be  i t  V i sa ,  Mds te rCa rd ,  D i scove r ,  o r  t he

Boscov l s  ca rd .  I n  20Q2 ,  consumer  spend ing

rep resen ted  two - th i r ds  o f  t he  Gross  Domes t i c

,P roduc t .  l t  f  you  do  some  s imp le  ca l cu l - a t i ons ,  you

rea l i ze  t ha t  mos t  o f  t he  t r ansac t i ons  i n  ou r  economy

don ' t  happen  i n  cash .  They  happen  on  c red i t .

M r .  Cha i rman r  ds  you  know ,  i t  i s

consumer l  spend ing  t ha t  has  se rved  as  t he  ba l l as t  i n

an  o the rw i se  uns tab le  economic  env i r onmen t .

Consumers  a re  t ak i ng  advan tage  o f  qu i ck ,  l ow -cos t

c red i t  a t  r eco rd  ra tes ,  f r om f i r s t - t ime  home

mor tgages  and  mor tgage  re f i nanc ings  t o  ca r  l oans  and



o the r  consumer  c red i t  t r ansac t i ons .

I n  f ac t ,  ou r  c red i t  ca rd  cen te r  i s .

a l so  a  ca l l  cen te r  whe re  cus tomers  can  wo rk  ou t

i s sues  such  as  merchand i se  de l i ve r y  p rob lems ,  P Iace

phone  o rde rs ,  seek  ass i s tance  w i t h  f n te rne t  o rde rs ,

and  ask  a  who le  hos t  o f  ques t i ons  abou t  ou r

p roduc t s ,  se r v i ces ,  and  p romo t i ons .  They  can  even

op t -ou t  o f  ou r  ma i l i ng  l i s t s  f o r  ca ta l o9s ,

p romo t i ons ,  and  s to re  coupons  i f  t hey  so  choose .

Th i s  i s  a l l  made  Poss ib l e ' bY

in f  o rma t i on -sha r i - ng  i n  t he  re ta i l  env i r onmen t  -

Th rough  i n fo rma t i on -sha r i . g ,  we  can  no t  on l y  ma rke t

more  spec i f i ca l l y  t o  ou r  cus tomers  and  mee t  
l he i r

needs ,  bu t  we  can  a l so  do  o the r  t h i ng l  suc l t  as

unde rwr i t e  mo re  c red i t  and  comba t  i den t i t y  t he f t  i n

ou r  s t o res .

As  you  know ,  i den t i t y  f r aud .  i s  one  o f

t he  f as tes t  g row ing  and  mos t  t r oub lesome  c r imes  i n

the  Un i t ed  S ta tes .  A t  Boscov ' s  we  have  imp lemen ted

a  number  o f  sa fegua rds  t o  he lp  p ro tec t  ou r  bus iness

and  ou r  cus tomers  .  As  you  w i l - 1  see  '  many  o f  t hese

- - ^ r - -  l i - - ^ ^ ! 1 - -  5 l - ^  - Lp rocedu res . re l y  d i r ec t l y  on  t he  sha r i ng  o f

i n  f o  rma t  i  on  .

When

cha rge  ca rd  i n  one

:

a  cus tomer  app l i es  f o r  a  Boscov rs

o f  ou r  s t o res ,  t heY  
1 " " !  
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a ' cu r ren t ,  va l i d  s t a te  o r  f ede ra l l y  i s sued  p i c t u re

ID ,  such  as  a  d r i ve r ' s  l i cense  o r  passpo r t .  When .we

pu11  t he  cus tomer r s  c red i t  bu reau  repo r t ,  we

de te rm j -ne  i  f  t he  name ,  add ress ,  soc iaL  secu r i t y

number ,  and  va r i ous  o the r  cha rac te r i s t i c s  g i ven  by

the  cus tomer  ma tch  bo th  t he  i n fo rma t i on  on  t he  ID

p resen ted  and  t he  i n fo rma t i on  con ta i ned  i n  t he

c red i t  r epo r t s  and  a l so  t o  r eques t  human  rev iew  fo r

any  c red i t  bu reau  repo r t  t ha t  con ta i ns  a  w r i t t en

consumer  s ta temen t .  Ques t i onab le  app l i ca t i ons  a re

re fe r red  f o r  f u r t he r  p rocess ing  t o  ensu re  t ha t  t he

app l i ban . t  i s ,  i n  f ac t ,  who  t hey  pu rpo r t  t o  be .

ID  f r aud  p reven t i on  does  no t  s t op  when

the  c red i t  app l i ca t i on  i s  app roved .  Many  re ta i l e r s

have  mode l s  o r  neu ra l  ne two rks  t ha t  i den t i f y  unusua l

pu rchas ing  behav io r .  Fo r  examp le ,  i f  we  see  an

accoun t  t ha t  i s  no rma l l y  on l y  used  f o r  sma1 l

pu rchases  sudden l y  be ing  used  t o  make  l a rge '

h i gh - r i s k  pu rchases  on - I i ne  us ing  a  d i f f e ren t

sh ipp ing  add ress ,  ou r  sys tems  w i l I  f l ag  t he

t ransac t i on  as  h i gh l y  susp i c i ous  and  i t  w i l l  be

re fe r red  t o  a  spec ia l  un i t  f o r  i nves t i ga t i on .

Beyond  t hese  comp lex  t echn i ca l  sys tems

to  i den t i f y  po ten t i a l l y  f r audu len t  pu rchases ,

pe rhaps  t he  re ta i l e r ' s  bes t  weapons  i n  f r aud
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p reven t i on  a re  ou r  emp loyees .  Las t  week  i n  t he

VUash ing ton ,  D .  C .  ,  a rea ,  one  o f  t he  l a rges t  ID

f raud / c red i t  ca rd  f r aud  r i ngs  was  a r res ted .

A  Ta rge t  s t o re  emp loyee  who  no t i ced  a

cus tomer  mak ing  unusua l  pu rchases  w i t h  mu l t i p l e

c red i t  ca rds  t i pped  o f f  t he  au tho r i t i e s .  The  po l i ce

d i scove red  c red i t  ca rd  p roduc t i on  equ ipmen t  and

l i s t s  con ta i n i ng  t he  names ,  accoun t  numbers ,  and

exp i ra t i on  da tes  f o r  ove r

a  c  coun t  s

conv i c t i ons  t o  ou r  c red i t .

We  a l so  have  a  number

e i t he r  have  i n  t he  pas t  been  v i c t ims

f raud  o r  who  be l i eve  t hey  a re  l i ke1y

Fo r  t hese  cus tomers '  we  p rog ram ou r

to  immed ia te l y  r e fe r  t he  sa le  t o  ou r

10 ,  000  V i sa /Uas te rCa rd

Boscov ' s  emp loyees  have  wo rked

toge the r  t o  i den t i f y  se t s  o f  t r ansac t i ons  be ing

sh ipped  t o  a  se l - f - s t o rage  un i t  i n  sou the rn  F lo r i da .

When  po l i ce  a r r i ved ,  t hey  d i scove red  a  vas t  a r ray  o f

merchand i se  f r om mu l t i p l e  ma i l - o rde r  and  I n te rne t

s i t es .  On  a  week l y  bas i s ,  we  i den t i f y  t r ansac t i ons

tha t  a re  f r audu l -en t  and  no t i f y  t he  consumer

j - nvo l - ved ,  t he  c red i t o r ,  and /o r  t he  po l i ce ,  when

app rop r i a te .  We  have  dozens  o f  app rehens ions  and

o f  cus tomers  who

o f  i den t i t y .

t o  be  v i c t ims .

reg i s te r  sys tem '

c red i t  cen te r .
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Here  we  w i l l  ve r i f y  t he  cus tomer ' s  i den t i t y  v i a  a

va l i d  ID  o r  password

Sad1y ,  ID  f r aud  con t i nues  t o  g row  and

a f f ec t  bo th  o f  i t s  v i c t ims ,  t he  merchan t  and  t he

cus tomer .  f t  i s  impo r tan t  t o  unde rs tand  t ha t  i n

v i r t ua l l y  eve ry  case  o f  i den t i t y  t , he f  t ,  t he  re ta i l e r

bea rs  t he  bu rden  o f  t he  f i nanc ia l -  1oss ,  e i t he r

t h rough  c red i t  w r i t e -o f f s  on  ou r  own  accoun ts  o r  i n

charsebacks ' " r : ' " r r ; : : : ' . " ' ; : " : r : . : ;  

r inanc iar

I oss ,  t he  re ta i l e r  bea rs  o the r  cos t s  assoc ia t ' ed  w i t h

ID  f r aud  and  c red i t  ca rd  f r aud .  These  i nc l ude

pay ro l l  and  bene f i t s  f o r  cus tomer  se rv i ce

rep resen ta t i ves  t o  he lp  consumers  unde rs tand  t he i r

r i gh t s  and  t o  gu ide  t hem th rough  t he  p rocess  o f

I .

ge t t i ng  t he i r  c red i t  bu reau  repo r t s  co r rec ted ,  l oss

o f  consumer  con f i dence  i n  t he  c red i t  s ys tem,  and

re la ted  l os t  sa1es .  
1

Our  l osses  f r om ID  f r aud  con t i - nue  t o

g row  yea r  a f t e r  yea r  desp i t e  ou r  bes t  e f f o r t s .  We

a re  cons tan t l y  cha l l enged  t o  f i nd  new  pa t t e rns  i n

ou r  many  da ta  sou rces  t ha t  w i l l  he lp  us  i den t i f y

f r audu len t  t r ansac t i ons  w i t hou t  i nconven ienc ing  ou r

l eg i t ima t  s t omers .  The  ab i l i t y  t o  sha re ,

agg reg la te ,  and  sea rch  a f  f  i l - i a t e  and  t h i r d -pa r t y  da ta
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sou rces  i s  pa ramoun t  i n  t he  e f f o r t  t o  p ro tec t

Boscov f s  and  ou r  va lued  Boscov ' s  cus tomers .

I n  c l os j - ng ,  I  wou ld  aga in  l i ke  t o

emphas i ze  t he  re ta i l  i ndus t r y r s  s t r ong  suppo r t  f o r

i n te rna l  measu res  t o  p reven t  and  m in im i ze  ID  f r aud

and  c red i t  ca rd  f r aud .

Mr .  Cha i rman  and  members  o f  t he

commi t t ee r  consumers  have  come  to  expec t  i ns tan t

access  t o  c red i t  when  pu rchas ing  eve ry th i ng  f r om an

au tomob i l e  t o  consumer  goods  such  as  f u rn i t u re ,

app l i - ances ,  .  and  appa re l - .  f  n  t he  f  i na l  ana l ys i - s ,  ! , t e

i n  t he  re ta i l  i ndus t r y  have  a  rea l  conce rn  t ha t

w i t hou t  be t t e r  f ede ra l  and  s ta te  sa fegua rds  f o r

i s su ing  i den t i f y i ng  documen ts ,  w i t hou t  a  s t r uc tu re .

f o r  mo re  cohes i ve  po l i ce  suppo r t  a t  t he  I oca l ,

s t a te ,  and  f  ede ra l  1eve1 ,  ID  f  r aud  w i l l  con t  j - nue  t o

g row  and  bo th  o f  i t s  v i c t ims .  r e ta i l e r s  and  ou r

cus tomers '  w i l l  con t i nue  t o  su f f e r

Thank  you  aga in  f o r  t he  oppo r tun i t y  t o

tes t i f y  t oday .  I  l ook  f o rwa rd  t o  wo rk i ng  w i t h  t he

members  o f  t he  House  Commerce  Commi t t ee  as  you

con t i nue  you r  e f f o r t s  t o  r educe  ID  f r aud .  I  am

happy  t o  answer  any  ques t i ons  t ha t  you  may  have  a t

t h i s  t ime .

.  C H A I R M A N  H A S A Y :  T h a n k  Y o u ,  M r .  F i s h e r
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and  Mr .  R ide r .

Ques t i ons?  Rep resen ta t i ve  Yewe i c .

REPRESENTATIVE  YEWCIC :  Thank  you . '

Rea l  qu i ck ,  you  men t i oned  some th ing  abou t

i n f  o rma t i on -sha r i ng  w i t h i n  Boscov ' " s .  I s  t ha t

i n fo rma t i on  i n te rna l?  Does  Boscov ' s  se I I

i n f o rma t i on  t o  o the r  r e ta i l e r s?

MR.  F ISHER:  Pa r t  o f  t he  p r i vacy

leg i s l a t i on  t ha t  was  passed  f ede ra l lY r  ca l - 1ed  t he

Gramm-Leach -B l i l ey  Ac t ,  a l l  f i nanc j - a1  j - ns t i t u t i ons

have  t o  p rov ide  a  p r i vacy  d i sc l osu re .  As  pa r t  o f

ou r  p r J - vacy .d i sc l osu re ,  we  do  s ta te  t ha t "we  may

sha re  t ha t  i n f o rma t i on .  We  may  sha re  pub l i c  and '

p r i va te  cus tomer  i n f o rma t i on .  The  consumer  does

have  t he  oppo r tun i t y  t o  op t -ou t  o f  t ha t  a t  any  t ime .

I  can  t e l l  you  t ha t  o th .e r  t han

in te rna l l y  suppo r t i ve  p rog rams  to  whe re  t he re .  i s  no t

necessa r i l y  a  sa . l - e  o f  i n f o rma t i on  bu t  we ' r e

u t i l i z i ng  a  t h i r d  pa r t y  t o  he lp  us  se I1  some

add i t i ona l  me rchand i se ,  we  don ' t  do  any  sa l - e .  We

don ' t  p ro f i t  by  se l l i ng  ou r  cusLomer  i n f o rma t i on .

REPRESENTATIVE  YEVIC IC :  When  you  do

p romo t i ons ,  wh i ch  my  w i f e  l i kes  t o .  ,

can  say  t ha t  because  she ' s  no t  he re . - -

t ha t  ou t  f o r  o the r  P r i n t i ng?

you r  ads  and

rece i ve ' - -  f

you  con t rac t
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MR.  F ISHER:  We  do  some  o f  i t

i n t e rna l l y  and  some  o f  i t  we  do  use  a  pa r t ne r  f o r

ou t sou rc i . g ,  yes .

'  REPRESENTATIVE  YEWCIC :  When  you  do

tha t ,  i s  t ha t  a  con f i den t i aL  ma i l i ng  l i s t  o r  can

they  use  t hose  f o r  o the r  cus tomers?

MR.  F ISHER:  No .  As  pa r t  o f  t he

Gramm-Leach -B1 i1ey  Ac t ,  we  ac tua l l y  make  ou r  vendo rs

s ign  a  p r i vacy  d i sc l osu re  t ha t  says  t ha t  t hey  ag ree

no t  t o  use  ou r  i n f o rma t i on  f o r  any th i ng  o the r  t han

wha t  i t  was  g i ven  t o  t hem fo r .

REPRESENTATIVE  YEWCIC :  ThANK YOU,

Mr .  Cha i rman

CHAIRMAN HASAY:  Any  o the r  ques t i ons?

Gen t l emen ,  t hank  you  ve ry  much  f o r  you r  t es t imony .

And  we ' re  hop ing  t ha t  t he  ID  t he f t  b i l l s  t ha t  a re  i n

t he  Housb  Jud i c i a r y  Commi t t ee  and  a l so  t he  soc ia l

secu r i t y  number  r es t r i c t j - on  b i l l  t ha t  i s  i n  t h i s

commi t t ee  w i l l  be  t aken  up  sho r t l y .

Thank  you  aga in  f o r  you r  t es t imony .

MR.  R IDER:  Thank  you .

J  MR.  F ISHER:  Thank  you .

CHAIRMAN HASAY:  Thank  Mr .  Boscov  on

beha l f  t he  commi t t ee  as  we l -1 .

M R .  F I S H E R :  O k a y .
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CHAfRMAN HASAY:  Ou r  nex t  w i t ness  we

have  i s  L i eu tenan t  Geo rge  B i vens  f r om the

Pennsy l van ia  S ta te  Po l i ce .  You  can  p roceed  a t  you r

own  conven ience .

MR.  B IVENS:  Good  morn ing ,

Mr .  Cha i rman  and  members  o f  t he  commi t t ee .  f  am

L ieu tenan t  Geo rge  L .  B  j - vens ,  Commande r  o f  t he

Organ i zed  C r ime  Sec t i on  w i t h i n  t he  Bu reau  o f

C r im ina l  I nves t i ga t i on  f o r  t he  Pennsy l van ia  S ta te

Po l i ce .  On  beha l f  o f  Co Ione I  Je f f e r y  B .  M i l f e r ,

Commiss ione r  o f  t he  Pennsy l van ia  S ta te  Po l i ce ,  I

wou ld  l - i ke  t o  t hank  t he  House  Commerce  Commi t t ee  f o r

t h i s  oppo r tun i t y  t oday  t o  speak  on  t he  i s sue  o f

i den t i t y  t he f t .

I den t i t y  t he f t  i s  de l i nea ted  i n  T i t I e

18 ,  t he  Pennsy l van ia  C r imes  Code ,  Sec t i on  4L20 .

Th i s  s ta tu te  i nd i ca ted  a  pe rson  commi t s  t he  o f f ense

o f  i den t i t y  t he f t  o f  ano the r  pe rson  i f  he  possesses

o r  uses ,  t h rough  any  means ,  i den t i f y i ng  i n fo rma t i on

o f  ano the r  pe rson  w i t hou t  consen t  o f  t ha t  o the r

pe rson  t o  f u r t he r  any  un law fu l  pu rpose .

The  un law fu l  ac t i v i t y  cou ld  i nvo l ve  a

c r im ina l  u t i L i z i ng  a  v j - c t im ' s  pe rsona l  i n f  o rma t i on

in  o rde r  t o  ob ta i n  access  t o  l oans ,  c red i t  o r  deb i t

ca rds ,  bank  accoun ts r  s€ rv i ces  such  as  t e l ephone  o r
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cab Ie ,  o r  pe rsona l  p rope r t y  r ang ing

to  au tomob i l es .

f r om g roce r i es

Sep tember  11

cons ide r  t he

in fo rma t i on

Fo l l ow j -ng  t he  t r ag i c  even t s  o f

,  200 t ,  1aw  en fo r cemen t  mus t  a l so

use  o f  ano the r  pe rson rs  i den t i f y i ng

by  c r im ina l s  o r  t e r ro r i s t s  i n  an  a t t emp t

to  gaJ -n  acces  s  t o  r es t r i c t ed  a reas  o r  i n f  o rma t i on  i n

o rde r  t o  f u r t he r  t he i r  c r im ina l  en te rp r i se .

I n  r ecen t  yea rs ,  t he  c r ime  o f  i den t i t y

t he f t  has  g rown  i n  scope  w i t h  t he  adven t  o f  t he

inexpens i ve  pe rsona . l -  compu t ,e r .  Those . c r im ina l s

possess ing  f am i l i a r i t y  w i t h  compu te rs  now  have

power fu l  r esou rces  a t  t he i r  d i sposaL .  By  ob ta i n i ng

pe rsona l  b i og raph i ca l  and  f i nanc iaL  i n fo rma t i on ,

wh i ch  i s  r ead i l y  ava i l ab le  on  t he  I n te rne t r  &D

iden t i t y .  t h i e f  can  pose  as  anyone .

Add i t i ona l l y ,  by  u t i l i z i ng  t he  w ide

range  o f  h i gh -qua l i t y  compu te r  pe r i phe ra l s

ava i l ab le ,  t hey  a re  ab l - e  t o  c ra f  t  documen ts  and

iden t i f i ca t i on ,  wh i ch  a l l ow  t hem to  c rea te  new

iden t i t i e s  o r  s t ea l  t he  i den t i t y  o f  someone  e l se -

Ano the r  compu te r -a i ded  me thod  o f

commi t t i ng  i den t i t y  t he f t  i s  known  a . s  sk imming .

Sk imming  i s  t he  p rac t i ce  o f  r ead ing  and  s to r i ng  t he

maqne t i c  i n f o rma t i on  on  a  deb i t  o r  c red i t  ca rd .  The
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ca rd  hav ing  a  magne t i c  s t r i p ,  t he reby  . c rea t i ng  a

dup l i ca te  o f  t he  v i c t im ' s  ca rd

Conve rse l y ,  t he  t echno log i ca l l y

cha l f enged  i den t i t y  t h i e f  con t i nues  t o  r eso r t  t o

t ime - tes ted  1ow- tech  me thods  f o r  ob ta i n i ng  t he

pe rsona l  i n f o rma t i on  o f  a  v i c t im .  S tea l i ng  ma i l  and

d igg ing  t h rough  ga rbage  gene ra l l y  p rov ides  t he

c r im ina l -  w i t h  ex tens i ve  pe rsona l  i n f o rma t i on  t o

i nc l ude  t he  v i c t im rs  f u11  name ,  da te  o f  b i r t h ,

soc ia l  secu r i t y  number ,  bank  accoun t  i n f o rma t i on ,

u t i l - i t i e s  accoun t  i n f  o rma t i on ,  add ress ,  and

te l ephone  number .  A rmed  w i t h  t h i s  know ledge ,  t he

iden t i t y  t h i e f  i s  r eady  t o  app l y ' f o r  c red i t  o r

access  f unds  i n  t he  name  o f  t he . v i c t im .

Cu r ren t l y ,  t he  bes t  sou rce  f o r

documen ted  s ta t i s t i ca l  i n f o rma t j - on  conce rn ing  t he

p rob lem o . f  i den t i t y  t he f t  i s  t he  Fede ra l  T rade

Commiss ion .  The  FTC has  been  ma in ta i n i ng  da ta  and

in fo rma t i on  rega rd ing  t h i s  c r ime  s i nce  enac tmen t  o f

t he  I den t i t y  The f t  and  Assump t i on  De te r rence  Ac t  i n

1998 .  I n  f u r t he rance  o f  t h i s  Ac t ,  t he  FTC deve loped

the  I den t i t y  The f t  Da ta  C lea r i nghouse  and  i t s

repo r t i ng  veh i c l e ,  t he  Consumer  Sen t i ne l .

To  quan t i f y  t he  p rob lem o f  i den t i t y
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t he f t ,  t he  f o l l ow ing  i n fo rma t i on

the  Consumer  Sen t i ne l :

na t i ona l l y  i n

comp la in t  was

i s  p rov ided  .  f r om

v i c t im  cos t  pe r  f r aud  i s

O f  380 ,103  f r aud  comp la in t s  r ece i ved

2002 ,  t he  l a rges t  ca tego ry  o f

i den t i t y  t he f t  a t  43  pe rcen t .

The  f i nanc ia l  cos t s  t o  v i c t ims  o f  a I I

f r aud  repo r ted  i n  t he  na t i on  du r i ng  t he  yea r  2002  i s

es t ima ted  a t  nea r l y  one -ha I f  b i l l i on  do l l a r s .  And

43  pe rcen t  o f  t ' h i s  f i gu re  wou ld  i nd i ca te  i den t i t y

t he f t  na t i onw ide  cos t  v i c t ims  app rox ima teJ -y  $200

m i 1 l i o n .

n d i v i  d u a  I

e s t i m a t e d  a t  $ 2 ,  0 0 0 .

Nat i ona l  r epo r t i ng  o f  i den t i t y  t he f t

has  s tead i l y  i nc reased  s i nce  t he  yea r  2000 .  I n

2000 ,  wh i ch  rep resen ts  t he  f i r s t  f u11  yea r ,  o f

r epo r t i ng ,  31 r117  repo r t s  we re  rec .e i ved .  Du r i ng

2001 ,  86 r198  repo r t s  we re  rece i ved .  
' r h i "  

i nc rease
'  t .

i nd i ca tes  a  1 ,77  pe rcen t  change  ove r  t he  p rev ious

yea r .  F j - na11y ,  i n  2002 ,  I 61 ,819  repo r t s  we re

rece i ved ,  wh i ch  rep resen ts  an  BB  pe rcen t  i nc rease

ove r  t he  yea r  2001 .

,  75 ,  pe rcen t  o f

o f  18  and  49 .

comp la in t s  r ece i ved

v i c t ims  we re

In  t he

be tween

o f  13 ,

yea r  2002 .

t he  ages

l1 -9  f r aud l - n
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Pennsy l van ia  du r i ng  2002 ,  t he  l a rges t  ca tego ry  o f

comp la in t  was  i den t i t y  t he f t  a t  39  pe rcen t  o f  a l l

comp la in t s .

I n  2002 ,  P€nnsy l van ia  r anked  22nd

among  s ta tes  f o r  v i c t ims  o f  i den t i t y  t he f t  f o r

100 ,000  popu la t i on ,  w i t h  5 ,080  v i c t ims  repo r ted .

The  t op  t h ree  c r imes  commi t t ed  i n

' conce r t  w i t h  an  i den t i t y  t he f t  i n  Pennsy l van ia

du r i ng  2002  we re  c red i t  ca rd  f r aud  w i t h  2 ,359

v i c t ims ,  phone  o r  u t i l - i t i e s  f  r aud  w i t h  1 ,  103

v j - c t ims ,  and  bank  f  r aud  w i t h  623  v i c t ims .

The  t op  t h ree  v i c t im  l oca t i ons  f o r

i den t i t y  t he f t  i n  2OO2  we re  Ph i l ade lph ia  w i t h  I , 202

v i c t ims ,  P i t t sbu rgh  w i t h  226  v i c t ims ,  and  A l l en town

w i th  ?0  v i c t ims .

Con t i nu j - ng ,  i n  an  e f f o r t  t o  quan t i f y

t h i s  p rob lem,  s i nce  t he  i ncep t i on  o f  t he

Pennsy l van ia  s ta tu te  r ega rd ing  i den t i t y  t he f t  i n

2001 ,  t he  Pennsy l van j -a  S ta te .Po l i ce  have  rece i ved

7 I4  comp la in t s  i nvo l v i ng  t h i s  c r ime .  And  302  we re

rece i ved  i n  t he  yea r  2001 ,  wh i l e  4 t2  we re  rece i ved

in  2002 .  Th i s  a l one  rep resen ts  a  27  pe rcen t '

r _nc rease .

'  Th i s  da ta  p rov ides  a  gene ra l  ove rv i ew

o f  t he  raw ,  co ld  s ta t i s t i ca l  i n f o rma t i on  rega rd ing

4

5

6

7

X

9

10

11

12

13

L4

J . J

16

t7

l -8

l_9

20

21

22

23

24

25



44

1

2

4

5

6

I

x

9

10

11

T2

l - J

t 4

15

I6

t7

18

r_9

20

21"

22

Z J

24

25

t he  c r ime  o f  i den t i t y  t ' he f  t .  Wha t  i t  does  no t

p rov ide  i s  i ns i gh t  i n t o  t he  assoc ia ted  emo t i ona l

p rob lems  v i c t ims  o f  t h i s  c r ime  encoun te r -  Many

ind i v i dua l s  do  no t  d j - scove r  t hey  a re  t he  v i c t im  o f

i den t i t y  t he f t  f o r  mon ths ,  i f  no t  yea rs .  Some

v i c t ims  have  been  duped  f o r  as  l ong  as  f i ve  yea rs .

Upon  d i scove ry ,  v i c t ims  mus t  sPend

s ign i f j - can t  amoun ts  o f  t ime  con tac t J -ng  c red i t o r s  and

c red i t  r epo r t i ng  agenc ies  i n  an  a t t emp t  t o  r epa i r

t he  damage  t o  t he i r  c red i t  h i s t o r i es .  Wh i l e  t h i s  i s

occu r r i ng r ' t hey  a re  o f t en  unab le  t o  ob ta i n  c red i t

and  f i nanc ia l  se r v i ces ,  t e l ecommun ica t i on  and

u t i l i t y  se rv i ces ,  and  even  emp loymen t .  Many  v i c t ims

repo r t  hav ing  wages  ga rn i shed  and  t ax  re funds

w i t hhe ld .

I n  t hose  i ns tances  when  an  i den t i t y

t h i e f  has  rece i ved  a  c r im ina l  r eco rd  i n  t he  v i c t im ' s

name ,  v i c t ims  have  repo r ted  hav ing  I i censes  revoked ,

f a i l i ng  backg round  checks ,  and  even  be ing  a r res ted

o r  de ta i ned

Comba t i ng  t he  c r ime  o f  i den t i t y  t he f t

i n  Pennsy l van ia  r equ i res  l aw  en fo r cemen t  t o  ach ieve

th ree  ma in  ob jec t i ves :

F i r s t ,  I aw  en fo r cemen t  pe rsonne l  mus t

be  p rope r l y  t r a i ned  and  i n fo rmed  rega rd ing  t h i s
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c r r_me .

Second ,  t hey  mus t  be  app rop r i a te l y

s ta f f ed  w i t h  c r im ina l  i nves t i ga to r s  t o  conduc t  t hese

some t imes  i n -dep th  and  l eng thy  i " nves t i ga t i ons .

F ina l1y ,  t he  pub l i c  needs  t o  be

p rov ided  w i t h  i n f o rma t i on  conce rn ing  me thods  t o

p ro tec t  t hemseLves  f r om i den t i t y  t he f t  as  we r r  as

j - n fo rma t i on  rega rd ing  t he  s teps  t o ' t ake  shou ld  t hey

become  a  v i c t im .  Each  o f  t hese  ob jec t i ves  w i l l  be

exp lo red  more  f u11y .

I n  Pennsy l van  j - a ,  t he  s ta te  po l i ce  a re

tasked  w i t h  p rov id i ng  po l i ce  se rv i ces  t o  t hose  a reas

and  c i t i zens  who  f i nd  t hemse l ves  w i t hou t  t he i r  own

po l i ce  depa r tmen t .  We  a re  a  f u11 -se rv i ce

depa r tmen t ,  pe r f o rm ing  f unc t i ons  rang ing ,  f r om

t ra f f i c  en fo r cemen t  t o  c r im ina l  i nves t i ga t i ons .

Ou r  c r im ina l  i nves t i ga to r s  a re

respons ib l e  f o r  t he  i nves t i ga t i on  o f  a1 I  t ypes  o f

c r ime .  As  such ,  ou r  i nves t i ga to r s .mu .s t  r ece i ve

t ra i n i ng  and  ob ta i n  expe r t i se  i n  a l l  f ace t s  o f

c r im ina l  i nves t i ga t i ons .

T ra in i ng  spec i f i c  t o  j _den t i t y  t he f t

and  f r aud  i s  ava i l ab le  t o  t hem and  pennsV l van ia , s

l a r  en fo r cemen t  commun i t y  t h rough  numerous  sou rces

Some  examp les  a re ,  t he  Pennsy l van ia  S ta te  po l i ce
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Academy ,  t he  M id -A t l an t i c  G rea t  Lake .  O rgan i zed 'C r ime

Law En fo rcemen t  Ne two rk  known  as  MAGLOCLEN ' ,  t he

Na t i ona l  Wh i t e  Co I I a r  C r ime  Cen te r ,  I n t e rna t i ona l

Assoc ia t i on  o f  F i nanc ia l  C r imes  I nves t i ga to r s ,  t he

U .S .  Depa r tmen t  o f  Jus t i ce ,  and  l oca I  bank ing

ins t i t u t i ons .

Gene ra l l y ,  i nd i v i dua l  i ns tances  o f

i den t i t y  t he f t  a re  j - nves t i ga ted  by  a  c r im ina l

i nves t i ga to r  ass igned  t o  one  o f  ou r  t r oop  commands .

I n  t hose  i ns tances  when  a  case  o f  i den t i t y  t he f t  i s

i nd i ca t i ve  o f  o rgan i zed  c r im ina l  ac t i v i t y ,  t he

Pennsy l van ia  S ta te  Po l i ce  re l y  upon  t he  Organ i zed

Cr ime  D i v i s i on  o f  t he  Bu reau  o f  C r im ina l

I nves t i ga t i on .

Members  o f  t h i s  spec ia l l y  se lec ted

g roup  o f  i nves t i ga to r s  a re  s t r a teg i ca l l y  l oca ted  i n

task  f o r ces  t h roughou t  Pennsy l van ia .  They  wo rk  w i t h

the i r  t r oop  coun te rpa r t s  as  we l l  as  l oca l  and

fede ra l  i nves t i ga to r s  on  cases .  i nvo l v i ng  l a rge

mone ta ry  I osses ,  wh i ch  a re  usua l l y  assoc ia ted  w i t h

o rgan i zed  g roups  o f  c r im ina l s .  These  g roups  may  be

assoc ia ted  w i t h  t r ad i t i ona l  o rgan i zed  c r ime ,

d i sp laced  e thn i c  g roups ,  o r  s imp l y  en te rp r i s i ng

loca l  c r im ina l s

In  an  a t t emp t  t o  de te r  o r  m i t i ga te  t he
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c r ime  o f  i den t i t y  t he f t ,  t he

Po l i ce  p rov ide  t he  f o l l ow ing

en fo r cemen t  agenc ies  and  t he

Pennsy l van ia  S ta te

i n fo rma t i on  t o  I aw

gene ra l  pub l i c :

.  F i r s t ,  how  do  I  p ro tec t  myse l f ?  These

a ld  o the r  p ro tec t i ve  measu res  w i l l  no t  ' abso lu te l y

gua ran tee  you  w i l l  neve r  become  a  v i c t im  o f  i den t i t y

t he f t ,  bu t  emp loy ing  one  o r  mo re  o f  t hese  can

d ras t i ca l l y  r educe  you r  r i s k

G ive  you r  soc ia l  secu r i t y  number  on l y

when  i t  i s  abso lu te l y  necessa ry  and  do  no t  ca r r y

you r  soc ia l  secu r i t y  ca rd  w i t h  you .  Leave  i t  a t

home  o r  i n  a  secu re  P lace .

Pe r i od i ca l l y  r eques t  a  f r ee  copy  o f

you r  soc ia l  secu r i t y  pe rsona l  ea rn ings  and  bene f i t

s t a temen t  f r om the  Soc ia I  Secu r i t y  Adm in i s t r a t i on r '

1 -8  0  0 -772 -1213  .

Memor i ze  you r  ATM password  and  sh ie l d

the  keypad  when  en te r i ng  you r  password  a t  ATM

mach ines

"  Do  no t  p l ace  b i l l  paYmen ts  i n  You r

ma i l box  f o r  p i ckup .  Ma i l  you r  b i I I s  d i r ec t l y  f r om

the  pos t  o f f i ce .

Sh red  a l l  documen ts  con ta i n i ng

pe rsona l -  j - n fo rma t i on ,  espec ia l l y  b i I 1s ,  c red i t  ca rd

rece ip t s ,  p re -app roved  c red i t  ca rd  o f f e r s ,  and  bank
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s ta temen ts , be fo re  you  t h row  them away

Annua l l y  ob ta i n  a  copy  o f  you r  c red i t

r epo r t  f r om the  t h ree  ma jo r  c red i t  r epo r t i ng

agenc ies :  T rans  Un ion ,  1 -800 -680 -7289 ;  Equ i f ax ,

1 -888 -766 -0008 ;  and  Expe r i an ,  I - 888 -39? -3742 .

Immed ia te l v  co r rec t  a I l  m i s takes

iden t i f  i ed  on  you r  c red  j - t  r epo r t s  i n  w r i t i ng .

App rox ima te l y  70  pe rcen t  o f  a l l  c red i t  r epo r t s

con ta i n  some  e r roneous  i n fo rma t i on

Have  you r  name  removed  f r om l i s t s  so ld

to  compan ies  o f f e r i ng  p re -app roved  c red i t  ca rds  by

con tac t i ng  t he  t h ree  c red i t  r epo r t i ng  agenc ies  and

tak ing  advan tage  o f  t he i r  op t -ou t  se rv i ce .  One

number ,  1 -888 -567 -8688 ,  r eaches  a l l  t h ree  agenc j - es .

Do  no t  g i ve  you r  c red . i t  ca rd  number

ove r  t he  t e l ephone  un less  you  have  i n i t i a t ed  t he

ca l l .  Ensu re  t ha t  ne i t he r  you  no r  t he  ca1 led  pa r t y

i s  us i ng  a  mob i l e  o r  ce l l u l a r  t e l ephone .

ca rd ,  t ake

aw  ay

the  I n te rne t

s i - t e .

When  you  pu rchase  i t ems  w i t h  a  c red i t

you r  r ece ip t s  w i t h  you ;  do  no t  t oss  t hem

Do  no t  pu t  you r  c red i t  ca rd  number  on

un less  i t  i s  an  enc ryp ted  o r  secu red

W h a t  i f  I  b e c o m e a v i c t im  o f  i den t i t y
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t he f t ?  i den t i t y  t he f t  can  occu r  even  i f  you  have

been  ca re fu l  abou t  p ro tec t i ng  you r  pe rson 'a I

i n f o rma t i on  because  o f  t he  eve r - i nc reas ing  sk i l I

emp loyed  by  p ro fess iona l  t h i eves .  The  exac t  s t eps

tha t  you  shou ld  t ake  a f t e r  becom ing  a  v i c t im  o f

i den t i t y  t he f t  w i l l  va r y  depend ing  upon  you r

c i r cums tances ;  bu t  i n  mos t  i ns tances '  t he  f o l l ow ing

s teps  shou ld  be  t aken .

Con tac t  t he  secu r i t y  depa r tmen t  o f  t he

respec t i ve  f i nanc ia l  i ns t i t u t i on ,  bo th  ve rba l l y  and

in  w r i t i t g ,  f o r  each  accoun t  t ha t  has  been  opened  o r

t ampered  w i t h  and  c l ose  t hese  accoun ts .  The  f ede ra l

Fa i r  C red i t  B i l l i ng  Ac t  l im i t s  you r  l i ab i l i t y  f o r

unau tho r i zed  cha rges  t o  $50 ,  bu t  i t ' s  you r

respons ib i l i t y  t o  make  t he  app rop r i a te  no t i f i ca t i on

in  w r i t i ng  w i t h i n  60  days  a f t e r  t he  f r audu l -en t

ac t i v i t y  has  been  d i scove red .  Once  t he  f i nanc ia l

i ns t i t u t i on  acknow ledges  t he  f r aud ,  ask  t hem to  send

a I I  t h ree  c red i t  r epo r t i ng  agenc ies  a  l e t t e r

con f i rm ing  f r audu len t  ac t i v i tY .

I n  t he  pas t ,  one  necessa rY  s teP

inc luded  con tac t  w i t h  each  o f  t he  na t i on ' s  t h ree

r i r a j o r  c red i t  r epo r t i ng  agenc ies ,  T rans  Un ion ,

Equ i f ax ,  and  Expe r i an .  I n  an  e f f o r t  t o  s t r eam l i ne

the  p rocess ,  t he  c red i t  r epo r t i ng  ag f  enc ies  have
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ag reed  t o  beg in  sha r i ng  f r aud - re l a ted  i n fo rma t i on .

As  o f  Ap r i I  15 ,  2003 ,  i den t i t y  t he f t  v i c t ims  need

on l y  make  one  t o l I - f r ee  ca I I  t o  any  o f  t he  t h ree

na t i onw j -de  c red i t  r epo r t i ng  agenc ies .  The

in fo rma t i oh  t hey  p rov ide  w i l - 1  be  au toma t i ca l l y

sha red  w i t h  t he  rema in i ng  agenc ies  f o r  i nc l us i on  i n

the i r  r eco rds .

W i th i n  24  hou rs  o f  be ing  no t i f i ed ,

each  c red i t  r epo r t i ng  agency  w i l l  pos t  a  secu r i t y

a l e r t  on  t he  v i c t im '  s  c red i t  f  i l - e ,  wh i ch  w i l l  be

v iewed  by  a l l  l ende rs  o r  o the r  use rs  access ing

fu tu re  repo r t s .  The  a l e r t  w i l l  no t . i f y  l ende rs  o f

t he  repo r ted  f r aud ,  t he reby  ass j - s t i ng  t hem to  avo id

open ing  a  f r audu len t  accoun t  i n  t he  v i c t im ' s  name .

The  c red i t  r epo r t i ng  agenc ies  w i l l  a l so  remove  t he

v i c t im ' s  name  f r om the  l i s t s  o f  p re -app roved  c red i t

o r  i nsu rance  o f f e r s  f o r  a  pe r i od  o f  two  yea rs .

Add i t i ona l l y ,  t he  agenc ies  have  ag reed

to  p rov ide  bach  v i c t im  w i t h  a  copy  o f  h i s  o r  he r

c red i t  f i l e  and  t o  s imp l i f y  t he

in fo rma t i on -ve r i f i ca t i on  p rocess  t o  i nc l ude  de le t i on

o f  f r audu len t  i n f o rma t i on .

F i l e  a  comp la in t  w i t h  you r  l oca l

po l i ce  depa r tmen t  o r  t he  l - aw  en fo r cemen t  agency

whe re  t he  i den t i t y  t he f t  t ook  p1ace .  A l so ,  f i t e  a
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comp la in t  w i t h  t he  Fede ra l  T rade  Commiss ion  f den t i t y

The f  t  Ho t l i ne  by  t e l ephone  a t  l - - 8?? - IDTHEFT .

A l t hough  t he  FTC has  no  c r im ina l  l aw  en fo r cemen t

au tho r i t y ,  t hey  can  pu rsue  c i v i l -  r emed ies  and  ass i s t

v j - c t ims  i n  r eso l v i ng  t he  p rob lems  assoc ia ted  w i t h

the  

Repo r t  t he  f r audu len t  use  o f  you r

soc ia l  secu r i t y  number  t o  t he  Un i t ed  S ta tes  Soc ia1

Secu r i t y  Adm in i s t r a t i on  . a t  1 -8  O  O-269 -027  1 .  Unde r

ce r t a i n  c i r cums tances ,  a  new  soc ia l  secu r i t y  number

may  be  i s sued .

.  No t i f y  you r  nea res t  Un i t ed  S ta tes

Pos ta l  I nspec t i on  Se rv i ce  i f  you  suspec t  t he  t he f t

o f  you r  ma i l

I f  you r  ATM ca rd  has  been  l os t  o r  i f

you r  password  has  been  comprom ised ,  immed ia te l y

no t i f y  you r  bank .  The  E lec t ron i c  Fund  T rans fe r  Ac t

l im i t s  you r  I osses  t o  $50  i f  you  make  t h i s  r epo r t

w i t h i n  two  bus iness  days .  I f  you  wa i t  mo re  t han  60

'days  
t o  make  t he  repo r t ,  you  cou ld  l ose  a l l  t he

money  t ha t  was  t aken  f r om you r  accoun t .

'  f f  checks  we re  s to l en  o r  f r audu l -en t

bank  accoun ts  we re  es tab l i shed ,  r epo r . t  t h i s  t o  you r

bank  and  t o  t he  ma  j  o r  check  ve r  j - f  i ca t i on  compan ies ,

Te lecheck ,  l - - 800 -366 -2425 ;  Ce r tegy /Equ i f ax ,
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1-800-437-5 t20 ;

l_ -800-766-2748 .

Globa I  Paymen ts  /CheckR i t e ,

use  t he i r  se r v i ce

iden t i t y  t he f t .

Reques t  t hey  no t i f y  r e ta i l e r s  who

tha t  you  we re  t he  v i c t im  o f

I f  you ' r e  a  v i c t im  o f  i den t i t y  t he f t ,

neve r  ag ree  t o  pay  any  po r t i on  o f  t he  deb t  j us t  t o

ge t  co l l ec t i on  agenc ies  o f f  t he  case .  The  Fa i r  Deb t

Co1 ' l - ec t i on  Ac t  p roh ib i t s  co l - I ec to r s  f r om con tac t i ng

you  i f  w i t h i n  30  days  a f t e r  you  rece i ve  t he i r

w r i t t en  no t i ce ,  you  send  t hem a  l e t t e r  r e fu t i ng  t he

deb t .  A long  w i t h  you r  l e t t e r ,  . send  suppo r t i ng

documen ta t i on ,  po l i ce  repo r t ,  I e t t e r s  f r om c red i t

r epo r t i n ' g .  agenc  j - es ,  e t c .  ,  t o  subs tan t i a t ' e  you r

pos i t i on

Un fo r t una te l y ,  i t  i s  imposs ib l - e  t o

p ro tec t  you rse l f  en t i r e l y  f r om i den t i t y  t he f t ,  bu t

f o l l ow ing  t he  sa fegua rds  de ta i l ed  he re in  can

ce r ta i n1y reduceyou r r i s k .Pub1 i ca t i onsby

Fede ra l  T rade  Commiss ion  can  p rov ide  f u r t he r

i n fo rma t i on  on  how  to  p reven t  i den t i t y  . t he f t .  These

pub l i ca t i ons  can  be  ob ta i ned  by  con tac t i ng  t he  FTC

by  t e l ephone  a t  1 -877 - IDTHEFT  o r  by  v i s i t i ng  t he i r

webs i t es  a t  h t t p  z  /  /www.  f t c .  gov  o r

h t t p  z  /  /www.  consumer .  gov .  Phone  counse lo r s  a t  t h ' e
' (

FTC  can  ass i s t  ca l l e r s  on  how  to  t ake  advan tage  o f
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the i r  consumer  r i gh t s  and  on  wha t  ac t i ons  need  t o  be

taken  t o  r es to re  t he i r  c red i t .

Add i t i ona l l y ,  t he  Pennsy l van ia  S ta te

Po l i ce  p rov ides  numerous  o the r  se rv i ces .  t o

Pennsy l van ia ' s  c i t i zen ry  and  l - aw  en f  o r cemen t

commun i t y  i n  dea l i ng  w i t h  t he  p rob lem o f  i den t i t y

t he f t .  The  Bu reau  o f  Fo rens i c  Se rv i ces  o f f e r s

exam ina t i on  o f  ques t i oned  documen ts ,  handwr i t i ng

compar i sons ,  and  pa ten t  and  l a ten t  f i nge rp r i n t

i den t i f i ca t i on  and  compar i son .

The  Po l yg raph  Un i t  i n  many  i ns tances

i s  r equ i red  t o  de te rm ine  t he  ve rac i t y  o f  i nvo l ved

susp 'ec t s .  The  Commun i t y  Se rv i ces  Un i t  pe r f  o rms

speeches  p rov ides  i n fo rma t i on  t o  commun i t y

g roups  conce rn ing  how  to  r educe  t he  p robab i l i t y  o f

becom ing  a  v i c t im  o f  t h i s  t ype  o f  c r ime .  The  Bu reau

o f  C r im ina l  I nves t i ga t i on  p rov ides  b r  j - e f  s ,  wh i ch

p rov ide  i n fo rma t i on  conce rn ing  p reven t i on  and

response  me thods  f o r  c r imes  such  as  i den t i t y  t he f t .

F i na l f y ,  w i t h  t he  adven t  and  ease  o f

access  t o  compu te r  t echno logy ,  t he  S ta te  Po I i ce  A rea

Compu te r  C r ime  Task  Fo rces  have  become  an  i nva luab le

resou rce  t o  Pennsy l van ia  1aw  en fo r cemen t ,

pa r t i cu l a r l y  i n  t hose  i ns tances  when  a  compu te r  has

been  u t i l i zed  i n  some  way  t o  s tea l -  an  i nd i v i dua l ' s
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i den t i t y  o r  commi t  a  c r ime  u t i l i z i ng  ano the r ' s

i den t i t y .

As  you  can  see ,  t he  Pennsy l van ia  S ta te

Po l - i ce  b r i ngs  a  w ide  va r i e t y  o f  i nves t i ga t i ve

resou rces  t o  comba t  t he  evo l v i ng  p rob lem o f  i den t i t y

t he f t  i n  t he  Commonwea l t h .  Th rough  expe r i ence ,  we

have  I ea rned  t o  u t i l i ze  and  sha re  t hese  resou rces

w i t h  l - oca1 ,  s t a te ,  and  f  ede ra l  i nves t i ga to r s .  On Iy

by  sha r i ng  resou rces  and  s tay i ng  ahead  o f  t he

c r im ina l  m ind  w i I l  we  be  e f f ec t i ve  i n  t h i s

c r ime - f i gh t i ng  e f f o r t .

F i na l1y ,  r ecen t  l eg i s l a t i ve  changes  t o

Pennsy l van ia ' s  I den t i t y  The f t  S ta tu te  have  made

inves t i ga t i on  and  p rosecu t i on  f o r  t h i s  c r ime  a  more

e f f i c i en t  and  e f f ec t i ve  p rocess .  Pena l t i es  have

been  s t i f f ened  and  venue  now  i nc l udes  t he  res i dence

o r  emp loymen t  add ress  o f  t he  pe rson  whose

iden t i f y i ng  i n fo rma t i on  has  been  l os t  o r  s t o l en  o r

has  been  used  w i t hou t  t he  pe rson ' s  consen t .  The

c la r i f i ca t i on  o f  venue  i s  pa r t i cu l a r l y  'mpo r tan t ,  ds

many  o f  t he  c r imes  assoc ia ted  w i t h  i den t i t y  t he f t

occu r  i n  o the r  j u r i sd i c t i ons ,  s t a tes ,  o r  coun t r i es .

I n  c l o s i n g ,  I  w o u l d  l i k e  t o  t h a n k

Cha i rman  Hasay  and  t he  members  o f  t he  commi t t ee  f o r

t he  oppo r tun i t y  t o  add ress  you  t oday  on  t h i s  i s sue .
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As  a  member  o f  t he  Pennsy l van ia  S ta te  Po l i ce ,  each

o f f i ce r  ca r r i es  on  a  t r ad i t i on  o f  exce l l ence  begun

in  t he  yea r  1905 .  As  pa r t  o f  t h i s  t r ad i t i on ,  i t  i s

t he  m iss i on  o f  each  member  t o  e f f ec t i ve l y

i nves t i ga te  c r ime  and  c r im ina l  ac t i v i t y ,  P rov ide

inves t i ga t i ve  ass i s tance  and  suppo r t  t o  a l I  1aw

en fo rcemen t  agenc ies  w i t h i n  t he  Commonwea l t h ,  and

p romo te  pub t i c  awa reness  conce rn ing  pe rsona l

respons ib i l i t y  r ega rd ing  c r ime  reduc t i on .  Th i s

i nc l udes  t he  c r ime  o f  i den t i t y .  t he f t .

I  we l come  the  oppo r tun i t y  t o  r espond

to  any  ques t i ons  o r  commen ts  you  may  have .

CHAIRMAN HASAY:  Thank  You ,

L ieu tenan t ,  f o r  you r  t es t imony  t oday .  I t  was  ve ry

. i n t e res t i ng .  The  phone  numbers  t ha t  t hey  have  up

the re  a re  ve ry  i n t e res t i ng .  I  i n t end  t o  pu t  a  p ress

re lease  ou t  on  you r  t es t imony  because  I  t h i nk  t hose

phone  numbers  a re  impo r tan t .  ID  f  r aud  j - s  on  t he

r i se .  f t  I  s  j us t  r ea l l y  r i s i ng .  The  pub l i c  i s  go ing

to  have  t o  be  aware  o f  t he i r  t r ash  and  wha t  t hey  do

w i t h  some  o f  t he  o the r  s t u f f .

Some  members  have  some  ques t i ons .

Rep resen ta t i ve  Den l i nge r  f i r s t .

REPRESENTATIVE  DENL INGER:  Thank  you

Mr .  Cha i rman .  Thank  you  ve ry  much  f o r  you r
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t es t imony .  I t ' s  ve r y  he1p fu l .

I f  m  j us t  t h i nk i ng  t h ro "ugh  wha t  has

been  p resen ted  he re .  Mos t  o f  i t  dea l s  w i t h

i nd i v i dua l s  and  wha t  can  be  done  by  t he  i nd i v i dua l

and  wha t  you  do  i n  r e l a t i on  t o  t hem.  No t  much  i s

cove red  i n  r e l a t i on  t o  t he  bus iness  commun i t y .  And

they  have  a  huge  ves ted  i n te res t  i n  mak j -ng  su re

tha t ,  f r om the i r  aspec t ,  when  secu r i t y  i s  b i eached

in  h i qh - t ech - t ype  i den t i t y  t he f t  t ha t  t hey  I ea rn

abou t  t ha t  and  t ha t  t hey  t ake  s teps  t o  co r rec t

i n te rna l l y  wha teve r  b reach  has  occu r red

wha t  ex ten t  does  t he  s ta te  po l i ce

no t i f y  bus inesses ,  ge t  i n  t ouch  w i t h  t hem,  t o  l e t

t hem know  tha t ,  i n  f ac t ,  a  b reach  has  occu r red  and

pe rhaps  even  sugges t  s t eps  t ha t  cou ld  be  t aken  t o

co r rec t  o r  r emedy  t ha t  p rob lem?

MR.  B IVENS:  Any t ime  t ha t  we  wou Id ,

t h rough  t he  cou rse  o f  an  i nves t i ga t i on ,  d i scove r  t he

sou rce  o f  i n f o rma t i on  t ha t  has  been  s to l en  o r

m isused ,  we  wou ld  t hen  go  back  t o  t ha t  sou rce ,

whe the r  t ha t  be  an  on - I i ne  compdnY ,  whe the r  i t  be  a

bus iness ,  a  bank ,  wha teve r .  We  wou ld  go  back  t o

them and ,  f i r s t  o f  a l l ,  no t i f y  t hem tha t  i n f o rma t i on

had  been  t aken  f r om them and  m isused .

A n d  s e c o n d l y ,  r f  w e  a r e  a b l e  t o  o b t a i n
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i n f o rma t i on  spec i f i c  t o  how  tha t  i n f o rma t i on lwas

taken  o r  m i sused ,  we  wou ld  p rov ide  t ha t  t o  t hem.

A ld  we  have  ou r  Compu te r  C r ime  Task  Fo rce  t ha t  i s

ve ry  know ledgeab le .  And  i f  t he re  was  a  hack ing

inc i den t  o r  any th i ng ,  t hey  wou ld  be  ab le  t o  p rov ide

them spec i f i c  i n f o rma t i on  abou t  how  tha t  da ta  had

been  ob ta i ned .

Thank  you

Na i l o r .

R E P R E S E N T A T I V E  D E N L I N G E R  : Very  good .

C H A I R M A N  H A S A Y : Repre  s  en t  a t  i ve

REPRESENTATIVE  NA ILOR:  Thank  you ,

Mr .  Cha i rman .  Thank  you ,  L i eu tenan t .  I  app rec ia te

you r  t esEamony .

,  One  t h i ng  t ha t  r ea l l y  j umped  ou t  a t  me

he re  j - s  t ha t  app rox ima te l y  7  0  pe rcen t  o f  q11  c red i t

r epo rE ,s  con ta i n  some  e r roneous  i n f  o rma t i on .  Now,  I

don ' t  know  i f  t he  ma jo r i t y  o f  t he  peop le  i n

Pennsy l van ia  go  ou t  and  check  t he i r  c red i t  r epo r t s .

I  have  no t  done  t ha t  on  myse l f .  So  I  assume  a  Lo t

o f  . peop le  p robab l y  have  no t  done  t ha t .  .

Tha t  wou ld  be  i ns t r umen ta l  i n  ca t ch ing

these  ID  t he f t s  a t  some  po in t  r a the r  t ha ' n  l e t t i ng

them go  on  f o r  some  ex tended  pe r i od .  As  was -sa id

ea r l i e r ,  t ha t  wou ld  be  a  good  i dea .  I t  was
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sugges ted  by  t he  f i r s t  p resen te r ,  Ms .  McConne l l ,

t ha t  a  f r ee  annua l  c red i t  r epo r t  go  ou t  t o  c red i t

ca rd  ho lde rs .

Now I  see  Mr .  R ide r  shak ing  h i s  head .

I  know  you  a re  no t  up  he re  now ,  bu t  I  d i d  wan t  t o

know  wha t .  you r  pos i t i on  was  because  i t  has  a l so  been

repo r ted  t ha t  you  I  r e  t ak i ng  t he  b i gges t  h i t  many

t imes  on  t hese  i den t i f y  t he f t s  on  p roduc t s  be ing

s to l en .  I n  f ac t ,  t he  re ta i l e r s  w i l l  t ake  t he  h i t .

you  oppose  an  annua l  c red i t  r ePo r t?

MR.  R fDER:  The  p rob lem w i t h  t ha t ,

Rep resen ta t i ve ,  t he  bu reaus  and  t he  c red i t  r a t i ng

re ta i l - e r s  and  reg iona l  cha ins  l i ke  Boscov '  s  have  a

c lose  wo rk i ng  re l a t i onsh ip  w i t h  t he  bu reaus .  The

p rob lem ph i l osoph i ca l l y  w i t h  ask ing  one  o f  t he  l a rge

th ree  c red i t  r epo r t i ng  agenc ies  and  bu reaus  t o

p rov ide  a  f r ee  repo r t  i s  t ha t ' s  wha t  t hey  a re  i n  t he

bus^ iness . t o  do .  They  a re  f o r -p ro f i t  en t i t i e s .

And  t ha t  wou ld  be  l i ke  go ing  i n  t o  see

you r  ch i r op rac to r  and  ask ing  f o r  one  f r ee  ad jus tmen t

each  yea r  o r  go ing  i n to  t he  supe rmarke t  and  saY ,  I

wou ld  l i ke  a  f r ee  l oa f  o f  b read  each  yea r  o r  go ing

to  you r  j ewe le r  and  say inq ,  I  wou ld  l i ke  a  f r ee

wr i s twa tch .

And  t ha t t s  wha t  t hese  bus inesses  a re
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i n  bus iness  t o  do ,  t o  p rov ide  c red i t  r epo r t s  no t

on l y  t o  o the r  f o r -p ro f i t  bus inesses  bu t  t o  consumers

who  go  i n  and  pu rchase  
. t ha t  

i n f  o rma t i on .  Tha t r  s

ph i l osoph i ca l l y  t he  oppos i t i on  w i t h  t he  p roposa l  o f

hav ing  t o  p rov ide  a  f r ee  c red i t  r epo r t  annua l l y  t o

any  consumer  t ha t  r eques t s  i t .

REPRESENTATIVE  NA ILOR:  I  unde rs tand .

And  I  ag ree  w i t h  you .  Ph i l osoph i ca l l y  I  do  ag ree

w i t h  you .  Bu t  when  t h i s  comes  up  and  t hey  a re

te l l i ng  rT r€ r  we  a re  pass ing  t h i s  i n f o rma t i on  a round

to  peop le  and  7O  pe rcen t  o f  i t  has  e r roneous

in fo rma t i on  i n  i t ,  we  a re  t e l l i ng  peop le  abou t  you

w i t h  e r roneous  i n fo rma t i on  and  i f  you  wan t  i t ,  you

have  t o  buy  i t

MR.  R IDER:  I rm  happy  t o  go  back  t o

the  t h ree  ma jo r s  and  ask  t hem,  w i t h  r espec t  t o  t he

L ieu tenan t  ne re ,  abou t  t ha t  r a te  o f  i naccu racy .  f

have  a  f ee l i ng  t ha t  t he  bu reaus  may  d i spu te  t ha t .

Aga in ,  I  w i l l  de f i n i t e l y  f o l l ow  up  on  t ha t  f o r  you .

REPRESENTATIVE  NA ILOR:  Do  you  know

where  t ha t  70  pe rcen t  came  f r om?

MR.  B IVENS:  I  be l i eve  t ha t  was  f r om

the  FTC s ta t i s t i c s  t ha t  t hey  p rov ide .  And  I  wou ld

a l so  sdy ,  s i r ,  t ha t  I 'm  su re  t ha t  w i t h i n  t ha t  70

pe rcen t r .  t he re  a re  a  number  o f  m ino r  e r ro r s  bu t
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e r ro r s  none the less

And  t o  back  up  j  us t  a  , n i - r r r r t .  w i t h

rega rd  t o  peop le  ob ta i n i ng  a  copy  o f  t he i r  c red i t

r a t i ng ,  f r om a  l aw-en fo r cemen t  pe rspec t i ve ,  whe the r

i t ' s  f r ee  o r  whe the r  a  consumer  has  t o  pay  f o r  t ha t ,

i t r s  i n  t he i r  bes t  i n t e res t .  And  we  advoca te  t ha t

peop le  do  ob ta i n  a  copy

REPRESENTATIVE  NA ILOR:  R igh t .

MR.  B IVENS:  Pe rhaps  a  m ino r  e r ro r

w i l l  no t  impac t  t hem i n  any  way .  Bu t r  ds  f

t es t i f i ed ,  t he re  a re  peop le  who  have  become  v i c t ims

and  who  have  no t  d i scove red  i t  f o r  mon ths  o r  yea rs .

And ' ce r t a i n l y  pe r i od i ca l l y  l ook ing  a t  t ha t  r epo r t

wou ld  a1 low  them to  de tec t  some  unusua l  ac t i v i t y ,

some th ing  t ha t  t hey  d i d  no t  pe rsona l l y  engage  i n .

REPRESENTATIVE  NA ILOR:  And  I  r ea l i ze

i t ' s  two  d i f f e ren t  ex ten t s  bu t  I 'm  j us t  conce rned

tha t  ?  ou t  o f  eve ry  10  repo r t s  t ha t  a re  be ing  passed

th roughou t  t he  bus iness  commun i t y  abou t  me  o r  my

ne ighbo rs  cou l -d  be  i nco r rec t  i n  some  manne r .

Wha t  does  i t  cos t  t o  ge t  a  r epo r t  l i ke

tha t ,  f o r  an  i nd i v i dua l  t o  go  and  ge t  a  r epo r t  l i ke

tha t?  Do  you  have  any  i dea?

MR.  B IVENS:  I  don ' t  know

R E P R E S E N T A T I V E  N A I L O R :  B r i a n ,  d o  y o u
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know ?

be tween 
i  

t  O

reques t  fo r

MR.  R IDER:  Gene ra l l y  i t  w i l l  r un

and  $20  f o r  an  i nd i v i dua l  t o  pu t  i n

a  copy  o f  t he  repo r t .

cl

REPRESENTATIVE  NA ILOR:  Thank  you ,

gen t l - emen .  Thank  you r  Mr .  Cha i rman .

CHAIRMAN HASAY:  L i eu tenan t  B i vens ,

t hank  you  ve ry  much  f o r  you r  t es t imony  t oday .  I t ' s

been  ve ry  he lp fu l .  And  we  a re  go ing  t o  ge t  some  o f

t ha t  i n f o rma t i on  ou t  t o  t he  pub l i c .  And  t hank  t he

Commiss ione r  on  beha l f  as  we l l

MR.  B fVENS:  I  w i11 ,  s i r .  Thank  you .

"  CHAIRMAN HASAY:  Nex t  i s  Edward

B ianco ,  who  i s  a  CPA and  comp t ro l l e r  w i t h  t he

A t to rney  Gene ra l ' s  O f f i ce .  You  may  beg in  a t  you r

p leasu re .

MR.  B IANCO:  Thank  you .  Mr .  Cha i rman

and  commi t t ee .members ,  t hank  you  f o r  t he  oppo r tun i t y

t o  sha re  w i t h  
' yo , ,  

t he  expe r i ence  as  a  v i c t im  o f

i den t i t y  t he f t .  I  sa t  he re  and  l i s t ened  t o  some  o f

t he  t es t imony  and  I  t hough t  i t  was  ve ry  exce l l en t ,

espec ia l l y  t he  one  g i ven  by  t he  s ta te  po l i ceman .

f rm  he re ,  k i nd  o f ,  unde r  a  d i f f e ren t

t ype  o f  scena r i o .  Mos t  peop le  don r t  even  know  tha t

i den t i t y  t he f t  i s  be ing  commi t t ed  aga ins t  t hem fo r
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qu i t e  a  wh i I e .  I  happen  t o  be  l ucky  i n  t he  sense

f rom Sea rs  t ha t  somebody  i s  com j -ng  i n  t o  app l y . f o r . a

c red i t  ca rd  a t  Sea rs .  And  t he  i n fo rma t i on  d i dn , t

ma tch  up .  So  Sea rs  was  p re t t y  p r . oac t i ve .  And  I  was

lucky  because  I  had  an  accoun t  t he ie  f o r  abou t  25

yea rs  and  i t  j u s t  d i dn ' t  ma tch  up  t o  t he  i n fo rma t i on

g i ven .  So  t hey  a l e r t ed  me  to  t he  po ten t i a l  f r aud .

,And  as  I  was  s i t t i ng  t he re ,  I  r ea1 l y

d idn . ' t  t h i nk  t oo  much  abou t  i t  because  be ing  a  CPA

and  be ing  an  accoun tan t  and  know ing  how  bus iness

top . ra tes ,  i f  peop le  can r t  p rove  t ha t  you  rea11y

pu rc .hased  some th ing ,  t hen  you  I  r e  r ea l1y  no t .  go ing  t o

be  ou t  some th ing  i n  t he  l ong  run .

And  even  t houqh  I  d i d  know  ab -ou t

i den t i t y  t he f t  and  t h i s  ; . "  ?  f ew  yea rs  ago

be fo re  t h i s  was  rea I l y  h i t t i ng  t he  news  rea l  heavy

I  d i dn ' t  t h i nk  t oo  much  o f  i t .  Bu t  some  o f  my

.  f r i ends  sa id ,  you  know ,  Ed ,  I  t h i nk .  you  ough t  t o  pay

some  a t t en t i on  t o  t h i s

t ha t  I  ca11ed .  And  she  sa id r  r o ,  Ed ,  t h i s  cou ld  be

ve ry  se r i ous .  She  s t i 11  d i dn ' t  ge t  my  a t t en t i on  t o

the  po in . t  whe re  i t  shou ld  have  been  a t  a  h i qh  1eve1 .

She  sa id ,  Ed ,  1e t  me  do  some th ing .  She  wen t  t o  he r
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compu te r  and  pu11ed  up  my  c red i t  r epo t ! .  She  sa id ,

'Ed ,  t he re  i s  a  p rob lem he re .  I  t h i nk  you  need  t o

rev iew  th i s .

I  sa i d  be ing  a  I i t t l e  anx ious  t hen
' i

weI l ,  wha t  do  you  mean?  And  she  sa id ,  we l1 ,  Ed '

t hey  have  changed  you r  add ress  recen t l y .  And  t hey

have  changed  you r  emp loymen t .  And  I  sa i d ,  we l l ,  whY

is  t ha t  a  b i g  p rob lem i f  i t ' s  a  f  r aud  be i i r g  c rea ted

o r  wha teve . r?  So  t hey  sa  j - d ,  I  |  1 l  d rop  t he  c red i t

r epo r t  o f f  t o  you r  house  t on igh t .  They  sa id ,  have

you  no t i ced  you  have  been  ge t t i ng  ma i l ?  And  f  sa i d ,

yeah ,  I ' ve  been  ge t t i ng  ma i l .  I  haven ' t  r ea l l y

l ooked  a t  eve ry  p i ece .  Th i s  was  i n  my  repo r t  t ha t

s ta r t ed  a t  t he  3O th  o f  t he  mon th .

So  a t  t ha t  po in t  we  wen t  i n t o  t he

d i f f e ren t  accoun ts .  She  a l so  pu t  me  i n  t ouch  w i t h

the  pos ta l  i nspec to r  ou t  o f  Ph i l ade lph ia  s i nce  t he

add ress  was  down  the re .  And  a t  t ha t  po in t ,  t he

pos ta l  i nspec to r  t hough t  i t  was  ve ry  se r j - ous  wha t

was  go ing  on .

And  wha t  had  cu lm ina ted  a t  t ha t
I

when  f  go t  t he  c red i t  r epo r t ,  we  no t i ced  t ha t

on l y  c red i t  ca rds  we re  app l i ed  f o r  and  c red i t

g ran ted ,  bu t  peop le  we re  s ta r t i ng  t o  buy  p roduc t s ,

compu te rs ,  o the r  t ypes  o f  equ ipmen t .  And  i n  t h i s

po in t

no t
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case ,  I  ac tua l l y  f ound  whe re  a  p i ece  o f  equ ipmen t

wo r th  abou t  $20 r000  was  go ing  t o  be  de l i ve red  t o

th i s  Ph i l ade lph ia  add ress  unde r  my  name .

.  So  I  go t  aho ld  o f  t he  pos ta l  i nspec to r

aga in  and  I  sa i d ,  wha t  can  we  do?  So  he  sa id ,  l e t ' s

t r y  a  con t ro l l ed  de l i ve r y .  So  t hey  t ook  possess ion

and  t ook  eve ry th i ng  ou t  o f  my  hands .  They  d i d  a

con t ro l l ed  de l i ve r y  and  a r res ted  t he  i nd i v i dua l  a t

t he  scene .

The  p rob lem was  he  was  j us t  a  sma l l

pe rson  i n  t h i s  who le  j - nc i den t .  The re  t u :  o the r

obv ious  c r im ina l .  ac t i v i t y  beh ind  h im  pe rpe t ra t i ng

these  t ypes  o f  c red i t  f r aud .  He  was  j us t  one  i n  t he

s i t ua t i on .  Bu t  t hey  a r res ted  h im t  And  f  spen t  a

Io t  o f  t ime  t r ave l i ng  back  and  f o r t h  t o  Ph i l ade lph ia

abou t  t h ree  t imes  f  o r  t r i a l - s .  And  f  i na l l y '  t hey  9o t

a  conv i c t i on .  He  p l ea -ba rga ined  a t  h i s  t r i a1 .

The re  rea l1y  wasn ' t  a  t r i a1 .

I  had  t o  spend  an  eno rmous  amoun t  o f

t ime  j us t  shu t t i ng  down  my  c red i t ,  go ing  back  and

fo r t h  t o  Ph i l ade lph ia ,  and  ge t t i ng  i nvo l ved .  Bu t

t he  pos ta l  i nspec to r  d i d  a  f i ne  l 9b '  I  t hough t ,

cons ide r i ng  whe re  we  we re  com ing  f r om-  I  had  a l l  my

c red i t  s t opped  o r  I  had  a l l  t h i s  ac t i v i t y  be fo re

the  t r i a l -  l - ocked  down  i n  a  ma t t e r  o f  a  coup le  wee  ks  .
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Then  I  wen t  back  
? , r t  

ove r  t ha t  pe r i od

o f  t ime ,  l i ke  t he  s ta te  po l i ceman  j us t  men t i oned ,  t o

no t i f y  t he  c red i t  bu reaus  t o  t ake  t he  i n fo rma t i on

o f f  my  repo r t .  I n  f ac t ,  I  pu l l ed  i t  up  two  days  ago

because  I  knew  f  was  com ing  he re .  I  l ooked  t h rough

i t  w i t h  a  f i ne - t oo th  comb .  I t f s  f a i r l y  accu ra te

They  a re  ve ry  comp l i ca ted .  They  a re  l ong  and  t hey .

a re  a lmos t  enc ryp ted  t he  way  t hey  a re  w r i t t en .  So

you  have  t o  f i r s t  f i nd  ou t  how  they  a re  se t  up .

I t f s  j us t  l i ke  go ing  i n to  I rm  a  CPA

so  eve ry  t ime  we  aud i t  a  bus iness ,  eve ry  t ime  we  go

in to  a  bus iness ,  eve rybody ' s  books  a re  d i f f e ren t  so

you  have  t o  k i nd  o f  f i gu re  ou t  how  the  sys tem wo rks .

And  t hese  a re  t he  same ,  a l l  t he  d i f f e ren t  c red i t

bu re  au  s

Where  I  f ee l  t ha t  I 'm  a  l i t t I e

d i f f e ren t ,  I r ve  had  t h i s  s t opped .  Bu t  t he  ave rage

pe rson  i n  Pennsy l van ia  t ha t  has .a  f r aud  commi t t ed

aga ins t  t hem i s  k i nd  o f  i n  a  d i f f e ren t  s i t ua t i on

because  t hey  have  t o  pay  f o r  i t .

And  r i gh t  be fo re  I  came  ove r  hd re ,  I

wen t  ou t  on  t he  I n te rne t  and  Equ i f ax  o f f e r s  a

se rv i ce  f o r  $70  a  yea r .  So  i f  you r re  go ing  t o  ge t

no t i f i ed ,  you  a re  go ing  t o  have  t o  pay  t he  t h ree

ma jo r  c red i t  bu reaus  $70  a  yea r .  And  some  o f  my
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accoun tan t s  on  my  s ta f f  t ha t  saw  th i s  as  a  p rob lem,

they  don ' t  have  t he  l uxu ry  o f  go ing  and  l ock i ng  down

the  c red i t  o r  t hey  d i dn ' t  wan t  t o  .  so  t hey  have

s igned  up  f o r  t h i s  se rv i ce .  Bu t  t hey  don ' t  t h i nk

i t ' s  f a i r  because  i t ' s  k i nd  o f  cos t l y .  And  I  k i nd

o f  ag ree  w i t h  t hem.  Bu t  I  wen t  t o  t he  ex t reme  o f

ac tua l l y  l ock i ng  i t  down .

I  t h i nk  i t  i s  se r i ous .  L i ke ,  f o r

i ns tance ,  f r y  pa ren t s ,  t hey  a re  i n  t he i r  90 " .  And

when  y .ou  s i gn  up  f o r  t h i s  se rv i ce ,  you  w i l l  ge t  an

e -ma i1  any t ime  anybody  comes  i n to  you r  c red i t .  Bu t

my  pa ren t s ,  t hey  don ' t  have  access  t o  compu te rs .

Now,  I  couLd  p robab l y  se t  some th ing  up  f o r  t hem

'whe re  
t hey  can  e -ma i1  me  and  t hen  f  cou ld  t a l k  t o

them and  see  wha t  I  s  go ing  on .

p rob  1em. .

Where  I  t h i nk  and  I  know  th i s

gen t l eman  he re  was  conce rned  abou t  t he  cos t  o f

ge t t i ng  t he  c red i t  r epo r t ;  and  be ing  a

bus j - nesspe rson ,  I  ag ree  w i t h  h im .  I 'm  sympa the t i c -

These  compan ies  a re  i n  bus iness  t o  make  money  by

deve lop ing  c red i t .  Howeve r '  I  do  t h i nk  t hey . can  do

some  s imp le  t h i ngs  t ha t  w i l l  a t  l eas t  sh r i nk  t ha t

down  to  a  much  sma l l - e r  pe rcen tage ,  maybe  w i t h i n  l i ke

a  f ew  pe rcen tage  po in t s . Because  you  can ' t

I  t h i nk  i t ' s  a  r ea l
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e l im ina te  t h i s  p rob lem.

can  do  i s  on

One  o f  t he  t h i ngs  t ha t .  I  t h i nk  t hey

a  s imp le  add ress  change ,  when  i t  comes

in to  you r  c red i t ,  I  t h i nk  t hey  can  se t  i t  up  and

e -ma i l  t he  i nd i v i dua l - .  f  mean , .  how  much  does  t ha t

cos t?  They  can  have  a  compu te r . p rog ram se t  up  and

i t  can  be  done  e .Lec t ron i ca l l y  t o  somebody '  s  e -ma i1 . '

They  a re  chang ing  my  add ress ;  two ,  i f  any  new

accoun tsa rese tup ;and , t h ree ,any inqu i r i esa t

a l L  i n t o  you r  c red i t  t hey  can  do  a  s imp le  e -ma i l  t o

an  i nd i v i dua l .  :

Tha t ' s  no t  go ing '  t o  d i vu lge  a  pe rson ' s
' :

c red i t .  Tha t ' s  no t  go ing  t o  comprom ise  t he i r

bus iness ,  i n  my  op in i on .  r  cou ld  be  w rong ,  bu t  I  .  '

don ' t  t h i nk  so .  Jus t  send  a  s imp le  e -ma i1 ,  somebody

i s  com ing  i n to  you r  c red i t .

My  f r i end  a t  wo rk  has  t ha t  done  u ta

i t ' s  wo rk i ng  ou t  f i ne .  Because  t hen  I  know  i f  I rm

app l y i ng  f o r ' c red i t ,  i f  T 'm  go ing  t o  r emor tgage ,  i f

I  rm  go ing  go  ou t  and  ge t  ano the r  c red i t  ca rd ,

immed ia te l y  r i gh t  t hen  and  t he re  t ha t  t  s  go ing  t o

come  and  t e l 1  me  t ha t

go ing  i n to  my  c red i t ?

We  sa t

f o r  a  l ong  t ime  a f t e r

I f  no t ,  why  i s  somebody

a round  and

th i s  who ie

though t  abou t  t h i s

i nc i den t  happened .
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And  we ' re  accoun tan t s  and  I 'm  an  aud i t o r  and  t h i s  i s

pa r t  o f  my  p ro fess iona l  l i f e  he re .  I  t r y  t o  p ro tec t

bus iness  asse t s  when  I 'm  do ing  an  aud i t .  How  do  you

do  t ha t?  You  se t  up  i n te rna l  con t ro l s .  We1 I ,  I

f ee l  t h i s  wou ld  be  a  good  i n te rna l  con t ro l -  f o r  t he

pub l i c .

O the r  t han  t ha t ,  f  wou ld  j us t  l i ke  t o

thank  t he  commi t t ee ,  Mr .  Cha i rman  and

Rep resen ta t i ves ,  f o r  t h i s  hono r  t o  come  be fo re  you

and  g i ve  you  my  s  j - de  o f  t he  s to r y .  I  wou ld  be  g l ad

to  answer  any  ques t i ons .

CHAIRMAN HASAY:  We11 ,  t hank  you  ve ry

much ,  Mr .  B ianco ,  f o r  you r  t es t imony  t oday .  I fm

so r r y  t o  hea r  wha t  happened .  I t ' s  happen ing  more

and  more  each  yea r .

Mr .  Cha i rman .

Rep resen ta t i ve  Na i l o r .

REPRESENTATIVE  NA ILOR:  Thank  you r

Mr .  B ianco  and  I  a re  good  pe rsona l

f  r i ends  and  have  been  f  o r  some  t ime ' .  I  don ' t  know

o f  anyone  i n  my  l i f e  t ha t  i s  mo re  o f  a  s t i c k l e r  f o r

de ta i l  t han  Ed  B  j - anco .  I  f  i t  can  happen  t o  h im ,

be l - i eve  me ,  i t  can  happen  t o  any  one  o f  us  .

Ed ,  I  s t i l l  don ' t  f u l l y  unde rs tand  how

th i s  happens ,  and  i t  r ea l l y  conce rns  me .  And  we  had



69

1

2

4

q

6

7
:

X

9

10

1 l_

I2

1 ?

14

15

16

t7

18

L 9

20

2t

22

23

24

25

some

pos t

v i s i t

you r

ma i l

d i scuss ion  when  t h i s  a l l  happened .  How d id  t he

o f f i ce  a I l ow  f o r  someone  no t  even  t he re  t o

a  pos t  o f f i ce  t o  change  you r  add ress  and  have

ma i l  sen t  t o  Ph i l ade lPh ia?

.  MR.  B IANCO:  Tha t ' s  a  r ea l lY  good

ques t i on .  I  was  i n  t he  pos t  o f f i ce  one .  day  a f t e r

t h i s  happened  and  I  pu l I ed  t h i s  ca rd .  And  wha t

happened  was  a  pe rson  i n  Ph i l ade lph ia  f i l 1ed  ou t

t h i s  ca rd  and  ma i l ed  i t  t o  t he  Mechan i csbu rg  Pos t

O f f i ce  and  t hey  changed  my  add ress .  I t ' s  t ha t

s imp le .  I  can  go  ou t  and  do  i t  t o  you  now .

Now,  t he  pos t  o f f i ce  has  t r i ed  t o  Pu t

i n to  p l ace  some  sa fegua rds  such  as  
"on r i rm ing  

t he

change .  BuL  had  a  m is take  no t  been -made  on  t he  day

a f t e r  I  f ound  t h i s  go ing  on  and  t hey  de l i ve red  ma i l

t o  my  house  now ,  no t  a l l  t he  ma i l  w i l l  be

s topp€d ,  . j us t  t he  ma i l  t hey  f i l l  ou t ,  Ed  B ianco .  I f

i t ' s  f am i l y ,  i t  w i l l  come .  I f  i t ' s  w i t h  my  w i f e ,  i t

w i l l  come .  I f  i t ' s  w i t h  my  ch i l d ren  i n  my  name ,  i t

w i l l  come .  Bu t  a  m is take  was  made .  They  we re  sho r t

o f  he lp .  They  had  a  pe rson  t ha t  d i dn ' t  r ecogn i ze

the  change  i n  t he  ma i l box  t hey  ac tua l l y  de l i ve red  i t

E O

I  saw  the  f ake  c red i t  ca rds  i n  t he

f  go t  t hem.  And  t ha t ' s  when  I  had  t he  c red i t
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r epo r t .  Tha t ' s  when  I  s t a r t ed  pu t t i ng  two  and  two

toge the r  when  I  go t  t he  no t i f i ca t i on  t ha t  t hey

changed  my  add ress .  I 'm  l ucky

And  t hen  a t  t ha t  po in t  when  I  t o l - d  t he

the  pos ta l  peop le  ac tua l l y  l ocked  down  my  ma i l .

They  wou l -dn ' t  g i ve  me  my  ma i l .  Had .  I  no t  deve loped

a  re l a t i onsh ip  w i t h  t he  pos ta l  i nspec to r  - -  I  ' go t

aho ld  o f  h im  on  a  weekend  he
:

Mechan i csbu rg  t o  un lock  my  ma i l .

g i ven  me  my  ma11  f o r  weeks .

w o u l d n f t  h a v e  c a I I e d

T h e y  w o u l d n ' t  h a v e

- - .  a n d

maybe  I  was  na i ve  was  t he  f i nanc ia l  i n f o rma t i on

because .  my  asse t s  a re  rea1 l y  impo r tan t  t o  me .  So  I

wan ted  t o  make  su re  t hey  we re  secu re .  And  my  bank

s ta temen ts  we re  ready  t o  come  ou t  t ha t  week .  I f

t hey  wou ld  have  had  my  f i nanc ia l  i n f o rma t i on ,  t hey

p robab l y  cou ld  have  w iped  ou t  my  accoun ts  w i t h  a

1 i t t 1e  b i t  mo re  i ngenu i t y .

And  t he re  i s  no  way  you  a re  go ing  t o

p ro tec t  you r  soc ia l  secu r i t y  number .  You  can  s i t

he re  and  sdy ,  you  can  do  t h i s .  You  can  change  i t .

I t ' s  r ea l I y  no t  sa fe .  I t ' s  ou t  t he re  t oo  much .

The re ' s  t oo  many  t h i ngs  go ing  on  now  e lec t ron i ca l l y .

I t ' s  j us t  imposs ib l e .  So  t he  bes t  t h i ng ,  i n  my

op in i on ,  a t  l eas t  f r om th i s  i ns tance ,  i s  t o  ge t  a

Bu t  wha t  r ea l l y  conce rned  me
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no t i f i ca t i on .  Tha t ' s  why  I 'm  i n  f avo r  o f  t ha t .

f  can r t  be l i eve  t ha t  t he  U .S .  Pos t

O f f i ce  can ' t  be fo re  t hey  change  an  add ress ,

pe rson .  shou ld  have  t o  wa l k  i n  w i t h  t h i s  f o rm  - :  I

have  no  p rob lems  w i t h  i t  w i t h  a t  l eas t  an  ID ,  a

pho to  ID ,  a  d r i ve r  I  s  l i cense .  To  r l € r  i t ' s  j us t

unbe l i evab le .  I 'm  j us t  t r y i ng  t o  dea l  w i t h  t he

sys tem the  bes t  I  can .  And  i  k . t o to  f  r om the

Commonwea l t h  o f  Pennsy l van ia  and  Rep resen ta t i ves ,  I

know  th i s  i sn ' t  you r  p rob lem i n  t ha t  sense ,  bu t

wha teve r  we  can  do  t o  b r i dge  t ha t  gap  I  t h i nk  wou ld

he lp .  And  f  know  you  a re  go ing  t o  t r y  and  we  a re

go ing  t o  do  t he  bes t  we  can .

REPRESENTATIVE  NA ILOR:  Thank  you .

CHAIRMAN HASAY:  Rep resen ta t i ve  James .

REPRESENTATIVE  JAMES:  Thank  You .

Ch  a  i  rman

I t ' s  j  us t  i n t e res t i ng  and  as  , Je r rY

sa id  t ha t  i f  i t  happened  t o  you ,  i t  can  happen  t o

any  o f  us .  Bu t  wha t  I  was  j - n te res ted  i n  i s  you  sa id

some th ing  abou t  i f  somebody  checks  on  you r  c red i t ,

t hey  wou l -d  ge t  an  e -ma i  1

MR.  B fANCO:  Yes .

REPRESENTATIVE  JAMES:  I  WAS ASK iNg

the  cha i rman  he re  because  I  d i dn ' t  hea r  a l l  o f  i t .
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Tha t  pe rson  wou ld  have  t o  pay  a  ce r t a i n  amoun t

mone . ) r  t o  each  c red i t  se r v i ce  o r  can  t hey  j  us t

one  money  and  a l l  o f  t hem wou ld  do  i t ?

MR.  B IANCO:  I  be l i eve  i t  wou ld  be

I  s  abou t  Equ i f ax  was  $  69 .  95 .

REPRESENTATIVE  JAMES:  Okay .

MR.  B IANCO:  A t  l - eas t  i t  was  when  I

j us t  wen t  t o  t he  compu te r  t oday  and  pu l l ed  i t  up .

So  i t  wou ld  be  t he .  t h ree  ma in  ones .  I t  wou ld  be

app rox ima te l y  t ha t  pe r  yea r .

REPRESENTATIVE  JAMES:  So  wha t  wou ld .

one  ask  f o r  i f  t hey  wan ted  t o  do  t ha t?  Wou ld  t hey

j  us t  ca l l -  t he  c red i t  se r v  j - ce?

MR.  B IANCO:  f  be l - i eve  t ha t  t he re  a re

d i f f e ren t  l eveLs  o f  se r v i ce .  You  can  have  a l l  k i nds

o f  no t i f  i ca t i ons .  He re ,  I  wou l -d  be  g l ad  t o .  g i ve

th i s  t o  t he  commi t t ee .  My  f r i end  j us t  ge t s  an

e -ma i l  no t i ce  t ha t  somebody  i s  com ing  i n  t o  h i s

o f

pay

.
e a c h .  A n d  i t

accoun t  and ,

pos t  o f f i ce ,

t o  have  ID  i n

aware  o f  t ha t

f  guess ,  who  i t  i s .

R E P R E S E N T A T I V E  J A M E S :  N O W ,  O N  t , h C

h a v e  t h e y  m a d e  a  c h a n g e  t h a t  y o u  h a v e

o r d e r  t o  c h a n g e  y o u r  a d d r e s s i n o w ?

M R .  B I A N C O :  P r o b a b l y  n o t .  I  I  m  n o t

R E P R E S E N T A T I V E  J A M E S :  O k a y .  B e c a u s e
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j - t  seems  l i ke  eve rybody  now  i s  say ing  you  have  t o

show  ID .  And  I  guess  we  a l l  have  t o  make  a  ca l l  t o

ou r  Cong ressmen  to  say  t hey  ough t  t o  pu t  t ha t  change

in  r i gh t  away

MR.  B IANCO:  I  p robab l y  shou ld  do

tha t ,  t oo .  I  wou ld  app rec ia te  t ha t .  I t  wou ld

p robab l y  ge t  f u r t he r  f as te r .

REPRESENTATIVE  JAMES:  No ,  i t  p robab l y

wou ld  ge t  f as te r  i f  you  do  i t .

MR.  B IANCO:  A t  some  po in t  you  l ose

ene  rgy  .

R E P R E S E N T A T I V E  T I A M E S :  I r m  j u s t  g l a d

t ha t  you  b rough t  i t  up  because  i t  r a j - ses

consc iousness .  The re fo re ,  I 'm  de f i n i t e l y  go ing  t o

make  t he  ca l l  t oday  t o  t he  Cong ressmen  to  do

wha teve r  t hey  have  t o  do  i n  o rde r  t o  make  t ha t

change . .

t es t imony .

Mr .  Cha i rman .

R E P R E S E N T A T I V E  J A M E S :  T h a n k  y o u ,

CHAIRMAN HASAY:  Any  o the r  ques t i ons?

Cha i rman  Ca l t aq i r one .

REPRESENTATIVE  CALTAGIRONE:  I t

.  Thank  you  ve ry  much  f o r  you r

MR.  B IANCO:  You r re  we l come .
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bogg les  you r  m ind .  Any  o f  us  s i t t i ng  he re r ,  any  one

o f  us  s i t t i ng  he re  cou ld  become  a  v i c t im  t ha t  easy ,

j us t  as  was  sa id .  We  th i nk  t he re ' s  a  l o t  o f

sa fegua rds .  We  keep  p l ugg ing  ho les .  We '11  p robab l y

p lug  a , coup le  ho les  t h i s  sess ion .  And  t hey  a re  ou t

t he re  t h i nk i ng  o f  some  o the r  ways .  I  mean ,  t he

compu te r  i s  one  o f  t he  wo rs t  n i gh tmares  because

somehow somebody ,  t hey  hack  i n  and  t hey  ge t  t he

in fo rma t i on .  Anybody  i s  vu lne rab le .  I  t h i nk  w i t h

wha t  you  j us t  po in ted  ou t  w i t h  t he  pos t  o f f i ce ,  t ha t

cou l -d  happen  t o  anybody .

po in t .

I  t h i nk  you  made  a  good

MR.  B IANCO:  The  pos ta l  i nspec to r  i s

even  a t  odds  w i t h  h i s  own  peop le  because  he

unde rs tands  t he  se r i ousness  o f  i t .  And  even  t he i r

con f i rma t i on  sys tem i s  f l awed  because  i f  t hey  change

you r  add ress  and  con f i rma t i on  comes  i n ,  i t ' s  go ing

to  ge t  f o rwa rded  t o  t he  new  add ress .

And  t ha t ' s  why  I  t h i nk  t hey  shou l -d

have  t o  have  an  ID  t o  come  i n  o r  some  o the r  means .

I  t h i nk  t ha t  wou ld  be  t he  bes t .

R E P R E S E N T A T I V E  C A L T A G T R O N E :  T h A N K

you .

CHAIRMAN HASAY:  Thank  you ,

Mr .  B ianco ,  f o r  you r  t es t imony .
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MR.  B IANCO:  Thank  you  ve ry  much .

CHAIRMAN HASAY:  Th i s  hea r i ng  i s  now

ad j  ou rned .  Thank  you .

(The  p roceed ings  conc luded  a t  12 :35

p .m .  )
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I  he reby  ce r t i f y  t ha t  t he  p roceed ings

and  ev idence  a re  con ta i ned  f u l l y  and  accu ra te l y  i n

t he  no tes ' t aken  by  me  on  t he  w i t h i n  p roceed ings  and

tha t  t h i s  i s  a  co r rec t  t r ansc r i p t  o f  t he  same

l'lolarial Seal
J:an lvl. Davis, Notary Public
Derry Twp., Dauphin County

My Commission Expires Mar.29, 2004
l.lember,

M.  Dav i s ,
Pub l i c


