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THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE RESOLUTION
No. 324 %5

| NTRODUCED BY PYLE, BAKER, BELFANTI, BOYD, BROOKS, CALTAG RONE,
CAPPELLI, COHEN, CREIGHTON, CUTLER, FLECK, GEI ST, HARPER
HENNESSEY, HORNAMAN, JAMES, KAUFFMAN, M KELLER, KI RKLAND,
KORTZ, R M LLER MERS, PICKETT, QU NN, REED, RElI CHLEY,
SAYLOR, SCAVELLO, K. SM TH, SOLOBAY, SONNEY, R STEVENSON,
THOVAS, VEREB AND VULAKOVI CH, JUNE 13, 2007

REFERRED TO COWM TTEE ON | NTERGOVERNMENTAL AFFAI RS,
JUNE 13, 2007
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A RESOLUTI ON

Menorializing the Congress of the United States to take

appropriate action to establish a national baseline standard

for the disclosure of security breaches.

WHEREAS, Anericans place great value on the right to privacy;
and

WHEREAS, Support for privacy and confidentiality protections
has i ncreased as each individual's ability to protect and secure
one's personal information fromthe sight, presence and
i ntrusion of others has dimnished; and

WHEREAS, In the Information Age vast quantities of
information drive economic activity in which famliar and
unfam liar entities continuously gather, solicit, manage and
share personally identifiable informtion which includes
financial records, nmedical histories and information on routine

consuner transactions; and

VWHEREAS, Much of this informati on has been available for a
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long tine in pieces, but its conversion to electronic form and
concentration into massive, centralized information systens has
significantly eroded our ability to safeguard our personal
i nformation; and

WHEREAS, Centralized information systens al so threaten the
confidentiality of information by hei ghtening the |ikelihood
that data, even one's identity, will be inproperly disclosed,
stolen or msused with potentially significant econom c harmto
t he individual; and

WHEREAS, Protecting privacy has taken on a new urgency wth
rapid i nprovenents in nenory and capacity that allow huge data
sets to be stored on | aptop conputers, Blackberries and simlar
devi ces often taken by thieves; and

WHEREAS, Security breach is the unauthorized acquisition of
conputeri zed data that conprom ses the security, confidentiality
or integrity of unencrypted personal information; and

WHEREAS, M I lions of Anericans have been exposed to
information fraud from major data breaches since 2004, and
identity theft costs businesses, governments and consumers in
excess of $50 billion a year; and

WHEREAS, Data thefts continue to put grow ng pressure on
Federal, state and | ocal governnents, universities and corporate
America to protect custoner data; and

WHEREAS, More than 35 states, including Pennsyl vania, have
passed | aws requiring that conpanies informindividuals if they
| ose control of data; and

WHEREAS, State |egislatures recognize that financial
information security is an area of overlapping Federal and state
jurisdiction; and

WHEREAS, A nationwi de |law to standardi ze security breach
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di scl osure requirenents is necessary to serve as a baseline
standard that would allow the states to establish the ceiling
for security breach disclosure; and

WHEREAS, Congress mnmust preserve state authority to exceed the
Federal baseline standards for issues associated with security
breaches and identity theft, such as fornmal disposal of personal
information that is no | onger needed, state and | ocal police
jurisdictional issues, data freeze | aws and other areas that do
not require a national standard; therefore be it

RESCLVED, That the House of Representatives of the
Commonweal th of Pennsyl vani a urge the Congress to take
appropriate action to establish a national baseline standard for
di scl osure of security breaches; and be it further

RESCLVED, That copies of this resolution be transmtted to
the presiding officers of each house of Congress and to each

menber of Congress from Pennsyl vani a.
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