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AN ACT
Relating to confidentiality of Social Security nunbers.
The General Assenbly of the Conmonweal th of Pennsyl vani a
her eby enacts as foll ows:
Section 1. Privacy of Social Security nunbers.
(a) GCeneral rule.--A person or entity or State agency or
political subdivision shall not do any of the foll ow ng:

(1) Publicly post or publicly display in any nmanner an
i ndi vidual's Social Security nunber. "Publicly post" or
"publicly display" nmeans to intentionally comuni cate or
ot herwi se nake avail able to the general public.

(2) Print an individual's Social Security nunber on any
card required for the individual to access products or
services provided by the person, entity or State agency or
political subdivision

(3) Require an individual to transmt his or her Soci al

Security nunber over the Internet unless the connection is
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secure or the Social Security nunber is encrypted.

(4) Require an individual to use his or her Soci al
Security nunber to access an Internet website unless a
password or uni que personal identification nunber or other
aut hentication device is also required to access the website.

(5) Print an individual's Social Security nunber on any
materials that are mailed to the individual unless Federal or
State law requires the Social Security nunber to be on the
docunment to be mailed. Notw thstanding this provision,
applications and fornms sent by mail nay include Soci al
Security nunbers.

(b) Exception.--Except as provided in subsection (c),
subsection (a) applies only to the use of Social Security
nunbers on or after July 1, 2006.

(c) Use prior to July 1, 2006.--A person or entity, not
including a State agency or political subdivision, that has
used, prior to July 1, 2006, an individual's Social Security
nunber in a manner inconsistent with subsection (a) may continue
using that individual's Social Security nunber in that nmanner on
or after July 1, 2006, if all of the following conditions are
nmet :

(1) The use of the Social Security nunber is continuous.
If the use is stopped for any reason, subsection (a) shal
apply.

(2) The individual is provided an annual discl osure,
commencing in the year 2006, that infornms the individual that
he or she has the right to stop the use of his or her Soci al
Security nunber in a manner prohibited by subsection (a).

(3) Awitten request by an individual to stop the use

of his or her Social Security nunber in a manner prohibited
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by subsection (a) shall be inplenmented within 30 days of the

recei pt of the request. There shall be no fee or charge for

i npl enenting the request.

(4) A person or entity or State agency or political
subdi vi si on shall not deny services to an individual because

t he individual makes a witten request pursuant to this

subsecti on.

(d) Internal verification.--This section does not prevent
the collection, use or release of a Social Security nunber as
required by Federal or State |aw or the use of a Social Security
nunber for internal verification, adm nistrative purposes or for
| aw enf orcenent investigations.

(e) Governnent docunents.--This section does not apply to a
docunent originating with any court or taxing authority, or any
record filed, recorded or mai ntained by a governnment agency or
instrunmentality and is required to be open to the public.

(f) Penalty.--Actions in violation of this act shall be
deened a summary of fense and shall be punishable by a fine of
not less than $50 and not nore than $500. Fines under this
section shall be distributed equally between the individual
whose Social Security nunber was unlawful ly discl osed or
requested and the O fice of Attorney General for future identity
t heft prevention.

Section 2. Applicability.

The provisions of this act shall not apply to:

(1) A financial institution, as defined by section

509(3) of the Gramm Leach-Bliley Act (Public Law 106-102, 15

U S.C. 8 6809(3)) or regul ati ons adopted by agenci es as

desi gnated by section 504(a) of the G amm Leach-Bliley Act,

subject to Title V of the G amm Leach-Bliley Act.
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(2) A covered entity, as defined by regul ations
pronmul gated at 45 CFR Pts. 160 (relating to general
adm nistration requirenents) and 164 (relating to security

and privacy) pursuant to Subtitle F of the Health Insurance

1
2
3
4
5 Portability and Accountability Act of 1996 (Public Law 104-
6 191, 42 U.S.C. 110 Stat. 1936).

7 (3) An entity subject to the Fair Credit Reporting Act
8 (Public Law 91-508, 15 U . S.C. 8§ 1681, et seq.).

9 Section 3. Effective date.

10 This act shall take effect July 1, 2006.
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