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AN ACT
Providing for notice to enployees of electronic nonitoring by
enpl oyers of network and information technol ogy resources;
establishing a cause of action; and inposing civil penalties.

The General Assenbly of the Conmonweal th of Pennsyl vani a

her eby enacts as foll ows:
Section 1. Short title.

This act shall be known and nmay be cited as the Wrkpl ace
El ectroni ¢ Message Monitoring Act.

Section 2. Legislative findings and intent.

(a) Findings.--The General Assenbly hereby finds and takes
notice that workpl ace el ectronic comuni cation, specifically e-
mai | nessagi ng, has becone a pervasive and standard form of
comuni cation for nost individuals, rivaling the use of
t el ephoni ¢ comruni cati ons. Because of such w despread and
routi ne usage, e-mail nessagi ng has becone an accepted neans

t hrough whi ch i ndi vi dual s communi cat e busi ness-rel ated or

nonbusi ness-rel ated i nformation, including private or personal
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information. As a result, the CGeneral Assenbly recognizes that,
unl ess explicitly notified to the contrary, users of e-mail have
a reasonabl e and recogni zed expectation of privacy to their

el ectroni c communi cation. Furthernore, the General Assenbly al so
recogni zes that enployers have a legitimate interest in ensuring
that their e-mail messaging systens are not being used in a
manner that is prohibited by |aw, constitutes discrimnatory
conduct toward others or exposes the enployer to civil

liability.

(b) Intent.--It is the intent of the General Assenbly to
bal ance the expectations of privacy of enployees who nay use
wor kpl ace e-mai | nessagi ng systens to comruni cate personal or
private information with the legitinmate needs of enployers to
prevent m suse or abuse of their e-mail systenms. To this end,
the General Assenbly hereby enacts this act in an effort to
preserve the functionality of e-mail as a business tool for
i ncreasing productivity and efficiency in the workplace and to
restore a higher sense of dignity to this growi ng form of
el ectroni ¢ comuni cati on by prohibiting enployer nonitoring of
e-mai | comuni cations unl ess enpl oyees have been clearly
notified of the possibility of such nonitoring.

Section 3. Definitions.

The foll ow ng words and phrases when used in this act shal
have the neanings given to themin this section unless the
context clearly indicates otherw se:

"El ectroni c conmunication.” A transfer of signs, signals,
witing, images, sounds, data or intelligence of any nature
transmtted in whole or in part by a wire, radio,
el ectromagneti c, photoel ectronic or photo-optical system

"Electronic nonitoring.” The use of an electronic device to
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1 record, check, track, review or otherw se inspect e-mail or

2 electronic conmunication.

3 "E-mail." A nmessage or nessages sent or received

4 electronically over a conmputer network, including any and al

5 graphics and/or audio information and other electronic file

6 attachments.

7 "Enpl oyee.” A person who perforns services for an enpl oyer
8 whether as an enpl oyee or otherwi se, and has authorized access
9 to the enployer's e-mail and ot her el ectronic conmunications

10 equi pnent and conputer system includi ng conputer equipnent,

11 network, Internet access, data bases, electronic files,

12 software, tel ephone, radio or other types of information

13 technol ogy.

14 "Enpl oyer." A person, firmor corporation, including the

15 Commonweal th and any political subdivision of the Cormonweal th
16 that has enpl oyees.

17 Section 4. Notice of nonitoring.

18 (a) GCeneral rule.--Except as provided in section 5 (relating
19 to exception to notice requirenent), an enployer who
20 intentionally reads, listens to or otherw se engages in
21 electronic nonitoring, or otherwi se nonitors the conmputer usage
22 of an enployee, without first having provided the enployee with
23 notice neeting the requirenents of subsection (b), shall be
24 liable to the enployee for relief as provided under section 9
25 (relating to civil action).
26 (b) Formof notice.--A notice under this section shall be in
27 a clear and conspicuous witten formdistributed to and
28 acknow edged by all enployees, witten or electronically, in a
29 manner reasonably calculated to provide actual notice. The form

30 of notice required by this section may but need not be in the

20050S0175B0166 - 3 -



1 following form

2 (Nanme of Conpany)

3 (Address of Conpany)

4 (Tel ephone Number of Conpany)

5 This notice is to informyou of (name of conpany)'s

6 (hereinafter the "conpany") intention to inspect, review
7 or retain electronic communi cations created, sent,

8 di spl ayed, received or stored on or over its information
9 t echnol ogy, network, Internet access, conputer equipnent,
10 data bases, files and software (collectively the

11 "conputer system). Conpany may nonitor at any tine,

12 wi t hout further notice to you, electronic comrunications
13 created, sent, displayed, received or stored on or over
14 its conmputer system whether related to the conpany's

15 busi ness or not. EMPLOYEES SHOULD NOT HAVE AN EXPECTATI ON
16 OF PRI VACY | N ANYTHI NG THEY CREATE, STORE, SEND, RECEI VE
17 OR DI SPLAY ON OR OVER THE COMPANY' S COWUTER SYSTEM The
18 conpany may use human or automated nmeans to nonitor the
19 contents or use of its conputer system

20 Enpl oyee Acknow edgnent

21 | have received, read and understand the foregoing notice

22 regarding nonitoring electronic conmuni cations.

23 Enpl oyee's Signature:

24 (c) Prior notification.--Were an enployer has previously
25 provided notice of electronic nonitoring prior to the effective
26 date of this act in a manner substantially simlar to the form
27 provided for in subsection (b) the enpl oyer need not provide

28 notice of nonitoring again.

29 (d) Additional notice.--This section sets forth m ni num

30 notice requirenents for enployers. Nothing in this section shal
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precl ude an enpl oyer from expressly providing enpl oyees
addi tional notice of the enployer's nonitoring activities.
Section 5. Exception to notice requirenent.

An enpl oyer may conduct el ectronic nonitoring wthout the
notice required under section 4 (relating to notice of
monitoring) if the enployer has reasonabl e grounds to believe
that a particular enployee of the enployer is engaged in conduct
t hat :

(1) violates the legal rights of the enpl oyer or another
per son;
(2) involves significant harmto the enployer or such
ot her person; and
(3) the electronic nonitoring is reasonably cal cul at ed
to lead to evidence of such conduct.
Section 6. Construction.

Notice set forth in accordance with section 4 (relating to
notice of nmonitoring) shall not be construed to inpose an
obl i gati on upon an enpl oyer to actually nonitor e-mail or
el ectronic comunications or to constitute the enployer's
constructive notice of any activity occurring on or over its
conmput er network and/ or ot her conputer resources or information
t echnol ogy.

Section 7. Investigation.

Not hing in this act shall be construed to prohibit an
enpl oyer who chooses not to nonitor his enpl oyees from
i nvestigating an enpl oyee's conduct as |ong as the enployer is
in conpliance with section 5 (relating to exception to notice
requirenent).

Section 8. Verification.

Upon distributing notice to enployees in accordance wth
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section 4 (relating to notice of nonitoring), the enpl oyer shal
require every affected enpl oyee to sign or electronically verify
that the enpl oyee has received, read and understood the notice.
If an affected enpl oyee to whom noti ce has been provided
declines to sign or electronically verify that the enpl oyee has
recei ved, read and understood the notice, the enployer nmay
conply with the requirenents of this section by having the

per son who provided the notice to the affected enpl oyee sign and
retain a statenent to that effect and provide a copy of that
statement to the affected enpl oyee.

Section 9. CGivil action.

(a) Cause of action.--An enpl oyee whose e-mail comuni cation
has been nonitored in violation of this section may bring a
civil action to recover fromthe enployer or entity which
engaged in the violation:

(1) Such prelimnary and ot her equitable or declaratory
relief as may be appropriate and attorney fees and ot her
litigation costs reasonably incurred.

(2) The actual danmages suffered by the plaintiff and any
profits made by the violator as a result of the violation as
wel | as punitive damages, but in no case | ess than the sum of
$2, 000.

(b) Limtation.--A civil action under this section may not
be comrenced | ater than one year after the date upon which the
claimant first discovered or had a reasonabl e opportunity to
di scover the violation.

Section 10. Applicability.

The provisions of this act shall not apply to a crimnal

investigation. Any information obtained in the course of a

crimnal investigation through the use of electronic nonitoring
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1 may be used in a disciplinary proceedi ng agai nst an enpl oyee.
2 Section 11. Effective date.

3 This act shall take effect in 90 days.
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