HOUSE AMENDED

PRI OR PRI NTER S NOS. 1944 2419 PRI NTER S NO. 2429

THE GENERAL ASSEMBLY OF PENNSYLVANIA

SENATE BILL
No. 1402 %%

| NTRODUCED BY D. VWH TE, CORVAN, ERI CKSON, BELL, BOSCCLA,
BRI GHTBI LL, DENT, ORI E, HOLL, HUGHES, LAVALLE, LEMMOND,
LOGAN, C. WLLIAM5, MJSTO O PAKE, RHOADES, TARTAGLI ONE,
TOVLI NSON, WAUGH, CONTI AND STACK, APRIL 29, 2002

AS AVENDED ON THI RD CONSI DERATI ON, HOUSE OF REPRESENTATI VES,
NOVEMBER 26, 2002
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AN ACT
Arending Title 18 (Crinmes and O fenses) of the Pennsylvani a

Consol idated Statutes, further providing for the effense—of

OFFENSES OF RAPE, | NVOLUNTARY DEVI ATE SEXUAL | NTERCOURSE,

AGGRAVATED | NDECENT ASSAULT AND forgery; AND PROVI DI NG FOR

COVPUTER OFFENSES AND FOR PENALTI ES.

The General Assenbly of the Conmonweal th of Pennsyl vani a
her eby enacts as foll ows:

SECTION 1. SECTION 3101 OF TI TLE 18 OF THE PENNSYLVAN A
CONSOLI DATED STATUTES |'S AMENDED BY ADDI NG A DEFI NI TI ON TO READ:
§ 3101. DEFI N TI ONS.

SUBJECT TO ADDI TI ONAL DEFI NI TI ONS CONTAI NED | N SUBSEQUENT
PROVI SIONS OF THI' S CHAPTER WHI CH ARE APPLI CABLE TO SPECI FI C
PROVI SIONS OF TH S CHAPTER, THE FOLLOW NG WORDS AND PHRASES VWHEN
USED I N THI S CHAPTER SHALL HAVE, UNLESS THE CONTEXT CLEARLY

I NDI CATES OTHERW SE, THE MEANI NGS G VEN TO THEM I N TH S SECTI ON:
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* * %

"SERIQUS BODILY INJURY." ~AS DEFINED I N SECTI ON 2301

(RELATI NG TO DEFI NI TI ONS) .

* * %

SECTION 1.1. SECTIONS 3121, 3123 AND 3125 OF TI TLE 18 ARE
AVENDED TO READ:

§ 3121. RAPE.

(A) OFFENSE DEFI NED. --A PERSON COMM TS A FELONY OF THE FI RST
DEGREE WHEN [ HE OR SHE] THE PERSON ENGAGES | N SEXUAL | NTERCOURSE
W TH A COVPLAI NANT:

(1) BY FORCI BLE COMPULSI ON.
(2) BY THREAT OF FORCI BLE COVPULSI ON THAT WOULD PREVENT

RES| STANCE BY A PERSON OF REASONABLE RESOLUTI ON.

(3) WHO I'S UNCONSCI OUS OR WHERE THE PERSON KNOWS THAT

THE COVPLAI NANT |'S UNAWARE THAT THE SEXUAL | NTERCOURSE IS

OCCURRI NG,

(4) WHERE THE PERSON HAS SUBSTANTI ALLY | MPAI RED THE

COVPLAI NANT' S PONER TO APPRAI SE OR CONTROL HI'S OR HER CONDUCT

BY ADM NI STERI NG OR EMPLOYI NG, W THOUT THE KNOW.EDGE OF THE

COVPLAI NANT, DRUGS, | NTOXI CANTS OR OTHER MEANS FOR THE

PURPOSE OF PREVENTI NG RESI STANCE.

(5) \WHO SUFFERS FROM A MENTAL DI SABI LI TY WHI CH RENDERS

THE COVPLAI NANT | NCAPABLE OF CONSENT.

(6) WHO I'S LESS THAN 13 YEARS OF AGE.

(B) ADDI TI ONAL PENALTIES.--1N ADDI TI ON TO THE PENALTY
PROVI DED FOR BY SUBSECTI ON (A), A PERSON MAY BE SENTENCED TO AN
ADDI TI ONAL TERM NOT TO EXCEED TEN YEARS CONFI NEMENT AND AN
ADDI TI ONAL AMOUNT NOT TO EXCEED $100, 000 WHERE THE PERSON
ENGAGES | N SEXUAL | NTERCOURSE W TH A COVPLAI NANT AND HAS
SUBSTANTI ALLY | MPAI RED THE COMPLAI NANT' S POAER TO APPRAI SE OR
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CONTROL HI' S OR HER CONDUCT BY ADM NI STERI NG OR EMPLOYI NG

W THOUT THE KNOALEDGE OF THE COVPLAI NANT, ANY SUBSTANCE FOR THE

PURPOSE OF PREVENTI NG RESI STANCE THROUGH THE | NDUCEMENT OF

EUPHORI A, MEMORY LOSS AND ANY OTHER EFFECT OF THI S SUBSTANCE.
(©) RAPE OF A CH LD. --A PERSON COW TS THE OFFENSE OF RAPE

OF A CH LD VWHEN THE PERSON ENGAGES | N SEXUAL | NTERCOURSE W TH A

COVPLAI NANT WHO IS LESS THAN 13 YEARS OF AGE.

(D) RAPE OF A CH LD WTH SERI QUS BODI LY | NJURY. - - A PERSON

© o0 N oo o A~ wWw N P

COW TS THE OFFENSE OF RAPE OF A CHI LD RESULTING I N SERI QUS

=Y
o

BODI LY | NJURY WHEN THE PERSON VI OLATES THI S SECTI ON AND THE

=
=

COVPLAI NANT |'S UNDER 13 YEARS OF AGE AND SUFFERS SERI OQUS BODI LY

=
N

INJURY IN THE COURSE OF THE OFFENSE.

=
w

(E)  SENTENCES. - - NOTW THSTANDI NG THE PROVI SI ONS OF SECTI ON

H
o

1103 (RELATI NG TO SENTENCE OF | MPRI SONVENT FOR FELONY), A PERSON

=Y
(63}

CONVI CTED OF AN OFFENSE UNDER:

=Y
(e}

(1) SUBSECTION (C) SHALL BE SENTENCED TO A TERM OF

=
\l

| MPRI SONMENT WHI CH SHALL BE FI XED BY THE COURT AT NOT MORE

=Y
oo

THAN 40 YEARS.

=
O

(2) SUBSECTION (D) SHALL BE SENTENCED UP TO A NMAXI MUM

N
o

TERM OF LI FE | MPRI SONVENT.

N
=

§ 3123. | NVOLUNTARY DEVI ATE SEXUAL | NTERCOURSE.

N
N

(A) OFFENSE DEFI NED. - - A PERSON COW TS A FELONY OF THE FI RST

N
w

DEGREE WHEN [ HE OR SHE] THE PERSON ENGAGES | N DEVI ATE SEXUAL

N
~

| NTERCOURSE W TH A COMPLAI NANT:

N
(63}

(1) BY FORCIBLE COWVPULSI ON,

N
(e}

(2) BY THREAT OF FORCI BLE COVPULSI ON THAT WOULD PREVENT

N
~

RESI STANCE BY A PERSON OF REASONABLE RESCLUTI ON,

N
oo

(3) VHO I'S UNCONSCI QUS OR WHERE THE PERSON KNOAS THAT

N
(o]

THE COVPLAI NANT |'S UNAWARE THAT THE SEXUAL | NTERCOURSE | S
30 OCCURRI NG,
2002051402B2429 - 3 -
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(4) VWHERE THE PERSON HAS SUBSTANTI ALLY | MPAI RED THE
COVPLAI NANT" S PONER TO APPRAI SE OR CONTROL HI S OR HER CONDUCT
BY ADM NI STERI NG OR EMPLOYI NG W THOUT THE KNOWLEDGE OF THE
COVPLAI NANT, DRUGS, | NTOXI CANTS OR OTHER MEANS FOR THE
PURPOSE OF PREVENTI NG RESI STANCE;

(5) VWHO SUFFERS FROM A MENTAL DI SABI LI TY WHI CH RENDERS
H M OR HER | NCAPABLE OF CONSENT;

(6) VWHO IS LESS THAN 13 YEARS OF AGE; OR

(7) VWHO IS LESS THAN 16 YEARS OF AGE AND THE PERSON | S
FOUR OR MORE YEARS OLDER THAN THE COVPLAI NANT AND THE
COVPLAI NANT AND PERSON ARE NOT' MARRI ED TO EACH OTHER
(B) I NVOLUNTARY DEVI ATE SEXUAL | NTERCOURSE WTH A CHILD. --A

PERSON COWM TS | NVOLUNTARY DEVI ATE SEXUAL | NTERCOURSE W TH A

CH LD WHEN THE PERSON ENGAGES | N DEVI ATE SEXUAL | NTERCOURSE W TH

A COVPLAI NANT WHO IS LESS THAN 13 YEARS COF ACGE.

(© I NVOLUNTARY DEVI ATE SEXUAL | NTERCOURSE WTH A CHILD WTH

SERI OUS BODI LY | NJURY. - - A PERSON COW TS AN OFFENSE UNDER THI' S

SECTION WTH A CHI LD RESULTING IN SERIQUS BODI LY | NJURY WHEN THE

PERSON VI OLATES THI' S SECTI ON AND THE COMPLAI NANT |S LESS THAN 13

YEARS OF AGE AND THE COVPLAI NANT SUFFERS SERI QUS BODI LY | NJURY

IN THE COURSE COF THE OFFENSE.

(D) SENTENCES. - - NOTW THSTANDI NG THE PROVI SI ONS OF SECTI ON

1103 (RELATI NG TO SENTENCE OF | MPRI SONMVENT FOR FELONY), A PERSON

CONVI CTED OF AN OFFENSE UNDER:

(1) SUBSECTION (B) SHALL BE SENTENCED TO A TERM OF

| MPRI SONMENT WHI CH SHALL BE FI XED BY THE COURT AT NOT MORE

THAN 40 YEARS.

(2) SUBSECTION (C SHALL BE SENTENCED UP TO A NMAXI MUM

TERM OF LI FE | MPRI SONVENT.

[(B)] (E). DEFINITION --AS USED IN TH S SECTION, THE TERM

2002051402B2429 - 4 -
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"FORCI BLE COVPULSI ON' | NCLUDES, BUT IS NOT LI M TED TG,
COVPULSI ON RESULTI NG | N ANOTHER PERSON' S DEATH, WHETHER THE
DEATH OCCURRED BEFORE, DURI NG OR AFTER THE SEXUAL | NTERCOURSE.
§ 3125. AGGRAVATED | NDECENT ASSAULT.

(A) COFFENSES DEFI NED. - - EXCEPT AS PROVI DED | N SECTI ONS 3121

( RELATI NG TO RAPE), 3122.1 ( RELATI NG TO STATUTCRY SEXUAL
ASSAULT), 3123 (RELATING TO | NVOLUNTARY DEVI ATE SEXUAL
| NTERCOURSE) AND 3124.1 (RELATING TO SEXUAL ASSAULT), A PERSON
WHO ENGAGES | N PENETRATI ON, HONEVER SLI GHT, OF THE GENI TALS OR
ANUS OF A COVPLAI NANT WTH A PART OF THE PERSON S BODY FOR ANY
PURPOSE OTHER THAN GOCD FAI TH MEDI CAL, HYAE ENI C OR LAW
ENFORCEMENT PROCEDURES COVM TS AGGRAVATED | NDECENT ASSAULT, [A
FELONY OF THE SECOND DEGREE,] |F:
(1) THE PERSON DOES SO W THOUT THE COVPLAI NANT' S
CONSENT;
(2) THE PERSON DOES SO BY FORCI BLE COVPULSI ON,
(3) THE PERSON DOES SO BY THREAT COF FORCI BLE COVPULSI ON
THAT WOULD PREVENT RESI STANCE BY A PERSON OF REASONABLE
RESCLUTI ON,
(4) THE COVPLAI NANT |'S UNCONSCI QUS OR THE PERSON KNOWS
THAT THE COVPLAI NANT IS UNAWARE THAT THE PENETRATION | S
OCCURRI NG,
(5) THE PERSON HAS SUBSTANTI ALLY | MPAI RED THE
COVPLAI NANT" S PONER TO APPRAI SE OR CONTROL HI S OR HER CONDUCT
BY ADM NI STERI NG OR EMPLOYI NG W THOUT THE KNOWLEDGE OF THE
COVPLAI NANT, DRUGS, | NTOXI CANTS OR OTHER MEANS FOR THE
PURPOSE OF PREVENTI NG RESI STANCE;
(6) THE COWPLAI NANT SUFFERS FROM A MENTAL DI SABI LI TY
VWH CH RENDERS H M OR HER | NCAPABLE OF CONSENT,;
(7) THE COWPLAI NANT | S LESS THAN 13 YEARS OF ACGE, OR
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(8) THE COWPLAI NANT IS LESS THAN 16 YEARS CF AGE AND THE
PERSON | S FOUR OR MORE YEARS OLDER THAN THE COVPLAI NANT AND
THE COVPLAI NANT AND THE PERSON ARE NOT MARRI ED TO EACH OTHER
(B) AGGRAVATED | NDECENT ASSAULT OF A CHILD. --A PERSON

COW TS AGGRAVATED | NDECENT ASSAULT OF A CH LD WHEN THE PERSON

VI OLATES SUBSECTION (A (1), (2), (3), (4), (5) OR (6) AND THE

COVPLAI NANT IS LESS THAN 13 YEARS OF AGE.

(C) CRADI NG AND SENTENCES. - -

(1) AN OFFENSE UNDER SUBSECTION (A) IS A FELONY COF THE

SECOND DEGREE.

(2) AN OFFENSE UNDER SUBSECTION (B) IS A FELONY OF THE

FI RST DEGREE.

SECTION 1.2. SECTION 3933 OF TITLE 18 |'S REPEALED.

SECTION 1.3. SECTION 4101(B) OF TITLE 18 IS AVENDED TO READ:
§ 4101. Forgery.

* x *

(b) Definition.--As used in this section, the word "writing"
i ncludes printing or any other nethod of recording informtion,
noney, coins, tokens, stanps, seals, credit cards, badges,

trademar ks, electronic signatures and ot her synbols of val ue,

right, privilege, or identification.

* x *

SECTI ON 2. SECGH-ONS3933-ANBD—+/330 SECTI ON 7330 OF TITLE 18 <—
ARE | S REPEALED. <—

SECTION 3. TITLE 18 I'S AMENDED BY ADDI NG A CHAPTER TO READ:

CHAPTER 76
COVWPUTER OFFENSES

SUBCHAPTER

A.  CGENERAL PROVI SI ONS

B. HACKI NG AND SI M LAR OFFENSES

2002051402B2429 - 6 -



C. I NTERNET CHI LD PORNOGRAPHY
ELECTRONI C NAI L
SUBCHAPTER A
GENERAL PROVI SI ONS

SEC.

7601. DEFI NI TI ONS.

7602. JURI SDI CTI ON.

7603. RESTI TUTI ON.

© o0 N oo o A~ wWw N P

7604. CONCURRENT JURI SDI CTI ON.

=Y
o

7605. DEFENSE.

=
=

7606. CONSTRUCTI ON.

=
N

§ 7601. DEFI NI TI ONS.

=
w

THE FOLLOW NG WORDS AND PHRASES WHEN USED I N THI S CHAPTER

H
o

SHALL HAVE THE MEANINGS G VEN TO THEM IN TH' S SECTI ON UNLESS THE

=Y
(63}

CONTEXT CLEARLY | NDI CATES OTHERW SE:

=Y
(e}

"ACCESS. " TO I NTERCEPT, | NSTRUCT, COMMUNI CATE W TH, STORE

=
\l

DATA I N, RETRI EVE DATA FROM OR OTHERW SE MAKE USE OF ANY

=Y
oo

RESOURCES OF A COWUTER, COWUTER SYSTEM COVPUTER NETWORK OR

=
O

DATABASE.

N
o

"COVPUTER. " AN ELECTRONI C, MAGNETI C, OPTI CAL, HYDRAULI C,

N
=

ORGANI C OR OTHER HI GH SPEED DATA PROCESSI NG DEVI CE OR SYSTEM

N
N

VWH CH PERFORMS LOGE C, ARI THMVETI C OR MEMORY FUNCTI ONS AND

N
w

I NCLUDES ALL I NPUT, OUTPUT, PROCESSI NG STORACE, SOFTWARE OR

N
~

COMMUNI CATI ON FACI LI TI ES WHI CH ARE CONNECTED OR RELATED TO THE

N
(63}

DEVI CE | N A SYSTEM OR NETWORK.

N
(e}

"COVPUTER DATA." A REPRESENTATI ON OF | NFORMVATI ON, KNOW.EDGE,

N
~

FACTS, CONCEPTS OR | NSTRUCTI ONS VWH CH | S BEI NG PREPARED OR HAS

N
oo

BEEN PREPARED AND | S | NTENDED TO BE PROCESSED, | S BEI NG

N
(o]

PROCESSED OR HAS BEEN PROCESSED | N A COMWPUTER OR COVPUTER
30 NETWORK, AND MAY BE I N ANY FORM WHETHER READABLE ONLY BY A
2002051402B2429 - 7 -
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COWUTER OR ONLY BY A HUMAN OR BY EI THER, | NCLUDI NG, BUT NOT
LIMTED TO, COVPUTER PRI NTQUTS, MAGNETI C STORAGE MEDI A, PUNCHED
CARD OR STORED | NTERNALLY I N THE MEMORY OF THE COVPUTER

"COVPUTER NETWORK. " THE | NTERCONNECTI ON OF TWO OR MORE
COWUTERS THROUGH THE USAGE OF SATELLI TE, M CROMVE, LINE OR
OTHER COVMUNI CATI ON MEDI UM

"COVPUTER OPERATI ON. " ARI THMVETI C, LOG CAL, MONI TORI NG
STORAGE OR RETRI EVAL FUNCTI ONS AND ANY COVBI NATI ON THEREGF,

I NCLUDI NG, BUT NOT LIMTED TO COVMUNI CATI ON W TH, STORAGE OF
DATA TO, OR RETRI EVAL OF DATA FROM ANY DEVI CE OR HUVAN HAND

MANI PULATI ON OF ELECTRONI C OR MAGNETI C | MPULSES. | N REFERENCE TO
A PARTI CULAR COVPUTER THE TERM ALSO | NCLUDES ANY FUNCTI ON FOR
VWH CH THAT COVPUTER WAS GENERALLY DESI GNED.

"COVPUTER PROGRAM " AN ORDERED SET OF | NSTRUCTI ONS OR
STATEMENTS AND RELATED DATA THAT, WHEN AUTOVATI CALLY EXECUTED I N
ACTUAL OR MODI FI ED FORM I N A COWUTER SYSTEM CAUSES I T TO
PERFORM SPECI FI ED FUNCTI ONS.

"COWPUTER SOFTWARE. " A SET OF COVPUTER PROGRAMS, PROCEDURES
OR ASSCOCI ATED DOCUMENTATI ON CONCERNED W TH THE OPERATI ON OF A
COWUTER SYSTEM

"COWPUTER SYSTEM " A SET OF RELATED, CONNECTED OR
UNCONNECTED COMPUTER EQUI PMENT, DEVI CES AND SOFTWARE.

"COWPUTER VIRUS. " A COVPUTER PROGRAM COPI ED TO, CREATED ON
OR I NSTALLED TO A COWUTER, COWPUTER NETWORK, COVPUTER PROGRAM
COWUTER SOFTWARE OR COVPUTER SYSTEM W THOUT THE | NFORVED
CONSENT OF THE OMNER OF THE COWUTER, COMPUTER NETWORK, COVPUTER
PROGRAM COVPUTER SOFTWARE OR COMPUTER SYSTEM THAT MAY REPLI CATE
| TSELF AND THAT CAUSES OR CAN CAUSE UNAUTHORI ZED ACTI VI Tl ES
WTH N OR BY THE COWPUTER, COVPUTER NETWORK, COVPUTER PROGRAM
COWUTER SOFTWARE OR COVPUTER SYSTEM

2002051402B2429 - 8 -



"DATABASE. " A REPRESENTATI ON OF | NFORMATI ON, KNOWL.EDGE,
FACTS, CONCEPTS OR | NSTRUCTI ONS VWH CH ARE BEI NG PREPARED OR
PROCESSED OR HAVE BEEN PREPARED OR PROCESSED I N A FORVALI ZED
MANNER AND ARE | NTENDED FOR USE | N A COWPUTER, COVWPUTER SYSTEM

1
2
3
4
5 OR COWPUTER NETWORK, | NCLUDI NG, BUT NOT LIMTED TO, COVWPUTER
6 PRI NTOUTS, MAGNETI C STORAGE MEDI A, PUNCHED CARDS OR DATA STORED
7 | NTERNALLY IN THE MEMORY OF THE COVPUTER

8 "DENI AL- OF- SERVI CE ATTACK. " AN EXPLICI T ATTEMPT TO PREVENT
9 LEQ TI MATE USERS OF A SERVI CE FROM USI NG THAT SERVI CE,

10 I NCLUDI NG BUT NOT LIMTED TO

11 (1) FLOODI NG A NETWORK, THEREBY PREVENTI NG LEG Tl MATE
12 NETWORK TRAFFI C;

13 (2) DI SRUPTI NG CONNECTI ONS BETWEEN TWO COVPUTERS,

14 THEREBY PREVENTI NG ACCESS TO A SERVI CE;

15 (3) PREVENTI NG A PARTI CULAR PERSON FROM ACCESSI NG A

16 SERVI CE; OR

17 (4) DI SRUPTI NG SERVI CE TO A SPECI FI C COWUTER SYSTEM OR
18 PERSON.

19 "DEPRIVE." TO W THHOLD PROPERTY OF ANOTHER PERMANENTLY OR

20 FOR SO EXTENDED A PERI CD AS TO APPROPRI ATE A MAJOR PORTI ON OF
21 | TS ECONOM C VALUE, OR W TH I NTENT TO RESTORE ONLY UPON PAYMENT
22 OF REWARD OR OTHER COVPENSATI ON, OR TO DI SPOSE OF THE PROPERTY
23 SO AS TO MAKE I'T UNLI KELY THAT THE OMNER W LL RECOVER I T.

24 "ECONOM C VALUE. " THE MARKET VALUE OF PROPERTY OR AN

25 | NSTRUMVENT WH CH CREATES, RELEASES, DI SCHARGES OR OTHERW SE

26 AFFECTS A VALUABLE LEGAL RI GHT, PRI VILEGE OR OBLI GATI ON AT THE
27 TIME AND PLACE OF THE CRIME, OR I F SUCH CANNOT BE SATI SFACTORI LY
28 ASCERTAI NED, THE COST OF REPLACEMENT OF THE PROPERTY OR

29 | NSTRUMENT W TH N A REASONABLE TI ME AFTER THE CRI ME.

30 "ELECTRONI C MAI L SERVI CE PROVIDER " A PERSON VHO | S AN
2002051402B2429 - 9 -
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| NTERMEDI ARY | N SENDI NG OR RECEI VI NG ELECTRONI C MAI L OR VWHO
PROVI DES TO END- USERS OF ELECTRONI C MAI L SERVI CES THE ABILITY TO
SEND OR RECEI VE ELECTRONI C MAI L.

"ELECTRONI C MAI L TRANSM SSI ON | NFORMATI ON. " | NFORIVATI ON USED
TO | DENTI FY THE ORI G N OR DESTI NATI ON OF A TRANSM SSI ON OR TO
AID IN I TS ROUTI NG | NCLUDI NG | NFORVATI ON RECORDED AS PART OF
ELECTRONI C MAI L, WHETHER OR NOT SUCH | NFORVATI ON | S DI SPLAYED
I NI TI ALLY TO THE USER UPON RECEI PT OF ELECTRONI C MAI L, THAT
PURPORTS TO REPRESENT THE | NFORMATI ON USED TO | DENTI FY THE
ORI G N OR DESTI NATION OF A TRANSM SSION OR TO AID IN ITS
ROUTI NG

"ESTABLI SHED BUSI NESS RELATI ONSHI P. " A PRI OR OR EXI STI NG
RELATI ONSHI P FORMVED BY A VOLUNTARY TWO- WAY COVMUNI CATI ON
I NI TI ATED BY A PERSON OR ENTITY AND A RECI PI ENT WTH OR W THOUT
AN EXCHANGE OF CONSI DERATI ON, ON THE BASI S OF AN | NQUI RY,
APPLI CATI ON PURCHASE OR TRANSACTI ON BY THE RECI PI ENT REGARDI NG
PRODUCTS OR SERVI CES OFFERED BY SUCH PERSONS OR ENTITY. IN
REGARD TO AN | NQUI RY, THE PERSON OR ENTI TY SHALL OBTAI N THE
CONSENT OF A RECI PI ENT BEYOND THE | NI TI AL | NQUI RY. AN
ESTABLI SHED BUSI NESS RELATI ONSH P DOES NOT EXI ST | F THE
RECI PI ENT REQUESTS TO BE REMOVED FROM THE DI STRI BUTI ON LI STS OF
AN I NI TI ATOR

"FAX." THE TRANSM SSI ON OF THE FACSI M LE OF A DOCUMENT
THROUGH A CONNECTI ON W TH A TELEPHONE OR COVPUTER NETWORK.

“FI NANCI AL | NSTRUMENT. " I NCLUDES, BUT |S NOT LIMTED TO, ANY
CHECK, DRAFT, WARRANT, MONEY ORDER, NOTE, CERTI FI CATE OF
DEPCSI T, LETTER OF CREDI T, BILL OF EXCHANGE, CREDIT OR DEBI T
CARD, TRANSACTI ON AUTHORI ZATI ON MECHANI SM  MARKETABLE SECURI TY
OR ANY COWMPUTER SYSTEM REPRESENTATI ON THERECF.

"I NTERNET SERVI CE PROVI DER " A PERSON WHO FURNI SHES A

2002051402B2429 - 10 -
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SERVI CE THAT ENABLES USERS TO ACCESS CONTENT, | NFORMATI ON,
ELECTRONI C MAI L OR OTHER SERVI CES OFFERED OVER THE | NTERNET.

"PERSON. " ANY | NDI VI DUAL, CORPORATI ON, PARTNERSHI P,
ASSCCI ATI ON, ORGANI ZATI ON OR ENTI TY CAPABLE OF HOLDI NG A LEGAL
OR BENEFI Cl AL | NTEREST | N PROPERTY.

"PROPERTY. " I NCLUDES, BUT IS NOT LIMTED TGO, FI NANCI AL
I NSTRUMENTS, COWPUTER SOFTWARE AND PROGRAMS | N EI THER MACHI NE OR
HUVAN READABLE FORM AND ANYTHI NG OF VALUE, TANG BLE OR
| NTANG BLE.

"TELECOMMUNI CATI ON DEVI CE. " ANY TYPE OF | NSTRUVENT, DEVI CE,
MACHI NE OR EQUI PMENT VHI CH | S CAPABLE OF TRANSM TTI NG
ACQUI RI NG DECRYPTI NG OR RECEI VI NG ANY TELEPHONI C, ELECTRONI C,
DATA, | NTERNET ACCESS, AUDI O, VIDEO, M CROMVE OR RADI O
TRANSM SSI ONS, SI GNALS, COVMUNI CATI ONS OR SERVI CES, | NCLUDI NG
THE RECEI PT, ACQUI SI TI ON, TRANSM SSI ON OR DECRYPTI ON OF ALL SUCH
COMMUNI CATI ONS, TRANSM SSI ONS, SI GNALS OR SERVI CES OVER ANY
CABLE TELEVI SI ON, TELEPHONE, SATELLITE, M CROMVE, RADI O OR
W RELESS DI STRI BUTI ON SYSTEM OR FACI LI TY, OR ANY PART, ACCESSORY
OR COVPONENT THEREOF, | NCLUDI NG ANY COWMPUTER Cl RCUI T, SECURITY
MODULE, SMART CARD, SOFTWARE, COMPUTER CHI P, ELECTRONI C
MECHANI SM OR OTHER COMPONENT, ACCESSCRY OR PART WHI CH | S CAPABLE
OF FACI LI TATI NG THE TRANSM SSI ON, DECRYPTI ON, ACQUI SI TI ON OR
RECEPTI ON OF ALL SUCH COVMUNI CATI ONS TRANSM SSI ONS, SI GNALS OR
SERVI CES.

"W RELESS ADVERTI SEMENT. " THE I NI TI ATION OF A TELEPHONE CALL
OR A MESSAGE CAPABLE OF PROVI DI NG TEXT, GRAPH C OR | MAGE
MESSAGES BY A COMMERCI AL MOBI LE SERVI CE PROVI DER, UNLI CENSED
W RELESS SERVI CES PROVI DER OR COMVON CARRI ER W RELESS EXCHANGE
ACCESS SERVI CE PROVI DER FOR THE PURPCSE OF MARKETI NG GOODS OR
SERVI CES. THE TERM DCES NOT | NCLUDE A CALL OR MESSAGE TO A

2002051402B2429 - 11 -
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PERSON W TH THAT PERSON S PRI OR EXPRESS | NVI TATI ON OR PERM SSI ON
OR TO A PERSON W TH VWHOM THE CALLER HAS AN ESTABLI SHED BUSI NESS
RELATI ONSHI P.

"WORLD WDE WEB." | NCLUDES, BUT IS NOT LIMTED TGO A
COWUTER SERVER- BASED FI LE ARCHI VE ACCESSI BLE, OVER THE
I NTERNET, USI NG A HYPERTEXT TRANSFER PROTOCCL, FILE TRANSFER
PROTOCOL OR OTHER SI M LAR PROTOCCLS.

§ 7602. JURI SDI CTI ON.

AN OFFENSE UNDER THI S CHAPTER MAY BE DEEMED TO HAVE BEEN
COW TTED EI THER AT THE PLACE WHERE CONDUCT CONSTI TUTI NG AN
ELEMENT OF THE OFFENSE OCCURRED OR AT THE PLACE WHERE THE RESULT
VWH CH IS AN ELEMENT OF THE OFFENSE OCCURRED W THI N THI' S
COVMONVEALTH, | N ACCORDANCE W TH SECTI ON 102 ( RELATI NG TO
TERRI TORI AL APPLI CABILITY). IT SHALL BE NO DEFENSE TO A
VI OLATION OF TH S CHAPTER THAT SOVE OF THE ACTS CONSTI TUTI NG THE
OFFENSE OCCURRED QUTSI DE OF THI S COMVONVEALTH.

§ 7603. RESTI TUTI ON.

UPON CONVI CTI ON OF AN OFFENSE UNDER SECTI ON 7611 ( RELATI NG TO
UNLAWFUL USE OF COVPUTER AND OTHER COMPUTER CRI MES), 7612
( RELATI NG TO DI SRUPTI ON CF SERVICE) OR 7616 ( RELATING TO
DI STRI BUTI ON OF COVPUTER VI RUS), THE SENTENCE SHALL | NCLUDE AN
ORDER FOR RESTI TUTI ON TO THE VI CTI M FOR:

(1) THE COST OF REPAI RING OR REPLACI NG THE AFFECTED
COWUTER, COVPUTER SYSTEM COMPUTER NETWORK, COWVPUTER
SOFTWARE, COVWPUTER PROGRAM COVPUTER DATABASE, WORLD W DE WEB
SI TE OR TELECOVMUNI CATI ON DEVI CE;

(2) LOST PROFITS FOR THE PERI OD THAT THE COWVPUTER,
COWUTER SYSTEM COWPUTER NETWORK, COVPUTER SOFTWARE,
COWUTER PROGRAM COWMPUTER DATABASE, WORLD W DE WEB SI TE OR
TELECOVMUNI CATI ON DEVI CE IS NOT' USABLE; OR

2002051402B2429 - 12 -
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(3) THE COST OF REPLACI NG OR RESTORI NG THE DATA LOST OR
DAMAGED AS A RESULT OF A VI OLATION OF SECTION 7611, 7612 OR
7616.
§ 7604. CONCURRENT JURI SDI CTI ON.

THE ATTORNEY GENERAL SHALL HAVE CONCURRENT PROSECUTCORI AL
JURI SDI CTI ON W TH THE COUNTY DI STRI CT ATTORNEY FOR VI CLATI ONS OF
TH S SEGH-ON CHAPTER. NO PERSON CHARGED W TH A VI OLATION OF THI S
SECTI ON BY THE ATTORNEY GENERAL SHALL HAVE STANDI NG TO CHALLENGE
THE AUTHORI TY OF THE ATTORNEY GENERAL TO PROSECUTE THE CASE,
AND, | F ANY SUCH CHALLENGE | S MADE, THE CHALLENGE SHALL BE
DI SM SSED AND NO RELI EF SHALL BE AVAI LABLE I N THE COURTS OF TH S
COMWONVEALTH TO THE PERSON MAKI NG THE CHALLENGE.
§ 7605. DEFENSE.

IT 1S A DEFENSE TO AN ACTI ON BROUGHT PURSUANT TO SUBCHAPTER B
( RELATI NG TO HACKI NG AND SI M LAR OFFENSES) THAT THE ACTOR

(1) WAS ENTI TLED BY LAW OR CONTRACT TO ENGAGE IN THE
CONDUCT CONSTI TUTI NG THE OFFENSE; OR

(2) REASONABLY BELI EVED THAT HE HAD THE AUTHORI ZATI ON OR
PERM SSI ON OF THE OMNER, LESSEE, LI CENSEE, AUTHORI ZED HOLDER,
AUTHORI ZED POSSESSOR OR AGENT OF THE COWPUTER, COWPUTER
NETWORK, COVPUTER SOFTWARE, COMPUTER SYSTEM DATABASE OR
TELECOVMUNI CATI ON DEVI CE OR THAT THE OMNER OR AUTHORI ZED
HOLDER WOULD HAVE AUTHORI ZED OR PROVI DED PERM SSI ON TO ENGAGE
N THE CONDUCT CONSTI TUTI NG THE OFFENSE. AS USED IN THI S
SECTI ON, THE TERM " AUTHORI ZATI ON' | NCLUDES EXPRESS OR | MPLI ED
CONSENT, | NCLUDI NG BY TRADE USAGE, COURSE OF DEALI NG COURSE
OF PERFORMANCE OR COMVERCI AL PROGRAMM NG PRACTI CES.

§ 7606. CONSTRUCTI ON.
NOTHI NG | N SUBCHAPTER B ( RELATI NG TO HACKI NG AND SI M LAR
OFFENSES) SHALL BE CONSTRUED TO | NTERFERE W TH OR PRCHI BI T TERMS

2002051402B2429 - 13 -



OR CONDI TIONS I N A CONTRACT OR LI CENSE RELATED TO A COWUTER,
COWPUTER NETWORK, COMPUTER SOFTWARE, COVPUTER SYSTEM DATABASE
OR TELECOMMUNI CATI ON DEVI CE OR SOFTWARE OR HARDWARE DESI GNED TO
ALLOW A COWPUTER, COVWUTER NETWORK, COWPUTER SOFTWARE, COVPUTER
SYSTEM DATABASE OR TELECOVMUNI CATI ONS DEVI CE TO OPERATE | N THE
ORDI NARY COURSE OF A LAWFUL BUSI NESS OR THAT IS DESI GNED TO
ALLOW AN OMNER OR AUTHORI ZED HOLDER OF | NFORVATI ON TO PROTECT
DATA | NFORVATION OR RIGHTS IN I T.

© o0 N oo o A~ wWw N P

SUBCHAPTER B

=Y
o

HACKI NG AND SI M LAR OFFENSES

=
=

SEC.

=
N

7611. UNLAWUL USE OF COVPUTER AND OTHER COMPUTER CRI MES.

=
w

7612. DI SRUPTI ON OF SERVI CE.

H
o

7613. COWMPUTER THEFT.

=Y
(63}

7614. UNLAWFUL DUPLI CATI ON.

=Y
(e}

7615. COWMPUTER TRESPASS.

=
\l

7616. DI STRI BUTI ON OF COVPUTER VI RUS.

=Y
oo

§ 7611. UNLAWUL USE OF COVWPUTER AND OTHER COVPUTER CRI MES.

=
O

(A) OFFENSE DEFI NED. - - A PERSON COW TS THE OFFENSE OF

N
o

UNLAWFUL USE OF A COWUTER | F HE:

N
=

(1) ACCESSES OR EXCEEDS AUTHORI ZATI ON TO ACCESS, ALTERS,

N
N

DAMAGES OR DESTROYS ANY COWPUTER, COWPUTER SYSTEM COVPUTER

N
w

NETWORK, COVPUTER SOFTWARE, COMPUTER PROGRAM COWPUTER

N
~

DATABASE, WORLD W DE WEB SI TE OR TELECOMMUNI CATI ON DEVI CE OR

N
(63}

ANY PART THERECF W TH THE | NTENT TO | NTERRUPT THE NORIVAL

N
(e}

FUNCTI ONI NG OF A PERSON OR TO DEVI SE OR EXECUTE ANY SCHEME OR

N
~

ARTI FI CE TO DEFRAUD OR DECEI VE OR CONTROL PROPERTY OR

N
oo

SERVI CES BY MEANS OF FALSE OR FRAUDULENT PRETENSES,

N
(o]

REPRESENTATI ONS OR PROM SES;
30 (2) | NTENTI ONALLY AND W THOUT AUTHORI ZATI ON ACCESSES OR
2002051402B2429 - 14 -
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EXCEEDS AUTHORI ZATI ON TO ACCESS, ALTERS, | NTERFERES W TH THE
OPERATI ON OF, DAMAGES OR DESTROYS ANY COMPUTER, COVPUTER
SYSTEM COVWPUTER NETWORK, COWUTER SOFTWARE, COWVPUTER
PROGRAM COVPUTER DATABASE, WORLD W DE WEB SI TE OR
TELECOVMUNI CATI ON DEVI CE OR ANY PART THERECF, OR

(3) | NTENTI ONALLY OR KNOW NGLY AND W THOUT AUTHORI ZATI ON

G VES OR PUBLI SHES A PASSWORD, | DENTI FYI NG CCDE, PERSONAL

| DENTI FI CATI ON NUMBER OR OTHER CONFI DENTI AL | NFORVATI ON ABOUT

A COWUTER, COWPUTER SYSTEM COVPUTER NETWORK, COVPUTER

DATABASE, WORLD W DE WEB SI TE OR TELECOMMUNI CATI ON DEVI CE.

(B) CRADI NG --AN OFFENSE UNDER THI S SECTI ON SHALL CONSTI TUTE
A FELONY OF THE TH RD DEGREE.

(© PROSECUTI ON NOT PROCHI Bl TED. - - PROSECUTI ON FOR AN OFFENSE
UNDER THI S SECTI ON SHALL NOT PROHI BI T PROSECUTI ON UNDER ANY
OTHER SECTION OF TH' S TI TLE.

§ 7612. DI SRUPTI ON OF SERVI CE.

(A) COFFENSE DEFI NED. - - A PERSON COW TS AN CFFENSE | F HE
I NTENTI ONALLY OR KNOW NGLY ENGAGES I N A SCHEME OR ARTI FI CE,

I NCLUDI NG BUT NOT LIMTED TO A DEN AL OF SERVI CE ATTACK UPON
ANY COWPUTER, COWPUTER SYSTEM COVWPUTER NETWORK, COVPUTER
SOFTWARE, COVPUTER PROGRAM COWPUTER SERVER, COVPUTER DATABASE,
WORLD WDE WEB SI TE OR TELECOVMUNI CATI ON DEVI CE OR ANY PART
THERECF THAT | S DESI GNED TO BLOCK, | MPEDE OR DENY THE ACCESS OF
I NFORVATI ON OR I NI TI ATI ON OR COVPLETI ON OF ANY SALE OR

TRANSACTI ON BY USERS OF THAT COWPUTER, COVWPUTER SYSTEM COWPUTER
NETWORK, COVPUTER SOFTWARE, COMPUTER PROGRAM COWPUTER SERVER OR
DATABASE OR ANY PART THERECF.

(B) CRADI NG --AN OFFENSE UNDER THI S SECTI ON SHALL CONSTI TUTE
A FELONY OF THE TH RD DEGREE.

§ 7613. COWUTER THEFT.

2002051402B2429 - 15 -



(A) COFFENSE DEFI NED. - - A PERSON COW TS AN CFFENSE | F HE
UNLAWFULLY ACCESSES OR EXCEEDS H S AUTHORI ZATI ON TO ACCESS ANY
DATA FROM A COWUTER, COWPUTER SYSTEM OR COVPUTER NETWORK OR
TAKES OR COPI ES ANY SUPPORTI NG DOCUMENTATI ON WHETHER EXI STI NG OR

1
2
3
4
5 RESIDI NG I NTERNAL OR EXTERNAL TO A COMPUTER, COMPUTER SYSTEM OR
6 COVPUTER NETWORK OF ANOTHER W TH THE | NTENT TO DEPRI VE H M

7 THEREOF.

8 (B) GRADI NG --AN OFFENSE UNDER THI' S SECTI ON SHALL CONSTI TUTE
9 A FELONY OF THE THI RD DEGREE.

10 8§ 7614. UNLAWUL DUPLI CATI ON.

11 (A) OFFENSE DEFI NED. - - A PERSON COW TS THE OFFENSE OF

12 UNLAWFUL DUPLI CATION | F HE MAKES OR CAUSES TO BE MADE AN

13 UNAUTHORI ZED COPY, I N ANY FORM | NCLUDI NG BUT NOT LIMTED, TGO,
14 ANY PRI NTED OR ELECTRONI C FORM OF COVPUTER DATA, COVPUTER

15 PROGRAMS OR COMPUTER SOFTWARE RESI DI NG I N, COVMUNI CATED BY OR

16 PRODUCED BY A COWUTER OR COMPUTER NETWORK.

17 (B) GRADI NG -- AN OFFENSE UNDER SUBSECTI ON (A) SHALL BE

18 GRADED AS FOLLOWE:

19 (1) AN OFFENSE UNDER THI S SECTI ON SHALL CONSTI TUTE A

20 FELONY OF THE TH RD DEGREE.

21 (2) | F THE ECONOM C VALUE OF THE DUPLI CATED MATERI AL IS
22 GREATER THAN $2, 500, THE GRADI NG OF THE OFFENSE SHALL BE ONE
23 GRADE HI GHER THAN SPECI FI ED | N PARAGRAPH (1) .

24 § 7615. COWPUTER TRESPASS.

25 (A) OFFENSE DEFI NED. - - A PERSON COW TS THE OFFENSE OF

26 COWUTER TRESPASS | F HE KNON NGLY AND W THOUT AUTHORI TY, OR IN
27 EXCESS OF G VEN AUTHORI TY, USES A COWPUTER OR COVPUTER NETWORK
28 WTH THE | NTENT TGO

29 (1) TEMPORARI LY OR PERMANENTLY REMOVE COVPUTER DATA,
30 COWUTER PROGRAMS OR COVWPUTER SOFTWARE FROM A COVWPUTER OR
2002051402B2429 - 16 -



1 COVPUTER NETWORK;

2 (2) CAUSE A COWUTER TO MALFUNCTI ON, REGARDLESS OF THE
3 AMOUNT OF TI ME THE MALFUNCTI ON PERSI STS;

4 (3) ALTER OR ERASE ANY COVPUTER DATA, COVPUTER PROGRAMS
5 OR COWPUTER SOFTWARE;

6 (4) EFFECT THE CREATI ON OR ALTERATI ON OF A FI NANCI AL

7 I NSTRUMENT OR OF AN ELECTRONI C TRANSFER OF FUNDS; OR

8 (5) CAUSE PHYSI CAL I NJURY TO THE PROPERTY OF ANOTHER

9 (B) CRADI NG --AN OFFENSE UNDER THI S SECTI ON SHALL CONSTI TUTE
10 A FELONY OF THE TH RD DEGREE

11 § 7616. DI STRI BUTI ON OF COWPUTER VI RUS.

12 (A) COFFENSE DEFI NED. - - A PERSON COW TS AN CFFENSE | F THE

13 PERSON | NTENTI ONALLY OR KNOW NGLY SELLS, d VES OR OTHERW SE

14 DI STRI BUTES OR POSSESSES W TH THE | NTENT TO SELL, d VE OR

15 Dl STRI BUTE COVWPUTER SOFTWARE OR A COVWPUTER PROGRAM THAT | S

16 DESI GNED OR HAS THE CAPABI LI TY TO

17 (1) PREVENT, | MPEDE, CONTROL, DELAY OR DI SRUPT THE

18 NCRVAL OPERATI ON OR USE OF A COVWPUTER, COWPUTER PROGRAM

19 COWUTER SOFTWARE, COWPUTER SYSTEM COVPUTER NETWORK

20 COVPUTER DATABASE, WORLD WDE WEB SI TE OR TELECOVMUNI CATI ON
21 DEVI CE; OR

22 (2) DEGRADE, DI SABLE, DAMAGE OR DESTROY THE PERFORMANCE
23 OF A COWUTER, COWUTER PROGRAM COVPUTER SOFTWARE, COVPUTER
24 SYSTEM COWPUTER NETWORK, COVPUTER DATABASE, WORLD W DE WEB
25 SI TE OR TELECOVMUNI CATI ON DEVI CE OR ANY COMBI NATI ON THERECOF
26 (B) CRADI NG --AN OFFENSE UNDER THI S SECTI ON SHALL CONSTI TUTE
27 A FELONY OF THE TH RD DEGREE

28 SUBCHAPTER C

29 | NTERNET CHI LD PORNOGRAPHY

30 SEC

2002051402B2429 - 17 -
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7621. DEFI NI TI ONS.

7622. DUTY OF | NTERNET SERVI CE PROVI DER.

7623. PROTECTI ON OF PRI VACY.

7624. PENALTY.

7625. JURI SDI CTI ON FOR PROSECUTI ON.

7626. APPLI CATI ON FOR ORDER TO REMOVE OR DI SABLE | TEMS.

7627. ORDER TO REMOVE OR DI SABLE CERTAIN | TEM5 FROM | NTERNET
SERVI CE PROVI DER S SERVI CE.

7628. NOTI FI CATI ON PROCEDURE.

7629. DESI GNATED ACGENT.

7630. REPORT TO GENERAL ASSEMBLY.

§ 7621. DEFI N TI ONS.

THE FOLLOW NG WORDS AND PHRASES WHEN USED I N THI S SUBCHAPTER
SHALL HAVE THE MEANINGS G VEN TO THEM IN TH' S SECTI ON UNLESS THE
CONTEXT CLEARLY | NDI CATES OTHERW SE:

"CHI LD PORNOGRAPHY. " AS DESCRI BED I N SECTI ON 6312 ( RELATI NG
TO SEXUAL ABUSE OF CHI LDREN) .

"I NTERNET." THE MYRI AD OF COVPUTER AND TELECOMMUNI CATI ONS
FACI LI TI ES, | NCLUDI NG EQUI PMENT AND OPERATI NG SOFTWARE, VH CH
COWPRI SE THE | NTERCONNECTED WORLDW DE NETWORK OF NETWORKS THAT
EMPLOY THE TRANSM SSI ON CONTROL PROTOCCOL/ | NTERNET PROTOCOL OR
ANY PREDECESSOR OR SUCCESSOR PROTOCOLS TO SUCH PROTOCOL TO
COMMUNI CATE | NFORVATI ON OF ALL KINDS BY WRE OR RADI O

"I NTERNET SERVI CE PROVI DER " A PERSON WHO PROVI DES A SERVI CE
THAT ENABLES USERS TO ACCESS CONTENT, | NFORVATI ON, ELECTRONI C
MAI L OR OTHER SERVI CES OFFERED OVER THE | NTERNET.

§ 7622. DUTY OF | NTERNET SERVI CE PROVI DER

AN | NTERNET SERVI CE PROVI DER SHALL REMOVE OR DI SABLE ACCESS
TO CH LD PORNOGRAPHY | TEM5S RESI DI NG ON OR ACCESSI BLE THROUGH | TS
SERVI CE | N A MANNER ACCESSI BLE TO PERSONS LOCATED W THI N THI S

2002051402B2429 - 18 -



COMMONVEALTH W THI N FI VE BUSI NESS DAYS OF VWHEN THE | NTERNET
SERVI CE PROVI DER | S NOTI FI ED BY THE ATTORNEY GENERAL PURSUANT TO
SECTI ON 7628 ( RELATI NG TO NOTI FI CATI ON PROCEDURE) THAT CHI LD
PORNOGRAPHY | TEMS RESI DE ON OR ARE ACCESSI BLE THROUGH | TS
SERVI CE.
§ 7623. PROTECTI ON OF PRI VACY.

NOTHI NG I N TH S SUBCHAPTER MAY BE CONSTRUED AS | MPCSI NG A
DUTY ON AN | NTERNET SERVI CE PROVI DER TO ACTI VELY MONI TOR | TS

© o0 N oo o A~ wWw N P

SERVI CE OR AFFI RVATI VELY SEEK EVI DENCE OF | LLEGAL ACTIVITY ON

=Y
o

| TS SERVI CE.

=
=

§ 7624. PENALTY.

=
N

NOTW THSTANDI NG ANY OTHER PROVI SI ON OF LAW TO THE CONTRARY,

=
w

ANY | NTERNET SERVI CE PROVI DER WHO VI CLATES SECTI ON 7622

H
o

( RELATI NG TO DUTY COF | NTERNET SERVI CE PROVI DER) COW TS:

=Y
(63}

(1) A M SDEMEANOR OF THE THI RD DEGREE FOR A FI RST

=Y
(e}

OFFENSE PUNI SHABLE BY A FI NE OF $5, 000.

=
\l

(2) A M SDEMEANOR OF THE SECOND DEGREE FOR A SECOND

=Y
oo

OFFENSE PUNI SHABLE BY A FI NE OF $20, 000.

=
O

(3) A FELONY OF THE THI RD DEGREE FOR A THI RD OR

N
o

SUBSEQUENT OFFENSE PUNI SHABLE BY A FI NE OF $30, 000 AND

N
=

| MPRI SONMENT FOR A MAXI MUM OF SEVEN YEARS.

N
N

§ 7625. JURI SDI CTI ON FOR PROSECUTI ON.

N
w

THE ATTORNEY GENERAL SHALL HAVE CONCURRENT PROSECUTCORI AL

N
~

JURI SDI CTI ON W TH THE COUNTY DI STRI CT ATTORNEY FOR VI CLATI ONS OF

N
(63}

TH' S SUBCHAPTER. NO PERSON CHARGED WTH A VI OLATION OF TH' S

N
(e}

SUBCHAPTER BY THE ATTORNEY GENERAL SHALL HAVE STANDI NG TO

N
~

CHALLENGE THE AUTHORI TY OF THE ATTORNEY GENERAL TO PROSECUTE THE

N
oo

CASE. |F A CHALLENGE IS MADE, THE CHALLENGE SHALL BE DI SM SSED

N
(o]

AND NO RELI EF SHALL BE AVAI LABLE IN THE COURTS OF THI S
30 COWONWEALTH TO THE PERSON MAKI NG THE CHALLENGE.
2002051402B2429 - 19 -



1
2
3
4
5
6
-
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

§ 7626. APPLI CATI ON FOR ORDER TO REMOVE OR DI SABLE | TEMS.

AN APPL| CATI ON FOR AN ORDER OF AUTHORI ZATI ON TO REMOVE OR
DI SABLE | TEMS RESI DI NG ON OR ACCESSI BLE THROUGH AN | NTERNET
SERVI CE PROVI DER S SERVI CE SHALL BE MADE TO THE COURT OF COMVON
PLEAS HAVI NG JURI SDI CTI ON I N VWRI TI NG UPON THE PERSONAL OATH OR
AFFI RVATI ON OF THE ATTORNEY GENERAL OR A DI STRI CT ATTORNEY OF
THE COUNTY WHEREI N THE | TEM5 HAVE BEEN DI SCOVERED AND, | F
AVAI LABLE, SHALL CONTAIN ALL OF THE FOLLOW NG | NFORVATI ON:

(1) A STATEMENT OF THE AUTHORI TY OF THE APPLI CANT TO
MAKE THE APPLI CATI ON.

(2) A STATEMENT OF THE | DENTI TY OF THE | NVESTI GATI VE OR
LAW ENFORCEMENT OFFI CER THAT HAS, I N THE OFFI CI AL SCOPE OF
THAT OFFI CER S DUTI ES, DI SCOVERED THE CHI LD PORNOGRAPHY
| TEMS.

(3) A STATEMENT BY THE | NVESTI GATI VE OR LAW ENFORCEMENT
OFFI CER WHO HAS KNOW.EDGE OF RELEVANT | NFORVATI ON JUSTI FYI NG
THE APPLI CATI ON.

(4) THE UNI FORM RESOURCE LOCATOR PROVI DI NG ACCESS TO THE
| TEMS.

(5) THE IDENTITY OF THE | NTERNET SERVI CE PROVI DER USED
BY THE LAW ENFORCEMENT OFFI CER

(6) A SHOW NG THAT THERE | S PROBABLE CAUSE TO BELI EVE
THAT THE | TEMS CONSTI TUTE A VI OLATI ON OF SECTI ON 6312
( RELATI NG TO SEXUAL ABUSE OF CHI LDREN).

(7) A PROPOCSED ORDER OF AUTHORI ZATI ON FOR CONSI DERATI ON
BY THE JUDGE.

(8) CONTACT | NFORVATI ON FOR THE OFFI CE OF ATTORNEY
GENERAL, | NCLUDI NG THE NAME, ADDRESS AND TELEPHONE NUMBER OF
ANY DEPUTY OR AGENT AUTHORI ZED BY THE ATTORNEY GENERAL TO
SUBM T NOTI FI CATI ON.
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(9) ADDI TI ONAL TESTI MONY OR DOCUMENTARY EVI DENCE | N

SUPPCRT OF THE APPLI CATI ON AS THE JUDGE MAY REQUI RE.

§ 7627. ORDER TO REMOVE OR DI SABLE CERTAI N | TEMS FROM | NTERNET
SERVI CE PROVI DER S SERVI CE.

UPON CONSI DERATI ON OF AN APPLI CATI ON, THE COURT NMAY ENTER AN
ORDER, | NCLUDI NG AN EX PARTE ORDER, AS REQUESTED, ADVI SI NG THE
ATTORNEY GENERAL OR A DI STRI CT ATTORNEY THAT THE | TEMS
CONSTI TUTE PROBABLE CAUSE EVI DENCE OF A VI OLATI ON OF SECTI ON
6312 ( RELATI NG TO SEXUAL ABUSE OF CHI LDREN) AND THAT SUCH | TEMS
SHALL BE REMOVED OR DI SABLED FROM THE | NTERNET SERVI CE
PROVI DER' S SERVI CE. THE COURT MAY | NCLUDE SUCH OTHER | NFORVATI ON
IN THE ORDER AS THE COURT DEEMS RELEVANT AND NECESSARY.

§ 7628. NOTI FI CATI ON PROCEDURE.

(A) DUTY OF ATTORNEY GENERAL. - - THE ATTORNEY GENERAL SHALL
HAVE EXCLUSI VE JURI SDI CTI ON TO NOTI FY | NTERNET SERVI CE PROVI DERS
UNDER THI S SUBCHAPTER. THE ATTORNEY CGENERAL SHALL I NI TI ATE
NOTI FI CATI ON UNDER THI' S SUBCHAPTER | F REQUESTED I N WRI TI NG BY A
DI STRI CT ATTORNEY WHO HAS PROVI DED THE ATTORNEY GENERAL W TH A
COPY OF AN APPLI CATI ON MADE UNDER SECTI ON 7626 ( RELATING TO
APPLI CATI ON TO REMOVE COR DI SABLE | TEM5) AND A COPY OF THE ORDER
| SSUED UNDER SECTI ON 7627 ( RELATI NG TO ORDER TO REMOVE OR
DI SABLE CERTAIN | TEMS FROM | NTERNET SERVI CE PROVI DER' S SERVI CE)
OR UPON THE | SSUANCE OF AN ORDER BASED UPON AN APPLI CATI ON FI LED
BY THE ATTORNEY GENERAL.

(B) TIMELY NOTI FI CATI ON. - - FOR PURPCSES OF THI S SECTI ON, AN
I NTERNET SERVI CE PROVI DER OR THE PERSON DESI GNATED BY THE
I NTERNET SERVI CE PROVI DER AS PROVI DED FOR I N SECTI ON 7629
( RELATI NG TO DESI GNATED AGENT) SHALL BE NOTI FIED I N WRI TI NG BY
THE ATTORNEY GENERAL W THI N THREE BUSI NESS DAYS OF THE ATTORNEY
GENERAL' S RECEI PT OF AN ORDER.
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2
3
4
5
6
-
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

(©) CONTENTS. --THE NOTI CE SHALL | NCLUDE THE FOLLOW NG
| NFORVATI ON:

(1) A COPY OF THE APPLI CATI ON MADE UNDER SECTI ON 7626.

(2) A COPY OF THE COURT ORDER | SSUED UNDER SECTI ON 7627.

(3) NOTI FI CATI ON THAT THE | NTERNET SERVI CE PROVI DER MUST
REMOVE OR DI SABLE THE | TEMS RESI DI NG ON OR ACCESSI BLE THROUGH
I TS SERVI CE W THI N FI VE BUSI NESS DAYS OF THE DATE OF RECEI PT
OF THE NOTI FI CATI ON.

(4) CONTACT | NFORVATI ON FOR THE OFFI CE OF ATTORNEY
GENERAL, | NCLUDI NG THE NAME, ADDRESS AND TELEPHONE NUMBER OF
ANY DEPUTY OR AGENT AUTHORI ZED BY THE ATTORNEY GENERAL TO
SUBM T NOTI FI CATI ON PURSUANT TO THI S SUBSECTI ON.

§ 7629. DESI GNATED AGENT.

AN | NTERNET SERVI CE PROVI DER MAY DESI GNATE AN ACGENT TO
RECEI VE NOTI FI CATI ON PROVI DED UNDER SECTI ON 7628 ( RELATI NG TO
NOTI FI CATI ON PROCEDURE) .

§ 7630. REPORT TO GENERAL ASSEMBLY.

THE ATTORNEY GENERAL SHALL MAKE AN ANNUAL REPORT TO THE
CHAI RVAN AND M NORI TY CHAI RVAN OF THE JUDI CI ARY COW TTEE OF THE
SENATE AND TO THE CHAI RVAN AND M NORI TY CHAI RVAN OF THE
JUDI Cl ARY COW TTEE OF THE HOUSE OF REPRESENTATI VES PROVI DI NG
I NFORVATI ON ON THE NUMBER OF NOTI FI CATI ONS | SSUED AND THE
PROSECUTI ONS MADE UNDER THI S SUBCHAPTER AND MAKI NG ANY
RECOMVENDATI ONS FOR AMENDATORY LANGUAGE.

SUBCHAPTER E
ELECTRONI C NAI L
SEC.
7661. UNLAWFUL TRANSM SSI ON OF ELECTRONI C NAI L.
§ 7661. UNLAWUL TRANSM SSI ON OF ELECTRONI C MNAI L.
(A) OFFENSE DEFI NED. - - A PERSON COW TS THE OFFENSE OF

2002051402B2429 - 22 -



1 UNLAVWFUL TRANSM SSI ON OF ELECTRONIC MAIL | F HE:

2 (1) USES A COVPUTER OR COMPUTER NETWORK W THOUT

3 AUTHORI TY AND W TH THE | NTENT TO FALSI FY OR FORGE ELECTRONI C

4 MAI L TRANSM SSI ON | NFORMATI ON OR OTHER ROUTI NE | NFORMATI ON | N

5 ANY MANNER | N CONNECTI ON W TH THE TRANSM SSI ON OF UNSOLI Cl TED

6 ELECTRONI C MAI L THROUGH OR | NTO THE COMPUTER NETWORK OF AN

7 ELECTRONI C MAI L SERVI CE PROVI DER, | NTERNET SERVI CE PROVI DER

8 OR | TS SUBSCRI BERS.

9 (2) SELLS, G VES OR OTHERW SE DI STRI BUTES OR POSSESSES
10 W TH THE | NTENT TO SELL, G VE OR DI STRI BUTE COMPUTER SOFTWARE
11 WHI CH:

12 (1) 1S PRI MARILY DESI GNED OR PRODUCED FOR THE

13 PURPOSE OF FACI LI TATI NG OR ENABLI NG THE FALSI FI CATI ON OF
14 ELECTRONI C MAI L TRANSM SSI ON | NFORMATI ON OR OTHER ROUTI NG
15 | NFORVATI ON;

16 (11) HAS ONLY LI M TED COMVERCI ALLY SI GNI FI CANT

17 PURPOSE OR USE OTHER THAN TO FAC! LI TATE OR TO ENABLE THE
18 FALSI FI CATI ON OF ELECTRONI C MAI L TRANSM SSI ON | NFORMATI ON
19 OR OTHER ROUTI NG | NFORMATI ON, OR

20 (I11) 1S MARKETED BY THAT PERSON OR ANOTHER PERSON
21 ACTI NG | N CONCERT W TH THAT PERSON W TH THAT PERSON S

22 KNOW.EDGE FOR THE USE | N FACI LI TATI NG OR ENABLI NG THE

23 FALSI FI CATI ON OF ELECTRONI C MAI L TRANSM SSI ON | NFORMATI ON
24 OR OTHER ROUTI NG | NFORMATI ON.

25 (B) GRADI NG - -

26 (1) EXCEPT AS PROVI DED | N PARAGRAPHS (2) AND (3),

27 UNLAWFUL TRANSM SSI ON OF ELECTRONIC MAIL IS A M SDEMEANOR OF
28 THE THI RD DEGREE PUNI SHABLE BY A FINE OF NOT MORE THAN

29 $2, 500.

30 (2) |F THERE |'S DAMAGE TO THE PROPERTY OF ANOTHER VALUED
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1 AT $2,500 OR MORE CAUSED BY THAT PERSON S RECKLESS DI SREGARD
2 FOR THE CONSEQUENCES OF HI'S ACT I N VI OLATION OF THI S SECTI ON,
3 UNLAWFUL TRANSM SSI ON OF ELECTRONIC MAIL IS A M SDEMEANCOR OF
4 THE FI RST DEGREE PUNI SHABLE BY A FI NE OF NOT MORE THAN
5 $10, 000.
6 (3) IF THERE | S DAMAGE TO THE PROPERTY OF ANOTHER VALUED
7 AT $2,500 OR MORE CAUSED BY THAT PERSON S MALICl QUS ACT IN
8 VI OLATION OF TH' S SECTI ON, UNLAWFUL TRANSM SSI ON OF
9 ELECTRONIC MAIL | S A FELONY OF THE TH RD DEGREE PUNI SHABLE BY
10 A FINE OF NOT MORE THAN $15, 000.
11 (O RIGHTS PRESERVED. - - NOTHI NG I N THI S SECTI ON SHALL BE
12 CONSTRUED TO
13 (1) ESTABLI SH ANY LI ABILITY BY REASON OF TERMS OR
14 CONDI TI ONS ADOPTED BY, OR TECHNI CAL MEASURES | MPLEMENTED BY,
15 AN ELECTRONI C MAI L SERVI CE PROVI DER OR | NTERNET SERVI CE
16 PROVI DER DA NG BUSI NESS I N THI S COVWWONWEALTH TO PREVENT THE
17 TRANSM SSI ON OF UNSCOLI Cl TED ELECTRONIC MAIL I N VI OLATI ON OF
18 TH S SECTI ON.
19 (2) |INTERFERE WTH OR PROHI BIT TERVS OR CONDI TIONS I N A
20 CONTRACT OR LI CENSE RELATED TO COMPUTERS, COVWPUTER DATA,
21 COVPUTER NETWORKS, COVPUTER OPERATI ONS, COVPUTER PROGRAMS,
22 COWUTER SERVI CES OR COVWPUTER SOFTWARE.
23 (D) DEFINITIONS.--AS USED IN THI S SECTI ON, THE TERM
24 "ELECTRONI C MAI L" SHALL | NCLUDE FACSI M LES AND W RELESS
25 ADVERTI SEMENTS I N ADDI TI ON TO OTHER ELECTRONI C MAI L.
26 Section 2 4. This act shall take effect in 60 days. <—
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