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AN ACT
Arending Title 18 (Crinmes and O fenses) of the Pennsylvani a

Consolidated Statutes, further providing for the interception

of wire, electronic or oral comrunications; and providing for

of fenses relating to conputers.

The General Assenbly of the Conmonweal th of Pennsyl vani a
her eby enacts as foll ows:

Section 1. Section 3933 of Title 18 of the Pennsylvani a
Consol idated Statutes is repeal ed.

Section 2. Section 5708(2) of Title 18 is amended to read:

§ 5708. Order authorizing interception of wire, electronic or
oral conmuni cati ons.

The Attorney Ceneral, or, during the absence or incapacity of
the Attorney Ceneral, a deputy attorney general designated in
witing by the Attorney General, or the district attorney or,
during the absence or incapacity of the district attorney, an

assistant district attorney designated in witing by the

district attorney of the county wherein the interceptionis to
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be made, nmay make written application to any Superior Court
judge for an order authorizing the interception of a wire,

el ectronic or oral comrunication by the investigative or |aw
enforcenment officers or agency having responsibility for an

i nvestigation invol ving suspected crimnal activities when such
i nterception may provide evidence of the comm ssion of any of
the foll ow ng of fenses, or may provide evidence aiding in the
appr ehensi on of the perpetrator or perpetrators of any of the
foll ow ng of fenses:

* x *

(2) Under this title, where such offense is dangerous to
life, linmb or property and puni shable by inprisonnent for
nore than one year

Section 910 (relating to manufacture, distribution or
possessi on of devices for theft of tel ecomunications
servi ces)

Section 3925 (relating to receiving stolen property)

Section 3926 (relating to theft of services)

Section 3927 (relating to theft by failure to make
required disposition of funds received)

[ Section 3933 (relating to unlawful use of conputer)]

Section 4108 (relating to comrercial bribery and
breach of duty to act disinterestedly)

Section 4109 (relating to rigging publicly exhibited
cont est)

Section 4117 (relating to insurance fraud)

Section 4305 (relating to dealing in infant children)

Section 4902 (relating to perjury)

Section 4909 (relating to witness or informant taking

bri be)
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Section 4911 (relating to tanpering with public
records or information)

Section 4952 (relating to intimdation of wtnesses
or victins)

Section 4953 (relating to retaliation agai nst w tness
or victim

Section 5101 (relating to obstructing adm ni stration
of | aw or other governnmental function)

Section 5111 (relating to dealing in proceeds of
unl awful activities)

Section 5121 (relating to escape)

Section 5504 (relating to harassnent by communi cation
or address)

Section 5902 (relating to prostitution and rel ated
of f enses)

Section 5903 (relating to obscene and ot her sexual
mat eri al s and perfornmances)

Section 7313 (relating to buying or exchangi ng
Federal food order coupons, stanps, authorization cards
or access devi ces)

Chapter 76 (relating to conputer offenses)

* * %

Section 3. Title 18 is anended by adding a chapter to read:

Sec.

7601.
7602.
7603.
7604.

CHAPTER 76
COVPUTER OFFENSES

Definitions.
Juri sdiction.
Unl awf ul use of conputer and ot her conputer crimnes.

Di sruption of service.
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7605. Conputer theft.

7606. Unl awful duplication.

7607. Conputer trespass.

7608. Distribution of conputer virus.

7609. Restitution.

7510 Conevrrent—twr+sehetton— <—
7610. CONCURRENT JURI SDI CTI ON. <
7611. DEFENSE.

7612. CONSTRUCTI ON

§ 7601. Definitions.

The foll ow ng words and phrases when used in this chapter
shall have the neanings given to themin this section unless the
context clearly indicates otherw se:

"Access." To intercept, instruct, comrunicate with, store
data in, retrieve data fromor otherw se make use of any
resources of a conputer, conputer system conputer network or
dat abase.

"Conputer.” An electronic, magnetic, optical, hydraulic,
organi c or other high speed data processing device or system
whi ch perfornms logic, arithnmetic or nmenory functions and
i ncludes all input, output, processing, storage, software or
conmuni cation facilities which are connected or related to the
device in a system or network.

"Conputer network." The interconnection of two or nore
conmput ers through the usage of satellite, mcrowave, |line or
ot her comuni cati on nedi um

"Conputer program"™ An ordered set of instructions or
statements and rel ated data that, when automatically executed in
actual or nodified formin a conputer system causes it to

perform specified functions.
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"Conputer software.” A set of conputer prograns, procedures
or associ ated docunentation concerned with the operation of a
conput er system

"Conputer system" A set of related, connected or
unconnect ed conput er equi pment, devices and software.

"Conputer virus." A conputer programcopied to, created on
or installed to a conmputer, conputer network, conputer program
conmput er software or conputer system w thout the inforned
consent of the owner of the conputer, conputer network, conputer
program conputer software or conputer systemthat nay replicate
itself and that causes or can cause unauthorized activities
within or by the conputer, conputer network, conputer program
conputer software or conputer system

"Dat abase.” A representation of information, know edge,
facts, concepts or instructions which are being prepared or
processed or have been prepared or processed in a formalized
manner and are intended for use in a conmputer, conputer system
or conputer network, including, but not Iimted to, conputer
printouts, nagnetic storage nedia, punched cards or data stored
internally in the nenory of the conputer

"Financial instrument.” Includes, but is not limted to, any
check, draft, warrant, noney order, note, certificate of
deposit, letter of credit, bill of exchange, credit or debit
card, transaction authorization nechanism marketable security
or any conputer systemrepresentation thereof.

"Property.” Includes, but is not limted to, financial
i nstrunments, conmputer software and progranms in either machine or
human readable form and anything of val ue, tangible or
i nt angi bl e.

"Tel econmuni cation device." Any type of instrunent, device,
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machi ne or equi pnent which is capable of transmtting,

acquiring, decrypting or receiving any tel ephonic, electronic,
data, Internet access, audio, video, mcrowave or radio
transm ssi ons, signals, comrunications or services, including
the recei pt, acquisition, transm ssion or decryption of all such
comuni cations, transm ssions, signals or services over any
cabl e tel evision, tel ephone, satellite, mcrowave, radio or
wireless distribution systemor facility, or any part, accessory
or conponent thereof, including any conputer circuit, security
nodul e, smart card, software, conputer chip, electronic
mechani sm or ot her conponent, accessory or part which is capable
of facilitating the transm ssion, decryption, acquisition or
reception of all such comuni cations transm ssions, signals or
servi ces.

"Wrld Wde Wb." Includes, but is not limted to, a
conmput er server-based file archive accessible, over the
Internet, using a hypertext transfer protocol, file transfer
protocol or other simlar protocols.

§ 7602. Jurisdiction.

An of fense under this chapter nmay be deened to have been
commtted either at the place where conduct constituting an
el enent of the offense occurred or at the place where the result
which is an el enent of the offense occurred within this
Commonweal th, in accordance with section 102 (relating to
territorial applicability). It shall be no defense to a
violation of this chapter that sone of the acts constituting the
of fense occurred outside of this Commonweal th.

§ 7603. Unl awful use of conputer and other conputer crines.

(a) Ofense defined.--A person commts the offense of

unl awf ul use of a conputer if he:
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(1) accesses or exceeds authorization to access, alters,
damages or destroys any conputer, conputer system conputer
net wor k, conputer software, conputer program conputer
dat abase, Wrld Wde Wb site or tel econmunicati on device or
any part thereof with the intent to interrupt the nornal
functioning of an organi zation or to devise or execute any
schene or artifice to defraud or deceive or control property
or services by nmeans of false or fraudul ent pretenses,
representations or pronises;
(2) intentionally and wi thout authorization accesses or
exceeds authorization to access, alters, interferes with the
operation of, danmages or destroys any conputer, conputer
system conputer network, conmputer software, conputer
program conputer database, Wrld Wde Wb site or
t el ecomruni cati on device or any part thereof; or
(3) intentionally or knowi ngly and wi t hout authorization
gi ves or publishes a password, identifying code, personal
identification nunber or other confidential information about
a conputer, conputer system conputer network, conputer
dat abase, Wrld Wde Wb site or tel econmuni cation devi ce.
(b) Grading.--An offense under subsection (a)(1) shal
constitute a felony of the third degree. An of fense under
subsection (a)(2) or (3) shall constitute a m sdeneanor of the
first degree.

(c) Prosecution not prohibited.--Prosecution for an offense
under this section shall not prohibit prosecution under any
ot her section of this title.
§ 7604. Disruption of service.

(a) Ofense defined.--An individual commts an offense if he

intentionally or know ngly engages in a schene or artifice,
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including, but not limted to, a denial of service attack upon
any conputer, conmputer system conputer network, conputer
sof tware, conputer program conputer server, conputer database,
Wrld Wde Wb site or tel ecomruni cati on device or any part
thereof that is designed to bl ock, inpede or deny the access of
information or initiation or conpletion of any sale or
transaction by users of that conputer, conputer system conputer
net wor k, conputer software, conputer program conputer server or
dat abase or any part thereof.

(b) Gading.--An offense under this section shall constitute
a m sdeneanor of the first degree.
§ 7605. Conputer theft.

(a) Ofense defined.--A person comrits an offense if he
unl awful Iy accesses and w thout perm ssion takes or makes use
of, inany form including, but not limted to, any data froma
conputer, conputer systemor conputer network or takes or copies
any supporting docunentation whether existing or residing
internal or external to a conputer, conputer system or conputer
network of another with the intent to deprive himthereof.

(b) Gading.--An offense under this section shall constitute
a m sdeneanor of the first degree.
§ 7606. Unlawful duplication.

(a) Ofense defined.--An individual commts the offense of
unl awful duplication if he nakes or causes to be nade an
unaut hori zed copy, in any form including, but not limted, to,
any printed or electronic formof conputer data, conputer
progranms or conputer software residing in, comruni cated by or
produced by a conputer or conputer network.

(b) Grading.--An offense under subsection (a) shall be

graded as fol |l ows:
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(1) A first offense shall constitute a m sdeneanor of
the first degree. A second or subsequent offense shal
constitute a felony of the third degree.

(2) If the economc value of the duplicated material is
greater than $2,500, the grading of the offense shall be one
grade higher than specified in paragraph (1).

§ 7607. Conputer trespass.

(a) Ofense defined.--An individual commts the offense of
conputer trespass if he knowingly and without authority, or in
excess of given authority, uses a conputer or conputer network
with the intent to:

(1) tenporarily or permanently renove conputer data,
conputer prograns or conputer software froma conputer or
conmput er network;

(2) ~cause a conmputer to mal function, regardl ess of the
anount of tinme the mal function persists;

(3) alter or erase any conmputer data, computer prograns
or conputer software;

(4) effect the creation or alteration of a financial
instrument or of an electronic transfer of funds; or

(5) cause physical injury to the property of another.
(b) Gading.--A first offense under this section shal

constitute a m sdeneanor of the third degree. A second or
subsequent of fense under this section shall constitute a
m sdeneanor of the first degree.

§ 7608. Distribution of computer virus.

(a) Ofense defined.--An individual commts an offense if
the individual intentionally or knowi ngly sells, gives or
ot herwi se distributes or possesses with the intent to sell, give

or distribute conputer software or a conputer programthat is
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desi gned or has the capability to:

(1) prevent, inpede, control, delay or disrupt the
normal operation or use of a conputer, conputer program
conputer software, conputer system conputer network,
conmput er dat abase, Wrld Wde Wb site or tel ecomrunication
devi ce; or

(2) degrade, disable, damage or destroy the perfornance
of a conputer, conputer program conputer software, conputer
system conputer network, conputer database, Wrld Wde Wb
site or tel ecomuni cation device or any conbination thereof.
(b) Gading.--An offense under this section shall constitute

a felony of the third degree.
§ 7609. Restitution.

Upon conviction of an offense under section 7603 (relating to
unl awf ul use of conputer and other computer crines), 7604
(relating to disruption of service) or 7608 (relating to
di stribution of conputer virus), the sentence shall include an
order for restitution to the victimfor:

(1) the cost of repairing or replacing the affected
conputer, conputer system conputer network, conputer
software, conputer program conputer database, Wrld Wde Wb
site or tel ecomunication device;

(2) lost profits for the period that the conputer,
conputer system conputer network, conputer software,
conmput er program conputer database, Wrld Wde Wb site or
t el econmuni cati on device i s not useable; or

(3) the cost of replacing or restoring the data | ost or
damaged as a result of a violation of section 7603, 7604 or
7608.

§ 7610. Concurrent jurisdiction.
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The Attorney Ceneral shall have concurrent prosecutorial
jurisdiction with the county district attorney for violations of
this section. No person charged with a violation of this section
by the Attorney General shall have standing to chall enge the
authority of the Attorney Ceneral to prosecute the case, and, if
any such challenge is nmade, the challenge shall be dism ssed and
no relief shall be available in the courts of this Comobnweal th
to the person nmaking the chall enge.

§ 7611. DEFENSE.
IT IS A DEFENSE TO AN ACTI ON BROUGHT PURSUANT TO THI S CHAPTER
THAT THE ACTOR
(1) WAS ENTI TLED BY LAW OR CONTRACT TO ENGAGE I N THE
CONDUCT CONSTI TUTI NG THE OFFENSE; OR
(2) REASONABLY BELI EVED THAT HE HAD THE AUTHORI ZATI ON OR

PERM SSI ON OF THE OMNER, LESSEE, LI CENSEE, AUTHORI ZED HOLDER,

AUTHORI ZED POSSESSOR OR AGENT OF THE COVPUTER, COVPUTER

NETWORK, COMPUTER SOFTWARE, COWPUTER SYSTEM DATABASE OR

TELECOVMUNI CATI ON DEVI CE OR THAT THE OMNER OR AUTHORI ZED

HOLDER WOULD HAVE AUTHORI ZED OR PROVI DED PERM SSI ON TO ENGAGE

I N THE CONDUCT CONSTI TUTI NG THE OFFENSE. AS USED IN TH S

SECTI ON, THE TERM " AUTHORI ZATI ON' | NCLUDES EXPRESS OR | MPLI ED

CONSENT, | NCLUDI NG BY TRADE USAGE, COURSE OF DEALI NG COURSE

OF PERFORMANCE OR COVMERCI AL PROGRAMM NG PRACTI CES.

§ 7612. CONSTRUCTI ON.

NOTHI NG IN THI S CHAPTER SHALL BE CONSTRUED TO | NTERFERE W TH
OR PROH BIT TERMS OR CONDI TI ONS | N A CONTRACT OR LI CENSE RELATED
TO A COWUTER, COVWPUTER NETWORK, COWPUTER SOFTWARE, COVPUTER
SYSTEM DATABASE OR TELECOVMUNI CATI ON DEVI CE OR SOFTWARE OR
HARDWARE DESI GNED TO ALLOW A COWUTER, COVPUTER NETWORK,
COWUTER SOFTWARE, COWPUTER SYSTEM DATABASE OR
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Section 4. This act shall take effect in 60 days.
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