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THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE BILL
No. 2614 %55

| NTRODUCED BY RAYMOND, ADCLPH, ALLEN, M BAKER, BARD, BASTI AN,
BELFANTI, CAPPELLI, CLARK, CORRI GAN, COSTA, CRElIGHTON, CRUZ
DeLUCA, FICHTER, GEI ST, GEORGE, GODSHALL, GRUCELA, HARHAI
HENNESSEY, HERSHEY, HESS, JOSEPHS, KELLER, KENNEY, Kl RKLAND,
LAUGHLI N, LEDERER, LEH, LESCOVITZ, MAHER, MAJOR, MNANN,
MARSI CO, MAYERNI K, McCALL, McGEEHAN, McNAUGHTON, R M LLER
NAI LOR, PALLONE, PI PPY, RUBLEY, SAYLOR, SCRI MENTI, SEMMEL
SHANER, STABACK, STEELMAN, STERN, SURRA, TANGRETTI
E. Z. TAYLOR THOVAS, WALKO, WANSACZ, WASHI NGTQON, WATSON
WOINARCSKI, M WRIGHT, G WRI GHT AND YOUNGBLOOD, MAY 1, 2002

REFERRED TO COW TTEE ON CONSUMER AFFAI RS, MAY 1, 2002
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AN ACT
Prohi biting certain comrercial electronic transm ssions and the
use of text, graphic or imge nessagi ng systens of wrel ess
t el ephone systens to transmt unsolicited comerci al
nmessages; i nposing penalties; providing for an individual
action for damages; authorizing the bl ocking of comerci al
el ectronic mail by interactive conmputer service; and
providing for the powers of the Attorney Ceneral.
The General Assenbly of the Conmonweal th of Pennsyl vani a
her eby enacts as foll ows:
Section 1. Short title.
This act shall be known and may be cited as the Unsolicited
Tel econmuni cati on Adverti senent Act.
Section 2. Definitions.
The foll ow ng words and phrases when used in this act shal
have the neanings given to themin this section unless the

context clearly indicates otherw se:
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"Assist a transmission.” Action taken by a person to provide
substanti al assistance or support which enabl es anot her person
to fornul ate, conmpose, send, originate, initiate or transmt a
bul kK conmercial electronic mail nmessage when the person
provi di ng the assi stance knows or consciously avoi ds know ng
that the indicator of the comrercial electronic mail nessage is
engaged or intends to engage in any practice that violates the
act of Decenmber 17, 1968 (P.L.1224, No.387), known as the Unfair
Trade Practices and Consumer Protection Law. This term does not
i nclude action by a provider of Internet access for nere
transm ssion or hosting services in the ordinary course of
busi ness.

"Conmmercial electronic mail nmessage.” An electronic nai
nmessage sent for the purpose of pronoting real property, goods
or services for sale or |ease. The term does not include an
electronic mail transm ssion:

(1) to which an interactive conputer service has
attached an advertisenent in exchange for free use of an

el ectronic mail account when the sender has agreed to such an

arrangement ;

(2) sent as a result of an existing business
rel ati onship; or

(3) for which a previous business relationship existed
with the recipient within the previous 90 days.

"Electronic mail address.” A destination, conmonly expressed
as a string of characters, to which electronic nail may be sent
or delivered.

"Electronic mail service.” A person who is an internediary
in sending or receiving electronic mail or who provides end-

users of electronic nmail services the ability to send or receive
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electronic mail.

"Fax." The transmi ssion of the facsimle of a docunment
t hrough a connection with a tel ephone or conputer network.

“Initiate a transm ssion.” Action by the original sender of
an electronic mail nmessage, excluding action by any intervening
interactive conputer service that may handle or retransnmt the
nmessage, unless such intervening interactive conputer service of
an electronic nmail nessage when it knows or consciously avoids
knowi ng that the person initiating the transm ssion is engaged
or intends to engage in any act or practice that violates the
act of Decenmber 17, 1968 (P.L.1224, No.387), known as the Unfair
Trade Practices and Consunmer Protection Law. The term does not
i nclude action by a provider of Internet access for nere
transm ssion or hosting services in the ordinary course of
busi ness.

"I nternet domain nane.” A globally unique hierarchical
reference to an Internet host or service assigned through
centralized Internet nam ng authorities and conprising a series
of character strings separated by periods with the right-nost
string specifying the top of the hierarchy.

"Wrel ess advertisenent.” The initiation of a tel ephone cal
or a nessage capable of providing text, graphic or imge
nmessages by a conmmercial nobile service provider, unlicensed
Wi rel ess services provider or conmon carrier wrel ess exchange
access service provider for the purpose of encouraging the
purchase or rental of or investnent in property, goods or
services which is transmtted to a person. The term does not
include a call or nessage to a person with that person's prior
express invitation or permssion or to a person with whomthe

call er has an established business relationship.
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Section 3. Prohibition of unsolicited or m sl eadi ng comerci al
el ectronic mail nessages and faxes.

(a) GCeneral rule.--No person may initiate a transm ssion or
conspire with another person to initiate a transm ssion or
assist a transm ssion of a conmercial electronic mail nmessage or
fax froma conputer or fax machine located in this Comobnweal th
or to an electronic mail address that the sender knows or has
reason to know is held by a resident of this Comonweal th that:

(1) wuses a third party's Internet domain name w t hout
perm ssion of the third party;

(2) msrepresents or obscures any information in
identifying the point of origin or the transm ssion path of a
commercial electronic nmail nessage or fax;

(3) contains false or msleading information in the
subject |line; or

(4) fails to operate a valid sender-operated return e-
mai | address or toll-free tel ephone nunber that the recipient
of the unsolicited docunents nay e-nmail or call to notify the
sender not to transmt further unsolicited docunents.

(b) Presunption.--1t shall be presuned that a person knows
that the intended recipient of a comrercial electronic mai
nmessage is a resident of this Comonweal th if that informtion
is avail abl e, upon request, fromthe registrant of the Internet
domai n name contained in the recipient's el ectronic nai
nessage.

(c) Covered nobile tel ephone nessagi ng systens.--No person
may use a covered nobile tel ephone nessagi ng systemto transmt
an unsolicited comrercial electronic mail nessage.

Section 4. Oher conduct.

It shall be deened a violation of this act for a person to:
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(1) Conspire with another person to initiate the
transmi ssion or to initiate the transm ssion of a conmerci al
el ectronic mail nessage, fax or wirel ess adverti senent that
uses a third party's Internet domain name w thout permn ssion
of the thirty party or to otherwi se m srepresent or obscure
any information identifying the point of origin or the
transm ssion path of a commercial electronic nmail nessage.

(2) Falsify or forge commercial electronic mail, fax or
wirel ess transm ssion or other routing information in any
manner in connection with the transm ssion of unsolicited
commercial electronic mail or wrel ess adverti senent.

(3) Assist in the transm ssion of a comerci al
el ectronic nmail nessage fax or wirel ess adverti senent when
t he person providing the assistance knows or consciously
avoi ds knowi ng that the initiator of the comrerci al
el ectronic mail nessage or fax is engaged or intends to
engage in any act or practice that violates the provisions of
this act.

(4) Tenporarily or permanently renove, alter, halt or
ot herwi se di sabl e any conputer or wreless data, prograns
software or network to initiate a conmrercial electronic mnai
nmessage, fax or wireless advertisenent.

(5) Sell, give or otherwise distribute or possess with
the intent to sell, give or distribute software that is
primarily designed or produced for the purposes of
facilitating or enabling falsification of comerci al

electronic mail, fax or wirel ess adverti senent transm ssi ons.

Section 5. Violations.

(a) Oher law.--A violation of this act shall constitute a

violation of the act of Decenber 17, 1968 (P.L.1224, No.387),
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known as the Unfair Trade Practices and Consumer Protection Law.
(b) Procedure.--All actions of the Ofice of Attorney
General under this act shall be taken subject to the right of
notice, hearing and adjudication and the right of appeal
therefromin accordance with 2 Pa.C.S. (relating to
adm ni strative |law and procedure).
Section 6. Blocking of comercial electronic mail.
(a) Discretionary right.--

(1) A person who provides electronic mail service or a
wi rel ess tel econmuni cati on conpany nmay upon its own
initiative block the receipt or transm ssion through its
service of any comercial electronic mail or wrel ess
advertisenment that it reasonably believes is or may be sent
in violation of this act.

(2) Nothing in this act shall be construed to prevent or
[imt in any way a person who provides el ectronic mai
service or a wireless tel ecomruni cati ons conpany from

(i) adopting a policy regarding commercial or other
el ectronic mail, including a policy of declining to
transmt certain types of electronic mail nessages; or

(i1i) enforcing such policy through technol ogy,
contract or pursuant to any renedy avail abl e under any
provi sion of |aw.

(b) Imunity.--No person who provides el ectronic mai
service or wireless tel ecommuni cati on conpany may be held Iiable
for any action voluntarily taken in good faith to bl ock the
recei pt or transm ssion through its service of any conmerci al
el ectronic mail which it reasonably believes is or nmay be sent
in violation of this act.

Section 7. Renedi es avail able to consuners.
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Not hing in this act shall be construed to limt the remedies
avai l abl e to consuners, the Attorney Ceneral or any district
attorney under the act of Decenber 17, 1968 (P.L. 1224, No. 387),
known as the Unfair Trade Practices and Consumer Protection Law,
or any other Federal or State |aw
Section 8. Investigation, enforcenent and reporting.

(a) Right of action.--

(1) The Bureau of Consumer Protection in the Ofice of
Attorney Ceneral shall investigate any conplaints received
concerning violations of this section. If, after
i nvestigating any conplaint, the Attorney General finds that
there has been a violation of this section, the Attorney
CGeneral may bring an action to inpose a civil penalty and to
seek other relief, including injunctive relief, under the act
of Decenber 17, 1968 (P.L.1224, No.387), known as the Unfair
Trade Practices and Consumer Protection Law.

(2) The Attorney General shall remt 10% of any civil
penalty coll ected under this section to the person filing the
conplaint leading to the civil penalty. In no event, however,
shal |l the amount of this renmttance exceed $100 for any
per son.

(b) Annual report to General Assenbly.--On or before
Novenber 30 of each year, the Attorney General shall submt to
the General Assenbly a report detailing investigations and
enforcenment actions taken under this action during the preceding
fiscal year. The report shall include, but not be limted to:

(1) The nunber of conplaints received under this
secti on.

(2) The nature of those conplaints.

(3) The nunber of investigations and enforcenent actions
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instituted by the Attorney General.

(4) A sunmary of the results of those investigations.
(5) Enforcenent and the amount of any civil penalties
col | ected.

(c) Investigative powers.--Prior to the institution of a
civil action, the Attorney General may require the attendance
and testinmony of wi tnesses and the production of docunments. For
this purpose, the Attorney General may issue subpoenas, exam ne
Wi t nesses and receive evidence. If a person objects to or
otherwise fails to conply with a subpoena or request for
testinmony, the Attorney CGeneral nmay file in Commonweal th Court
an action to enforce the subpoena or request. Notice of hearing
the action and a copy of all pleadings shall be served upon the
person who nay appear in opposition.

(d) Confidentiality to be maintained.--Any testinony taken
or material produced under this act shall be kept confidential
by the Attorney General except to the extent the Attorney
General may use information in a judicial proceeding or if the
di scl osure is authorized by the court for good cause shown or
confidentiality is waived by the person being investigated and
by the person who has testified, answered interrogatories or
produced naterial s.

Section 9. Effective date.

This act shall take effect in 90 days.
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