PRI OR PRI NTER S NOS. 2586, 2737

THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE BILL
No. 1982 %5

| NTRODUCED BY GANNON, PERZEL, BARLEY, E. Z. TAYLOR, RAYMOND,

GODSHALL, HERMAN, CLARK, GEI ST, ADOLPH, ARMSTRONG M BAKER
BARD, BEBKO- JONES, BELFANTI, CAPPELLI, CORRI GAN, CREI GHTON
CRUZ, DALEY, J. EVANS, FAI RCH LD, FEESE, FRANKEL, GABI G
GECORCE, HARHAI, HORSEY, KELLER, KENNEY, LaGROITA, LAUGHLI N
MAI TLAND, McGEEHAN, MELI O, M COZZI E, SATHER, SCHRCDER,
SCHULER, B. SM TH, SOLOBAY, STABACK, TRICH, C. WLLI AMS,
WLT, WOGAN, YOUNGBLOOD, DALLY, TURZAI, TRELLO DAl LEY,
BROANE, WASHI NGTON, G WRI GHT AND COLAFELLA, OCTOBER 2, 2001

AS

AMENDED ON THI RD CONSI DERATI ON, HOUSE OF REPRESENTATI VES,
DECEMBER 4, 2001
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AN ACT

Arending Title 18 (Crinmes and O fenses) of the Pennsylvani a

Consol idated Statutes, further providing for the definitions
of "electronic comruni cation system" "trap and trace device"
and "wire conmmunication"; providing for offenses relating to
t el ecommuni cation identification interception devices; and
further providing for the disclosure of certain evidence, for
requi renents for governnment access, for cost reinbursenent,
for nobile tracking devices and for issuance of an order for
use of certain devices.

The General Assenbly of the Conmonweal th of Pennsyl vani a

her eby enacts as foll ows:

Section 1. The definitions of "electronic comruni cation

system "™ "trap and trace device" and "w re conmuni cation" in

section 5702 of Title 18 of the Pennsylvani a Consol i dated

Statutes are anended to read:

§ 5702. Definitions.

As used in this chapter, the foll ow ng words and phrases
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shall have the neanings given to themin this section unless the
context clearly indicates otherw se:

* %

"El ectroni c conmuni cation system"™ Any wire, radio,
el ectromagneti c, photo-optical or photoelectronic facilities for
the transm ssion of wire or el ectronic conmunications, and any
conputer facilities or related electronic equi pnent for the
el ectroni c storage of such communi cati ons.

* %

"Trap and trace device." A device which captures the
i ncom ng electronic or other inpulses which identify the

ori ginating nunber of an instrument or device fromwhich a wire

or electronic comuni cation was transm tted, including, but not

limted to, caller 1D, deluxe caller |ID or any other features

avai l able to ascertain the tel ephone nunber, | ocation or

subscri ber infornmation of a facility contacting the facility

whose conmmuni cati ons are to be intercepted.

* * %

"Wre comruni cation.”™ Any aural transfer made in whole or in
part through the use of facilities for the transm ssion of
communi cation by wire, cable or other |ike connection between
the point of origin and the point of reception, including the
use of such a connection in a switching station, furnished or
operated by a tel ephone, tel egraph or radio conmpany for hire as
a comuni cation conmmon carrier. [The termincl udes any
el ectroni c storage of such comuni cation. ]

Section 2. Section 5705 heading of Title 18 is anmended and
the section is anmended by addi ng a paragraph to read:

8§ 5705. Possession, sale, distribution, manufacture or

adverti senent of electronic, mechani cal or other
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devi ces and tel econmuni cation identification

i ntercepti on devi ces.

Except as otherw se specifically provided in section 5706
(relating to exceptions to prohibitions in possession, sale,
di stribution, manufacture or advertisenent of electronic,
nmechani cal or other devices), a person is guilty of a felony of
the third degree if he does any of the follow ng:

* * %

(5) Intentionally possesses a tel econmuni cati on

identification intercepti on device.

Section 3. Sections 5712(f), 5717(a) and 5743(a) and (b) of
Title 18 are anended and the sections are anended by addi ng
subsections to read:

8§ 5712. Issuance of order and effect.

* %k

(f) Assistance.--An order authorizing the interception of a
wire, electronic or oral communication shall, upon request of
the applicant, direct that a provider of electronic
comuni cation service shall furnish the applicant forthwith al
information, facilities and technical assistance necessary to
acconplish the interception unobtrusively and with a m ni mrum of
interference with the services that such service provider is
af fording the person whose conmuni cations are to be intercepted.
The obligation of a provider of electronic conmunication service
under such an order may include, but is not Iimted to,
installation of a pen register or of a trap and trace device

[and], providing caller ID, deluxe caller ID or any other

features available to ascertain the tel ephone nunber, | ocati on

or subscriber information of a facility contacting the facility

whose conmuni cations are to be i ntercepted, disclosure of a
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record or other information otherw se avail abl e under section
5743 (relating to requirenents for governnental access),

i ncl udi ng conducting an in-progress trace during an

i nterception, provided that such obligation of a provider of
el ectronic comuni cations service is technologically feasible.

Such order shall apply regardl ess of whether the el ectronic

service provider is headquartered within this Commbnweal th, so

long as the interception is otherwi se conducted within this

Commpnweal th, as defined by the act. Such order regardi ng

di scl osure of a record or other infornati on otherwi se avail abl e

under section 5743 shall apply to all electronic service

provi ders who service facilities which contact or are contacted

by the facility whose conmmuni cati ons are to be intercepted,

regardl ess of whether the order specifically nanes any such

el ectronic service provider. Such order may specify the period

of tine an electronic service provider has to furnish to the

appli cant who requests di sclosure of a record or other

i nformati on ot herwi se avail abl e under secti on 5743.

* * %

(h) Mitipeint TARGET- SPECI FI C wiretaps. --The requirenents

of subsection (a)(3), relating to the specification of the

facilities fromwhich, or the place where, the conmuni cation i s

to be intercepted, AND SECTI ON 5709(3) (V) (RELATING TO

APPL| CATI ON FOR ORDER) do not apply if:
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I I L . . cal |
(1) INTHE CASE OF AN APPL| CATION W TH RESPECT TO THE

| NTERCEPTI ON OF_ AN ORAL COVMUNI CATI ON:

(1) THE APPLI CATI ON CONTAINS A FULL AND COWPLETE

STATEMENT AS TO WHY SPECI FI CATION IS NOT_PRACTI CAL, AND

identifies the person conmmitting the offense and whose

communi cations are to be intercepted; and

= he_iud £ nd I I L . .
(1) THE JUDGE FINDS THAT SPECI FI CATION IS NOT

(2) INTHE CASE OF AN APPL| CATION WTH RESPECT TO A WRE

OR ELECTRONI C COVMUNI CATI ON:

(1) THE APPLI CATI ON | DENTI FI ES THE PERSON BEL| EVED

TO BE COW TTI NG THE OFFENSE AND VWHOSE COVMUNI CATI ONS ARE

TO BE | NTERCEPTED AND THE APPLI CANT MAKES A SHOW NG OF A

PURPOSE, ON THE PART OF THAT PERSON, TO THWART

| NTERCEPTI ON BY CHANG NG FACI LI TIES; AND

(1) THE JUDGE FINDS THAT THE PURPOSE HAS BEEN

ADEQUATELY SHOM.

8§ 5717. Investigative disclosure or use of contents of wre,
el ectronic or oral communications or derivative
evi dence.

(a) Law enforcenent personnel.--Any investigative or |aw
enforcenent officer who, under subsection (a.l), (a.2) or (b),
has obt ai ned knowl edge of the contents of any wire, electronic
or oral comrunication, or evidence derived therefrom my
di scl ose such contents or evidence to another investigative or

| aw enforcenent officer to the extent that such disclosure is
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appropriate to the proper performance of the official duties of

the officer making or receiving the disclosure.

* * %

(a.2) Cuvilians.--Any person other than an i nvesti gati ve or

| aw enforcenent officer who, as party to the conmuni cati on, has

obt ai ned know edge of the contents of any wire, electronic or

oral conmmuni cati on, or evidence derived therefrom nay di scl ose

such contents or evidence to an i nvestigative or | aw enf or cenent

officer, where such is evidence of a honmicide or a felony of the

first degree.

* * %

(c) Oherw se authori zed personnel . --Any person who, by any

means aut hori zed by the | aws of another state or the Federal

Gover nnent, has obtai ned know edge of the contents of any wre,

el ectronic or oral conmuni cation, or evidence derived therefrom

may di scl ose the contents or evidence to an i nvestigative or | aw

enforcenent officer and may di scl ose such contents or evi dence

where ot herwi se adni ssible while giving testi nbpny under oath or

affirmation in any proceeding in any court of this Conmbnweal t h.

8§ 5743. Requirenents for governnental access.
(a) Contents of wire or electronic comrunications in
el ectronic storage.--Investigative or |aw enforcenent officers
may require the disclosure by a provider of electronic
comuni cation service of the contents of [an] a wire or

el ectronic comuni cation which is in electronic storage in [an]
(1) One hundred eighty days or less only pursuant to a
warrant issued under the Pennsylvania Rules of Crim nal
Pr ocedur e.

(2) Mre than 180 days by the neans avail abl e under
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subsection (b).
(b) Contents of a wire or electronic conmunications in a
renot e conputing service. --

(1) Investigative or |aw enforcenent officers may
require a provider of renpte conputing service to disclose
this paragraph is nmade applicabl e by paragraph (2):

(1) wthout required notice to the subscriber or
custoner if the investigative or | aw enforcenment officer
obtains a warrant issued under the Pennsylvania Rul es of
Crimnal Procedure; or

(i) wth prior notice fromthe investigative or |aw
enforcement officer to the subscriber or custoner if the
i nvestigative or |aw enforcenment officer:

(A) uses an administrative subpoena authorized
by a statute or a grand jury subpoena; or
(B) obtains a court order for the disclosure
under subsection (d);
except that del ayed notice nay be given pursuant to section
5745 (relating to del ayed notice).

(2) Paragraph (1) is applicable with respect to [an] a
wire or electronic conmmunication which is held or maintained
on that service:

(i) On behalf of and received by neans of electronic
transm ssion from or created by nmeans of conputer
processi ng of communi cations received by neans of
electronic transm ssion from a subscriber or custoner of
the renote conputing servi ce.

(ii) Solely for the purpose of providing storage or

conmput er processing services to the subscriber or
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custoner, if the provider is not authorized to access the
contents of any such conmmunication for the purpose of
provi di ng any services other than storage or conputer

pr ocessi ng.

* * %

(f) District justice authorization.--For purposes of

subsections (c), (d) and (e), the term"court"” shall include a

district justice.

Section 4. Section 5746 of Title 18 is anmended by adding a
subsection to read:

8§ 5746. Cost reinbursenent.

* * %

(d) Requl ations.--The Attorney CGeneral shall pronul gate

requl ations to i npl enment this section.

Section 5. Seetion 561 {b)—of Fitle18+s SECTI ONS 5761( B) <—
AND 5772(A) OF TITLE 18 ARE anended to read:

§ 5761. Mbbile tracking devices.

* x *

(b) Jurisdiction.--Orders permtted by this section may
aut hori ze the use of nobile tracking devices [within the
jurisdiction of the court of common pleas, and outside that
jurisdiction but within this Comonwealth,] if the device is

installed and nonitored within [the jurisdiction of the court of

common pleas.] this Commonweal th. THE COURT | SSU NG THE ORDER <—

MUST_ HAVE JURI SDI CTI ON OVER THE OFFENSE UNDER | NVESTI GATI ON

* * %

§ 5772. APPLI CATI ON FOR AN ORDER FOR USE OF CERTAI N DEVI CES. <—
(A) APPLI CATI ON. - - THE ATTORNEY GENERAL CR A DEPUTY ATTORNEY

GENERAL DESI GNATED | N VWRI TI NG BY THE ATTORNEY CGENERAL OR A

DI STRI CT ATTORNEY OR AN ASSI STANT DI STRI CT ATTORNEY DESI GNATED
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IN VRI TI NG BY THE DI STRI CT ATTORNEY NMAY MAKE APPLI CATI ON FOR AN
ORDER OR AN EXTENSI ON OF AN ORDER UNDER SECTI ON 5773 ( RELATI NG
TO | SSUANCE OF AN ORDER FOR USE OF CERTAI N DEVI CES) AUTHORI ZI NG
OR APPROVI NG THE | NSTALLATI ON AND USE OF A PEN REG STER, A TRAP
AND TRACE DEVI CE OR A TELECOVMUNI CATI ON | DENTI FI CATI ON

| NTERCEPTI ON DEVI CE UNDER THI S SUBCHAPTER, | N WRI TI NG UNDER
OATH OR EQUI VALENT AFFI RVATI ON, TO A COURT OF COMMON PLEAS

HAVI NG JURI SDI CTI ON OVER THE OFFENSE UNDER | NVESTI GATI ON OR TO

ANY SUPERI OR COURT JUDGE VWHEN AN APPLI CATI ON FOR AN ORDER
AUTHORI ZI NG | NTERCEPTI ON OF W RE OR ELECTRONI C COVMUNI CATIONS | S
OR HAS BEEN MADE FOR THE TARCGETED TELEPHONE OR ANOTHER

APPLI CATI ON FOR | NTERCEPTI ON UNDER THI S SUBCHAPTER HAS BEEN MADE
I NVOLVI NG THE SAME | NVESTI GATI ON.

* * %

Section 6. Section 5773 (a) and (c) of Title 18 are anended

to read:
8 5773. |Issuance of an order for use of certain devices.
(a) In general.--Upon an application nade under section 5772

(relating to application for an order for use of certain
devices), the court shall enter an ex parte order authori zing
the installation and use of a pen register, a trap and trace
device or a tel econmunication identification interception device
within [the jurisdiction of the court if the court] this

Commonweal th if the court finds that there is probable cause to

believe that information relevant to an ongoi ng crin nal
investigation will be obtained by such installation and use on
the targeted tel ephone.

* %k

(c) Tinme period and extensions.--

(1) An order issued under this section shall authorize

20010H1982B2997 - 9 -



1 the installation and use of a pen register, trap and trace

2 device or a tel econmunication identification interception

3 device for a period not to exceed [30] 60 days.

4 (2) Extensions of such an order may be granted but only

5 upon an application for an order under section 5772 and upon

6 the judicial finding required by subsection (a). The period

7 of each extension shall be for a period not to exceed 30

8 days.

9 * x *

10 <
11

12

13

14

15

16

17

18

19
20
21
22
23
24 SECTION 7. SECTION 5781 OF TI TLE 18 IS AMENDED TO READ: <—
25 § 5781. EXPI RATI ON OF CHAPTER
26 TH S CHAPTER EXPI RES DECEMBER 31, [2004] 2006, UNLESS
27 EXTENDED BY STATUTE
28 Section % 8. This act shall take effect in 60 days. <—
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