PRI OR PRI NTER S NO. 1309 PRINTER S NO. 1481

THE GENERAL ASSEMBLY OF PENNSYLVANIA

SENATE BILL
No. 10775

| NTRODUCED BY EARLL, O PAKE, VWH TE, HART, LEMMOND, TI LGHVAN,
ROBBI NS, WAUGH, KASUNI C, WOZNI AK, SCHWARTZ, RHOADES, THOVPSON
AND BOSCOLA, SEPTEMBER 7, 1999

SENATOR TOWLI NSON, COVMUNI CATI ONS AND HI GH TECHNCOLOGY, AS
AMENDED, NOVEMBER 9, 1999
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AN ACT

Arending Title 18 (Crinmes and O fenses) of the Pennsylvani a
Consolidated Statutes, further providing for unlawful use of
a conputer.
The General Assenbly of the Conmonweal th of Pennsyl vani a

her eby enacts as foll ows:
Section 1. Section 3933 of Title 18 of the Pennsylvani a

Consol i dated Statutes is anmended to read:

§ 3933. Unlawful use of conputer.
(a) Ofense defined.--A person comrits an offense if he:

(1) accesses, alters, damages or destroys any conputer,

conput er system conputer network, conputer software,
conmput er program or data base or any part thereof, with the
intent to interrupt the normal functioning of an organization
or to devise or execute any schene or artifice to defraud or

decei ve or control property or services by neans of fal se or

fraudul ent pretenses, representations or prom ses, including

through the intentional distribution of a conmputer virus;
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(2) intentionally and wi thout authorization accesses,
alters, interferes with the operation of, damages or destroys
any conputer, conmputer system conputer network, conputer
sof tware, conputer program or conputer data base or any part

thereof, including through the intentional distribution of a

conputer virus; or

(3) intentionally or knowi ngly and w t hout authorization
gi ves or publishes a password, identifying code, personal
identification nunber or other confidential information about
a conputer, conputer system conputer network or data base,

i ncludi ng such i nformati on as may have been obtai ned t hrough

the intentional distribution of a conputer virus.

(b) Grading.--An offense under subsection (a)(1l) is a felony
the third degree. An offense under subsection (a)(2) or (3)
a m sdenmeanor of the first degree.

(c) Definitions.--As used in this section the foll ow ng

wor ds and phrases shall have the neanings given to themin this

subsecti on:

"Access." To intercept, instruct, comrunicate with, store

data in, retrieve data fromor otherw se make use of any

resources of a conputer, computer system conputer net wor k or

dat a base.

"Conputer.” An electronic, magnetic, optical, hydraulic,

organi c or other high speed data processing device or system

whi ch perfornms logic, arithnmetic or nmenory functions and

i ncludes all input, output, processing, storage, software or

communi cation facilities which are connected or related to the

device in a system or network.

"Conputer network." The interconnection of two or nore

conmput ers through the usage of satellite, mcrowave, |line or
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"Conputer program"™ An ordered set of instructions or
statements and rel ated data that, when automatically executed in
actual or nodified formin a conputer system causes it to
perform specified functions.

"Conputer software.” A set of conputer prograns, procedures
and associ at ed docunentation concerned with the operation of a
conput er system

"Conputer system" A set of related, connected or
unconnect ed conput er equi pment, devices and software.

"Conputer virus." A conputer program copied to or install ed

on a conputer without the infornmed consent of the owner of the

conputer that may replicate itself and that causes unauthori zed

activities within or by the target conputer.

"Data base."”™ A representation of information, know edge,
facts, concepts or instructions which are being prepared or
processed or have been prepared or processed in a formalized
manner and are intended for use in a conmputer, conputer system
or conputer network, including, but not Iimted to, conputer
printouts, nmagnetic storage nedia, punched cards or data stored
internally in the nenory of the conputer

"Financial instrument.” Includes, but is not limted to, any
check, draft, warrant, noney order, note, certificate of
deposit, letter of credit, bill of exchange, credit or debit
card, transaction authorization nechanism marketable security
or any conputer systemrepresentation thereof.

"Property.” Includes, but is not limted to, financial
i nstrunments, computer software and progranms in either machine or
human readable form and anything of val ue, tangible or

i nt angi bl e.
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1 "Services." Includes, but is not limted to, conputer tineg,

2 data processing and storage functions.

3 (d) Restitution.--Upon conviction under this section for the

4 intentional distribution of a conputer virus, the sentence shal

5 include an order for the defendant to reinburse the victimfor

6 the—ecost—of repairing—or—ifhecessary—replacingtheaffeected: <—
7 (1) THE COST OF REPAIRING OR, | F NECESSARY, REPLACI NG

8 THE AFFECTED conputer, conputer system conputer network,

9 conputer software, conputer program or data base; OR <—
10 (2) LOST PROFIT FOR THE PERI OD THAT THE COVPUTER
11 COVWPUTER SYSTEM ~COMPUTER NETWORK, COMPUTER SOFTWARE
12 COVPUTER PROGRAM OR DATA BASE |'S NOT USEABLE
13 Section 2. This act shall take effect in 60 days.
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