PRI OR PRI NTER S NO. 3059 PRINTER S NO. 3225

THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE BILL
No. 23062 *%%”

| NTRODUCED BY Di G ROLAMO, MAYERNI K, PERZEL, BARLEY, FARGO
BELARDI , MUNDY, MASLAND, CLARK, BROW, M N. WRI GHT, CLYMER
SCHRCDER, ADOLPH, MARSI CO, HENNESSEY, BROWNE, D. W SNYDER,
E. Z. TAYLOR, SEMMEL AND EGOLF, FEBRUARY 2, 1996

AS AVENDED IN COW TTEE ON JUDI Cl ARY, HOUSE OF REPRESENTATI VES,
MARCH 12, 1996
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AN ACT
Arending Title 18 (Crinmes and O fenses) of the Pennsylvani a
Consol idated Statutes, further providing for wretapping and
el ectronic surveill ance.

The General Assenbly of the Conmonweal th of Pennsyl vani a

her eby enacts as foll ows:
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SECTION 1. THE DEFI NI TIONS OF "ELECTRONI C COVMUNI CATI ON, "

"I NTERCEPT, " "I NVESTI GATI VE OR LAW ENFORCEMENT OFFI CER, "
"JUDCE, " "PEN REG STER' AND "W RE COVMUNI CATI ON' I N SECTI ON 5702
OF TITLE 18 OF THE PENNSYLVANI A CONSOLI DATED STATUTES ARE

AMENDED AND THE SECTI ON IS AMENDED BY ADDI NG DEFI NI TI ONS TO

READ:

19960H2362B3225 - 12 -



§ 5702. DEFI NI TI ONS.

AS USED IN TH S CHAPTER, THE FOLLOW NG WORDS AND PHRASES
SHALL HAVE THE MEANINGS G VEN TO THEM IN TH' S SECTI ON UNLESS THE
CONTEXT CLEARLY | NDI CATES OTHERW SE:

* x %

"ELECTRONI C COVMUNI CATI ON. " ANY TRANSFER OF SI GN\S, SI GNALS,
VWRI TI NG, | MAGES, SOUNDS, DATA OR | NTELLI GENCE OF ANY NATURE
TRANSM TTED I N WHOLE OR I N PART BY A WRE, RAD O
ELECTROVAGNETI C, PHOTCELECTRONI C OR PHOTO- OPTI CAL SYSTEM
EXCEPT:

[(1) THE RADI O PORTI ON OF A CORDLESS TELEPHONE
COMMUNI CATI ON THAT |'S TRANSM TTED BETWEEN THE CORDLESS
TELEPHONE HANDSET AND THE BASE UNIT. ]

(2) ANY WRE OR ORAL COMMUNI CATI ON.

(3) ANY COVWWUNI CATI ON MADE THROUGH A TONE- ONLY PAG NG

DEVI CE.

(4) ANY COVMUNI CATI ON FROM A TRACKI NG DEVI CE ( AS DEFI NED

IN THI' S SECTI ON) .

* * %

"HOME." THE PRI MARY RESI DENCE OF A NONCONSENTI NG PARTY TO AN

| NTERCEPTI ON, _ PROVI DED THAT ACCESS TO THE RESI DENCE |'S NOT

GENERALLY PERM TTED TO MEMBERS OF THE PUBLI C AND THE PARTY HAS A

REASONABLE EXPECTATI ON OF PRI VACY I N THE RESI DENCE UNDER THE

Cl RCUMSTANCES.

* * %

"I NTERCEPT. " AURAL OR OTHER ACQUI SI TI ON OF THE CONTENTS OF
ANY WRE, ELECTRONI C OR ORAL COVMUNI CATI ON THROUGH THE USE OF
ANY ELECTRONI C, MECHANI CAL OR OTHER DEVI CE. THE TERM SHALL

I NCLUDE THE PO NT_AT VWHI CH THE CONTENTS OF THE COVMUNI CATI ON ARE

MONI TORED BY | NVESTI GATI VE_ OR LAW ENFORCEMENT OFFI CERS.

19960H2362B3225 - 13 -
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"I NVESTI GATI VE OR LAW ENFORCEMENT OFFI CER. " ANY OFFI CER OF
THE UNI TED STATES, _OF_ _ANOTHER STATE OR POLI TI CAL SUBDI VI SI ON

THERECF, VWHO | S EMPOVNERED BY LAW TO CONDUCT | NVESTI GATI ONS OF OR
TO MAKE ARRESTS FOR OFFENSES ENUMERATED IN THI S CHAPTER OR AN

EQUI VALENT CRI ME I N ANOTHER JURI SDI CTI ON, AND ANY ATTORNEY

AUTHORI ZED BY LAW TO PROSECUTE OR PARTI Cl PATE | N THE PROSECUTI ON
OF SUCH OFFENSE. [ THE TERM SHALL | NCLUDE, BUT NOT BE LIM TED TG,
EMPLOYEES OF THE PENNSYLVANI A CRI ME COW SSI ON, AUTHORI ZED TO
| NVESTI GATE CRI MES ENUMERATED | N SECTI ON 5708 ( RELATI NG TO ORDER
AUTHORI ZI NG | NTERCEPTI ON OF W RE OR ORAL COVMUNI CATI ONS) . ]
"JUDCGE. " WHEN REFERRI NG TO A JUDGE AUTHORI ZED TO RECEI VE
APPLI CATI ONS FOR, AND TO ENTER, ORDERS AUTHORI ZI NG | NTERCEPTI ONS
OF WRE, ELECTRONI C OR ORAL COVMVUNI CATI ONS PURSUANT TO [THI S
CHAPTER] SUBCHAPTER B (RELATI NG TO WRE, ELECTRONIC OR ORAL

COVMUNI CATI ON), ANY JUDGE OF THE SUPERI OR COURT.

* * %

"PEN REG STER. " A DEVI CE WH CH [ RECORDS OR DECODES] | S USED

TO RECORD OR DECODE ELECTRONI C OR OTHER | MPULSES VH CH | DENTI FY

THE NUMBERS DI ALED OR OTHERW SE TRANSM TTED, W TH RESPECT TO
W RE COVMUNI CATI ONS, ON THE TELEPHONE LI NE TO WHI CH THE DEVI CE
IS ATTACHED. THE TERM I NCLUDES A DEVICE VH CH IS USED TO RECORD

OR DECODE ELECTRONI C OR OTHER | MPULSES WHI CH | DENTI FY THE

EXI STENCE OF | NCOM NG AND OQUTGO NG W RE COVMUNI CATI ONS ON THE

TELEPHONE LINE TO VHI CH THE DEVICE | S ATTACHED. THE TERM DCES

NOT | NCLUDE A DEVI CE USED BY A PROVI DER OR CUSTOVER OF A WRE OR
ELECTRONI C COVMUNI CATI ON SERVI CE FOR BI LLI NG OR RECORDI NG AS AN
I NCI DENT TO BI LLI NG FOR COVMUNI CATI ON SERVI CE PROVI DED BY THE
PROVI DER, OR ANY DEVI CE USED BY A PROVI DER, OR CUSTOMER COF A

W RE COVMUNI CATI ON SERVI CE FOR COST ACCOUNTI NG OR OTHER LI KE

19960H2362B3225 - 14 -
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PURPOSES | N THE ORDI NARY COURSE OF BUSI NESS.

* * %

"STATE. " ANY STATE OF THE UNI TED STATES, THE DI STRI CT OF

COLUMBI A, THE COMWONVEALTH OF PUERTO RI CO AND ANY TERRI TORY OR

POSSESSI ON OF_ THE UNI TED STATES.

* * %

"WRE COVWUNI CATI ON. " ANY AURAL TRANSFER MADE IN WHOLE OR I N
PART THROUGH THE USE OF FACI LI TIES FOR THE TRANSM SSI ON OF
COMMUNI CATI ON BY W RE, CABLE OR OTHER LI KE CONNECTI ON BETWEEN
THE PO NT OF ORIG N AND THE PO NT OF RECEPTI ON, | NCLUDI NG THE
USE OF SUCH A CONNECTI ON I N A SW TCHI NG STATI ON, FURNI SHED OR
OPERATED BY A TELEPHONE, TELEGRAPH CR RADI O COVPANY FOR H RE AS
A COVMUNI CATI ON COMVON CARRI ER. THE TERM [ DOES NOT | NCLUDE THE
RADI O PORTI ON OF A CORDLESS TELEPHONE COVMUNI CATI ON TRANSM TTED
BETWEEN THE CORDLESS TELEPHONE HANDSET AND THE BASE UNI T]

I NCLUDES ANY ELECTRONI C STORAGE OF SUCH COVMUNI CATI ON.

SECTION 2. SECTI ON 5703 OF TITLE 18 1S AMVENDED TO READ:
§ 5703. | NTERCEPTI ON, DI SCLOSURE OR USE OF WRE, ELECTRONI C OR
ORAL COMMUNI CATI ONS.
EXCEPT AS OTHERW SE PROVI DED IN THI' S [ CHAPTER] SUBCHAPTER, A
PERSON |'S GUILTY OF A FELONY OF THE THI RD DEGREE | F HE:
(1) | NTENTI ONALLY | NTERCEPTS, ENDEAVORS TO | NTERCEPT, OR
PROCURES ANY OTHER PERSON TO | NTERCEPT OR ENDEAVOR TO
| NTERCEPT ANY W RE, ELECTRONI C OR ORAL COVMUNI CATI ON;
(2) | NTENTI ONALLY DI SCLOSES OR ENDEAVORS TO DI SCLOSE TO
ANY OTHER PERSON THE CONTENTS OF ANY W RE, ELECTRONI C OR ORAL
COVMUNI CATI ON, OR EVI DENCE DERI VED THEREFROM KNOW NG OR
HAVI NG REASON TO KNOW THAT THE | NFORVATI ON WAS OBTAI NED
THROUGH THE | NTERCEPTI ON OF A W RE, ELECTRONI C OR ORAL

COMMUNI CATI ON; OR

19960H2362B3225 - 15 -



1 (3) | NTENTI ONALLY USES OR ENDEAVORS TO USE THE CONTENTS
2 OF ANY WRE, ELECTRONI C OR ORAL COVMUNI CATI ON, OR EVI DENCE

3 DERI VED THEREFROM KNOW NG OR HAVI NG REASON TO KNOW THAT THE
4 | NFORVATI ON WAS OBTAI NED THROUGH THE | NTERCEPTI ON OF A W RE,
5 ELECTRONI C OR ORAL COMVMUNI CATI ON,

6 SECTI ON 3. SECTI ON 5704(2) AND (5) OF TITLE 18 ARE AVENDED

7 AND THE SECTION | S AVENDED BY ADDI NG A PARAGRAPH TO READ:

8 § 5704. EXCEPTI ONS TO PROHI Bl TI ON OF | NTERCEPTI ON AND

9 DI SCLOSURE OF COVMUNI CATI ONS.

10 | T SHALL NOT BE UNLAWFUL UNDER THI S [ CHAPTER] SUBCHAPTER FOR:
11 x %

12 (2) ANY | NVESTI GATI VE OR LAW ENFORCEMENT OFFI CER OR ANY
13 PERSON ACTI NG AT THE DI RECTI ON OR REQUEST OF AN | NVESTI GATI VE
14 OR LAW ENFORCEMENT OFFI CER TO | NTERCEPT A W RE, ELECTRONI C OR
15 ORAL COVMUNI CATI ON | NVOLVI NG SUSPECTED CRI M NAL ACTI VI TI ES,
16 | NCLUDI NG, BUT _NOT LI M TED TO, THE CRI MES ENUMERATED | N

17 SECTI ON 5708 ( RELATI NG TO ORDER AUTHORI ZI NG | NTERCEPTI ON OF
18 W RE, ELECTRONI C OR ORAL COMMUNI CATI ONS) WHERE:

19 (1) SUCH OFFI CER OR PERSON IS A PARTY TO THE
20 COVMUNI CATI ON; OR
21 (I1) ONE OF THE PARTIES TO THE COVMUNI CATI ON HAS
22 G VEN PRI OR CONSENT TO SUCH | NTERCEPTI ON.
23 HOWEVER, NO | NTERCEPTI ON UNDER THI S PARAGRAPH SHALL BE MADE
24 UNLESS THE ATTORNEY GENERAL OR A DEPUTY ATTORNEY GENERAL
25 DESI GNATED | N WRI TI NG BY THE ATTORNEY GENERAL, OR THE
26 DI STRI CT ATTORNEY, OR AN ASS| STANT DI STRI CT ATTORNEY
27 DESI GNATED | N WRI TI NG BY THE DI STRI CT ATTORNEY, OF THE COUNTY
28 WHEREI N THE | NTERCEPTI ON | S TO BE MADE, HAS REVI EWVED THE
29 FACTS AND | S SATI SFI ED THAT THE CONSENT |'S VOLUNTARY AND HAS
30 G VEN PRI OR APPROVAL FOR THE | NTERCEPTI ON; HOMEVER SUCH

19960H2362B3225 - 16 -
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I NTERCEPTI ON SHALL BE SUBJECT TO THE RECORDI NG AND RECCRD
KEEPI NG REQUI REMENTS OF SECTI ON 5714(A) (RELATING TO
RECORDI NG OF | NTERCEPTED COVMUNI CATI ONS) AND THAT THE
ATTORNEY GENERAL, DEPUTY ATTORNEY GENERAL, DI STRI CT ATTORNEY
OR ASSI STANT DI STRI CT ATTORNEY AUTHORI ZI NG THE | NTERCEPTI ON
SHALL BE THE CUSTODI AN OF RECORDED EVI DENCE OBTAI NED
THEREFROM

(II'1) TF AN ORAL | NTERCEPTI ON OTHERW SE AUTHORI ZED

UNDER THI S PARAGRAPH W LL TAKE PLACE IN THE HOVE COF A

NONCONSENTI NG PARTY, THEN, I N ADDITION TO THE

REQUI REVMENTS OF SUBPARAGRAPHS (1) AND (11), THE

| NTERCEPTI ON SHALL NOT BE CONDUCTED UNTIL AN ORDER | S

FI RST OBTAI NED FROM A COURT OF COVMON PLEAS, AUTHORI ZI NG

SUCH | N- HOVE | NTERCEPTI ON, BASED UPON AN AFFI DAVIT BY AN

I NVESTI GATI VE_ OR LAW ENFORCEMENT OFFI CER THAT ESTABLI SHES

PROBABLE CAUSE FOR THE | SSUANCE OF SUCH AN ORDER. NO SUCH

ORDER OR AFFIDAVIT SHALL BE REQUI RED WHERE PROBABLE CAUSE

AND EXI GENT Cl RCUMSTANCES EXI ST OR IN OTHER Cl RCUMSTANCES

VWHERE WARRANTS ARE NOT REQUI RED BY THE CONSTI TUTI ON OF

THE UNI TED STATES OR THE CONSTI TUTI ON OF PENNSYLVANI A.

FOR THE PURPOSES OF TH S PARAGRAPH, AN ORAL | NTERCEPTI ON

SHALL BE DEEMED TO TAKE PLACE |IN THE HOVE OF A

NONCONSENTI NG PARTY ONLY | F BOTH THE CONSENTI NG AND

NONCONSENTI NG PARTI ES ARE PHYSI CALLY PRESENT | N THE HOME

AT _THE TIME OF THE | NTERCEPTI ON.

* * %

(5) ANY I NVESTI GATI VE OR LAW ENFORCEMENT OFFI CER, OR
COMVUNI CATI ON COVMON CARRI ER ACTI NG AT THE DI RECTI ON OF AN
I NVESTI GATI VE OR LAW ENFORCEMENT OFFI CER OR I N THE NORMAL
COURSE OF | TS BUSI NESS, TO USE A PEN REAQ STER OR TRAP AND

19960H2362B3225 - 17 -



TRACE DEVI CE AS PROVIDED IN [ TH' S CHAPTER] SUBCHAPTER E

(RELATI NG TO PEN REG STERS AND TRAP AND TRACE DEVI CES).

* * %

(14) A LAW ENFORCEMENT CFFI CER WHO STOPS A VEHI CLE TO

1
2

3

4

5 | NTERCEPT ORAL COVMUNI CATI ONS OCCURRI NG DURI NG THE VEHI CLE
6

7 SECTI ON 4. SECTI ONS 5706, 5707, 5708, 5709(3), 5710(A)(4)
8 AND 5711 OF TI TLE 18 ARE AMENDED TO READ:

9 § 5706. EXCEPTI ONS TO PROHI Bl TI ONS | N POSSESSI ON, SALE,

10 DI STRI BUTI ON, MANUFACTURE OR ADVERTI SEMENT OF

11 ELECTRONI C, MECHANI CAL OR OTHER DEVI CES.

12 (A)  UNLAWFUL ACTIVITIES.--1T SHALL NOT BE UNLAWFUL UNDER

13 TH S [ CHAPTER] SUBCHAPTER FOR:

14 (1) A PROVIDER OF WRE OR ELECTRONI C COVMUNI CATI ON

15 SERVI CE OR AN OFFI CER, AGENT OR EMPLOYEE OF, OR A PERSON

16 UNDER CONTRACT W TH, SUCH A PROVI DER, | N THE NORVAL COURSE OF
17 THE BUSI NESS OF PROVI DI NG THE WRE OR ELECTRONI C

18 COMMUNI CATI ON SERVI CE; OR

19 (2) A PERSON UNDER CONTRACT WTH THE UNI TED STATES, THE
20 COMMONVEALTH OR A POLI TI CAL SUBDI VI SI ON THEREGF, A STATE OR A
21 PCLI TI CAL SUBDI VI SI ON THERECF, OR AN OFFI CER, ACGENT OR

22 EMPLOYEE OF THE UNI TED STATES, THE COMMONVEALTH OR A

23 PCLI TI CAL SUBDI VI SI ON THEREOF, OR A STATE OR A PQLI TI CAL

24 SuUBDI VI SI ON THERECF,

25 TO PGSSESS, SELL, DI STRIBUTE, MANUFACTURE, ASSEMBLE OR ADVERTI SE
26 AN ELECTRONI C, MECHANI CAL OR OTHER DEVI CE, WH LE ACTING I N

27 FURTHERANCE OF THE APPROPRI ATE ACTI VI TIES OF THE UNI TED STATES,
28 THE COVMONWEALTH OR A POLI TI CAL SUBDI VI SI ON THERECF, A STATE OR
29 A PQLITICAL SUBDI VI SI ON THEREOF OR A PROVI DER OF W RE OR

30 ELECTRONI C COVMUNI CATI ON SERVI CE.

19960H2362B3225 - 18 -
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(B) RESPONSI BI LI TY. - -

(1) THE ATTORNEY CGENERAL AND THE DI STRI CT ATTORNEY OR
THEI R DESI GNEES SO DESI GNATED | N WRI TI NG SHALL HAVE THE SCLE
RESPONSI BI LI TY TO BUY, POSSESS AND LOAN ANY ELECTRON C,
MECHANI CAL OR OTHER DEVICE WVH CH I S TO BE USED BY
I NVESTI GATI VE OR LAW ENFORCEMENT OFFI CERS FOR PURPCSES OF
| NTERCEPTI ON AS AUTHORI ZED UNDER SECTI ON 5704(2) AND (12)
( RELATI NG TO EXCEPTI ONS TO PROCHI Bl TI ON OF | NTERCEPTI ON AND
DI SCLOSURE OF COVMUNI CATI ONS), 5712 (RELATI NG TO | SSUANCE OF
ORDER AND EFFECT), 5713 ( RELATI NG TO EMERGENCY SI TUATI ONS) OR
5713. 1 (RELATI NG TO EMERGENCY HOSTAGE AND BARRI CADE
S| TUATI ONS) .

(2) THE DI VISION OR BUREAU OR SECTI ON OF THE

PENNSYLVANI A STATE POLI CE RESPONSI BLE FOR CONDUCTI NG THE

TRAINING I N THE TECHNI CAL ASPECTS OF W RETAPPI NG AND

ELECTRONI C SURVEI LLANCE AS REQUI RED BY SECTI ON 5724 (RELATI NG

TO TRAI NI NG MAY BUY AND POSSESS ANY ELECTRONI C, MECHANI CAL

OR OTHER DEVICE VHICH | S TO BE USED BY | NVESTI GATI VE OR LAW

ENFORCEMENT COFFI CERS FOR PURPOSES OF | NTERCEPTI ON AS

AUTHORI ZED UNDER SECTI ON 5704(2) AND (12), 5712, 5713 OR

5713.1 FOR THE PURPOSE OF TRAI NI NG PROVI DED, HOWNEVER, THAT

ANY ELECTRONI C, MECHANI CAL OR OTHER DEVI CE BOUGHT OR

POSSESSED UNDER THI' S PROVI SI ON VAY BE LOANED TO OR USED BY

I NVESTI GATI VE_ OR LAW ENFORCEMENT OFFI CERS FOR PURPGSES OF

| NTERCEPTI ON AS AUTHORI ZED UNDER SECTI ON 5704(2) AND (12),

5712, 5713 OR 5713.1 ONLY UPON WRI TTEN APPROVAL_BY THE

ATTORNEY GENERAL OR A DEPUTY ATTORNEY CGENERAL DESI GNATED I N

VWRI TI NG BY THE ATTORNEY GENERAL, OR THE DI STRI CT ATTORNEY OR

AN _ASSI STANT DI STRICT ATTORNEY DESI GNATED I N WRI TI NG BY THE

DI STRICT ATTORNEY OF THE COUNTY VWHEREIN THE | NTERCEPTION IS

19960H2362B3225 - 19 -
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TO BE MADE.

(3) WTH THE PERM SSI ON OF THE ATTORNEY GENERAL OR A

DI STRI CT ATTORNEY WHO HAS DESI GNATED ANY SUPERVI SI NG LAW

ENFORCEMENT OFFI CER FOR PURPOSES OF | NTERCEPTI ONS AS

AUTHORI ZED UNDER SECTI ON 5713.1, THE LAW ENFORCEMENT AGENCY

WH CH EMPLOYS THE SUPERVI SI NG LAW ENFORCEMENT OFFI CER MAY

BUY, POSSESS, LOAN OR BORROW ANY ELECTRONI C, MECHANI CAL OR

OTHER DEVI CE WHI CH | S TO BE USED BY | NVESTI GATI VE OR LAW

ENFORCEMENT OFFI CERS AT THE DI RECTI ON OF THE SUPERVI SI NG LAW

ENFORCEMENT OFFI CER SOLELY FOR THE PURPOSE OF | NTERCEPTI ON AS

AUTHORI ZED UNDER SECTI ONS 5704(12) AND 5713. 1.

§ 5707. SEI ZURE AND FORFEI TURE OF ELECTRONI C, MECHANI CAL OR
OTHER DEVI CES.

ANY ELECTRONI C, MECHANI CAL OR OTHER DEVI CE POSSESSED, USED,
SENT, DI STRI BUTED, MANUFACTURED, OR ASSEMBLED I N VI OLATI ON OF
THI S [ CHAPTER] SUBCHAPTER | S HEREBY DECLARED TO BE CONTRABAND
AND MAY BE SEI ZED AND FORFEI TED TO THE COMVONVEALTH.

§ 5708. ORDER AUTHORI ZI NG | NTERCEPTI ON OF W RE, ELECTRONI C OR
ORAL COMMUNI CATI ONS.

[(A) AUTHORI ZATI ON. - - EXCEPT | N CASES REFERRED TO I N
SUBSECTI ON (B), THE] THE ATTORNEY GENERAL, OR, DURI NG THE
ABSENCE OR | NCAPACI TY OF THE ATTORNEY GENERAL, A DEPUTY ATTORNEY
GENERAL DESI GNATED | N WRI TI NG BY THE ATTORNEY GENERAL, OR THE
DI STRI CT ATTORNEY OR, DURI NG THE ABSENCE OR | NCAPACI TY OF THE
DI STRI CT ATTORNEY, AN ASSI STANT DI STRI CT ATTORNEY DESI GNATED I N
WRI TI NG BY THE DI STRI CT ATTORNEY OF THE COUNTY WHEREI N THE
| NTERCEPTI ON | S TO BE MADE, MAY MAKE WRI TTEN APPLI CATI ON TO ANY
SUPERI OR COURT JUDGE FOR AN ORDER AUTHORI ZI NG THE | NTERCEPTI ON
OF A WRE, ELECTRONI C OR ORAL COVMUNI CATI ON BY THE | NVESTI GATI VE
OR LAW ENFORCEMENT OFFI CERS OR AGENCY HAVI NG RESPONSI BI LI TY FOR

19960H2362B3225 - 20 -
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AN | NVESTI GATI ON | NVOLVI NG SUSPECTED CRI M NAL ACTI VI TI ES WHEN
SUCH | NTERCEPTI ON MAY PROVI DE EVI DENCE OF THE COWM SSI ON OF ANY
OF THE FOLLOW NG OFFENSES, OR MAY PROVI DE EVI DENCE Al DI NG I N THE
APPREHENSI ON OF THE PERPETRATOR OR PERPETRATORS OF ANY OF THE
FOLLOW NG OFFENSES:
(1) UNDER THI S TI TLE:
SECTI ON 911 ( RELATI NG TO CORRUPT ORGANI ZATI ONS)
SECTI ON 2501 ( RELATI NG TO CRI M NAL HOM CI DE)
SECTI ON 2502 ( RELATI NG TO MJURDER)
SECTI ON 2503 ( RELATI NG TO VCOLUNTARY MANSLAUGHTER)
SECTI ON 2702 ( RELATI NG TO AGGRAVATED ASSAULT)
SECTI ON 2706 ( RELATI NG TO TERRORI STI C THREATYS)
SECTI ON 2901 ( RELATI NG TO KI DNAPPI NG)
SECTI ON 3121 ( RELATI NG TO RAPE)
SECTI ON 3123 (RELATI NG TO | NVOLUNTARY DEVI ATE SEXUAL
| NTERCOURSE)
SECTI ON 3301 ( RELATI NG TO ARSON AND RELATED OFFENSES)
SECTI ON 3302 ( RELATI NG TO CAUSI NG OR RI SKI NG
CATASTROPHE)
SECTI ON 3502 ( RELATI NG TO BURGLARY)
SECTI ON 3701 ( RELATI NG TO ROBBERY)
SECTI ON 3921 (RELATI NG TO THEFT BY UNLAWFUL TAKI NG OR
DI SPCSI TI ON)
SECTI ON 3922 (RELATI NG TO THEFT BY DECEPTI ON)
SECTI ON 3923 (RELATI NG TO THEFT BY EXTORTI ON)
SECTI ON 4701 (RELATI NG TO BRI BERY I N OFFI Cl AL AND
POLI TI CAL MATTERS)
SECTI ON 4702 ( RELATI NG TO THREATS AND OTHER | MPROPER
| NFLUENCE I N OFFI Cl AL AND POLI Tl CAL MATTERS)
SECTI ON 5512 (RELATI NG TO LOTTERI ES, ETC.)

19960H2362B3225 - 21 -



1 SECTI ON 5513 ( RELATI NG TO GAMBLI NG DEVI CES, GAMBLI NG,
2 ETC.)

3 SECTI ON 5514 ( RELATI NG TO POOL SELLI NG AND

4 BOOKMAKI NG)

5 SECTI ON 6106 ( RELATI NG TO FI REARVMS NOT TO BE CARRI ED
6 W THOUT A LI CENSE)

7 (2) UNDER THI'S TITLE, WHERE SUCH OFFENSE | S DANGEROUS TO
8 LI FE, LI MB OR PROPERTY AND PUNI SHABLE BY | MPRI SONVENT FOR

9 MORE THAN ONE YEAR:

10 SECTI ON 910 ( RELATI NG TO MANUFACTURE, DI STRI BUTI ON OR
11 POSSESSI ON OF DEVI CES FOR THEFT OF TELECOVMUNI CATI ON

12 SERVI CES)

13 SECTI ON 3925 ( RELATI NG TO RECEI VI NG STOLEN PROPERTY)
14 SECTI ON 3926 ( RELATI NG TO THEFT OF SERVI CES)

15 SECTI ON 3927 ( RELATI NG TO THEFT BY FAI LURE TO MAKE

16 REQUI RED DI SPCSI TI ON OF FUNDS RECEI VED)

17 SECTI ON 3933 ( RELATI NG TO UNLAWFUL USE OF COVPUTER)
18 SECTI ON 4108 ( RELATI NG TO COMVERCI AL BRI BERY AND

19 BREACH OF DUTY TO ACT DI SI NTERESTEDLY)
20 SECTI ON 4109 ( RELATI NG TO R GG NG PUBLI CLY EXHI Bl TED
21 CONTEST)
22 SECTI ON 4117 ( RELATI NG TO | NSURANCE FRAUD)
23 SECTI ON 4305 ( RELATI NG TO DEALI NG | N | NFANT CHI LDREN)
24 SECTI ON 4902 ( RELATI NG TO PERJURY)
25 SECTI ON 4909 ( RELATI NG TO W TNESS OR | NFORVANT TAKI NG
26 BRI BE)
27 SECTI ON 4911 ( RELATI NG TO TAMPERI NG W TH PUBLI C
28 RECORDS OR | NFORMATI ON)
29 SECTI ON 4952 ( RELATI NG TO | NTI M DATI ON OF W TNESSES
30 OR VI CTI MVB)
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SECTI ON 4953 ( RELATI NG TO RETALI ATI ON AGAI NST W TNESS
OR VI CTIM

SECTI ON 5101 ( RELATI NG TO OBSTRUCTI NG ADM NI STRATI ON
OF LAW OR OTHER GOVERNMVENTAL FUNCTI ON)

SECTI ON 5111 ( RELATI NG TO DEALI NG | N PROCEEDS OF

UNLAWFUL ACTI VI TI ES)

SECTI ON 5504 ( RELATI NG TO HARASSMENT BY COMMUNI CATI ON
OR ADDRESS)

SECTI ON 5902 ( RELATI NG TO PROSTI TUTI ON AND RELATED
OFFENSES)

SECTI ON 7313 ( RELATI NG TO BUYI NG OR EXCHANG NG

FEDERAL FOOD ORDER COUPONS, STAMPS, AUTHORI ZATI ON CARDS

OR _ACCESS DEVI CES)

(3) UNDER THE ACT OF MARCH 4, 1971 (P.L.6, NO 2), KNOMN
AS THE TAX REFORM CODE OF 1971, VWHERE SUCH OFFENSE | S
DANGEROQUS TO LI FE, LI MB OR PROPERTY AND PUNI SHABLE BY
| MPRI SONMENT FOR MORE THAN ONE YEAR:
SECTI ON 1272 ( RELATI NG TO SALES OF UNSTAMPED
Cl GARETTES)
SECTI ON 1273 (RELATI NG TO POSSESSI ON OF UNSTAMPED
Cl GARETTES)
SECTI ON 1274 ( RELATI NG TO COUNTERFEI TI NG
(4) ANY OFFENSE SET FORTH UNDER SECTION 13(A) OF THE ACT
OF APRIL 14, 1972 (P.L.233, NO 64), KNOM AS THE CONTROLLED
SUBSTANCE, DRUG, DEVI CE AND COSMETI C ACT, NOT | NCLUDI NG THE
OFFENSE DESCRI BED I N CLAUSE (31) OF SECTION 13(A).
(5) ANY OFFENSE SET FORTH UNDER THE ACT OF NOVEMBER 15,
1972 (P.L.1227, NO 272).
(6) ANY CONSPI RACY TO COW T ANY OF THE OFFENSES SET
FORTH IN TH S SECTI ON.
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[(B) EXCEPTI ON - - WENEVER THE | NTERCEPTI ON OF W RE,
ELECTRONI C OR ORAL COVMUNI CATI ON |'S TO BE MADE BY AN
| NVESTI GATI VE OFFI CER EMPLOYED BY THE PENNSYLVANI A CRI ME
COWM SSI ON, THE APPLI CATI ON FOR THE AUTHOR! ZI NG ORDER SHALL BE
MADE BY THE ATTORNEY GENERAL OR, DURI NG THE ABSENCE OR
| NCAPACI TY OF THE ATTORNEY GENERAL, A DEPUTY ATTORNEY GENERAL
DESI GNATED | N WRI TI NG BY THE ATTORNEY GENERAL.]
§ 5709. APPLI CATI ON FOR ORDER.
EACH APPLI CATI ON FOR AN ORDER OF AUTHORI ZATI ON TO | NTERCEPT A
W RE, ELECTRONIC OR ORAL COVMUNI CATI ON SHALL BE MADE I N WRI TI NG
UPON THE PERSONAL OATH OR AFFI RVATI ON OF THE ATTORNEY GENERAL OR
A DI STRI CT ATTORNEY OF THE COUNTY WHEREI N THE | NTERCEPTION IS TO
BE MADE AND SHALL CONTAIN ALL OF THE FOLLOW NG
(3) A SWORN STATEMENT BY THE | NVESTI GATI VE OR LAW
ENFORCEMENT OFFI CER WHO HAS KNOW.EDGE OF RELEVANT | NFORVATI ON
JUSTI FYI NG THE APPLI CATI ON, WHI CH SHALL | NCLUDE:
(1) THE I DENTI TY OF THE PARTI CULAR PERSON, |F KNOWK,
COWM TTI NG THE OFFENSE AND WWHOSE COVMUNI CATI ONS ARE TO BE
| NTERCEPTED.
(I1) THE DETAILS AS TO THE PARTI CULAR OFFENSE THAT
HAS BEEN, IS BEING OR IS ABOUT TO BE COWM TTED.
(111) THE PARTI CULAR TYPE OF COVMUNI CATI ON TO BE
| NTERCEPTED.
(1V) [A] EXCEPT_AS PROVI DED | N SECTI ON 5712( H)

(RELATI NG TO | SSUANCE OF ORDER AND EFFECT), A SHOW NG

THAT THERE | S PROBABLE CAUSE TO BELI EVE THAT SUCH
COMMUNI CATI ON W LL BE COMMUNI CATED ON THE W RE

COMMUNI CATI ON FACI LI TY I NVOLVED OR AT THE PARTI CULAR
PLACE VWHERE THE ORAL COVMUNI CATI ON IS TO BE | NTERCEPTED.
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(V) [THE] EXCEPT _AS PROVIDED I N SECTION 5712(H), THE

CHARACTER AND LOCATI ON OF THE PARTI CULAR W RE
COMMUNI CATI ON FACI LI TY | NVOLVED OR THE PARTI CULAR PLACE
WHERE THE ORAL COVMUNI CATION IS TO BE | NTERCEPTED.

(VI) A STATEMENT OF THE PERIOD OF TIME FOR WHI CH THE
| NTERCEPTI ON | S REQUI RED TO BE MAI NTAI NED, AND, |F THE
CHARACTER OF THE | NVESTI GATI ON | S SUCH THAT THE
AUTHORI ZATI ON FOR | NTERCEPTI ON SHOULD NOT AUTOMATI CALLY
TERM NATE WHEN THE DESCRI BED TYPE OF COVMUNI CATI ON HAS
BEEN FI RST OBTAINED, A PARTI CULAR STATEMENT OF FACTS
ESTABLI SH NG PROBABLE CAUSE TO BELI EVE THAT ADDI TI ONAL
COMMUNI CATI ONS OF THE SAME TYPE W LL OCCUR THEREAFTER

(VI1) A PARTI CULAR STATEMENT OF FACTS SHOW NG THAT
OTHER NORMAL | NVESTI GATI VE PROCEDURES W TH RESPECT TO THE
OFFENSE HAVE BEEN TRI ED AND HAVE FAI LED, OR REASONABLY
APPEAR TO BE UNLI KELY TO SUCCEED | F TRIED OR ARE TQO
DANGEROUS TO ENMPLOY.

§ 5710. GROUNDS FOR ENTRY OF ORDER.

(A)  APPLI CATI ON. - - UPON CONSI DERATI ON OF AN APPLI CATI ON, THE
JUDGE MAY ENTER AN EX PARTE ORDER, AS REQUESTED OR AS MODI Fl ED,
AUTHOR!I ZI NG THE | NTERCEPTI ON OF W RE, ELECTRONIC OR ORAL
COMMUNI CATI ONS ANYWHERE W THI N THE COMVONVEALTH, | F THE JUDGE
DETERM NES ON THE BASI S OF THE FACTS SUBM TTED BY THE APPLI CANT
THAT THERE | S PROBABLE CAUSE FOR BELI EF THAT ALL THE FOLLOW NG
CONDI TI ONS EXI ST:

* * %

(4) EXCEPT _AS PROVIDED I N SECTION 5712(H) (RELATING TO
| SSUANCE CF ORDER AND EFFECT), THE FACILITY FROM WHI CH, OR

THE PLACE WHERE, THE WRE, ELECTRONI C OR ORAL COVMUNI CATI ONS
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ARE TO BE | NTERCEPTED, 1S, HAS BEEN, OR | S ABOUT TO BE USED,
N CONNECTI ON WTH THE COW SSI ON OF SUCH OFFENSE, OR | S
LEASED TO, LI STED IN THE NAME OF, OR COWVMONLY USED BY, SUCH
PERSQN;
* x %
§ 5711. PRI VILEGED COVMUNI CATI ONS.
NO OTHERW SE PRI VI LEGED COVMUNI CATI ON | NTERCEPTED I N
ACCORDANCE WTH, OR I N VIOLATI ON OF, THE PROVI SIONS OF TH S

© o0 N oo o A~ wWw N P

[ CHAPTER] SUBCHAPTER SHALL LOSE I TS PRI VI LEGED CHARACTER.

=Y
o

SECTION 5. SECTI ON 5712(E), (F) AND (G OF TITLE 18 ARE

=
=

AMENDED AND THE SECTI ON IS AMENDED BY ADDI NG A SUBSECTI ON TO

=
N

READ:

=
w

§ 5712. | SSUANCE OF CRDER AND EFFECT.

* * %

[
(62 BN

(E) FINAL REPORT. - - WHENEVER AN | NTERCEPTI ON | S AUTHORI ZED

=Y
(e}

PURSUANT TO THI S SECTI ON, A COMPLETE WRI TTEN LI ST OF NAMES OF

=
\l

PARTI Cl PANTS AND EVI DENCE OF OFFENSES DI SCOVERED, | NCLUDI NG

=Y
oo

THOSE NOT STATED I N THE APPLI CATI ON FOR ORDER, SHALL BE FI LED

=
O

W TH THE COURT [ AT THE TI ME] AS SOON AS PRACTI CABLE AFTER THE

N
o

AUTHORI ZED | NTERCEPTI ON | S TERM NATED.

N
=

(F) ASSI STANCE. - - AN CRDER AUTHORI ZI NG THE | NTERCEPTI ON OF A

N
N

W RE, ELECTRONI C OR ORAL COVMUNI CATI ON SHALL, UPON REQUEST OF

N
w

THE APPLI CANT, DI RECT THAT A PROVI DER OF ELECTRONI C

N
~

COMMUNI CATI ON SERVI CE SHALL FURNI SH THE APPLI CANT FORTHW TH ALL

N
(63}

I NFORVATI ON, FACI LI TI ES AND TECHNI CAL ASSI STANCE NECESSARY TO

N
(e}

ACCOVPLI SH THE | NTERCEPTI ON UNOBTRUSI VELY AND WTH A M NI MUM OF

N
~

I NTERFERENCE W TH THE SERVI CES THAT SUCH SERVI CE PROVI DER | S

N
oo

AFFCRDI NG THE PERSON WHOSE COVMUNI CATI ONS ARE TO BE | NTERCEPTED.

N
(o]

THE OBLI GATI ON OF A PROVI DER OF ELECTRONI C COVMMUNI CATI ON SERVI CE
30 UNDER SUCH AN ORDER MAY | NCLUDE, BUT IS NOT LIM TED TO_
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I NSTALLATI ON OF_ A PEN REG STER AND TRAP AND TRACE DEVI CE,

1 NCLUDI NG CONDUCTI NG AN | N- PROGRESS TRACE DURI NG AN
| NTERCEPTI ON.  ANY PROVI DER OF ELECTRONI C COMMUNI CATI ON SERVI CE
FURNI SHI NG SUCH FACI LI TI ES OR TECHNI CAL ASSI STANCE SHALL BE
COVPENSATED THEREFOR BY THE APPLI CANT FOR REASONABLE EXPENSES

| NCURRED | N PROVI DI NG THE FACI LI TI ES OR ASSI STANCE. THE SERVI CE
PROVI DER SHALL BE | MMUNE FROM ClIVIL AND CRIM NAL LI ABI LI TY FOR
ANY ASS| STANCE RENDERED TO THE APPLI CANT PURSUANT TO THI S

SECTI ON.

(G ENTRY BY LAW ENFORCEMENT OFFI CERS. - - AN ORDER AUTHORI ZI NG
THE | NTERCEPTI ON OF A W RE, ELECTRONI C OR ORAL COVNMUNI CATI ON
SHALL, |F REQUESTED, AUTHORI ZE THE ENTRY OF PREM SES OR
FACI LI TI ES SPECI FI ED | N SUBSECTI ON (A) (3), OR PREM SES NECESSARY
TO OBTAI N ACCESS TO THE PREM SES OR FACI LI TI ES SPECI FIED I N
SUBSECTI ON (A) (3), BY THE LAW ENFORCEMENT OFFI CERS SPECI FI ED I N
SUBSECTI ON (A) (1), AS OFTEN AS NECESSARY SOLELY FOR THE PURPOSES
OF I NSTALLI NG, MAI NTAI NI NG OR REMOVI NG AN ELECTRONI C, MECHANI CAL
OR OTHER DEVI CE OR DEVI CES PROVI DED THAT SUCH ENTRY IS
REASONABLY NECESSARY TO ACCOVPLI SH THE PURPOSES OF THI S
[ CHAPTER] SUBCHAPTER AND PROVI DED THAT THE JUDGE WHO | SSUES THE
ORDER SHALL BE NOTI FI ED OF THE TI ME AND METHOD OF EACH SUCH
ENTRY PRI OR TO ENTRY | F PRACTI CAL AND, | N ANY CASE, W THI N 48
HOURS OF ENTRY.

(H ROVI NG W RETAPS. - - THE REQUI REMENTS COF SUBSECTI ON (A) (3)

RELATI NG TO THE SPECI FI CATION OF THE FACILITIES FROM WH CH, OR

THE PLACE WHERE, THE COVMUNI CATION |S TO BE | NTERCEPTED DO NOT

APPLY | F:

(1) INTHE CASE OF AN APPL| CATION W TH RESPECT TO THE

| NTERCEPTI ON OF_ AN ORAL COVMUNI CATI ON:

(1) THE APPLI CATI ON CONTAINS A FULL AND COWPLETE
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STATEMENT AS TO WHY SUCH SPECI FI CATION | S NOT PRACTI CAL

AND | DENTI FI ES THE PERSON COWM TTI NG THE OFFENSE AND

VWHOSE COMVUNI CATI ONS ARE TO BE | NTERCEPTED; AND

(1) THE JUDGE FI NDS THAT SUCH SPECI FI CATION | S NOT

PRACTI CAL.

(2) INTHE CASE OF AN APPL| CATION WTH RESPECT TO A WRE

OR ELECTRONI C COVMUNI CATI ON:

(1) THE APPLI CATI ON | DENTI FI ES THE PERSON BEL| EVED

TO BE COW TTI NG THE OFFENSE AND WHOSE COVMUNI CATI ONS ARE

TO BE | NTERCEPTED AND THE APPLI CANT MAKES A SHOW NG OF A

PURPOSE, ON THE PART OF THAT PERSON, TO THWART

| NTERCEPTI ON BY CHANG NG FACI LI TIES; AND

(1) THE JUDGE FI NDS THAT SUCH PURPOSE HAS BEEN

ADEQUATELY SHOM.

SECTION 6. SECTI ONS 5713(A), 5713.1(B) AND (C), 5714(A),
5715, 5717, 5718, 5719 AND 5720 OF TITLE 18 ARE AVENDED TO READ:
§ 5713. EMERGENCY Sl TUATI ONS.

(A) APPLI CATI ON. - - WHENEVER, UPON | NFORMAL APPLI CATI ON BY THE
ATTORNEY GENERAL OR A DESI GNATED DEPUTY ATTORNEY GENERAL
AUTHORI ZED | N WRI TI NG BY THE ATTORNEY GENERAL OR A DI STRICT
ATTORNEY OR AN ASSI STANT DI STRI CT ATTORNEY AUTHORI ZED I N WRI TI NG
BY THE DI STRI CT ATTORNEY OF A COUNTY WHEREI N THE | NTERCEPTI ON | S
TO BE MADE, A JUDGE DETERM NES THERE ARE GROUNDS UPON WHI CH AN
ORDER COULD BE | SSUED PURSUANT TO TH' S CHAPTER, AND THAT AN
EMERGENCY SI TUATI ON EXI STS W TH RESPECT TO THE | NVESTI GATI ON OF
AN OFFENSE DESI GNATED | N SECTI ON 5708 ( RELATI NG TO ORDER
AUTHORI ZI NG | NTERCEPTI ON OF W RE, ELECTRONI C OR ORAL
COVMUNI CATI ONS),  AND | NVOLVI NG CONSPI RATORI AL ACTI VI TI ES
CHARACTERI STI C OF ORGANI ZED CRI ME OR A SUBSTANTI AL DANGER TO
LI FE OR LI MB, DI CTATI NG AUTHORI ZATI ON FOR | MVEDI ATE | NTERCEPTI ON

19960H2362B3225 - 28 -



1
2
3
4
5
6
-
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

OF WRE, ELECTRONI C OR ORAL COVMUNI CATI ONS BEFORE AN APPLI CATI ON
FOR AN ORDER COULD W TH DUE DI LI GENCE BE SUBM TTED TO H M AND
ACTED UPON, THE JUDGE MAY GRANT ORAL APPROVAL FOR SUCH

| NTERCEPTI ON W THOUT AN ORDER, CONDI TI ONED UPON THE FI LI NG W TH
HM WTH N 48 HOURS THEREAFTER, OF AN APPLI CATI ON FOR AN ORDER
VWH CH, | F GRANTED, SHALL RECI TE THE ORAL APPROVAL AND BE
RETROACTI VE TO THE TI ME OF SUCH ORAL APPROVAL. SUCH | NTERCEPTI ON
SHALL | MVEDI ATELY TERM NATE WHEN THE COVMUNI CATI ON SOUGHT | S
OBTAI NED OR WHEN THE APPLI CATI ON FOR AN ORDER | S DENI ED,

VWH CHEVER | S EARLI ER. I N THE EVENT NO APPLI CATI ON FOR AN ORDER
'S MADE, THE CONTENT OF ANY WRE, ELECTRONI C OR ORAL

COMMUNI CATI ON | NTERCEPTED SHALL BE TREATED AS HAVI NG BEEN

OBTAI NED I N VI CLATION OF TH S [ CHAPTER] SUBCHAPTER.

* * %

§ 5713.1. EMERCGENCY HOSTAGE AND BARRI CADE SI TUATI ONS.

* x %

(B) PROCEDURE. - - A SUPERVI SI NG LAW ENFORCEMENT OFFI CER VWHO
REASONABLY DETERM NES THAT AN EMERCGENCY SI TUATI ON EXI STS THAT
REQUI RES A WRE OR ORAL COMMUNI CATI ON TO BE | NTERCEPTED BEFORE
AN CRDER AUTHORI ZI NG SUCH | NTERCEPTI ON CAN, W TH DUE DI LI GENCE,
BE OBTAI NED, AND WHO DETERM NES THAT THERE ARE GROUNDS UPON
VWH CH AN ORDER COULD BE ENTERED UNDER THI S CHAPTER TO AUTHORI ZE
SUCH | NTERCEPTI ON, MAY | NTERCEPT SUCH W RE OR ORAL
COMVMUNI CATI ON. AN APPLI CATI ON FOR AN CORDER APPROVI NG THE
I NTERCEPTI ON MUST BE MADE BY THE SUPERVI SI NG LAW ENFORCEMENT
OFFI CER | N ACCORDANCE W TH SECTI ON 5709 ( RELATI NG TO APPLI CATI ON
FOR ORDER) W THI N 48 HOURS AFTER THE | NTERCEPTI ON HAS OCCURRED
OR BEG NS TO OCCUR. | NTERCEPTI ONS PURSUANT TO THI' S SECTI ON SHALL
BE CONDUCTED | N ACCORDANCE W TH THE PROCEDURES OF THI S [ CHAPTER]
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OFFI CER WHO DETERM NES TO AUTHORI ZE | NTERCEPTI ONS OF W RE
COVMUNI CATI ONS UNDER THI'S SECTI ON, A PROVI DER OF ELECTRONI C
COVMUNI CATI ON SERVI CE SHALL PROVI DE ASSI STANCE AND BE
COVPENSATED THEREFOR AS PROVI DED | N SECTI ON 5712(F) (RELATI NG TO
| SSUANCE OF ORDER AND EFFECT). | N THE ABSENCE OF AN ORDER, SUCH
| NTERCEPTI ON SHALL | MVEDI ATELY TERM NATE WHEN THE SI TUATI ON
G VING RI SE TO THE HOSTAGE OR BARRI CADE S| TUATI ON ENDS OR WHEN
THE APPLI CATI ON FOR THE ORDER |'S DEN ED, WH CHEVER | S EARLI ER
IN THE EVENT SUCH APPLI CATI ON FOR APPROVAL |'S DENIED OR | N ANY
OTHER CASE WHERE THE | NTERCEPTI ON | S TERM NATED W THOUT AN ORDER
HAVI NG BEEN | SSUED, THE CONTENTS OF ANY W RE OR ORAL
COVMUNI CATI ON | NTERCEPTED SHALL BE TREATED AS HAVI NG BEEN
OBTAI NED | N VI OLATI ON OF THI' S [ CHAPTER] SUBCHAPTER, AND AN
| N\VENTORY SHALL BE SERVED AS PROVI DED | N SECTI ON 5716 ( RELATI NG
TO SERVI CE OF | NVENTORY AND | NSPECTI ON OF | NTERCEPTED
COVMUNI CATI ONS) .  THEREAFTER, THE SUPERVI SI NG LAW ENFORCEMVENT
OFFI CER SHALL FOLLOW THE PROCEDURES SET FORTH | N SECTI ON 5713( B)
( RELATI NG TO EMERGENCY S| TUATI ONS) .

(C) DEFENSE.--A GOOD FAI TH RELI ANCE ON THE PROVI S| ONS OF
THI'S SECTI ON SHALL BE A COMPLETE DEFENSE TO ANY CIVIL OR
CRI M NAL ACTI ON BROUGHT UNDER THI S [ CHAPTER] SUBCHAPTER OR ANY
OTHER STATUTE AGAI NST ANY LAW ENFORCEMENT OFFI CER OR AGENCY
CONDUCTI NG ANY | NTERCEPTI ONS PURSUANT TO THI'S SECTI ON AS WELL AS
A PROVI DER OF ELECTRONI C COMMUNI CATI ON SERVI CE WHO | S REQUI RED
TO PROVI DE ASSI STANCE | N CONDUCTI NG SUCH | NTERCEPTI ONS UPON
REQUEST OF A SUPERVI SI NG LAW ENFORCEMENT OFFI CER.
§ 5714. RECORDI NG OF | NTERCEPTED COVMUNI CATI ONS.

(A) RECORDI NG AND MONI TORI NG - - ANY W RE, ELECTRONI C OR ORAL

COVMUNI CATI ON | NTERCEPTED | N ACCORDANCE W TH THI S [ CHAPTER]
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SUBCHAPTER SHALL, |F PRACTI CABLE, BE RECORDED BY TAPE OR OTHER
COMPARABLE METHOD. THE RECORDI NG SHALL BE DONE | N SUCH A WAY AS
W LL PROTECT | T FROM EDI TING OR OTHER ALTERATI ON. VWHENEVER AN
| NTERCEPTI ON | S BEI NG MONI TORED, THE MONI TOR SHALL BE AN
| NVESTI GATI VE OR LAW ENFORCEMENT OFFI CER CERTI FI ED UNDER SECTI ON
5724 (RELATING TO TRAINING), AND WHERE PRACTI CABLE, KEEP A
SI GNED, WRI TTEN RECORD WHI CH SHALL | NCLUDE THE FOLLOW NG
(1) THE DATE AND HOURS OF SURVEI LLANCE.
(2) THE TINME AND DURATI ON OF EACH | NTERCEPTED
COMMUNI CATI ON.
(3) THE PARTICI PANT, |F KNOWN, | N EACH | NTERCEPTED
CONVERSATI ON.
(4) A SUMMARY OF THE CONTENT OF EACH | NTERCEPTED
COMMUNI CATI ON.
§ 5715. SEALING OF APPLI CATI ONS, ORDERS AND SUPPORTI NG PAPERS.
APPL| CATI ONS MADE, FI NAL REPORTS, AND ORDERS GRANTED PURSUANT
TO THI'S [ CHAPTER] SUBCHAPTER AND SUPPORTI NG PAPERS AND MONI TOR S
RECORDS SHALL BE SEALED BY THE COURT AND SHALL BE HELD I N
CUSTODY AS THE COURT SHALL DI RECT AND SHALL NOT BE DESTROYED
EXCEPT ON ORDER OF THE COURT AND I N ANY EVENT SHALL BE KEPT FOR
TEN YEARS. THEY NMAY BE DI SCLOSED ONLY UPON A SHOW NG OF GOOD
CAUSE BEFORE A COURT OF COMPETENT JURI SDI CTI ON EXCEPT THAT ANY
| NVESTI GATI VE OR LAW ENFORCEMENT OFFI CER MAY DI SCLOSE SUCH
APPL| CATI ONS, ORDERS AND SUPPORTI NG PAPERS AND NONI TOR S RECORDS
TO | NVESTI GATI VE OR LAW ENFORCEMENT OFFI CERS OF THI'S OR ANOTHER
STATE, ANY OF I TS POLITI CAL SUBDI VI SIONS, OR OF THE UNI TED
STATES TO THE EXTENT THAT SUCH DI SCLOSURE |'S APPROPRI ATE TO THE
PROPER PERFORMANCE OF THE OFFI Cl AL DUTI ES OF THE OFFI CER MAKI NG

OR RECEI VING THE DI SCLCSURE. | N ADDI TI ON TO ANY REMEDI ES AND
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PENALTI ES PROVI DED BY THI' S [ CHAPTER] SUBCHAPTER, ANY VI OLATI ON
OF THE PROVI SIONS OF THI S SECTI ON MAY BE PUNI SHED AS CONTEMPT OF
THE COURT.

§ 5717. [ DI SCLOSURE] | NVESTI GATI VE DI SCLOSURE OR USE OF

CONTENTS OF WRE, ELECTRONI C OR ORAL COVMUNI CATI ONS
OR DERI VATI VE EVI DENCE.
(A) [ NVESTI GATI VE ACTI VI TI ES. - -] LAW ENFORCEMENT

PERSONNEL. - - ANY | NVESTI GATI VE OR LAW ENFORCEMENT OFFI CER WHO,

[ BY ANY MEANS AUTHCORI ZED BY THI S CHAPTER,] UNDER SUBSECTI ON ( B)

OR (€, HAS OBTAI NED KNOALEDGE COF THE CONTENTS COF ANY W RE,
ELECTRONI C OR ORAL COMMUNI CATI ON, OR EVI DENCE DERI VED THEREFROM
OR WHO HAS OTHERW SE OBTAI NED SUCH KNOW.EDGE N GOOD FAI TH

RELI ANCE ON THE PROVI SIONS OF THI S CHAPTER, MAY DI SCLOSE SUCH

CONTENTS OR EVI DENCE TO ANOTHER | NVESTI GATI VE OR LAW ENFORCEMENT
OFFI CER[, | NCLUDI NG ANOTHER | NVESTI GATI VE OR LAW ENFORCEMENT
OFFI CER OF ANOTHER STATE OR PQLI TI CAL SUBDI VI SI ON THERECF, OR
MAKE USE OF SUCH CONTENTS OR EVI DENCE] TO THE EXTENT THAT SUCH
DI SCLOSURE [ OR USE] IS APPROPRI ATE TO THE PROPER PERFORMANCE OF
THE OFFI Cl AL DUTI ES OF THE OFFI CER MAKI NG OR RECEI VI NG THE
DI SCLOSURE.

(A.1) USE OF | NFORNVATI ON. - - ANY | NVESTI GATI VE OR LAW

ENFORCEMENT COFFI CER WHO, BY ANY MEANS AUTHORI ZED BY THI S

SUBCHAPTER, HAS OBTAI NED KNOWEDGE OF THE CONTENTS OF ANY W RE,

ELECTRONI C OR ORAL COMVUNI CATI ON OR EVI DENCE DERI VED THEREFROM

MAY USE SUCH CONTENTS OR EVI DENCE TO THE EXTENT SUCH USE | S

APPROPRI ATE TO THE PROPER PERFORMANCE COF H' S OFFI CI AL DUTI ES.

(A.2) CVILIANS. --ANY PERSON OTHER THAN AN | NVESTI GATI VE OR

LAW ENFORCEMENT _OFFI CER WHO AS A PARTY TO THE COVMUNI CATI ON HAS

OBTAI NED KNONEDGE OF THE CONTENTS OF ANY WRE, ELECTRONI C OR

ORAL COMVUNI CATI ON, OR EVI DENCE DERI VED THEREFROM MNAY DI SCLOSE
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SUCH CONTENTS OR EVI DENCE TO AN | NVESTI GATI VE OR LAW ENFORCEMENT

(B) [EVIDENCE. --] OTHERW SE AUTHORI ZED PERSONNEL. - - ANY

PERSON WHO [ BY ANY MEANS AUTHORI ZED BY THI S CHAPTER,] I N GOOD

FAI TH RELI ANCE ON THE LAWS OF ANOTHER STATE OR THE FEDERAL

GOVERNMENT, HAS OBTAI NED KNOALEDGE OF THE CONTENTS OF ANY W RE,

ELECTRONI C OR ORAL COMMUNI CATI ON, OR EVI DENCE DERI VED THEREFROM
MAY DI SCLOSE SUCH CONTENTS OR EVI DENCE TO AN | NVESTI GATI VE OR
LAW ENFORCEMENT OFFI CER AND MAY DI SCLOSE SUCH CONTENTS OR

EVI DENCE WH LE G VI NG TESTI MONY UNDER OATH OR AFFI RVATI ON | N ANY
CRIM NAL [ PROCEEDI NG, QUASI-CRIM NAL, PROFESSI ONAL DI SCI PLI NARY

OR FORFEI TURE PROCEEDI NG, | NCLUDI NG A PROCEEDI NG TO RECOVER THE

CVIL PENALTY PROVI DED UNDER SECTION 5111(C) (RELATING TO

DEALI NG I N PROCEEDS OF UNLAWFUL ACTIVITIES), I N ANY COURT OF

TH S COMONVEALTH OR OF ANOTHER STATE OR OF THE UNI TED STATES OR
BEFORE ANY STATE OR FEDERAL GRAND JURY OR | NVESTI GATI NG GRAND
JURY.

[(C OTHERW SE AUTHORI ZED PERSONNEL. - - ANY PERSON WHO, BY ANY
MEANS AUTHORI ZED BY THE LAWS OF ANOTHER STATE OR THE FEDERAL
GOVERNMENT, HAS OBTAI NED KNOALEDGE OF THE CONTENTS OF ANY W RE,
ELECTRONI C OR ORAL COMMUNI CATI ON, OR EVI DENCE DERI VED THEREFROM
MAY DI SCLOSE SUCH CONTENTS OR EVI DENCE TO AN | NVESTI GATI VE OR
LAW ENFORCEMENT OFFI CER AND MAY DI SCLOSE SUCH CONTENTS OR
EVI DENCE WHERE OTHERW SE ADM SSI BLE VHI LE G VI NG TESTI MONY UNDER
OATH OR AFFI RVATI ON | N ANY PROCEEDI NG I N ANY COURT OF THI' S
COVMONVEALTH. ]

§ 5718. | NTERCEPTI ON OF COMMUNI CATI ONS RELATI NG TO OTHER
OFFENSES.

VWHEN AN | NVESTI GATI VE OR LAW ENFORCEMENT OFFI CER, VWHI LE

ENGAGED | N COURT AUTHORI ZED | NTERCEPTI ONS OF W RE, ELECTRONI C OR
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ORAL COMMUNI CATI ONS | N THE MANNER AUTHORI ZED HEREI N, | NTERCEPTS
W RE, ELECTRONI C OR ORAL COWMUNI CATI ONS RELATI NG TO OFFENSES
OTHER THAN THOSE SPECI FI ED I N THE ORDER OF AUTHORI ZATI ON, THE
CONTENTS THEREGF, AND EVI DENCE DERI VED THEREFROM NAY BE

DI SCLOSED OR USED AS PROVI DED I N SECTI ON 5717(A) (RELATING TO

DI SCLOSURE OR USE OF CONTENTS OF WRE, ELECTRONI C OR ORAL
COVMUNI CATI ONS OR DERI VATI VE EVI DENCE) . SUCH CONTENTS AND

EVI DENCE MAY BE DI SCLCSED I N TESTI MONY UNDER OATH OR AFFI RVATI ON

© o0 N oo o A~ wWw N P

IN ANY CRI M NAL PROCEEDI NG | N ANY COURT OF TH S COMMONVEALTH OR

=Y
o

OF ANOTHER STATE OR OF THE UNI TED STATES OR BEFORE ANY STATE OR

=
=

FEDERAL GRAND JURY VWHEN AUTHORI ZED BY A JUDGE WHO FI NDS ON

=
N

SUBSEQUENT APPLI CATI ON THAT THE CONTENTS WERE OTHERW SE

=
w

| NTERCEPTED | N ACCORDANCE W TH THE PROVI SIONS OF THI S [ CHAPTER]

H
o

SUBCHAPTER. SUCH APPLI CATI ON SHALL BE MADE AS SOON AS

PRACTI CABLE.

T
> O

§ 5719. UNLAWUL USE OR DI SCLOSURE OF EXI STENCE OF ORDER

=
\l

CONCERNI NG | NTERCEPTED COVMUNI CATI ON.

=Y
oo

EXCEPT AS SPECI FI CALLY AUTHORI ZED PURSUANT TO THI S [ CHAPTER]

=
O

SUBCHAPTER ANY PERSON VWHO W LLFULLY USES OR DI SCLOSES THE

EXI STENCE OF AN ORDER AUTHORI ZI NG | NTERCEPTI ON OF A W RE,

N DN
= O

ELECTRONI C OR ORAL COMMUNI CATION IS GUILTY OF A M SDEMEANOR OF

N
N

THE SECOND DEGREE.

N
w

§ 5720. SERVICE OF COPY OF ORDER AND APPLI CATI ON BEFORE

N
~

DI SCLOSURE OF | NTERCEPTED COMMUNI CATI ON | N TRI AL,

N
(63}

HEARI NG OR PROCEEDI NG

N
(e}

THE CONTENTS OF ANY WRE, ELECTRONI C OR OCRAL COMMUNI CATI ON

N
~

| NTERCEPTED | N ACCORDANCE W TH THE PROVI SIONS OF THI S [ CHAPTER]

<
L
%
B
3
7
g
3
7
A
r<r|
W)
-
I';PI
g
9))
t
&

DI SCLOSED | N ANY TRI AL, HEARI NG OR OTHER ADVERSARY PROCEEDI NG

N
(o]

30 BEFORE ANY COURT OF THE COVMONWEALTH UNLESS, NOT LESS THAN TEN
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DAYS BEFORE THE TRI AL, HEARI NG OR PROCEEDI NG THE PARTI ES TO THE
ACTI ON HAVE BEEN SERVED W TH A COPY OF THE ORDER, THE
ACCOVPANYI NG APPLI CATI ON AND THE FI NAL REPORT UNDER VWHI CH THE
| NTERCEPTI ON WAS AUTHORI ZED OR, I N THE CASE OF AN | NTERCEPTI ON
UNDER SECTI ON 5704 ( RELATI NG TO EXCEPTI ONS TO PROH BI TI ON OF
| NTERCEPTI ON AND DI SCLOSURE OF COVMUNI CATI ONS), NOTI CE OF THE
FACT AND NATURE OF THE | NTERCEPTI ON. THE SERVI CE OF | NVENTCRY,
ORDER, APPLI CATI ON, AND FI NAL REPORT REQUI RED BY THI S SECTI ON
MAY BE WAI VED BY THE COURT ONLY WHERE | T FI NDS THAT THE SERVI CE
I'S NOI' FEASI BLE AND THAT THE PARTI ES WLL NOT BE PREJUDI CED BY
THE FAI LURE TO MAKE THE SERVI CE.

SECTION 7. SECTION 5721 OF TITLE 18 | S REPEALED.

SECTION 8. TITLE 18 IS AVENDED BY ADDI NG A SECTI ON TO READ:
§ 5721.1. EVIDENTIARY DI SCLOSURE OF CONTENTS CF | NTERCEPTED

COMVUNI CATI ON OR DERI VATI VE_EVI DENCE.

(A) DI SCLOSURE I N EVI DENCE GENERALLY. - -

(1) EXCEPT AS PROVIDED I N PARAGRAPH (2), NO PERSON SHALL

DI SCLOSE THE CONTENTS OF ANY WRE, ELECTRONI C OR ORAL

COMVUNI CATI ON, _ OR EVI DENCE DERI VED THEREFROM | N ANY

PROCEEDI NG I N ANY COURT, BOARD OR AGENCY OF THI S

COMVONVEEAL TH.

(2) ANY | NVESTI GATI VE OR LAW ENFORCEMENT OFFI CER WHO HAS

OBTAI NED KNONEDGE OF THE CONTENTS OF ANY WRE, ELECTRONI C OR

ORAL COMVUNI CATI ON, OR EVI DENCE DERI VED THEREFROM WHICH | S

PROPERLY SUBJECT TO DI SCLOSURE UNDER SECTI ON 5717(A)

(RELATI NG TO | NVESTI GATI VE DI SCLOSURE OR USE OF CONTENTS OF

WRE, ELECTRONIC OR ORAL COVMUNI CATI ONS OR DERI VATI VE

EVI DENCE), MAY ALSO DI SCLOSE SUCH CONTENTS OR EVI DENCE I N ANY

MATTER RELATI NG TO ANY CRIM NAL, QUASI -CRI M NAL, FORFEI TURE,

ADM NI STRATI VE ENFORCEMENT OR PROFESSI ONAL DI SCI PLI NARY
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1 PROCEEDI NGS | N ANY COURT, BOARD OR AGENCY OF THI' S

2 COMMONVEALTH OR OF ANOTHER STATE OR OF THE UNI TED STATES OR

3 BEFORE ANY STATE OR FEDERAL GRAND JURY OR | NVESTI GATI NG GRAND
4 JURY. ONCE SUCH DI SCLOSURE HAS BEEN MADE BY AN | NVESTI GATI VE
5 OR LAW ENFORCEMENT OFFI CER, THEN ANY PERSON MAY_ DI SCLOSE SUCH
6 CONTENTS OR EVI DENCE | N ANY_ SUCH PROCEEDI NG

7 (3)  NOTW THSTANDI NG THE PROVI SI ONS OF PARAGRAPH (2), NO
8 DI SCLOSURE | N ANY SUCH PROCEEDI NG SHALL BE MADE SO LONG AS

9 ANY ORDER EXCLUDI NG SUCH CONTENTS OR EVI DENCE PURSUANT TO THE
10 PROVI SI ONS OF SUBSECTION (B) IS I N EFFECT.

11 (B) MOTION TO EXCLUDE. - - ANY_AGCRI EVED PERSON WHO | S A PARTY
12 TO ANY PROCEEDI NG N ANY COURT, BOARD OR AGENCY OF THI S

13 COMVONVEALTH MAY MOVE TO EXCLUDE THE CONTENTS OF ANY W RE

14 ELECTRONI C OR ORAL COVMUNI CATI ON, OR EVI DENCE DERI VED THEREFROM
15 ON ANY OF THE FOLLOW NG GROUNDS:

16 (1) UNLESS | NTERCEPTED I N GOOD FAI TH RELI ANCE UPON AN

17 EXCEPTI ON SET_FORTH I N SECTI ON 5704 (RELATI NG TO EXCEPTI ONS
18 TO PRCH BI TI ON OF | NTERCEPTI ON AND DI SCLOSURE OF

19 COVMUNI CATI ONS) , THE | NTERCEPTI ON WAS MADE W THOUT PRI OR

20 PROCUREMENT COF AN ORDER OF AUTHORI ZATI ON UNDER SECTI ON 5712
21 (RELATI NG TO | SSUANCE OF ORDER AND EFFECT) OR AN ORDER OF

22 APPROVAL UNDER SECTI ON 5713(A) (RELATI NG TO EMERGENCY

23 SITUATIONS) OR 5713.1(B) (RELATING TO EMERGENCY HOSTAGE AND
24 BARRI CADE S| TUATI ONS) .

25 (2) THE ORDER OF AUTHORI ZATI ON | SSUED UNDER SECTI ON 5712
26 OR THE ORDER OF APPROVAL | SSUED UNDER SECTI ON 5713(A) OR

27 5713.1(B) WAS NOT SUPPORTED BY PROBABLE CAUSE W TH RESPECT TO
28 THE MATTERS SET FORTH I N SECTI ON 5710(A) (1) AND (2) (RELATING
29 TO GROUNDS FOR ENTRY OF ORDER)

30 (3)  THE ORDER OF AUTHORI ZATI ON | SSUED UNDER SECTI ON 5712
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IS MATERIALLY I NSUFFICITENT _ON I TS FACE AND THE | NTERCEPTI ON

WAS NOT_MADE N GOOD FAITH RELI ANCE ON THE ORDER.

(4) THE | NTERCEPTI ON MATERI ALLY DEVI ATED FROM THE

REQUI REMENTS OF THE ORDER OF AUTHORI ZATI ON AND WAS NOT_NMADE

N GOOD FAI TH.

(5)  WTH RESPECT TO | NTERCEPTI ONS PURSUANT TO SECTI ON

5704(2), THE CONSENT TO THE | NTERCEPTI ON WAS CCERCED BY THE

COMVONVEEAL TH.

(6) VHERE REQUI RED PURSUANT TO SECTI ON 5704(2)(l111), THE

| NTERCEPTI ON WAS MADE W THOUT PRI OR PROCUREMENT OF A COURT

ORDER, OR W THOUT PROBABLE CAUSE.

(©) PROCEDURE. - -

(1) THE MOTION SHALL BE MADE | N ACCORDANCE W TH THE

APPLI CABLE RULES OF PROCEDURE GOVERN NG SUCH PROCEEDI NGS.  THE

COURT, BOARD OR AGENCY, UPON THE FILI NG OF SUCH MOTI ON, SHALL

MAKE AVAI LABLE TO THE MOVANT OR HI' S COUNSEL THE | NTERCEPTED

COMVUNI CATI ON_ AND EVI DENCE DERI VED THEREFROM

(2) I N CONSIDERI NG A MOTI ON TO EXCLUDE UNDER SUBSECTI ON

(B)(2), BOTH THE WRI TTEN APPLI CATI ON UNDER SECTI ON 5710(A)

AND ALL NMATTERS THAT WERE PRESENTED TO THE JUDGE UNDER

SECTI ON 5710(B) SHALL BE_ADM SSI BLE.

(3)  THE MOVANT SHALL BEAR THE BURDEN OF PROVI NG BY A

PREPONDERANCE OF THE EVI DENCE THE GROUNDS FOR EXCLUSI ON

ASSERTED UNDER SUBSECTI ON (B) (3) AND (4), PROVIDED, HOWNEVER,

THAT THE RESPONDENT SHALL HAVE THE BURDEN OF DEMONSTRATI NG

THE COVMONWEALTH S GOOD FAI TH BY A PREPONDERANCE OF THE

(4) WTH RESPECT TO EXCLUSI ON CLAI M5 UNDER SUBSECTI ON

(B)(1), (2) AND (5), THE RESPONDENT SHALL BEAR THE BURDEN OF

PROCE BY A PREPONDERANCE OF THE EVI DENCE.
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(5) WTH RESPECT TO EXCLUSI ON CLAI M5 UNDER SUBSECTI ON

(B)(6), THE MOVANT SHALL HAVE THE I NI TI AL_BURDEN OF

DEMONSTRATI NG BY A PREPONDERANCE OF THE EVI DENCE THAT THE

| NTERCEPTI ON TOOK PLACE IN H' S HOVE. ONCE HE MEETS THI' S

BURDEN, THE BURDEN SHALL SHI FT TO THE RESPONDENT TO

DEMONSTRATE BY A PREPONDERANCE OF THE EVI DENCE THAT THE

| NTERCEPTI ON WAS | N ACCORDANCE W TH SECTI ON 5704(2) (111).

(6) EVIDENCE SHALL NOT BE DEEMED TO HAVE BEEN DERI VED

FROM COVMUNI CATI ONS EXCLUDABLE UNDER SUBSECTION (B) IF THE

RESPONDENT CAN DEMONSTRATE BY A PREPONDERANCE OF THE EVI DENCE

THAT THE COVMONVWEALTH OR THE RESPONDENT HAD A BASI S

| NDEPENDENT COF THE EXCLUDED COMVUNI CATI ON FOR DI SCOVERI NG

SUCH EVI DENCE, OR THAT SUCH EVI DENCE WOULD HAVE BEEN

| NEVI TABLY DI SCOVERED BY THE COVMONWEALTH OR THE RESPONDENT

ABSENT_THE EXCLUDED COVMUNI CATI ON.

(D) APPEAL.--1N ADDI TION TO ANY OTHER RIGHT OF APPEAL, THE

COMVONVEALTH SHALL HAVE THE RI GHT TO APPEAL FROM AN ORDER

GRANTI NG A MOTION TO EXCLUDE |F THE OFFIC AL TO VHOM THE ORDER

AUTHORI ZI NG THE | NTERCEPT WAS GRANTED SHALL CERTIFY TO THE COURT

THAT THE APPEAL 1S NOT TAKEN FOR PURPOSES OF DELAY. THE APPEAL

SHALL BE TAKEN | N ACCORDANCE W TH THE PROVI SIONS OF TITLE 42

(RELATI NG TO JUDI Cl ARY_AND JUDI Cl AL PROCEDURE) .

(E) EXCLUSI VENESS OF REMEDI ES AND SANCTI ONS. - - EXCEPT AS

PROVIDED IN THI' S SECTI ON, NO EXCLUSI ON REMEDY SHALL EXI ST OR BE

CREATED FOR VIOLATIONS OF TH S CHAPTER.

SECTION 9. SECTI ONS 5722, 5723, 5724, 5725, 5726, 5743(D)
AND (E), 5744(B), 5747(D), 5771, 5772(A), 5773(A), 5774, 5775
HEADI NG, AND 5781 OF TI TLE 18 ARE AMENDED TO READ:

§ 5722. REPORT BY | SSU NG OR DENYI NG JUDGE.
W THI N 30 DAYS AFTER THE EXPI RATI ON OF AN ORDER OR AN
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1 EXTENSI ON OR RENEWAL THEREOF ENTERED UNDER THI S [ CHAPTER]

2 SUBCHAPTER OR THE DENI AL OF AN ORDER CONFI RM NG VERBAL APPROVAL
3 OF INTERCEPTION, THE | SSU NG OR DENYI NG JUDGE SHALL MAKE A

4 REPORT TO THE ADM NI STRATI VE OFFI CE OF PENNSYLVANI A COURTS

5 STATING THE FOLLOW NG

6 (1) THAT AN ORDER, EXTENSI ON OR RENEWAL WAS APPLI ED FOR.
7 (2) THE KIND OF ORDER APPLI ED FOR.

8 (3) THAT THE ORDER WAS GRANTED AS APPLI ED FOR, WAS

9 MODI FI ED, OR WAS DENI ED.

10 (4) THE PERI OD OF THE | NTERCEPTI ONS AUTHORI ZED BY THE
11 ORDER, AND THE NUMBER AND DURATI ON OF ANY EXTENSI ONS OR

12 RENEWALS OF THE ORDER

13 (5) THE OFFENSE SPECI FI ED I N THE ORDER, OR EXTENSI ON OR
14 RENEWAL OF AN ORDER.

15 (6) THE NAME AND OFFI CI AL | DENTI TY OF THE PERSON MAKI NG
16 THE APPLI CATI ON AND OF THE | NVESTI GATI VE OR LAW ENFORCEMENT
17 OFFI CER AND AGENCY FOR WHOM | T WAS MADE.

18 (7) THE CHARACTER OF THE FACI LI TIES FROM WHI CH OR THE
19 PLACE WHERE THE COMMUNI CATI ONS WERE TO BE | NTERCEPTED.

20 § 5723. ANNUAL REPORTS AND RECORDS OF ATTORNEY GENERAL AND

21 DI STRI CT ATTORNEYS.

22 (A) JUDGES.--IN ADDI TI ON TO REPORTS REQUI RED TO BE MADE BY
23 APPLI CANTS PURSUANT TO TITLE 18 U.S.C. § 2519, ALL JUDGES WHO
24 HAVE | SSUED ORDERS PURSUANT TO THI'S TI TLE SHALL MAKE ANNUAL

25 REPORTS ON THE OPERATI ON OF TH' S [ CHAPTER] SUBCHAPTER TO THE

26 ADM NI STRATI VE OFFI CE OF PENNSYLVANI A COURTS. THE REPORTS BY THE
27 JUDGES SHALL CONTAIN THE FOLLOW NG | NFORMATI ON:

28 (1) THE NUMBER OF APPLI CATI ONS MADE.

29 (2) THE NUMBER OF ORDERS | SSUED.

30 (3) THE EFFECTI VE PER ODS OF SUCH ORDERS.
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(4) THE NUMBER AND DURATI ON OF ANY RENEWALS THERECF.
(5) THE CRIMES | N CONNECTI ON W TH WHI CH THE ORDERS VERE

SOUGHT.

(6) THE NAMES AND OFFI Cl AL | DENTI TY OF THE APPLI CANTS.
(7) SUCH OTHER AND FURTHER PARTI CULARS AS THE

ADM NI STRATI VE OFFI CE OF PENNSYLVANI A COURTS MAY REQUI RE.

(B) ATTORNEY GENERAL.--1N ADDI TI ON TO REPORTS REQUI RED TO BE
MADE BY APPLI CANTS PURSUANT TO TITLE 18 U.S.C. § 2519, THE
ATTORNEY GENERAL SHALL MAKE ANNUAL REPORTS ON THE OPERATI ON OF
THI S [ CHAPTER] SUBCHAPTER TO THE ADM NI STRATI VE OFFI CE OF
PENNSYLVANI A COURTS AND TO THE JUDI Cl ARY COWM TTEES OF THE
SENATE AND HOUSE OF REPRESENTATI VES. THE REPORTS BY THE ATTORNEY
GENERAL SHALL CONTAIN THE SAME | NFORMATI ON WHI CH MUST BE
REPORTED PURSUANT TO 18 U.S.C. § 2519(2).

(C) DI STRICT ATTORNEYS. - - EACH DI STRI CT ATTORNEY SHALL
ANNUALLY PROVI DE TO THE ATTORNEY GENERAL ALL OF THE FOREGO NG
| NFORVATI ON W TH RESPECT TO ALL APPLI CATI ONS AUTHORI ZED BY THAT
DI STRI CT ATTORNEY ON FORMS PRESCRI BED BY THE ATTORNEY GENERAL.

(D) OTHER REPORTS. -- THE CHI EF JUSTI CE OF THE SUPREME COURT
AND THE ATTORNEY GENERAL SHALL ANNUALLY REPORT TO THE GOVERNCR
AND THE GENERAL ASSEMBLY ON SUCH ASPECTS OF THE OPERATI ON OF
THI S [ CHAPTER] SUBCHAPTER AS THEY DEEM APPROPRI ATE AND MAKE ANY
RECOMVENDATI ONS THEY FEEL DESI RABLE AS TO LEG SLATI VE CHANGES OR
| MPROVEMENTS TO EFFECTUATE THE PURPOSES OF THI S [ CHAPTER]
SUBCHAPTER AND TO ASSURE AND PROTECT | NDI VI DUAL RI GHTS.

§ 5724. TRAI NI NG

THE ATTORNEY GENERAL AND THE COWM SSI ONER OF THE PENNSYLVANI A
STATE POLI CE SHALL ESTABLI SH A COURSE OF TRAI NI NG | N THE LEGAL
AND TECHNI CAL ASPECTS OF W RETAPPI NG AND ELECTRONI C SURVEI LLANCE

AS ALLONED OR PERM TTED BY THI S [ CHAPTER] SUBCHAPTER, SHALL
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ESTABLI SH SUCH REGULATI ONS AS THEY FI ND NECESSARY AND PROPER FOR

SUCH TRAI NI NG PROGRAM AND SHALL ESTABLI SH M NI MUM STANDARDS FOR

CERTI FI CATI ON AND PERI ODI C RECERTI FI CATI ON OF COMVONVEALTH

| NVESTI GATI VE OR LAW ENFORCEMENT OFFI CERS AS ELI Gl BLE TO CONDUCT

W RETAPPI NG OR ELECTRONI C SURVEI LLANCE UNDER THI' S CHAPTER THE

PENNSYLVANI A STATE POLI CE SHALL CHARGE EACH | NVESTI GATI VE OR LAW

ENFORCEMENT OFFI CER WHO ENROLLS IN THI'S TRAI NI NG PROGRAM A

REASONABLE ENROLLMENT FEE TO OFFSET THE COSTS OF SUCH TRAI NI NG

§ 5725. CIVIL ACTI ON FOR UNLAWFUL | NTERCEPTI ON, DI SCLOSURE OR
USE OF WRE, ELECTRONIC OR ORAL COVMUNI CATI ON.

(A) CAUSE OF ACTI ON. - - ANY PERSON WHOSE W RE, ELECTRONI C OR
ORAL COVMUNI CATI ON | S | NTERCEPTED, DI SCLOSED OR USED I N
VI OLATI ON OF THI'S [ CHAPTER] SUBCHAPTER SHALL HAVE A ClVIL CAUSE
OF ACTI ON AGAI NST ANY PERSON WHO | NTERCEPTS, DI SCLOSES OR USES
OR PROCURES ANY OTHER PERSON TO | NTERCEPT, DI SCLOSE OR USE, SUCH
COVMUNI CATI ON; AND SHALL BE ENTI TLED TO RECOVER FROM ANY SUCH
PERSON:

(1) ACTUAL DAMAGES, BUT NOT LESS THAN LI QUI DATED DAMAGES
COVPUTED AT THE RATE OF $100 A DAY FOR EACH DAY OF VI OLATI ON,
OR $1, 000, WWHI CHEVER IS H GHER

(2) PUNI TI VE DAVAGES.

(3) A REASONABLE ATTORNEY' S FEE AND OTHER LI TI GATI ON
COSTS REASONABLY | NCURRED.

(B) WAl VER OF SOVEREI GN | MMUNI TY. - - TO THE EXTENT THAT THE
COWONVEALTH AND ANY OF | TS OFFI CERS, OFFI Cl ALS OR EMPLOYEES
WOULD BE SHI ELDED FROM LI ABI LI TY UNDER TH S SECTI ON BY THE
DOCTRI NE OF SOVEREI GN | MVUNI TY, SUCH | MMUNI TY | S HEREBY WAI VED
FOR THE PURPOSES OF THI'S SECTI ON.

(C) DEFENSE.--1T IS A DEFENSE TO AN ACTI ON BROUGHT PURSUANT
TO SUBSECTI ON (A) THAT THE ACTOR ACTED I N GOOD FAI TH RELI ANCE ON
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A COURT ORDER OR THE PROVI SIONS OF THI S [ CHAPTER] SUBCHAPTER
§ 5726. ACTI ON FOR REMOVAL FROM OFFI CE OR EMPLOYMENT.

(A) CAUSE OF ACTI ON. - - ANY AGGRI EVED PERSON SHALL HAVE THE
RI GHT TO BRI NG AN ACTI ON | N COWONWEALTH COURT AGAI NST ANY
| NVESTI GATI VE OR LAW ENFORCEMENT OFFI CER, PUBLI C OFFI CI AL OR
PUBLI C EMPLOYEE SEEKI NG THE OFFI CER' S, OFFICIAL' S OR EMPLOYEE' S
REMOVAL FROM OFFI CE OR EMPLOYMENT ON THE GROUNDS THAT THE

OFFI CER, OFFI CI AL OR EMPLOYEE HAS | NTENTI ONALLY VI OLATED THE

© o0 N oo o A~ wWw N P

PROVI SIONS OF THI S [ CHAPTER] SUBCHAPTER. | F THE COURT SHALL
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CONCLUDE THAT SUCH OFFI CER, OFFI Cl AL OR EMPLOYEE HAS I N FACT

=
=

| NTENTI ONALLY VI OLATED THE PROVI SIONS OF THI S [ CHAPTER]
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OFFI CE OF SAID OFFI CER, OFFI Cl AL OR EMPLOYEE.

e
AW

(B) DEFENSE.--1T IS A DEFENSE TO AN ACTI ON BROUGHT PURSUANT

=Y
(63}

TO SUBSECTI ON (A) THAT THE ACTOR ACTED I N GOOD FAI TH RELI ANCE ON

=Y
(e}

A COURT ORDER OR THE PROVI SIONS OF THI S [ CHAPTER] SUBCHAPTER.

=
\l

§ 5743. REQUI REMENTS FOR GOVERNVENTAL ACCESS.

* * %

e
© 0o

(D) REQUI REMENTS FOR COURT ORDER. --A COURT ORDER FOR

N
o

DI SCLOSURE UNDER SUBSECTI ON (B) OR (C) SHALL BE | SSUED ONLY | F

N
=

THE | NVESTI GATI VE OR LAW ENFORCEMENT OFFI CER SHOWN6 THAT THERE

N
N

[1'S REASON TO BELI EVE] ARE SPECI FI C AND ARTI CULABLE FACTS

N
w

SHOW NG THAT THERE ARE REASONABLE GROUNDS TO BELI EVE THAT THE

N
~

CONTENTS OF A WRE OR ELECTRONI C COMMUNI CATI ON, OR THE RECORDS

N
(63}

OR OTHER | NFORVATI ON SOUGHT, ARE RELEVANT AND MATERIAL TO [ A

N
(e}

LEG Tl MATE | NVESTI GATI VE OR LAW ENFORCEMENT | NQUI RY] AN ONGO NG

N
~

CRIM NAL | NVESTI GATI ON. A COURT | SSUI NG AN ORDER PURSUANT TO

N
oo

TH' 'S SECTI AN, ON A MOTI ON MADE PROMPTLY BY THE SERVI CE PROVI DER,

N
(o]

MAY QUASH OR MODI FY THE ORDER | F THE | NFORVATI ON OR RECORDS
30 REQUESTED ARE UNUSUALLY VOLUM NOUS | N NATURE OR COWVPLI ANCE W TH
19960H2362B3225 - 42 -



© o0 N oo o A~ wWw N P

N ORNN N RN NN N NN R B P B R R R R R
© O N o U~ W N B O © 0 N 0o o M W N B O

30

THE ORDER WOULD OTHERW SE CAUSE AN UNDUE BURDEN ON THE PROVI DER.
(E) NO CAUSE OF ACTI ON AGAI NST A PROVI DER DI SCLOSI NG

| NFORVATI ON UNDER THI'S [ CHAPTER] SUBCHAPTER. - - NO CAUSE OF ACTI ON

SHALL LIE AGAI NST ANY PROVI DER OF W RE OR ELECTRONI C

COVMUNI CATI ON SERVI CE, | TS OFFI CERS, EMPLOYEES, AGENTS OR OTHER

SPECI FI ED PERSONS FOR PROVI DI NG | NFORMATI ON, FACI LI TI ES OR

ASSI STANCE | N ACCORDANCE W TH THE TERVS OF A COURT ORDER,

WARRANT, SUBPOENA OR CERTI FI CATI ON UNDER THI' S [ CHAPTER]

SUBCHAPTER

§ 5744. BACKUP PRESERVATI ON.
(B) CUSTOMER CHALLENGES. - -

(1) WTH N 14 DAYS AFTER NOTI CE BY THE | NVESTI GATI VE OR
LAW ENFORCEMENT OFFI CER TO THE SUBSCRI BER OR CUSTOMER UNDER
SUBSECTI ON (A) (2), THE SUBSCRI BER OR CUSTOMER MAY FILE A
MOTI ON TO QUASH THE SUBPOENA OR VACATE THE COURT ORDER,

COPI ES TO BE SERVED UPON THE OFFI CER AND WRI TTEN NOTI CE OF
THE CHALLENGE TO BE G VEN TO THE SERVI CE PROVI DER. A MOTI ON
TO VACATE A COURT ORDER SHALL BE FILED IN THE COURT WHI CH
| SSUED THE ORDER. A MOTI ON TO QUASH A SUBPOENA SHALL BE FI LED
IN THE COURT WHI CH HAS AUTHORI TY TO ENFORCE THE SUBPCENA. THE
MOTI ON OR APPLI CATI ON SHALL CONTAI N AN AFFI DAVI T OR SWORN
STATEMENT:

(1) STATING THAT THE APPLICANT IS A CUSTOVER OF OR

SUBSCRI BER TO THE SERVI CE FROM WHI CH THE CONTENTS OF

ELECTRONI C COVMMUNI CATI ONS MAI NTAI NED FOR THE APPLI CANT

HAVE BEEN SOUGHT; AND

(11) CONTAI NI NG THE APPLI CANT' S REASONS FOR
BELI EVI NG THAT THE RECORDS SOUGHT ARE NOT RELEVANT TO A
LEG TI MATE | NVESTI GATI VE OR LAW ENFORCEMENT | NQUI RY OR
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THAT THERE HAS NOT BEEN SUBSTANTI AL COVPLI ANCE W TH THE

PROVI SIONS OF THI S SUBCHAPTER | N SOVE OTHER RESPECT.

(2) SERVICE SHALL BE MADE UNDER THI S SECTI ON UPON THE
I NVESTI GATI VE OR LAW ENFORCEMENT OFFI CER BY DELI VERI NG OR
MAI LI NG BY REG STERED OR CERTI FI ED MAIL A COPY OF THE PAPERS
TO THE PERSON, OFFI CE OR DEPARTMENT SPECI FI ED | N THE NOTI CE
VH CH THE CUSTOMER HAS RECEI VED PURSUANT TO THI S [ CHAPTER]
"DELI VERY" HAS THE MEANI NG G VEN THAT TERM I N THE
PENNSYLVANI A RULES OF Cl VI L PROCEDURE.

(3) | F THE COURT FI NDS THAT THE CUSTOVER HAS COWPLI ED
W TH PARAGRAPHS (1) AND (2), THE COURT SHALL ORDER THE
I NVESTI GATI VE OR LAW ENFORCEMENT OFFI CER TO FI LE A SWORN
RESPONSE, VH CH MAY BE FI LED I N CAMERA | F THE | NVESTI GATI VE
OR LAW ENFORCEMENT OFFI CER | NCLUDES I N | TS RESPONSE THE
REASONS VH CH MAKE | N CAMERA REVI EW APPROPRI ATE. | F THE COURT
'S UNABLE TO DETERM NE THE MOTI ON OR APPLI CATI ON ON THE BASI S
OF THE PARTIES | N TI AL ALLEGATI ONS AND RESPONSES, THE COURT
MAY CONDUCT SUCH ADDI TI ONAL PROCEEDI NGS AS | T DEEMs
APPROPRI ATE. ALL SUCH PROCEEDI NGS SHALL BE COMPLETED AND THE
MOTI ON OR APPLI CATI ON DECI DED AS SOON AS PRACTI CABLE AFTER
THE FI LI NG OF THE OFFI CER S RESPONSE.

(4) | F THE COURT FI NDS THAT THE APPLI CANT | S NOT THE
SUBSCRI BER OR CUSTOVER FOR WHOM THE COVMUNI CATI ONS SQUGHT BY
THE | NVESTI GATI VE OR LAW ENFORCEMENT OFFI CER ARE MAI NTAI NED,
OR THAT THERE IS REASON TO BELI EVE THAT THE | NVESTI GATI VE OR
LAW ENFORCEMENT | NQUI RY IS LEQ TI MATE AND THAT THE
COMVUNI CATI ONS SQUGHT ARE RELEVANT TO THAT | NQUIRY, | T SHALL
DENY THE MOTI ON OR APPLI CATI ON AND ORDER THE PROCESS
ENFORCED. | F THE COURT FI NDS THAT THE APPLI CANT IS THE
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1 SUBSCRI BER OR CUSTOVER FOR WWHOM THE COMMUNI CATI ONS SOUGHT BY
2 THE GOVERNMVENTAL ENTI TY ARE MAI NTAI NED, AND THAT THERE |'S NOT
3 REASON TO BELI EVE THAT THE COMMUNI CATI ONS SOUGHT ARE RELEVANT
4 TO A LEG TI MATE | NVESTI GATI VE OR LAW ENFORCEMENT | NQUI RY, OR
5 THAT THERE HAS NOT BEEN SUBSTANTI AL COVPLI ANCE W TH THE
6 PROVI SIONS OF TH' S [ CHAPTER] SUBCHAPTER, | T SHALL ORDER THE
7 PROCESS QUASHED.

8 (5) A COURT ORDER DENYI NG A MOTI ON OR APPLI CATI ON UNDER
9 THI'S SECTI ON SHALL NOT BE DEEMED A FI NAL ORDER, AND NO

10 | NTERLOCUTORY APPEAL MAY BE TAKEN THEREFROM THE COMMONWEALTH

11 OR | NVESTI GATI VE OR LAW ENFORCEMENT OFFI CER SHALL HAVE THE

12 RI GHT TO APPEAL FROM AN ORDER GRANTI NG A MOTI ON OR

13 APPLI CATI ON UNDER THI S SECTI ON.

14 § 5747. CIVIL ACTI ON.

15 x %

16 (D) DEFENSE.--A GOOD FAI TH RELI ANCE ON:

17 (1) A COURT WARRANT OR ORDER, A GRAND JURY SUBPCENA, A

18 LEG SLATI VE AUTHORI ZATI ON OR A STATUTORY AUTHORI ZATI ON;

19 (2) A REQUEST OF AN | NVESTI GATI VE OR LAW ENFORCEMENT

20 OFFI CER UNDER SECTI ON 5713 ( RELATI NG TO EMERGENCY

21 SI TUATI ONS) ; OR

22 (3) A GOOD FAI TH DETERM NATI ON THAT SECTI ON 5704( 10)

23 ( RELATI NG TO EXCEPTI ONS TO PRCHI Bl TI ONS OF | NTERCEPTI ON AND

24 DI SCLOSURE OF COVMUNI CATI ONS) PERM TTED THE CONDUCT

25 COVPLAI NED CF;

26 1S A COMPLETE DEFENSE TO ANY CIVIL OR CRIM NAL ACTI ON BROUGHT

27 UNDER THI'S [ CHAPTER] SUBCHAPTER OR ANY OTHER LAW

)8 x %

29 § 5771. GENERAL PROH BI TION OF PEN REG STER AND TRAP AND TRACE

30 DEVI CE USE; EXCEPTI ON.

19960H2362B3225 - 45 -



1
2
3
4
5
6
-
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

(A) CENERAL RULE. --EXCEPT AS PROVIDED IN THI S SECTI ON, NO
PERSON MAY | NSTALL OR USE A PEN REG STER OR A TRAP AND TRACE
DEVI CE W THOUT FI RST OBTAI NI NG A COURT ORDER UNDER SECTI ON 5773
( RELATI NG TO | SSUANCE OF AN ORDER FOR A PEN REG STER OR A TRAP
AND TRACE DEVI CE) .

(B) EXCEPTI ON. --THE PROHI Bl TI ON OF SUBSECTI ON (A) DOES NOT
APPLY W TH RESPECT TO THE USE OF A PEN REG STER OR A TRAP AND
TRACE DEVI CE BY A PROVI DER OF ELECTRONI C OR W RE COMMUNI CATI ON
SERVI CE:

(1) RELATING TO THE OPERATI ON, MAI NTENANCE AND TESTI NG

OF A WRE OR ELECTRONI C COVWMUNI CATI ON SERVI CE OR TO THE

PROTECTI ON OF THE RI GHTS OR PROPERTY OF THE PROVI DER, OR TO

THE PROTECTI ON OF USERS OF THE SERVI CE FROM ABUSE OF SERVI CE

OR UNLAWFUL USE OF SERVI CE; [OR]

(2) TO RECORD THE FACT THAT A WRE OR ELECTRONI C

COMVMUNI CATI ON WAS | NI TI ATED OR COVMPLETED | N ORDER TO PROTECT

THE PROVI DER, ANOTHER PROVI DER FURNI SHI NG SERVI CE TOMNRD THE

COVPLETI ON OF THE W RE COVMUNI CATI ON CR A USER OF THE SERVI CE

FROM FRAUDULENT, UNLAWUL OR ABUSI VE USE OF SERVICE[, OR]; OR

(3) WTH THE CONSENT OF THE USER CF THE SERVI CE.
(B.1) LIMTATION. --A GOVERNVENT ACENCY AUTHORI ZED TO | NSTALL

AND USE A PEN REG STER UNDER THI S CHAPTER SHALL USE TECHNOLOGY

REASONABLY AVAI LABLE TO I T THAT RESTRI CTS THE RECORDI NG OR

DECODI NG OF ELECTRONI C OR OTHER | MPULSES TO THE DI ALI NG AND

SI GNALI NG | NFORVATI ON UTI LI ZED I'N CALL PROCESSI NG

(© PENALTY. - - WHOEVER | NTENTI ONALLY AND KNOW NGLY VI OLATES
SUBSECTION (A) IS GULTY OF A M SDEMEANOR OF THE THI RD DEGREE.
§ 5772. APPLI CATI ON FOR AN ORDER FOR PEN REGQ STERS AND TRAP AND
TRACE DEVI CES.
(A) APPLI CATI ON. - - THE ATTORNEY GENERAL CR A DEPUTY ATTORNEY
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GENERAL DESI GNATED | N VWRI TI NG BY THE ATTORNEY CGENERAL OR A

DI STRI CT ATTORNEY OR AN ASSI STANT DI STRI CT ATTORNEY DESI GNATED
IN VRI TI NG BY THE DI STRI CT ATTORNEY NMAY MAKE APPLI CATI ON FOR AN
ORDER OR AN EXTENSI ON OF AN ORDER UNDER SECTI ON 5773 ( RELATI NG
TO | SSUANCE OF AN ORDER FOR A PEN REG STER OR A TRAP AND TRACE
DEVI CE) AUTHORI ZI NG OR APPROVI NG THE | NSTALLATI ON AND USE OF A
PEN REG STER OR A TRAP AND TRACE DEVI CE UNDER THI S [ CHAPTER]
SUBCHAPTER, I N VWRI TI NG UNDER OATH OR EQUI VALENT AFFI RVATI ON, TO

A COURT OF COVWMON PLEAS[.] OR TO ANY SUPERI OR COURT JUDGE WHEN

AN APPL| CATI ON FOR AN ORDER AUTHORI ZI NG | NTERCEPTI ON OF W RE OR

ELECTRONI C COVMUNI CATIONS |'S MADE FOR THE TELEPHONE LINE TO

VH CH THE DEVICE IS TO BE ATTACHED.

* * %

§ 5773. | SSUANCE CF AN ORDER FOR A PEN REG STER OR A TRAP AND
TRACE DEVI CE.

(A) | N GENERAL. - - UPON AN APPLI CATI ON MADE UNDER SECTI ON 5772
( RELATI NG TO APPLI CATI ON FOR AN ORDER FOR PEN REG STERS AND TRAP
AND TRACE DEVI CES), THE COURT [ OF COVMON PLEAS] SHALL ENTER AN
EX PARTE ORDER AUTHORI ZI NG THE | NSTALLATI ON AND USE OF A PEN
REG STER OR A TRAP AND TRACE DEVI CE W TH N THE JURI SDI CTI ON OF
THE COURT |IF THE COURT FI NDS THAT THERE | S PROBABLE CAUSE TO
BELI EVE THAT | NFORVATI ON RELEVANT TO AN ONGO NG CRI M NAL
I NVESTI GATI ON W LL BE OBTAI NED BY SUCH | NSTALLATI ON AND USE ON

THE TELEPHONE LI NE TO WH CH THE PEN REG STER OR THE TRAP_AND

TRACE DEVICE | S TO BE ATTACHED.

* * %

§ 5774. ASSI STANCE | N | NSTALLATI ON AND USE OF PEN REQ STERS OR
TRAP AND TRACE DEVI CES.
(A) PEN REG STERS. - - UPON THE REQUEST OF AN APPLI CANT UNDER
TH S SUBCHAPTER, A PROVI DER OF W RE OR ELECTRONI C COVMUNI CATI ON
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SERVI CE, LANDLORD, CUSTODI AN OR OTHER PERSON SHALL FORTHW TH
PROVI DE ALL | NFORMATI ON, FACI LI TI ES AND TECHNI CAL ASSI STANCE
NECESSARY TO ACCOWMPLI SH THE | NSTALLATI ON OF THE PEN REG STER
UNOBTRUSI VELY AND WTH A M NI MUM OF | NTERFERENCE W TH THE

SERVI CES THAT THE PERSON SO ORDERED BY THE COURT ACCORDS THE
PARTY W TH RESPECT TO WHOM THE | NSTALLATI ON AND USE | S TO TAKE
PLACE, |F ASSI STANCE | S DI RECTED BY A COURT ORDER AS PROVI DED I N
SECTI ON 5773(B) (2) (RELATING TO | SSUANCE OF AN ORDER FOR A PEN
REG STER OR A TRAP AND TRACE DEVI CE) .

(B) TRAP AND TRACE DEVI CE. - - UPON THE REQUEST OF AN APPLI CANT
UNDER THI S SUBCHAPTER, A PROVI DER OF A WRE OR ELECTRONI C
COMMUNI CATI ON SERVI CE, LANDLORD, CUSTCDI AN OR OTHER PERSON SHALL
I NSTALL THE DEVI CE FORTHW TH ON THE APPROPRI ATE LI NE AND SHALL
FURNI SH ALL ADDI TI ONAL | NFORMATI ON, FACI LI TI ES AND TECHNI CAL
ASSI STANCE, | NCLUDI NG | NSTALLATI ON AND OPERATI ON OF THE DEVI CE
UNOBTRUSI VELY AND WTH A M NI MUM OF | NTERFERENCE W TH THE
SERVI CES THAT THE PERSON SO ORDERED BY THE COURT ACCORDS THE
PARTY W TH RESPECT TO WHOM THE | NSTALLATI ON AND USE | S TO TAKE
PLACE, |F | NSTALLATI ON AND ASSI STANCE ARE DI RECTED BY A COURT
ORDER AS PROVI DED I N SECTI ON 5773. UNLESS OTHERW SE ORDERED BY
THE COURT, THE RESULTS OF THE TRAP AND TRACE DEVI CE SHALL BE
FURNI SHED TO THE APPLI CANT DESI GNATED | N THE COURT ORDER AT
REASONABLE | NTERVALS DURI NG REGULAR BUSI NESS HOURS FOR THE
DURATI ON OF THE ORDER

(© COVPENSATI ON. - - A PROVI DER OF WRE OR ELECTRONI C

COMMUNI CATI ON SERVI CE, LANDLORD, CUSTCDI AN OR OTHER PERSON VWHO
FURNI SHES FACI LI TI ES OR TECHNI CAL ASSI STANCE PURSUANT TO THI S
SECTI ON SHALL BE REASONABLY COVPENSATED FOR REASONABLE EXPENSES
I NCURRED | N PROVI DI NG THE FACI LI TI ES AND ASSI STANCE.

(D) NO CAUSE OF ACTI ON AGAI NST A PROVI DER DI SCLOSI NG
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| NFORVATI ON UNDER THI'S [ CHAPTER] SUBCHAPTER. - - NO CAUSE OF ACTI ON
SHALL LIE I N ANY COURT AGAI NST ANY PROVI DER OF A W RE OR
ELECTRONI C COVMUNI CATI ON SERVI CE, | TS OFFI CERS, EMPLOYEES,
AGENTS OR OTHER SPECI FI ED PERSONS FOR PROVI DI NG | NFORMATI ON,
FACI LI TI ES OR ASSI STANCE | N ACCORDANCE W TH THE TERMS OF A COURT
ORDER UNDER THI S SUBCHAPTER

(E) DEFENSE.--A GOOD FAI TH RELI ANCE ON A COURT ORDER OR A

STATUTORY AUTHORI ZATI ON | S A COVPLETE DEFENSE AGAI NST ANY ClI VI L

© o0 N oo o A~ wWw N P

OR CRIM NAL ACTI ON BROUGHT UNDER THI S SUBCHAPTER OR ANY OTHER

=Y
o

LAW

=
=

§ 5775. REPORTS CONCERNI NG PEN REQ STERS AND TRAP_AND TRACE

3
3
wn

e
AN w
*
*
*

§ 5781. EXPI RATI ON OF CHAPTER

=Y
(63}

TH S CHAPTER EXPI RES DECEMBER 31, [1994] 2004, UNLESS

=Y
(e}

EXTENDED BY STATUTE.

=
\l

SECTI ON 10. TH' S ACT SHALL TAKE EFFECT | MVEDI ATELY.
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