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AN ACT

Providing for the confidentiality of nmedical records and for a
civil cause of action; and providing penalties.

The General Assenbly of the Conmonweal th of Pennsyl vani a
her eby enacts as foll ows:
Section 1. Short title.

This act shall be known and may be cited as the
Confidentiality of Medical Records Act.

Section 2. Legislative intent.

(a) Findings.--The General Assenbly finds that conputer
networks are increasingly being used to store confidenti al
medi cal records, which has increased the availability of this
i nformati on to nonaut hori zed personnel. Conputer networks have
proven to be an invaluable tool in providing enmergency health
care. The increased availability of these records, however,
requires strict laws regarding the access to and use of

confidential medical records.
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(b) Intent.--It is the intent of the General Assenbly to
pronote the use of new technol ogies to i nprove nedical care
while at the sane tine affording the public protection against
unaut hori zed access to and use of confidential medical records.
Section 3. Definitions.

The foll ow ng words and phrases when used in this act shal
have the neanings given to themin this section unless the
context clearly indicates otherw se:

"Conputer network." The interconnection of two or nore
conmput ers through the usage of satellite, mcrowave, |line or
ot her comuni cati on nedi um

"Departnent."” The Departnent of Health of the Conmonwealt h.

"Medi cal records.” Medical charts or records of any health
care facility |licensed under the laws of this Comobnwealth.
Section 4. Notification of records transfer.

No nedi cal records shall be transferred to any conputer
network w thout prior notice being provided to the patient.
Notice in witing shall be provided to any patient whose records
have been transferred prior to the effective date of this act.
Section 5. Good faith access and use of records.

No cause of action shall arise for transfers in regard to
this section if the action was made in good faith for the
benefit of the patient in an enmergency health care situation.
Section 6. Civil cause of action.

Any person aggrieved by a violation of this act shall have a
cause of action against the person who committed or ordered the
conmmi ssion of such violation and may recei ve conpensatory
damages. An aggrieved person nmay al so recover reasonable
attorney fees and costs.

Section 7. Sentencing.
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Any person who violates this act conmts a m sdeneanor of the
third degree and shall, upon conviction, be sentenced to pay a
fine of not nore than $2,000 and to inprisonment for not nore
t han one year
Section 8. Separate violations.

Each di scl osure of or access to confidential nedical records
in violation of this act is separate for the purposes of
crimnal prosecution and civil liability.

Section 9. Departnental regul ations.

The departnent shall issue any additional regul ations needed
to ensure the confidentiality of any nedical records placed on a
conmput er networKk.

Section 10. Automation of nedical records.

Not hing in this act shall be construed to prohibit the use of
automation in nedical records service, provided that al
provisions in this act are net and the information is readily
avai l abl e for use in patient care.

Section 11. Effective date.

This act shall take effect in 90 days.
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