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THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE BILL
No. 1130 “%%°

INTRODUCED BY WHITE, SCHLOSSBERG, K. BOYLE, O'BRIEN, BROWNLEE,
D. COSTA, FLECK, MILLARD, COHEN, KORTZ, READSHAW,
CALTAGIRONE, O'NEILL, MOUL, MATZIE, P. DALEY, KINSEY,
MOLCHANY, FREEMAN, GOODMAN, DAVIDSON, SABATINA AND QUINN,
APRIL 8, 2013

AS REPORTED FROM COMMITTEE ON LABOR AND INDUSTRY, HOUSE OF
REPRESENTATIVES, AS AMENDED, APRIL 16, 2013
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RELATING TO, IN LABOR AND EMPLOYMENT SETTINGS, THE PROTECTION OF <=--
USER NAMES, PASSWORDS OR OTHER MEANS NECESSARY TO ACCESS A
PRIVATE OR PERSONAL SOCIAL MEDIA ACCOUNT, SERVICE OR INTERNET
WEBSITE.

The General Assembly of the Commonwealth of Pennsylvania

hereby enacts as follows:
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27 SECTION 1. SHORT TITLE.

28 THIS ACT SHALL BE KNOWN AND MAY BE CITED AS THE SOCIAL MEDIA
29 PRIVACY PROTECTION ACT.

30 SECTION 2. DEFINITIONS.
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1 THE FOLLOWING WORDS AND PHRASES WHEN USED IN THIS ACT SHALL
2 HAVE THE MEANINGS GIVEN TO THEM IN THIS SECTION UNLESS THE

3 CONTEXT CLEARLY INDICATES OTHERWISE:

4 "EMPLOYER." A PERSON ENGAGED IN A BUSINESS, AN INDUSTRY, A
5 PROFESSION, A TRADE OR OTHER ENTERPRISE IN THIS COMMONWEALTH OR
6 A UNIT OF STATE OR LOCAL GOVERNMENT. THE TERM INCLUDES AN AGENT,
7 A REPRESENTATIVE OR A DESIGNEE OF THE EMPLOYER.

8 "SOCIAL MEDIA."™ INCLUDES, BUT IS NOT LIMITED TO, SOCIAL

9 NETWORKING INTERNET WEBSITES AND ANY OTHER FORMS OF MEDIA THAT
10 INVOLVE ANY MEANS OF CREATING, SHARING AND VIEWING USER-
11 GENERATED INFORMATION THROUGH AN ACCOUNT, SERVICE OR INTERNET
12 WEBSITE.
13 SECTION 3. PRIVACY PROTECTION.
14 (A) GENERAL RULE.--AN EMPLOYER MAY NOT REQUEST OR REQUIRE
15 THAT AN EMPLOYEE OR PROSPECTIVE EMPLOYEE DISCLOSE ANY USER NAME,
16 PASSWORD OR OTHER MEANS FOR ACCESSING A PRIVATE OR PERSONAL

17 SOCIAL MEDIA ACCOUNT, SERVICE OR INTERNET WEBSITE.

18 (B) REFUSAL.--AN EMPLOYER MAY NOT DO ANY OF THE FOLLOWING:
19 (1) DISCHARGE, DISCIPLINE OR OTHERWISE PENALIZE OR

20 THREATEN TO DISCHARGE, DISCIPLINE OR OTHERWISE PENALIZE AN

21 EMPLOYEE FOR AN EMPLOYEE'S REFUSAL TO DISCLOSE ANY

22 INFORMATION SPECIFIED UNDER SUBSECTION (A).

23 (2) FAIL OR REFUSE TO HIRE ANY PROSPECTIVE EMPLOYEE AS A
24 RESULT OF THE PROSPECTIVE EMPLOYEE'S REFUSAL TO DISCLOSE ANY
25 INFORMATION SPECIFIED UNDER SUBSECTION (A).

26 (C) EMPLOYER'S PRIVACY PROTECTION.--AN EMPLOYER SHALL NOT BE

27 RESTRICTED OR LIMITED FROM ANY OF THE FOLLOWING:

28 (1) THE EMPLOYER'S RIGHT TO PROMULGATE AND MAINTAIN
29 WORKPLACE POLICIES GOVERNING THE USE OF AN EMPLOYER'S
30 ELECTRONIC COMMUNICATION DEVICES. THIS INCLUDES POLICIES
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REGARDING THE EMPLOYEE'S USE OF THE INTERNET, SOCIAL MEDIA
ACCOUNTS, SERVICES OR INTERNET WEBSITES AND E-MAIL USE
PERTAINING TO THE EMPLOYER.

(2) THE EMPLOYER'S RIGHT TO MONITOR THE USAGE OF THE
EMPLOYER'S ELECTRONIC COMMUNICATION DEVICES SO LONG AS THE
EMPLOYER IS IN COMPLIANCE WITH SUBSECTIONS (A) AND (B).

(3) THE EMPLOYER'S RIGHT TO OBTAIN OR VIEW ANY
INFORMATION CONCERNING AN EMPLOYEE OR PROSPECTIVE EMPLOYEE
THAT EXISTS WITHIN THE PUBLIC DOMAIN.

(D) PENALTY.--ANY EMPLOYER WHO VIOLATES SUBSECTION (A) OR

SHALL BE SUBJECT TO A CIVIL PENALTY OF UP TO $5,000 IN

ADDITION TO REIMBURSEMENT FOR REASONABLE ATTORNEY FEES.

SECTION 4. EFFECTIVE DATE.

THIS ACT SHALL TAKE EFFECT IN 60 DAYS.
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