PRTOR PRINTER'S NOS. 876, 1719, 2578,
4239 pRINTER'S No. 4311

THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE BILL
No. 764 *%%°

INTRODUCED BY WATSON, COHEN, SWANGER, MARSHALL, BIZZARRO, DAVIS,
GINGRICH, D. COSTA, DONATUCCI, MILLARD, R. BROWN, BAKER,
MULLERY, READSHAW, HESS, KAUFFMAN, C. HARRIS, O'NEILL,

M. K. KELLER, GROVE, FLECK, MAJOR, BROOKS, HICKERNELL,
SANTARSIERO, PICKETT, MURT, PETRI, MARSICO, CLYMER,
DENLINGER, MATZIE, NEILSON, DeLUCA, MILNE, FARRY, MACKENZIE,
GRELL, PEIFER AND ENGLISH, FEBRUARY 25, 2013

AMENDMENTS TO SENATE AMENDMENTS, HOUSE OF REPRESENTATIVES,
OCTOBER 15, 2014
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for—ontire—impersonation—
AMENDING FHFHES TITLE 42 (JUDICIARY AND JUDICIAL PROCEDURE) ANP— <--
LHA—(FAN—AND—TTSTFCeE) OF THE PENNSYLVANIA CONSOLIDATED
STATUTES, IN SENTENCING, PROVIDING FOR SENTENCING FOR
OFFENSES INVOLVING ONLINE IMPERSONATION;—AND—IN-—DPNADBDATA AND-<--

The General Assembly of the Commonwealth of Pennsylvania

hereby enacts as follows:



1 Section 1. Title 48 42 of the Pennsylvania Consolidated <--

2 Statutes is amended by adding a section to read:

3
4
5
6
7
8
9
10
11 sociat—hetworking—sites
12 i r——send—an——etectronice—tmait,—instant—mesSsage—text—
13 message—or—simitarcommunicationy
14 +ivr—epen—an—e—mail—aceounts—or
15 tv—open—an—accountorprofite—on—acommereial—
16 soctat—networking—siter—and
17 {2 —the person—engages—in—activity prohibited—under—any— <--
18 of—the—follewinet
19 tiHr—Seetion—2706—t(retatingto—terroristie—threatsis
20 i —Seetion—2769(retlatine—to—harassment)yy
21 i r——Seetion—2700-t—tretatingto——statkinagrr
22 v —Seetion—4052 (relating—to—dntimidation—of—
23 witnesses—or—wictims)yy
24 tH——Seetion—4953tretatingtoretatiation—against—
25 wiHEpessT—vietimor—partyr-
26 o r——6Grading—-~A—vietation—of—subseetion—{ar—shati—be—
27
28

29 feo—elassesof offensesrthan+theelassifiestion—of +the—

30 underiyingoffense—setforthinsubsection—te) {2y whichever—is—
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§ 9720.7. SENTENCING FOR OFFENSES INVOLVING ONLINE <--

IMPERSONATION.

(A) SENTENCE ENHANCEMENT.-—-THE PENNSYLVANTIA COMMISSION ON

SENTENCING, IN ACCORDANCE WITH SECTION 2154 (RELATING TO

ADOPTION OF GUIDELINES FOR SENTENCING), SHALL PROVIDE FOR A

SENTENCE ENHANCEMENT WITHIN ITS GUIDELINES FOR EACH OF THE

FOLLOWING OFFENSES, TF THE OFFENSE TNVOLVED ONLINE

IMPERSONATTION :

(1) 18 PA.C.S. § 2706 (RELATING TO TERRORISTIC THREATS).

(2) 18 PA.C.S. § 2709 (RELATING TO HARASSMENT) .
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(3) 18 PA.C.S. § 2709.1 (RELATING TO STALKING) .

(4) 18 PA.C.S. § 4952 (RELATING TO INTIMIDATION OF

WITNESSES OR VICTIMS) .

(5) 18 PA.C.S. § 4953 (RELATING TO RETALIATION AGAINST

WITNESS, VICTIM OR PARTY) .

+£ (B) Definitions.—-—-As used in this section, the following <--

words and phrases shall have the meanings given to them in this

subsection unless the context clearly indicates otherwise:

"Commercial social networking site." A business,

organization or other similar entity that operates an Internet

website and permits persons to become registered users for the

purpose of establishing personal relationships with other users

through direct or real-time communication with other users or

the creation of web pages or profiles available to the public or

to other users. The term does not include an electronic mail

program or a message board program.

"Document." Anv writing, including, but not limited to, a

birth certificate, Social Security card, driver's license,

nondriver government-issued identification card, baptismal

certificate, access device card, emplovyee identification card,

school identification card or other identifving information

recorded by any other method, including, but not limited to,

information stored on a computer, computer disc, computer

printout, computer system, or part thereof, or by any other

mechanical or electronic means.

"Tdentifving information." Any document, photographic,

pictorial or computer image of another person or any fact used

to establish identity, including, but not limited to, a name, e— <--

maid ELECTRONIC MATIL address, birth date, Social Security <--

number, driver's license number, nondriver governmental
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1 identification number, telephone number, checking account

2 number, savings account number, student identification number,

3 emplovee or pavroll number or electronic signature. The term

4 includes a document, photographic, pictorial or computer image

5 of a fictitious person or any fact used to establish identity as

6 provided in this definition in the case of a fictitious person.

7 Seetion 2 Titte 42 is amended by adding a section toreadt <--
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13 ofuntawful aetivity s

14 Seetionr—3—This—aet——shall—+take—effeet—3n60—<davrs—

15 "ONLINE TIMPERSONATION." THE USE OF THE NAME, PERSONA OR <--

16 IDENTIFYING INFORMATION OF ANOTHER PERSON OR OF A FICTITIOUS

17 PERSON TO DO ANY OF THE FOLLOWING:

18 (1) CREATE AN INTERNET WEBSITE.

19 (2) POST ONE OR MORE MESSAGES ON A COMMERCIAL SOCIAL
20 NETWORKING SITE.

21 (3) SEND AN ELECTRONIC MATL, INSTANT MESSAGE, TEXT
22 MESSAGE OR SIMILAR COMMUNICATION.

23 (4) OPEN AN ELECTRONIC MATI, ACCOUNT.

24 (5) OPEN AN ACCOUNT OR PROFILE ON A COMMERCIAL

25 NETWORKING SITE.

26 THE TERM DOES NOT INCLUDE A WORK OF PUBLIC INTEREST, INCLUDING

27 COMMENTARY, SATIRE AND PARODY.

O

28 SECTEOD

H

H
dp)
H

29 ZAS5AND 2O FFTHE—44AREAMENDED—FO—READ+

30 L& _DD2ND DAT T4
> T . N N7 I o N HY
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23 EHARGED W TH—CONYVICTED O —APJFOBFCATED BEEINOUENTTOR—OR—

24 ACCEPTED—INTO—ARPDFORCREMINAT HOMECIPES—FRREONY—SEX—OFFENSES—

25 ANB—OTHER—SPECHIEPD—OFFENSES—

26 A5 —FF—FS5—IN—TH—BRST—INFRREST—OF—THR—COMMONWEALTH—TO—

27 AUFHORFAF—FHFE—STATF—PORFCH—FO0—USH—DNA—ANARYSTS—ANPD—F0—

28 ITEOENTE— T HESH—IND VI DA RS —TFO—A—CRIMINAT JUSTIFCH—AGENCY—FIN—

29 EERTAIN—CASHES

30 S$S2Z2305+—PEFINETEONSE

20130HB0764PN4311 -7 -



10

11

12

13

14

15

16
17

18

19

20

21

22

23 PobFeE-

24

25 SAMPHERECOVEREDFROMAVICTIM;—CRIME—SCENE—OR—FTEMFINKED—TO—A—

26 ERIMET—WHICHMAYHAVEORTCGINATED—FROM—A—PERPFEIRATORS

27 LeRPMINATHOMICTDE"—ANY—OFFHEFORFOWING

28 I —F8—PAC S5 2 50— REFATING—TO—CRIMINATHOMICTDEY—~
29 {23 8PAC 552502 REFATINGFOMIRPDER)~

30 S —F6PA 55250 REFATINGTO—VORUNTARY—
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10 BPATAAND—TFESTING—ORTFO—FHFSCHAPFERFORANARISTS—OR—STFORAGE—6OR—
11 BoTH—T+ASAMPEE—OFBIOROGICATMATHRIAT—SUTTABRHH—TFOR—DNA—
12 ANAESSES—

13 R — P FEBERA T BUREAT—OF—INVESTECATTON-
14 T ERONY—SE— O FENSE A FEEONY—OFFENSEOR—ANATTEMPT—
15 CcONSPIRACY—OR——SOEICHFTATION—TO—COMMET A FEFONY—OFFENSE—ONDER—ANY—

16 OF THEFOLLOWENG:

17 F—PA LS+ CH— 3 (REFATING T SEXUALTOFFENSES )~

18 TE—PAE 5SSt 30 REFATING—FTO—CONDUCT REFATINGFO—STX—
19 SFFENDERSY

20 FH—PAE 5S40 REFATINGTFO—INCES T~

21 H—PAES5—5 15502+ {FF AN T+——50602 eV —
22 REEATENG—TO—PROSTHIHTFON-ANDREEATED—OFFENSES—

23 FH—PAES5+—S5S5005A - REFATINGTO—OBSCENE—AND—OTHER—

24 SEXUAEFMATERIALS AND—PERFORMANCES —WHERE—THEOFFENSE—

25 CONSTEIOTES—AFEREONY-

26 THEPAECS— 5632 (REFATINGTO—SEXUAETABUGSE—OF—

27 CHEEBREN—

28 FH—PAE 556 REFATING IO UONEAW G CONTACT WETH—
29 MINOR—WHERE—FTHEMOST—SERTOUS—ONBEREYHING—OFFENSE—TFOR—WHECH—
30 THE—DBEFENPANTCONTACTED—THEMINOR—TS—GRABED—AS A FEREONY—

20130HB0764PN4311 - 10 -



11
12
13
14
15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

20130HB0764PN4311 - 11 -



1]

"

10

11
IT

QTITDATT
O UDCTI .

7

Vo) DN Ial (@l OTT Q77
I D7 e O e I o 1l 7

I

QTIT T M nalay

[N UL ODINO LD O U DU CT

L AN OTTOTANT QT

L2\
T

11

12

13

14

15

16

17

18

19

20

21

22

23

24

"

"

25

"

"

26

28

N
[QV

30

_12_

20130HB0764PN4311



11

12

13

14

15
16
17
18

19

20

21

22

23

24

25
26
27

28

29

30

20130HB0764PN4311 - 13 -



10

11

12

13

14

15

16

17

18

19

20

21

22

23 S —FHE—FFSEeAR—IMPACTON—THE—STATE—POFRFCR—OF—CORRRCTING—

24 BNA—SAMPEES—FROM—PERSONS—CONYICTED—OF—OFFENSES~

25 A —FHE—FFSeART—IMPACTON—THE—STATE—PORFCRH—OF—CORRRCTING—

26 BNA—SAMPHES—FROM—ARRESTEES

27 A5 —FHFENUMBER—OF—PNA—SAMPHRS—CORRRCTRD—AT—ARREST—FHAT—

28 WERFE—EXPONGED—FROM—THFE—STATFWIDI—DNA—DATABASH—

29 o —FHFEAVERAGEHFENGTHOF—TIMEBRETWERN—THERECETPTOF—

30 BNA—SAMPEES—FROM—ARRESTEHEES—AND—FROM—IHOSE—CONVICTED—OF—
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2 PERSON—REPORTS—FO—FHF—SUPERVISING—AGENT—OR—WHFFHIN—FFVE—

3 CALENPAR—PAYS—OFNOFFCH—FTOo—FHF—PFROONT—WHICHE VR —OCCORS—

4 FERST—FHE—PFERSON—SHAR—APPEAR—ANPD—THEF—PNA—SAMP RS —SHAF—PF—

5 CoHEECTED—IIN-—ACCORPANCE W TH—FTHF—PROVISTONS—OF—THFS—CHAPTER

6 {2 —F P HE—PERSON-ACCEPFED—UNDER—SUBRSECTTFON—(A)—F5—

7 CoONFINED—TFHFE—PERSON—SHARH—PROVIDE—THE—PNA—SAMPHFE—AND—

8 FEINGERPRINT S REQUIRED—BY—THIS—CHAPTER W THIN—T TV CATENDAR—

9 BAYS—AFFER—FHE—PFERSON—TS—RECEFVED—ATA—PIACEH—OF—TINCARCFRATTON—
10 OR—CONFENEMENT -
11 SECFFON——SECTIONS 23+ +—HEADINGAND—{(A (1 —AND—(B—AND—

12 231 8{A AN H{C—OoF T EE—44AREAMENDED—TO—READ:
13 §231+7+—PROCEPYURES FORTWITHPRAWAL, T COLEECTION—AND—

14 PRARSMI S OM G D S e

15 I B e e e TS e

16 A EACH ONASEMILE RECUINFD TO-RBE [OREWNTCOLLECTED

17

18

19 L S e
20 PERSONSACCEPTREDFROM—OTHER—JFURFSDICTIONSY | FROM}—SHATI—BE—
21 COLELRCTED—ASFOLLOWS+

22 RO PRRSONS WS Al o BCP BRIy O SOk b
23 Qe bt S AL B T L OO o b A e A O
24 FNCARCERATFON—OR—CONFINEMENTAS—PROVIPED—FOR—IN-—SECTEFON—
25 23 H—0OR—2316-1—

26 I PNA—SAMPERES—FROM—PERSONS—HWHO—ARE—NOT—ORPERED—
27 OR—SENTENCED—FO—AFERM—OF CONFINEMENTINCARCERATED—OR—
28 CORS ML Sl B PR COL Ll e 0 DR s e i b

29 SEHEPFONS—231H6—AND—23+6-1+—6OR—AFTAPRISONT—0ATE—BNEE—

30 e N s r R L L R S S S E
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11 T —A REPRESENTATTON—"FTHAT AFHHOFTHER—INVESTIGATFVE—
12 HADS—HAVE—BEEN—PURSHED~

13 A E—ACOMMETMENT —TO—FURTHER—INVESTIGATE—THR—CASE—
14

15 SEARCH—FS—PROVIDPED~

16 (HFH—ANY—OTHER—INFORMATTON—THE—STATEPORTCE—DEEM—

17 NECESSARY

18 2 —FHE—STATFE—PORTCHEMAYORANTAMODFFIRD—PNA—SFHARCH—

19 REOBESTFF—THE—STATR—PORFCH PRFFERMINE—THATH

20 B —FHE—CRIME—SCHNE—DNA—PROFFHF—HAS—SUFFFCTFRENT—STAT—
21 SUAETFTY—AND—INTEGRIT Y

22 F—FHE—CERIME—SCENE—PNA—PROFIHE—HAS PREVIOUSTY—BREN—
23 SHBIECTED—TOo—AROUTINE—PNA—SFEARCHAGAINST—THF—STATE—DNA—
24 BATA BASEANDTHE NATTONAE PNAINPEX—SYSTEM-

25 HEE—FHE—MOP D DNA—SEARCH TS NECESSARY —FOR—FAW—
26 ENFOREEMENT—FPENTHFFCATFON—PURPOSEHS—TIN-—AN—UONSOFVP—CASHE~—
27 (P —THE—CRIMINATJUSTICHAGENCYHASPURSUED—ARH—

28 STHER—INVEST AT EA—FHEHAPDS—

29 O —ANYREFSYANT—CONSTDERAT FON;—INCHIDINGFACTORS—OR—
30 RECUIREMENTS—CONSTDERED—PBY—ANY—OTHFER—JURFSBICTION—
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29 AFTER—SERVINGNOTICHETO—THFDISTRICTATTORNEY—WIFTHIN—"THEF—30—

30 BA—PERFOB—FHF—BISTRICTATFORNSY—MAY T FHFH—OBIFCTIONS—TO—FHE—
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1

2

FROM—THEFS—SECTEFON——SHAEE BE—TRANSMETTED—TO—THETFOND~

SECTION & 2. THIS ACT SHALL TAKE EFFECT IN 60 DAYS.
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