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THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE BILL
No. 20687 %%

| NTRODUCED BY QUI GLEY, CORNELL, FLICK, E. Z. TAYLOR, ARMSTRONG
BAKER, BALDW N, BASTI AN, BOYD, CALTAG RONE, CAWLEY, Cl VERA,
CRAHALLA, CREI GHTON, DeLUCA, DENLI NCER, DeWEESE, FI CHTER
GEl ST, GEORGE, G NG&RI CH, GODSHALL, HARPER, HARRI S, HERSHEY,
HESS, M KELLER, LEH MANN, MILHATTAN, MELI O, O NEILL
PALLONE, PARKER, PICKETT, PYLE, RAYMOND, REED, ROHRER
SATHER, SAYLOR, SCHRCODER, SIPTROTH, STABACK, R STEVENSON,
SURRA, THOVAS, TI GUE, WALKO, WOINARCSKI AND YOUNGBLOOD,
MAY 15, 2006

REFERRED TO COW TTEE ON CONSUMER AFFAI RS, MAY 15, 2006
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AN ACT
Arending Title 18 (Crinmes and O fenses) of the Pennsylvani a
Consol idated Statutes, providing for the offense of unl awf ul
procurenent, sale or receipt of tel ephone records.
The General Assenbly of the Conmonweal th of Pennsyl vani a
her eby enacts as foll ows:
Section 1. Title 18 of the Pennsylvani a Consol i dated Statutes

i s amended by adding a section to read:

8§ 4121. Unl awf ul procurenent, sale or recei pt of tel ephone

records.

(a) Ofense--Any person who:

(1) knowi ngly procures, attenpts to procure or solicits

or conspires with another to procure a tel ephone record of a

resident of this Commonweal th wi thout the authorizati on of

the customer to whomthe record pertains by fraudul ent,

decepti ve or fal se neans;
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(2) knowingly sells or attenpts to sell a tel ephone

record of a resident of this Commpbnwealth wi thout the

aut hori zation of the custoner to whomthe record pertai ns; or

(3) receives a tel ephone record of a resident of this

Commpnweal th knowi ng that the record has been obtai ned

wi t hout the authorization of the custoner to whom the record

pertains or by fraudul ent, deceptive or fal se neans

shal|l be puni shed in accordance wi th subsecti on (b) and shal

be liable for restitution in accordance with subsection (c).

(b) G ading.--An offense under subsection (a) is:

(1) A misdeneanor of the first degree if the offense

i nvol ves a single tel ephone record.

(2) A felony of the third degree if the offense invol ves

two to ten tel ephone records of a resident of this

Commpnweal t h.

(3) A felony of the second degree if the offense

i nvol ves nore than ten tel ephone records of a resident of

this Conmonweal t h.

(c) Forfeiture and restitution.--In addition to the

penalties set forth under subsection (b), a person who conmits

an of fense under subsection (a) shall be ordered by the court:

(1) To forfeit any personal property used or intended to

be used to commit the offense.

(2) To nmke restitution for any financial | oss sustai ned

by the custoner or any other person who suffered financi al

loss as a direct result of the offense.

(d) Jurisdiction and venue.--In a prosecuti on brought

pur suant to subsection (a), the conduct shall be considered to

have been committed in the county:

(1) where the custoner whose tel ephone record is the
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1 subj ect of the prosecution resided at the tine of the

2 of fense; or

3 (2) in which any part of the offense took place,

4 regardl ess of whether the defendant was ever actually present
5 in the county.

6 (e) Nonexclusivity.--A prosecution brought pursuant to

7 subsection (a) shall not prevent prosecution pursuant to any
8 other provision of |aw when the conduct also constitutes a

9 wviolation of such other provision.

10 (f) Nonapplicability.--This section shall not apply to:

11 (1) A person who acts pursuant to a valid court order,
12 warrant or subpoena.

13 (2) A telephone conpany or any of its agents or

14 representati ves who reasonably and in good faith acts

15 pursuant to paragraph (1), notw thstanding any |ater

16 determ nation that such action was not in fact authorized.
17 (g) Construction.--No provision of this section shall be

18 construed to:

19 (1) Prevent any action by a | aw enforcenent agency, or
20 any officer, enployee or agent thereof to obtain tel ephone
21 records in connection with the performance of the official

22 duties of the | aw enforcenent agency.

23 (2) Apply to or expand the obligations and duties of a
24 t el ephone conpany to protect tel ephone records beyond those
25 ot herwi se established by Federal or State law or as set forth
26 in_subsection (i).

27 (3) Prohibit a tel ephone conpany from obtaini ng, using,
28 disclosing or pernmitting access to a tel ephone record, either
29 directly or indirectly through its agents:

30 (i) as otherw se authorized by |aw
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1 (ii) with the lawmful consent of the custoner;

2 (iii) as may be necessarily incident to the

3 rendition of the service or to the protection of the

4 rights or property of the tel ephone conpany or to protect
5 t he custoner of those services and other carriers from

6 fraudul ent, abusive or unlawful use of or subscription to
7 such _servi ces;

8 (iv) to a governnental entity, if the tel ephone

9 conpany reasonably believes that an energency invol ving
10 i nmedi at e_danger of death or serious physical injury to
11 any person justifies disclosure of the information; or

12 (v) to the National Center for Mssing and Exploited
13 Children, in connection with a report submtted thereto
14 under | aw.

15 (h) Information security.--

16 (1) A tel ephone conpany that maintains tel ephone records
17 of a resident of this Commonweal th shall establish reasonable
18 procedures to protect against unauthorized or fraudul ent

19 di scl osure of the records which could result in substantial
20 harm or i nconveni ence to any custoner.
21 (2) No private right of action is authorized under this
22 subsecti on.
23 (i) Definitions.--As used in this section, the follow ng
24 words and phrases shall have the neanings given to themin this
25 subsection:
26 "Custoner." A person who subscribes to tel ephone service
27 froma tel ephone conpany or in whose nane such tel ephone service

28 is |listed.

29 "Procure." In regard to a tel ephone record, to obtain by any

30 neans, whether electronically, in witing or in oral form wth
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or wi thout consi derati on.

"Tel ephone." A device used by a person for voice

communi cations, in connection with the services of a tel ephone

conpany, whether the voi ce communi cations are transnmtted in

anal og, data or any other form

"Tel ephone conpany." A person who provi des conmerci al

t el ephone services to a custoner, irrespective of the

communi cati ons technol ogy used to provide the service,

including, but not limted to, traditional wireline or cable

t el ephone service; cellul ar, broadband PCS or other w rel ess

t el ephone service; mcrowave, satellite or other terrestrial

t el ephone service; and voice over |Internet tel ephone service.

"Tel ephone record." Information retained by a tel ephone

conpany that relates to the tel ephone nunber dialed by the

custoner, or other person using the custoner's tel ephone with

the custonmer's pernission, or the i nconm ng nunber of a cal

directed to a custoner, or other person using the custoner's

t el ephone with the custoner's perni ssion, or other data rel ated

to such calls typically contai ned on a custoner's tel ephone bil

such as the tine the call started and ended, the duration of the

call, the tinme of day the call was nade and any charges appli ed.

The term does not include any i nfornmati on coll ected and retai ned

by a custoner utilizing caller identification or other sinilar

t echnol ogy.

Section 2. This act shall take effect in 60 days.
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