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AN ACT
Prohibiting the installation, transm ssion and use of conputer
software that collects personally identifiable information;
authorizing the Attorney General and district attorneys to
bring civil actions against persons who violate this act; and
provi di ng for danages.
The General Assenbly of the Conmonweal th of Pennsyl vani a
her eby enacts as foll ows:
Section 1. Short title.
This act shall be known and may be cited as the Conputer
Spywar e Protection Act.
Section 2. Legislative intent.
It is the intent of the General Assenbly to protect owners
and operators of conputers in this Comonweal th fromthe use of

spyware and nmalicious software, commonly referred to as mal ware,

that is deceptively or surreptitiously installed on the owner's
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or the operator's conputer
Section 3. Definitions.

The foll ow ng words and phrases when used in this act shal
have the neanings given to themin this section unless the
context clearly indicates otherw se:

"Cause to be copied.”™ To distribute or transfer conputer
software, or any conponent thereof. The term shall not include
t he foll ow ng:

(1) Transmi ssion, routing, provision of intermnediate
tenporary storage or caching of software.

(2) A storage or hosting nmedium such as a conpact di sc,
web site or conputer server through which the software was
distributed by a third party.

(3) An information |ocation tool, such as a directory,

i ndex, reference, pointer or hypertext |ink, through which

the user of the conmputer |ocated the software.

"Conputer software.” A sequence of instructions witten in
any programm ng | anguage that is executed on a conputer. The
term does not include a data conponent of a web page that is not
execut abl e i ndependently of the web page.

"Conputer virus." A conputer program or other set of
instructions that is designed to degrade the perfornance of or
di sabl e a conputer or conputer network and is designed to have
the ability to replicate itself on other conputers or conputer
networ ks wi thout the authorization of the owners of those
conputers or conputer networks.

"Damage." Any significant inpairnment to the integrity or
avai lability of data, software, a systemor infornmation.

"Execute." Wen used with respect to conputer software, the

term means the perfornmance of the functions or the carrying out
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of the instructions of the conputer software.

“"Intentionally deceptive.” Any of the follow ng:

(1) An intentionally and materially false or fraudul ent
st at enent .

(2) A statenment or description that intentionally omts
or msrepresents material information in order to deceive an
owner or operator of a conputer.

(3) An intentional and material failure to provide a
notice to an owner or operator regarding the installation or
execution of conputer software for the purpose of deceiving
t he owner or operator.

“Internet.” The global information systemthat is logically
| i nked together by a globally unique address space based on the
Internet Protocol (IP), or its subsequent extensions, and that
is able to support comruni cations using the Transm ssion Control
Protocol /Internet Protocol (TCP/IP) suite, or its subsequent
extensions, or other |P-conpatible protocols, and that provides,
uses or makes accessible, either publicly or privately, high-
| evel services |layered on the comruni cations and rel ated
infrastructure described in this section.

"Message." A graphical or text conmunication presented to an
aut hori zed user of a conputer

"Omer or operator.” The owner or |essee of a conputer or a
person using such conputer with the owner or |essee's
aut hori zation. The term does not include a person who owned a
conputer prior to the first retail sale of the conputer

"Person.” Any individual, partnership, corporation, limted
l[iability conpany or other organization, or any conbination
t her eof .

"Personally identifiable information.” Any of the follow ng
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information if it allows the entity holding the information to
identify the owner or operator of a conputer:

(1) The first name or first initial in conbination with
t he | ast nane.

(2) A hone or other physical address, including street
name.

(3) Personal identification code in conjunction with a
password required to access an identified account, other than
a password, personal identification nunber or other
identification nunber transmtted by an authorized user to
the issuer of the account or its agent.

(4) Social Security nunber, tax identification nunber,
driver's |license nunber, passport nunber or any other
government -i ssued i dentification nunber

(5) Account bal ance, overdraft history or paynent
hi story that personally identifies an owner or operator of a
conput er.

Section 4. Prohibitions; use of software.

It is unlawmful for a person who is not an owner or operator
of a conputer to cause conputer software to be copied on such
conmput er knowi ngly or with consci ous avoi dance of actual
knowl edge or willfully use such software to do any of the
fol | ow ng:

(1) Mdify, through intentionally deceptive neans,
settings of a computer that control any of the foll ow ng:

(i) The web page that appears when an owner or
operator | aunches an Internet browser or simlar conputer
software used to access and navigate the Internet.

(i1i) The default provider or web proxy that an owner

or operator uses to access or search the Internet.
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(tiit) An owner's or an operator's list of bookmarks
used to access web pages.

(2) Collect, through intentionally deceptive neans,
personal ly identifiable information through any of the
fol | ow ng neans:

(1) The use of a keystroke-logging function that
records all or substantially all keystrokes nmade by an
owner or operator of a conputer and transfers that
information fromthe conputer to another person

(ii) In a manner that correl ates personally
identifiable information with data regarding all or
substantially all of the Internet sites visited by an
owner or operator, other than Internet sites operated by
t he person providing such software, if the conputer
software was installed in a manner designed to conceal
fromall authorized users of the conputer the fact that
the software is being installed.

(i1i1) By extracting fromthe hard drive of an
owner's or an operator's conputer, an owner's or an
operator's Social Security nunmber, tax identification
nunber, driver's license nunber, passport nunber, any
ot her governnent-issued identification nunber, account
bal ances or overdraft history for a purpose unrelated to
any of the purposes of the software or service descri bed
to an authorized user.

(3) Prevent, through intentionally deceptive neans, an
owner's or an operator's reasonable efforts to block the
installation of or execution of or to disable conputer
software by causing conputer software that the owner or

operator has properly renoved or disabled to automatically
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reinstall or reactivate on the conputer w thout the
aut hori zation of an authorized user.

(4) Intentionally m srepresent that computer software
will be uninstalled or disabled by an owner's or an
operator's action.

(5) Through intentionally deceptive nmeans, renove,

di sabl e or render inoperative security, antispyware or
antivirus conputer software installed on an owner's or an
operator's conputer

(6) Enable use of an owner's or an operator's conputer
to do any of the follow ng:

(1) Accessing or using a nodemor Internet service
for the purpose of causing damage to an owner's or an
operator's conmputer or causing an owner or operator or a
third party affected by such conduct to incur financial
charges for a service that the owner or operator did not
aut hori ze.

(ii) Opening nmultiple, sequential, stand-alone
nmessages in an owner's or an operator's conputer w thout
t he authori zation of an owner or operator and with
know edge that a reasonabl e conputer user could not close
t he nessages without turning off the conputer or closing
the software application in which the nmessages appear;
provi ded that this paragraph shall not apply to
comuni cations originated by the conputer's operating
system originated by a software application that the
user chooses to activate, originated by a service
provi der that the user chooses to use or presented for
any of the purposes described in section 6.

(tit) Transmtting or relaying comercial electronic
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1 mail or a conputer virus fromthe conputer, where the

2 transm ssion or relaying is initiated by a person other

3 t han the authorized user and wi thout the authorization of
4 an aut hori zed user.

5 (7) Mdify any of the follow ng settings related to the
6 conputer's access to or use of the Internet:

7 (i) Settings that protect information about an owner
8 or operator for the purpose of taking personally

9 identifiable information of the owner or operator.

10 (1i) Security settings for the purpose of causing

11 damage to a conputer

12 (i) Settings that protect the conmputer fromthe
13 uses identified in paragraph (6).

14 (8) Prevent, without the authorization of an owner or

15 operator, an owner's or an operator's reasonable efforts to
16 bl ock the installation of or to disable conputer software by
17 doi ng any of the follow ng:

18 (i) Presenting the owner or operator with an option
19 to decline installation of conmputer software with
20 know edge that, when the option is selected by the
21 aut hori zed user, the installation neverthel ess proceeds.
22 (i1i) Falsely representing that conputer software has
23 been di sabl ed.
24 (ti1) Requiring in an intentionally deceptive manner
25 the user to access the Internet to renove the software
26 wi th know edge or reckl ess disregard of the fact that the
27 software frequently operates in a nmanner that prevents
28 the user from accessing the Internet.
29 (iv) Changing the nanme, |ocation or other
30 designation information of the software for the purpose
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1 of preventing an authorized user fromlocating the

2 software to renove it.

3 (v) Using random zed or intentionally deceptive

4 filenanmes, directory folders, formats or registry entries
5 for the purpose of avoiding detection and renoval of the
6 software by an aut horized user.

7 (vi) Causing the installation of software in a

8 particul ar conmputer directory or computer nmenory for the
9 pur pose of evadi ng authorized users' attenpts to renove
10 the software fromthe conputer

11 (vii) Requiring, without the authority of the owner
12 of the conmputer, that an authorized user obtain a speci al
13 code or downl oad software froma third party to uninstal
14 t he software.

15 Section 5. Qher prohibitions.

16 It is unlawmful for a person who is not an owner or operator
17 of a conputer to do any of the following with regard to the

18 conputer:

19 (1) Induce an owner or operator to install a conputer
20 sof tware conponent onto the owner's or the operator's
21 conputer by intentionally m srepresenting that installing
22 conput er software is necessary for security or privacy
23 reasons or in order to open, view or play a particular type
24 of content.
25 (2) Using intentionally deceptive nmeans to cause the
26 execution of a conputer software conponent with the intent of
27 causi ng the conputer to use such conmponent in a manner that
28 vi ol ates any other provision of this chapter.
29 Section 6. Exceptions.
30 Sections 4 and 5 shall not apply to the nonitoring of or
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interaction with an owner's or an operator's Internet or other
net wor k connection, service or conputer by a tel econmunications
carrier, cable operator, conputer hardware or software provider
or provider of information service or interactive conputer
service for network or conputer security purposes, diagnostics,
techni cal support, maintenance, repair, network managenent,

aut hori zed updates of conputer software or systemfirmare,

aut hori zed renote system nanagenent or detection or prevention
of the unauthorized use of or fraudulent or other illegal
activities in connection with a network, service or conputer
software, including scanning for and renovi ng conputer software
prescri bed under this act.

Section 7. Renedi es.

(a) Cvil actions.--The Attorney General, an Internet
service provider or software conpany that expends resources in
good faith assisting authorized users harnmed by a viol ation of
this act; or a trademark owner whose mark is used to deceive
aut hori zed users in violation of this act, may bring a civil
action against a person who violates any provision of this act
to recover actual danmages, |iquidated damages of at |east $1, 000
per violation of this act, not to exceed $1, 000,000 for a
pattern or practice of such violations, attorney fees and costs.

(b) Trebel damages.--The court may increase a danage award
to an anmount equal to not nore than three tinmes the anount
ot herwi se recoverabl e under subsection (a) if the court
determ nes that the defendant commtted the violation willfully
and know ngly.

(c) Liquidated danages.--The court may reduce |i qui dated
damages recoverabl e under subsection (a), to a mninum of $100,

not to exceed $100, 000 for each violation if the court finds

20050H2005B2924 - 9 -



© o0 N oo o A~ wWw N P

N ORNN N RN NN N NN R B P B R R R R R
© O N o U~ W N B O © 0 N 0o o M W N B O

30

that the defendant established and inpl enmented practices and
procedures reasonably designed to prevent a violation of this
act .

(d) O her damages.--1n the case of a violation of section
4(6) (i) that causes a tel ecomrunications carrier or provider of
voi ce over Internet protocol service to incur costs for the
origination, transport or termnation of a call triggered using
t he nodem or I nternet-capabl e device of a customer of such
t el ecommuni cations carrier or provider as a result of such
violation, the tel ecommuni cations carrier may bring a civil
action against the violator to recover any or all of the
fol | ow ng:

(1) The charges such carrier or provider is obligated to
pay to another carrier or to an informati on service provider
as a result of the violation, including, but not limted to,
charges for the origination, transport or term nation of the
cal | .

(2) Costs of handling customer inquiries or conplaints
with respect to anounts billed for such calls.

(3) Costs and a reasonabl e attorney fee.

(4) An order to enjoin the violation.

(e) Miltiple violations.--For purposes of a civil action
under subsections (a), (b) and (c), any single action or conduct
that violates nore than one of the provisions of this act shal
be considered nmultiple violations based on the nunber of
provi si ons vi ol at ed.

Section 8. Good Samaritan.

(a) VLiability.--No provider of conputer software or of an

interactive conputer service may be held liable for identifying,

nam ng, renoving, disabling or otherw se affecting a conputer
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program t hrough any action voluntarily undertaken or service
provi ded where the provider:

(1) Intends to identify accurately, prevent the
installation or execution of, renove or disable another
conmput er program on a conputer of a custoner of the provider.

(2) Reasonably believes the conputer program exhibits
behavi or that violates this act.

(3) Notifies the authorized user and obtains clear and
conspi cuous consent before undertaki ng such action or
provi di ng such servi ce.

(b) Requirenents.--A provider of conputer software or
interactive conputer service is entitled to protection under
this section only if such provider:

(1) Has established internal practices and procedures to
eval uate conputer prograns reasonably designed to determ ne
whet her or not a conputer program exhibits behavior that
violates this act.

(2) Has established a process for managi ng di sputes and
inquiries regarding m sclassification or false positive
i dentifications of conputer prograns.

(c) Attorney Ceneral, district attorney.--Nothing in this
section is intended to limt the ability of the Attorney Ceneral
or a district attorney to bring an action against a provider of
conput er software or of an interactive conputer service.

Section 9. Severability.

The provisions of this act are severable. |If any provision of
this act or its application to any person or circunstance is
held invalid, the invalidity shall not affect other provisions
or applications of this act which can be given effect w thout

the invalid provision or application.
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Section 10. Repeal.

Al'l acts and parts of acts are repeal ed insofar as they are

1

2

3 inconsistent with this act.
4 Section 11. Effective date.
5

This act shall take effect in 60 days.
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