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THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE BILL
No. 1669 %5

| NTRODUCED BY DI VEN, MAYERN K, READSHAW MARKCSEK, BELFANTI
CALTAG RONE, CAPPABI ANCA, COLAFELLA, COSTA, CRUZ, CURRY,
DALEY, DERMODY, D. EVANS, FRANKEL, GABI G GRUCELA, HARHAI,
HORSEY, JADLOW EC, KELLER, KENNEY, LAUGHLI N, LEDERER, MAHER,
MANN, MJUNDY, PALLONE, PETRARCA, PISTELLA, PRESTON, ROHRER
SURRA, J. TAYLOR, THOVAS, TIGUE, TRELLO WALKO, WANSACZ,
WASHI NGTON, J. WLLI AMS AND YOUNGBLOCD, MNAY 29, 2001

REFERRED TO COW TTEE ON STATE GOVERNMENT, MNAY 29, 2001
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AN ACT
Est abl i shing requirenents for the mai ntenance of personal
information in admnistrative systens of certain agencies of

t he Commonweal th; and requiring the agencies to establish

I nternet privacy policies.

The General Assenbly of the Conmonweal th of Pennsyl vani a
her eby enacts as foll ows:

Section 1. Short title.

This act shall be known and may be cited as the Commonweal t h
Agency Internet Privacy Act.

Section 2. Definitions.

The foll ow ng words and phrases when used in this act shal
have the neanings given to themin this section unless the
context clearly indicates otherw se:

"Conmonweal th agency.” The body, and all committees thereof

aut hori zed by the body to take official action or render advice

on matters of agency business as those terns are defined in 65
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Pa.C.S. 8 703 (relating to definitions), of all the follow ng:
the General Assenbly, the executive branch of the governnent of
this Commonweal th, including the Governor's Cabi net when neeting
on official policymaking business, any board, council, authority
or conm ssion of the Commonweal th or of any political
subdi vi si on of the Conmonwealth or any State, rmunicipal,
townshi p or school authority, school board, school governing
body, commi ssion, the boards of trustees of all State-aided
col |l eges and universities, the councils of trustees of al
St at e-owned col | eges and universities, the boards of trustees of
all State-related universities and all comrunity coll eges or
simlar organizations created by or pursuant to a statute which
decl ares in substance that the organi zation perfornms or has for
its purpose the performance of an essential governnental
function and through the joint action of its nenbers exercises
governmental authority and takes official action.
Section 3. Administration of systens containing personal
i nformati on.

A Conmmonweal t h agency mai ntai ning an information systemt hat
i ncl udes personal information shall:

(1) Collect, maintain, use and dissem nate only that
personal information permtted or required by law to be so
col | ected, muaintained, used or dissen nated or necessary to
acconplish a proper purpose of the agency.

(2) Collect information to the greatest extent feasible
fromthe data subject directly.

(3) Establish categories for maintaining personal
information to operate in conjunction with confidentiality
requi renents and access controls.

(4) Miintain information in the systemwth accuracy,
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1 conpl eteness, tineliness and pertinence as necessary to

2 assure fairness in determnations relating to a data subject.
3 (5) Make no dissemination to another system wi thout:

4 (i) Specifying requirenents for security and usage,
5 including limtations on access thereto.

6 (ii) Receiving reasonabl e assurances that those

7 requirenents and limtations will be observed.

8 Thi s paragraph shall not apply to a dissem nation nade by an
9 agency to an agency in another state, district or territory
10 of the United States where the personal information is

11 requested by the agency of such other state, district or

12 territory in connection with the application of the data

13 subject therein for a service, privilege or right under the
14 | aws thereof nor shall this paragraph apply to information
15 transmtted to fam |y advocacy representatives of the United
16 States Arned Forces in accordance with Federal |aw.

17 (6) Mintain a list of all people or organizations

18 havi ng regul ar access to personal information in the

19 i nformati on system
20 (7) Miintain for a period of three years or until such
21 time as the personal information is purged, whichever is
22 shorter, a conplete and accurate record, including identity
23 and purpose, of every access to any personal information in a
24 system including the identity of any person or organization
25 not havi ng regul ar access authority but excludi ng access by
26 t he personnel of the agency wherein data is put to service
27 for the purpose for which it is obtained.

28 (8) Take affirmative action to establish rules of

29 conduct and inform each person involved in the design,

30 devel opnent, operation or maintenance of the systemor the
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1 col l ection or use of any personal information contained

2 therein, about all the requirenents of this act, the rules

3 and procedures, including penalties for nonconpliance, of the
4 agency designed to assure conpliance with such requirenents.
5 (9) Establish appropriate safeguards to secure the

6 system from any reasonably foreseeable threat to its

7 security.

8 (10) Collect no personal information concerning the

9 political or religious beliefs, affiliations and activities
10 of data subjects which is maintained, used or dissemnated in
11 or by any information system operated by any agency unl ess

12 authorized explicitly by statute or ordi nance.

13 Section 4. Internet privacy policy.

14 (a) Duties of Commonweal th agenci es. - -

15 (1) On or before Decenber 31, 2002, each Commonweal th

16 agency that has an Internet Wrld Wde Wb site associ at ed

17 wi th that Commonweal th agency shall devel op an | nternet

18 privacy policy and an Internet privacy policy statenent that
19 expl ains the policy to the public. The policy shall be
20 consistent with the requirenents of this act.
21 (2) On or before Decenber 31, 2002, the statenment shal
22 be made avail abl e on the Commonweal th agency's Wrld Wde Wb
23 site in a conspicuous manner. The Secretary of
24 Adm ni stration, or his designee, shall provide guidelines for
25 devel oping the policy and the statenment and each Commonweal t h
26 agency shall tailor the policy and the statement to refl ect
27 the information practices of the individual public body.
28 (b) Contents of policy.--At minimum the policy and the
29 statenent shall address:
30 (1) What information, including personally identifiable
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1 information, will be collected, if any.

2 (2) Wether any information will be automatically

3 collected sinply by accessing the World Wde Wb site and, if
4 so, what information.

5 (3) Wether the Wrld Wde Wb site automatically places
6 a conmputer file, commonly referred to as a "cookie," on the
7 Internet user's conputer and, if so, for what purpose.

8 (4) How the collected information is being used or wll
9 be used.
10 Section 5. Effective date.
11 This act shall take effect in 60 days or Decenber 31, 2002,
12 whi chever occurs first.
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