SENATE ANVENDED
PRI OR PRINTER S NOS. 1116, 1744 PRINTER S NO. 4442

THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE BILL
No. 976 %5

| NTRODUCED BY HESS, SATHER, FAI RCHI LD, FLEAGLE, SAYLOR, LEDERER,
CAPPABI ANCA, CGEORGE, R M LLER, STERN, YEWCIC, GEIST, WLT,
WOINARGCSKI , HORSEY, SHANER, WANSACZ, HARHAI AND MAHER,
MARCH 14, 2001

SENATOR GREENLEAF, JUDI Cl ARY, | N SENATE, AS AMENDED,
OCTOBER 8, 2002

O (o0} ~NoO O~ WNE

e e = = =
oo N o o A W N - O

AN ACT

Arending Title 18 (Crinmes and O fenses) of the Pennsylvani a
Consol i dat ed Statutes, further—providingfor—theft—of <—
serviees— DEFI NI NG "SUSPECTED CRI M NAL ACTIVITY" FOR PURPOSES <—
OF W RETAPPI NG AND ELECTRONI C SURVEI LLANCE; FURTHER PROVI DI NG
FOR CERTAI N EXCEPTI ONS, FOR ORDER AUTHORI ZI NG | NTERCEPTI ON OF
W RE, ELECTRONI C OR ORAL COVMUNI CATI ONS, FOR APPLI CATI ON FOR
ORDER AND FOR EMERGENCY SI TUATI ONS.

The General Assenbly of the Conmonweal th of Pennsyl vani a

her eby enacts as foll ows:
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SECTION 1. SECTION 5702 OF TI TLE 18 OF THE PENNSYLVAN A

=
N

CONSCLI DATED STATUTES |'S AMENDED BY ADDI NG A DEFI NI TI ON TO READ:

=Y
w

§ 5702. DEFI NI TI ONS.

H
o

AS USED IN TH S CHAPTER, THE FOLLOW NG WORDS AND PHRASES

=Y
(63}

SHALL HAVE THE MEANINGS G VEN TO THEM IN TH' S SECTI ON UNLESS THE

=Y
(e}

CONTEXT CLEARLY | NDI CATES OTHERW SE:

* * %

e
oo ~

"SUSPECTED CRIM NAL ACTIVITY." A PARTICULAR OFFENSE THAT HAS

=
O

BEEN, IS OR 1S ABOUT TO OCCUR AS SET FORTH UNDER SECTI ON

N
o

5709(3) (I'l) (RELATING TO APPLI CATI ON FOR ORDER), ANY

N
=

COMVUNI CATI ONS_TO BE | NTERCEPTED AS SET FORTH UNDER SECTI ON

N
N

5709(3) (I'11), OR ANY OF THE CRIM NAL ACTIVITY SET FORTH UNDER

N
w

SECTI ON 5709(3) (1 V) ESTABLI SHI NG PROBABLE CAUSE FOR THE | SSUANCE

N
~

OF_ AN ORDER.

* * %
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SECTI ON 2. SECTI ONS 5706(B)(2), 5708, 5709 AND 5713(A) OF

N
~

TI TLE 18 ARE AMENDED TO READ:

N
oo

§ 5706. EXCEPTIONS TO PROH BI TI ONS | N POSSESSI ON, SALE,

N
(o]

DI STRI BUTI ON, MANUFACTURE OR ADVERTI SEMENT OF
30 ELECTRONI C, MECHANI CAL OR OTHER DEVI CES.
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* * %

(B) RESPONSI BI LI TY. - -

(2) THE DI VI SION OR BUREAU OR SECTI ON OF THE
PENNSYLVANI A STATE POLI CE RESPONSI BLE FOR CONDUCTI NG THE
TRAI NI NG | N THE TECHNI CAL ASPECTS OF W RETAPPI NG AND
ELECTRONI C SURVEI LLANCE AS REQUI RED BY SECTI ON 5724 ( RELATI NG
TO TRAINING) MAY BUY AND POSSESS ANY ELECTRONI C, MECHANI CAL
OR OTHER DEVI CE WHI CH | S TO BE USED BY | NVESTI GATI VE OR LAW
ENFORCEMENT OFFI CERS FOR PURPOSES OF | NTERCEPTI ON AS
AUTHORI ZED UNDER SECTI ON 5704(2), (5) AND (12), 5712, 5713 OR
5713.1 FOR THE PURPCSE OF TRAI NING HOWEVER, ANY ELECTRONI G,
MECHANI CAL OR OTHER DEVI CE BOUGHT OR POSSESSED UNDER THI S
PROVI S| ON MAY BE LOANED TO OR USED BY | NVESTI GATI VE OR LAW
ENFORCEMENT OFFI CERS FOR PURPOSES OF | NTERCEPTI ON AS
AUTHORI ZED UNDER SECTI ON 5704(2), (5) AND (12), 5712, 5713 OR
5713.1 ONLY UPON WRI TTEN APPROVAL BY THE ATTORNEY GENERAL OR
A DEPUTY ATTORNEY GENERAL DESI GNATED I N WRI TI NG BY THE
ATTORNEY GENERAL OR THE DI STRI CT ATTORNEY OR AN ASS| STANT
DI STRI CT ATTORNEY DESI GNATED I N WRI TI NG BY THE DI STRI CT
ATTORNEY OF THE COUNTY WHEREI N [ THE | NTERCEPTION |'S TO BE
MADE] THE SUSPECTED CRIM NAL ACTIVITY HAS BEEN, 1S OR IS

ABOUT TO OCCUR.

* * %

§ 5708. ORDER AUTHORI ZI NG | NTERCEPTI ON OF W RE, ELECTRONI C OR
ORAL COMMUNI CATI ONS.

THE ATTORNEY GENERAL, OR, DURI NG THE ABSENCE OR | NCAPACI TY OF
THE ATTORNEY GENERAL, A DEPUTY ATTORNEY GENERAL DESI GNATED I N
VWRI TI NG BY THE ATTORNEY GENERAL, OR THE DI STRI CT ATTORNEY OR,
DURI NG THE ABSENCE OR | NCAPACI TY OF THE DI STRI CT ATTORNEY, AN
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ASS| STANT DI STRI CT ATTORNEY DESI GNATED I N WRI TI NG BY THE
DI STRI CT ATTORNEY OF THE COUNTY WHEREI N [ THE | NTERCEPTION IS TO
BE MADE] THE SUSPECTED CRIM NAL ACTIVITY HAS BEEN, IS QR IS

ABOUT TO OCCUR, MAY MAKE WRI TTEN APPLI CATI ON TO ANY SUPERI OR

COURT JUDGE FOR AN ORDER AUTHORI ZI NG THE | NTERCEPTI ON OF A W RE,
ELECTRONI C OR ORAL COVMUNI CATI ON BY THE | NVESTI GATI VE OR LAW
ENFORCEMENT OFFI CERS OR AGENCY HAVI NG RESPONSI BI LI TY FOR AN
| NVESTI GATI ON | NVOLVI NG SUSPECTED CRI M NAL ACTI VI TI ES WHEN SUCH
| NTERCEPTI ON MAY PROVI DE EVI DENCE OF THE COWM SSI ON OF ANY OF
THE FOLLOW NG OFFENSES, OR MAY PROVI DE EVI DENCE Al DI NG | N THE
APPREHENS| ON OF THE PERPETRATOR OR PERPETRATORS OF ANY OF THE
FOLLOW NG OFFENSES:
(1) UNDER THI'S TI TLE:
SECTI ON 911 ( RELATI NG TO CORRUPT ORGANI ZATI ONS)
SECTI ON 2501 ( RELATI NG TO CRI M NAL HOM Cl DE)
SECTI ON 2502 ( RELATI NG TO MURDER)
SECTI ON 2503 ( RELATI NG TO VOLUNTARY MANSLAUGHTER)
SECTI ON 2702 ( RELATI NG TO AGGRAVATED ASSAULT)
SECTI ON 2706 ( RELATI NG TO TERRORI STI C THREATS)
SECTI ON 2709(B) ( RELATI NG TO HARASSMENT AND STALKI NG)
SECTI ON 2716 ( RELATI NG TO WEAPONS OF MASS
DESTRUCTI ON)
SECTI ON 2901 ( RELATI NG TO KI DNAPPI NG)
SECTI ON 3121 ( RELATI NG TO RAPE)
SECTI ON 3123 ( RELATI NG TO | NVOLUNTARY DEVI ATE SEXUAL
| NTERCOURSE)
SECTI ON 3124. 1 ( RELATI NG TO SEXUAL ASSAULT)
SECTI ON 3125 ( RELATI NG TO AGGRAVATED | NDECENT
ASSAULT)
SECTI ON 3301 ( RELATI NG TO ARSON AND RELATED OFFENSES)
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SECTI ON 3302 ( RELATI NG TO CAUSI NG OR RI SKI NG
CATASTROPHE)

SECTI ON 3502 ( RELATI NG TO BURGLARY)

SECTI ON 3701 ( RELATI NG TO ROBBERY)

SECTI ON 3921 ( RELATI NG TO THEFT BY UNLAWFUL TAKI NG OR
DI SPOSI TI ON)

SECTI ON 3922 ( RELATI NG TO THEFT BY DECEPTI ON)

SECTI ON 3923 ( RELATI NG TO THEFT BY EXTORTI ON)

SECTI ON 4701 ( RELATI NG TO BRI BERY | N OFFI Cl AL AND
POLI TI CAL MATTERS)

SECTI ON 4702 ( RELATI NG TO THREATS AND OTHER | MPROPER
| NFLUENCE | N OFFI Cl AL AND POLI TI CAL MATTERS)

SECTI ON 5512 ( RELATI NG TO LOTTER ES, ETC.)

SECTI ON 5513 ( RELATI NG TO GAMBLI NG DEVI CES, GAMBLI NG,
ETC.)

SECTI ON 5514 ( RELATI NG TO POOL SELLI NG AND
BOOKMAKI NG)

SECTI ON 5516 ( RELATI NG TO FACSI M LE WEAPONS OF MASS
DESTRUCTI ON)

SECTI ON 6318 ( RELATI NG TO UNLAWFUL CONTACT OR
COVMUNI CATI ON W TH M NOR)
(2) UNDER THI'S TITLE, WHERE SUCH OFFENSE | S DANGEROUS TO

LI FE, LI MB OR PROPERTY AND PUNI SHABLE BY | MPRI SONVENT FOR
MORE THAN ONE YEAR:

SECTI ON 910 ( RELATI NG TO MANUFACTURE, DI STRI BUTI ON OR
POSSESSI ON OF DEVI CES FOR THEFT OF TELECOMMUNI CATI ONS
SERVI CES)

SECTI ON 3925 ( RELATI NG TO RECEI VI NG STOLEN PROPERTY)

SECTI ON 3926 ( RELATI NG TO THEFT OF SERVI CES)

SECTI ON 3927 ( RELATI NG TO THEFT BY FAI LURE TO MAKE
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REQUI RED DI SPCSI TI ON OF FUNDS RECEI VED)

SECTI ON 3933 ( RELATI NG TO UNLAWFUL USE OF COVPUTER)

SECTI ON 4108 ( RELATI NG TO COMVERCI AL BRI BERY AND
BREACH OF DUTY TO ACT DI SI NTERESTEDLY)

SECTI ON 4109 ( RELATI NG TO RI GG NG PUBLI CLY EXHI Bl TED
CONTEST)

SECTI ON 4117 ( RELATI NG TO | NSURANCE FRAUD)

SECTI ON 4305 ( RELATI NG TO DEALI NG | N | NFANT CHI LDREN)

SECTI ON 4902 ( RELATI NG TO PERJURY)

SECTI ON 4909 ( RELATI NG TO W TNESS OR | NFORVANT TAKI NG
BRI BE)

SECTI ON 4911 ( RELATI NG TO TAMPERI NG W TH PUBLI C
RECORDS OR | NFORMATI ON)

SECTI ON 4952 ( RELATI NG TO | NTI M DATI ON OF W TNESSES
OR VI CTI MB)

SECTI ON 4953 ( RELATI NG TO RETALI ATI ON AGAI NST W TNESS
OR VI CTIM

SECTI ON 5101 ( RELATI NG TO OBSTRUCTI NG ADM NI STRATI ON
OF LAW OR OTHER GOVERNMVENTAL FUNCTI ON)

SECTI ON 5111 ( RELATI NG TO DEALI NG | N PROCEEDS OF
UNLAWFUL ACTI VI TI ES)

SECTI ON 5121 ( RELATI NG TO ESCAPE)

SECTI ON 5504 ( RELATI NG TO HARASSMENT BY COMMUNI CATI ON
OR ADDRESS)

SECTI ON 5902 ( RELATI NG TO PROSTI TUTI ON AND RELATED
OFFENSES)

SECTI ON 5903 ( RELATI NG TO OBSCENE AND OTHER SEXUAL
MATERI ALS AND PERFORVANCES)

SECTI ON 7313 ( RELATI NG TO BUYI NG OR EXCHANG NG
FEDERAL FOOD ORDER COUPONS, STAMPS, AUTHORI ZATI ON CARDS
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OR ACCESS DEVI CES)
(3) UNDER THE ACT OF MARCH 4, 1971 (P.L.6, NO 2), KNOMW
AS THE TAX REFORM CODE OF 1971, VWHERE SUCH OFFENSE | S
DANGEROQUS TO LI FE, LI MB OR PROPERTY AND PUNI SHABLE BY
| MPRI SONMENT FOR MORE THAN ONE YEAR
SECTI ON 1272 ( RELATI NG TO SALES OF UNSTAMPED
Cl GARETTES)
SECTI ON 1273 ( RELATI NG TO POSSESSI ON OF UNSTAMPED
Cl GARETTES)
SECTI ON 1274 ( RELATI NG TO COUNTERFEI TI NG
(4) ANY OFFENSE SET FORTH UNDER SECTION 13(A) OF THE ACT
OF APRIL 14, 1972 (P.L.233, NO 64), KNOM AS THE CONTROLLED
SUBSTANCE, DRUG, DEVI CE AND COSMETI C ACT, NOT | NCLUDI NG THE
OFFENSE DESCRI BED I N CLAUSE (31) OF SECTION 13(A).
(5) ANY OFFENSE SET FORTH UNDER THE ACT OF NOVEMBER 15,
1972 (P.L.1227, NO 272).
(6) ANY CONSPI RACY TO COW T ANY OF THE OFFENSES SET
FORTH IN TH S SECTI ON.
(7) UNDER THE ACT OF NOVEMBER 24, 1998 (P.L.874,
NO. 110), KNOWN AS THE MOTOR VEHI CLE CHOP SHOP AND | LLEGALLY
OBTAI NED AND ALTERED PROPERTY ACT.

§ 5709. APPLI CATI ON FOR ORDER

EACH APPLI CATI ON FOR AN ORDER OF AUTHORI ZATI ON TO | NTERCEPT A

W RE, ELECTRONI C OR ORAL COVMUNI CATI ON SHALL BE MADE | N VRI Tl NG
UPON THE PERSONAL OATH OR AFFI RVATI ON OF THE ATTORNEY GENERAL OR
A DI STRICT ATTORNEY OF THE COUNTY WHEREI N [ THE | NTERCEPTION | S
TO BE MADE] THE SUSPECTED CRIM NAL ACTIVITY HAS BEEN, IS OR IS

ABOUT TO OCCUR AND SHALL CONTAI N ALL OF THE FOLLOW NG

(1) A STATEMENT OF THE AUTHORI TY OF THE APPLI CANT TO
MAKE SUCH APPLI CATI ON.

20010H0976B4442 - 7 -
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(2) A STATEMENT OF THE | DENTI TY AND QUALI FI CATI ONS OF
THE | NVESTI GATI VE OR LAW ENFORCEMENT OFFI CERS OR AGENCY FOR
WHOM THE AUTHORI TY TO | NTERCEPT A WRE, ELECTRONI C OR ORAL
COMVMUNI CATI ON | S SQUGHT.

(3) A SWORN STATEMENT BY THE | NVESTI GATI VE OR LAW
ENFORCEMENT OFFI CER WHO HAS KNOALEDGE OF RELEVANT | NFORVATI ON
JUSTI FYI NG THE APPLI CATI ON, WH CH SHALL | NCLUDE:

(1) THE IDENTITY OF THE PARTI CULAR PERSCN, |F KNOWN\,

COW TTI NG THE OFFENSE AND WHOSE COMMUNI CATI ONS ARE TO BE

| NTERCEPTED.

(1) THE DETAILS AS TO THE PARTI CULAR OFFENSE THAT

HAS BEEN, IS BEING OR IS ABOQUT TO BE COW TTED.

(1'r1)y THE PARTI CULAR TYPE OF COVMUNI CATI ON TO BE
| NTERCEPTED.
(1'V) A SHOW NG THAT THERE | S PROBABLE CAUSE TO

BELI EVE THAT SUCH COVMUNI CATI ON W LL BE COVMUNI CATED ON

THE W RE COVMUNI CATI ON FACI LI TY | NVOLVED OR AT THE

PARTI CULAR PLACE WHERE THE ORAL COVMUNI CATION IS TO BE

| NTERCEPTED.

(V) THE CHARACTER AND LOCATI ON OF THE PARTI CULAR
W RE COVMUNI CATI ON FACI LI TY I NVOLVED OR THE PARTI CULAR
PLACE VWHERE THE ORAL COVMUNI CATI ON IS TO BE | NTERCEPTED.
(M) A STATEMENT OF THE PERIOD OF TI ME FOR WH CH THE
| NTERCEPTI ON | S REQUI RED TO BE MAI NTAI NED, AND, |F THE

CHARACTER OF THE | NVESTI GATION IS SUCH THAT THE

AUTHORI ZATI ON FOR | NTERCEPTI ON SHOULD NOT AUTOVATI CALLY

TERM NATE WHEN THE DESCRI BED TYPE OF COVMUNI CATI ON HAS

BEEN FI RST OBTAI NED, A PARTI CULAR STATEMENT OF FACTS

ESTABLI SH NG PROBABLE CAUSE TO BELI EVE THAT ADDI Tl ONAL

COMMUNI CATI ONS OF THE SAME TYPE W LL OCCUR THEREAFTER

20010H0976B4442 - 8 -
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(M) A PARTI CULAR STATEMENT OF FACTS SHOW NG THAT
OTHER NORMAL | NVESTI GATI VE PROCEDURES W TH RESPECT TO THE
OFFENSE HAVE BEEN TRI ED AND HAVE FAI LED, OR REASONABLY
APPEAR TO BE UNLI KELY TO SUCCEED | F TRI ED OR ARE TQO
DANGEROQUS TO EMPLOY.
(4) VHERE THE APPLI CATION | S FOR THE RENEWAL OR
EXTENSI ON OF AN ORDER, A PARTI CULAR STATEMENT OF FACTS
SHOW NG THE RESULTS THUS FAR OBTAI NED FROM THE | NTERCEPTI ON,
OR A REASONABLE EXPLANATI ON OF THE FAI LURE TO OBTAI N SUCH
RESULTS.
(5) A COWLETE STATEMENT OF THE FACTS CONCERNI NG ALL
PREVI QUS APPLI CATI ONS, KNOWN TO THE APPLI CANT MADE TO ANY
COURT FOR AUTHORI ZATI ON TO | NTERCEPT A WRE, ELECTRONI C OR
ORAL COMMUNI CATI ON | NVOLVI NG ANY OF THE SAME FACI LI TI ES OR
PLACES SPECI FI ED I N THE APPLI CATI ON OR | NVOLVI NG ANY PERSON
WHOSE COMMUNI CATI ON | S TO BE | NTERCEPTED, AND THE ACTI ON
TAKEN BY THE COURT ON EACH SUCH APPLI CATI ON.
(6) A PROPOCSED ORDER OF AUTHORI ZATI ON FOR CONSI DERATI ON
BY THE JUDGE.
(7) SUCH ADDI TI ONAL TESTI MONY OR DOCUMENTARY EVI DENCE | N
SUPPCRT OF THE APPLI CATI ON AS THE JUDGE MAY REQUI RE.
§ 5713. EMERGENCY SI TUATI ONS.
(A) APPLI CATI ON. - - WHENEVER, UPON | NFORVAL APPLI CATI ON BY THE
ATTORNEY GENERAL OR A DESI GNATED DEPUTY ATTORNEY GENERAL
AUTHORI ZED | N V\RI TI NG BY THE ATTORNEY CGENERAL OR A DI STRI CT
ATTORNEY OR AN ASS| STANT DI STRI CT ATTORNEY AUTHORI ZED I N WRI TI NG
BY THE DI STRI CT ATTORNEY OF A COUNTY VWHEREI N [ THE | NTERCEPTI ON

'S TO BE MADE] THE SUSPECTED CRIM NAL ACTIVITY HAS BEEN, IS OR
IS ABOUT TO OCCUR, A JUDGE DETERM NES THERE ARE GROUNDS UPON

VWH CH AN ORDER COULD BE | SSUED PURSUANT TO THI S CHAPTER, AND
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THAT AN EMERGENCY SI TUATI ON EXI STS W TH RESPECT TO THE

I NVESTI GATI ON OF AN OFFENSE DESI GNATED | N SECTI ON 5708 ( RELATI NG
TO ORDER AUTHORI ZI NG | NTERCEPTI ON OF W RE, ELECTRONI C OR ORAL
COVMUNI CATI ONS), AND | NVOLVI NG CONSPI RATORI AL ACTI VI TI ES
CHARACTERI STI C OF ORGANI ZED CRI ME OR A SUBSTANTI AL DANGER TO

LI FE OR LI MB, DI CTATI NG AUTHORI ZATI ON FOR | MVEDI ATE | NTERCEPTI ON
OF WRE, ELECTRONI C OR ORAL COVMUNI CATI ONS BEFORE AN APPLI CATI ON
FOR AN ORDER COULD W TH DUE DI LI GENCE BE SUBM TTED TO H M AND
ACTED UPON, THE JUDGE MAY GRANT ORAL APPROVAL FOR SUCH

| NTERCEPTI ON W THOUT AN ORDER, CONDI TI ONED UPON THE FI LI NG W TH
HM WTH N 48 HOURS THEREAFTER, OF AN APPLI CATI ON FOR AN ORDER
WH CH, | F GRANTED, SHALL RECI TE THE ORAL APPROVAL AND BE
RETROACTI VE TO THE TI ME OF SUCH ORAL APPROVAL. SUCH | NTERCEPTI ON
SHALL | MVEDI ATELY TERM NATE WHEN THE COVMUNI CATI ON SOQUGHT | S
OBTAI NED OR WHEN THE APPLI CATI ON FOR AN ORDER | S DEN ED,

VWH CHEVER | S EARLI ER. I N THE EVENT NO APPLI CATI ON FOR AN ORDER
'S MADE, THE CONTENT OF ANY WRE, ELECTRONI C OR ORAL
COMMUNI CATI ON | NTERCEPTED SHALL BE TREATED AS HAVI NG BEEN

OBTAI NED I N VI OLATION OF TH S SUBCHAPTER.

* * %

Section 2 3. This act shall take effect in 60 days.
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