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THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE BILL
No. 2654 5%

| NTRODUCED BY ORI E, STEVENSON, FAI RCH LD, CALTAG RONE, M COHEN
Mol LHATTAN, RAMOS, MANDERI NO, W LT, YOUNGBLOOD, JOSEPHS,
RUBLEY AND STEELMAN, JUNE 26, 2000

REFERRED TO COW TTEE ON STATE GOVERNMENT, JUNE 26, 2000

AN ACT

1 Anending the act of June 3, 1937 (P.L.1333, No.320), entitled

2 "An act concerning el ections, including general, nunicipal,

3 special and primary el ections, the nom nati on of candi dates,
4 primary and el ecti on expenses and el ection contests; creating
5 and defining nmenbership of county boards of el ections;

6 i mposi ng duties upon the Secretary of the Commonweal t h,

7 courts, county boards of elections, county comr ssioners;

8 i nposi ng penalties for violation of the act, and codifying,

9 revising and consolidating the laws relating thereto; and

10 repealing certain acts and parts of acts relating to

11 el ections,” providing for the utilization of Internet voting
12 syst ens.

13 The General Assenbly of the Conmonweal th of Pennsyl vani a

14 hereby enacts as foll ows:
15 Section 1. The act of June 3, 1937 (P.L.1333, No.320), known
16 as the Pennsylvania Election Code, is amended by addi ng an

17 article to read:

18 ARTICLE Xl -B

19 Internet Voting Systens

20 Section 1101-B. Definitions.--As used in this article:

21 "Clean operating system neans a copy of a conputer operating

22 systemthat has been provided by the Secretary of the
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Commpnweal th and is certified by the secretary to be free of any

mal i ci ous software codi ng that could di srupt or invalidate an

el ecti on.

"Conputer virus" neans any type of conputer prodgramthat

i ncl udes coding i ntended to cause damage or do sonethi ng

mal i ci ous to a conmputer system such as corrupting files or

destroying or alteri ng data.

"Decrypti on key" neans an el ectroni c key used by county

election officials to decrypt the encrypted ballots into a plain

text formthat is conveni ent for canvassi ng.

"Deni al of service attack"” neans an attack that generates

enough traffic to an Internet site that it denies service to

|l egiti nate users.

"I nternet voting nachi ne" neans a voting nachi ne that all ows

the elector to cast a ballot over the Internet by neans of a

connection to an I nternet voting system

"Internet voting systenl neans a secure networked el ectronic

el ecti on system as described in section 1106-B.

"PIN' neans a personal identification nunber issued by the

Secretary of the Commpbnweal th for use in counties utilizing

I nternet voting systens.

"Secretary." The Secretary of the Conmbnweal t h.

Section 1102- B. Powers and Duties.--(a) The secretary shal

establish all standards and adopt all rul es and requl ati ons

required to be adopted by the secretary under this article. The

secretary shall take all steps necessary to inplenent the

I nternet el ections services authorized by this article for the

election inmedi ately following the el ection at which the

enactnent of this article is approved by the el ectors.

(b) The secretary, utilizing the best and nbst secure nethod
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avai |l abl e, shall generate a data base of unique PINs for each

county that will be using an Internet voting systemto assign to

el ectors.

(c) The secretary shall design and certify a cl ean operating

system for use in the Internet voting systens that shall be

easily and readily usable by the election districts. At | east

twenty days prior to the election, the secretary shall provide

to the counties a sufficient nunber of copies of the operating

system for each polling place within the counti es.

Section 1103-B. Authorization of Internet Voting Systens for

Use at Polling Places.--Any county may, by a npjority vote of

its qualified regi stered el ectors voti ng thereon cast at any

el ection, authorize and direct the use of an Internet voting

system for reqistering or recording and conputi ngq the vote at

all elections and prinaries held at polling places in that

Secti on 1104- B. Pl aci ng the Question on the Ballot; Election

Thereon.--(a) |In accordance with section 1103-A, the county

board nmay, upon their own nption, submt to the qualified

regi stered electors of the county, at any el ection, the question

"Shall an Internet voting system be used at polling places in

the (county) of . . . . . . . .?2"

(b)Y The county board, upon the filing of a petition signed

by qualified regi stered el ectors of the county, equal in nunber

to at least ten (10) per centum of the total nunber of el ectors

who voted in said county at the precedi ng gubernatori al

el ection, but in no case less than fifty, shall, at the next

el ection, occurring at | east sixty days thereafter, subnmt to

the qualified reqgi stered el ectors of such county, the questi on

"Shall an Internet voting system be used at polling places in
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the county of . . . . . . . . .?"

Secti on 1105-B. Install ati on of Internet Voting Systens. --

(a) If a mpjority of the qualified reqgistered el ectors voting

on the question in any county vote in favor of the adopti on of

an I nternet voting system the county board of that county shal

pur chase, | ease or otherw se procure for each el ection district

of such county, the conponents of an Internet voting systemof a

ki nd approved by the secretary. The board shall notify the

secretary in witing that they have sel ected and purchased an

approved I nternet voting system

(b)Y The installation throughout the county of the |nternet

voting system adopted by the county board shall foll ow the

procedures established in section 1104-A

Secti on 1106- B. Est abl i shnent of Standards and Process of

Approval for Internet Voting Systens.--(a) The secretary shal

establi sh standards that an Internet voting systemis required

to satisfy before the Internet voting systemmay be i ssued a

permit by the secretary authorizing its use for an el ecti ons

pur pose authorized by this article.

(b)) To qualify for use in an election, an I nternet voting

system shall denpnstrate the existing capacity to do all of the

(1) Provide for the secure identificati on and aut henti cati on

of any information transmtted on the system i ncluding, but not

limted to, personal infornation required to be provided by

qual i fied el ectors.

(2) Provide for the secure identificati on and authenti cati on

of all elections officials and el ectoral jurisdictions, their

servers, and all other rel ated el ectroni c equi pnent bei ng used

by the elections officials and el ectoral jurisdictions
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supervi si ng and responsi bl e for voting.

(3) Protect the privacy, integrity and anonynity of each

qualified elector's ball ot.

(4) Prevent the casting of nultiple ballots in any one

el ection cycle by any qualified el ector.

(5) Provide protecti on agai nst tanpering, fraudul ent use,

illegal nani pul ati on or other abuse by voters, el ections

officials or any other individual or qgroup.

(6) Leqgibly convey all informati on mandated by | aw to be

included in the ballot for each qualified el ector, including

lists of all candidates for office and all ball ot nmeasures

qualified to appear on the ballot, in any set or randonly

gener at ed order nmandated by | aw.

(7) Provide the nmeans by which qualified el ectors may cast

wite-in votes for candi dates whose nanes do not appear on the

bal | ot.

(8) Provide uninterrupted, reliable availability during the

voting peri od established by | aw.

(9) Be readily accessible and easy to use for all qualified

el ectors.

(10) Be usable by qualified electors with disabilities,

consistent with the Anericans with Disabilities Act of 1990

(Public Law 101-336, 104 Stat. 327 § 12101).

(11) Be capabl e of bei ng upgraded as technol ogy i nproves.

(12) Be capable of archiving votes, allow ng recounts and of

being audited as to contents, results and process at a

sufficient |level to guarantee the integrity of the system and

the public's confidence in its inteqrity.

(13) Be capable of transnmitting encrypted i nfornati on over a

secure networKk.
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(14) Be capabl e of establishing an I nternet website that

securely receives ballots, provides ballots to qualified

electors that reflect the elections in their el ectoral

jurisdictions and is maximally resistant to being i nterrupted or

shut down by denial of service, conputer virus or other attacks.

(15) Be capable of tabulating ballots cast to its |nternet

websi t e.

(16) Be capable of providing qualified electors with

recei pts showing that their votes have been recei ved w t hout

alteration, validated as comng froma qualified el ector who has

not yet cast a ballot and stored for counting.

(c) Before a question about the use of an Internet voting

system may be pl aced upon the ballot in any county, the

secretary shall approve and certify a sufficient nunber of

systens for use within this Conmbonweal th to ensure adequate

bi ddi ng opportuniti es.

(d) The secretary shall:

(1) Exani ne each proposed |Internet voting system

(2) Performthe tests necessary to establish that the

I nternet voting systemconforns to the requirenents of section

1104- B and the standards adopted by the secretary pursuant to

this section.

(3) Approve and certify that the Internet voting systemis

fit for use and issue a permt authorizing its use.

(4) Deny approval and certification of the Internet voting

system whi ch denial shall specify in witing the reasons

therefore within thirty days of the subm ssion of the request

f or approval .

(e) Once the secretary has approved and certified an

Internet voting system the system shall be desi gnated as
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approved by the secretary for use by electors in all el ectoral

jurisdictions within this Conmopbnweal t h.

Section 1107-B. El ecti on Day Procedures and the Process of

Voting.--(a) |In any county which uses an I nternet voting

system the follow ng procedures will be applicable for the

conduct of the election at the election district:

(1) At | east one hour before the tine set for the openi ng of

the polls at each el ection, the county board shall deliver to

each election district a sealed copy of a clean operati ng system

contai ned on suitable wite-once nedi a approved and provi ded by

the secretary for use in starting the Internet voti ng nachi nes.

(2) The nenbers of the district el ection board shall arrive

at the polling place at | east one-half hour before the opening

of the polls. Prior to the commencenent of the el ection, the

district election board shall inspect the district conponents of

the Internet voting systemto see that they are i n proper

wor ki ng order and shall break the seal of the operating system

and insert it into the Internet voti ng nachine and start the

machi ne.

(3) A qualified el ector who wi shes to utilize the |nternet

voti ng machi ne procedure shall be pernmtted to vote at any

polling place within the elector's county of residence.

(4) A qualified elector, after receiving his PIN from

district election officials, shall retire to one of the voting

booths in which the Internet voting nachi nes are | ocat ed.

(5) The elector shall visit the Internet ball oti ng web page

for his county and authenticate hinself to that server by

entering his PIN and any personal information required for

aut henti cati on and request a ball ot.

(6) The server shall send an i nrage of the appropriate ball ot
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back to the el ector

(7)) The elector shall nmark the ballot with the keyboard,

nmouse or touch screen if the machine is so equi pped.

(8) When the elector is finished maki ng his choi ces, he

shall click a button on the screen to send the ballot. A screen

will then be displayed that shows all of the elector's choices

for verification. Wien the elector confirns the sel ections, the

ballot is encrypted and sent to the central vote server. |f the

el ector does not confirmthe selections, the ballot is reset and

he has the option of renmarking the ball ot.

(9) Wien the vote server receives the ballot, it will verify

that it has been sent froma qualified el ector who has not vyet

voted and has not been altered in any formduring transm SSi on.

(10) Once the vote has been verified, the server will send

f eedback to the voter acknow edgi ng that the vote has been

(11) The server then separates the vote fromthe

identification of the elector and stores the vote for counting.

(12) After the polls close for the day, the county el ecti ons

officials, one being fromeach party, shall enter their separate

decrypti on keys so that the ball ots can be decrypted and

canvassed.

Section 1108-B. Tanpering with Internet Voting System --Any

el ection officer or other person who shall unlawfully tanper

with or injure or attenpt to injure any conponent of an |nternet

voting systemto be used at any prinmary or el ection, or who

shall prevent or attenpt to prevent the correct operati on and

communi cati on of such a system or any unauthorized person who

shall make or have in his possessi on a decrypti on key to an

I nternet voting systemto be used or being used in any prinmary
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or election, shall be guilty of a m sdeneanor and, upon

convi ction thereof, shall be sentenced to pay a fine not

exceedi ng five thousand dollars ($5,000), or to undergo an

vears, or both, at the discretion of the court.

1
2
3
4 inprisonnent of not |ess than seven years not nore than ten
5
6

Section 2. This act shall take effect in 60 days.
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