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AN ACT
Arending Title 18 (Crinmes and O fenses) of the Pennsylvani a
Consol idated Statutes, further providing for unlawful use of
a conputer.
The General Assenbly of the Conmonweal th of Pennsyl vani a
her eby enacts as foll ows:
Section 1. Section 3933 of Title 18 of the Pennsylvania
Consol i dated Statutes is anmended to read:
§ 3933. Unlawful use of conputer.
(a) Ofense defined.--A person commits an offense if he:
(1) accesses, alters, damages or destroys any conputer,
conput er system conputer network, conputer software,
conmput er program or data base or any part thereof, with the

intent to interrupt the normal functioning of an organization

or to devise or execute any schene or artifice to defraud or



1 decei ve or control property or services by neans of fal se or
2 fraudul ent pretenses, representations or prom ses;

3 (2) intentionally and w thout authorization accesses,

4 alters, interferes with the operation of, damages or destroys
5 any conputer, conmputer system conputer network, conputer

6 sof tware, conputer program or conputer data base or any part
7 t hereof; [or]

8 (3) intentionally or knowi ngly and w t hout authorization
9 gives, transmits or publishes a password, identifying code,
10 personal identification nunber or other confidential

11 i nformati on about a conputer, conputer system conputer

12 network [or], data base[.] or comunicati ons networKk;

13 (4) intentionally or knowi ngly and w thout authorization
14 or _exceeding authorization inserts a conputer virus into a

15 conputer, conputer system conputer network, conputer

16 software, conputer program or data base or part thereof;

17 (5) intentionally or know ngly provides a conputer virus
18 programto others in circunstances in which those others

19 woul d not know of its effects; or
20 (6) intentionally or know ngly accesses or causes to be
21 accessed or otherw se uses or causes to be used a conputer,
22 conputer system conputer network, conputer software,
23 conput er program or data base or any part thereof with the
24 intent to obtain unauthorized conputer services or
25 i nf ormati on.
26 [(b) Gading.--An offense under subsection (a)(1l) is a
27 felony of the third degree. An offense under subsection (a)(2)
28 or (3) is a msdeneanor of the first degree.]
29 (b) Gading.--An offense under subsection (a) is:
30 (1) A felony of the second degree if the offense causes
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1 the serious disruption of or major interference with vital

2 services or operations of a public utility or a private

3 institution.

4 (2) A felony of the second degree if the offense causes
5 the disruption of or interference with the services or

6 operations of a State or |ocal governnent conputer system

7 (3) Afelony of the third degree if damage to or the

8 val ue of the property or conputer services affected exceeds
9 $10, 000.

10 (4) A nmisdeneanor of the first degree if danage to or

11 the value of the property or conputer services affected

12 exceeds $5, 000.

13 (5) A nmisdeneanor of the second degree if the danage to
14 or the value of the property or conputer services affected is
15 $5,000 or |ess.

16 (c) Valuation.--For the purposes of subsection (b), the

17 value of property or conputer services shall be:

18 (1) the market value of the property or conputer

19 services at the tine of the offense;
20 (2) if the property or conputer services are danmaged or
21 destroyed as a result of the offense conmtted, the cost of
22 reproducing or replacing the property or conputer services at
23 the tine of the offense; or
24 (3) if the value of the property or conputer services or
25 damage thereto cannot be satisfactorily ascertained, $5, 000.
26 [(c)] (d) Definitions.--As used in this section, the
27 follow ng words and phrases shall have the neanings given to
28 themin this subsection:
29 "Access." To intercept, instruct, comrunicate with, store

30 data in, retrieve data fromor otherw se nake use of any

19930H0534B0585 - 3 -



© o0 N oo o A~ wWw N P

N ORNN N RN NN N NN R B P B R R R R R
© O N o U~ W N B O © 0 N 0o o M W N B O

30

resources of a conputer, conputer system conputer network or
dat a base.

["Conmputer.” An electronic, magnetic, optical, hydraulic,
organi c or other high speed data processing device or system
whi ch perfornms logic, arithnmetic or nmenory functions and
i ncludes all input, output, processing, storage, software or
conmuni cation facilities which are connected or related to the
device in a systemor network.]

"Conputer." An electronic, optical, electrochem cal or other

hi gh- speed data processi ng device perform ng | ogical, sw tching,

arithnetic or storage functions. The termincl udes any data

storage facility or conmmuni cations facility directly related to

or operating in conjunction with the devi ce.

"Conputer network."™ The interconnection of two or nore
conmput ers through the usage of satellite, mcrowave, |line or
ot her comuni cati on nedi um

"Conputer program"™ An ordered set of instructions or
statements and rel ated data that, when automatically executed in
actual or nodified formin a conputer system causes it to
perform specified functions.

"Conputer software.” A set of conputer prograns, procedures
and associ at ed docunentation concerned with the operation of a
conput er system

["Computer system™ A set of related, connected or
unconnect ed conputer equi pment, devices and software. ]

"Conputer system" Equi pnent or the interconnected system or

subsystens of equi pnent that are used in the autonntic

acqui sition, storage, nmni pul ati on, nmanagenent, novenent,

control, display, switching, interchange, transm SSion or

reception of data or information. The termi ncl udes conputers;
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ancillary equi pnent; software; firmvare and sim |l ar autonated

procedures; and services, including support services.

"Conputer virus." Any set of conmputer instructions that are

desi gned to nodi fy, dannge, destroy, record or transm:¢t

informati on within a conputer, conputer system or conputer

network wi thout the intent or perm ssion of the owner of the

i nformati on. The termshall include, but not be limted to,

conputer instructions which are self-replicating or self-

propagati ng and are desi gned to contani nate ot her conputer

prograns or conputer data, consune conputer resources, nodify,

destroy, record or transmt data, or in sone other fashi on usurp

the nornmal operation of the conputer, conputer system or

conput er net wor K.

"Data base.”™ A representation of information, know edge,
facts, concepts or instructions which are being prepared or
processed or have been prepared or processed in a fornulized
manner and are intended for use in a conmputer, conputer system
or conputer network, including, but not Iimted to, conputer
printouts, nagnetic storage nedia, punched cards or data stored
internally in the nenory of the conputer

"Financial instrument.” Includes, but is not limted to, any
check, draft, warrant, noney order, note, certificate of
deposit, letter of credit, bill of exchange, credit or debit
card, transaction authorization nechanism marketable security
or any conputer systemrepresentation thereof.

"Information.” A representation of know edge, facts,

concepts or instructions which are bei ng prepared or have been

prepared directly or indirectly froman organi zed set of data

and are i ntended to be processed, are bei ng processed or have

been processed in a conputer system or conputer network. |t nay
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be classified as intellectual property and nay be in a form

including, but not limted to, conputer printouts, magnetic or

opti cal storage nedia, punched cards or internal storage in the

menory of the conputer

"Local governnment." A county, city, borough, incorporated

town, township or any simlar general purpose unit of governnent

whi ch may be created by the General Assenbly.

"Property.” Includes, but is not limted to, financial
i nstruments, computer software and progranms in either machine or
human readable form and anything of val ue, tangible or
i nt angi bl e.

"Services." Includes, but is not limted to, conputer tineg,
data processing and storage functions.

"State agency." An adninistrative departnent, independent

board or conm ssion of the Commbnweal t h.

"State or | ocal governnent conputer system" A conputer

system operated or | eased by or under contract to a State,

local, judicial or |eqgislative government entity.

"Vital services or operations." Those services or operations

required to provide, operate, nmaintain and repair network

cabling, transm ssion, distribution or conputer facilities

necessary to ensure or protect the public health, safety or

wel fare. Public health, safety or welfare i nclude, but are not

limted to, services provided by nedi cal personnel or

institutions, fire departnents, energency Servi ces agenci es,

nati onal defense contractors, arned forces or mlitia personnel,

private and public utility conpani es or | aw enf or cenent

Section 2. This act shall take effect in 60 days.
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