PRI OR PRI NTER S NO. 157 PRI NTER S NO. 597

THE GENERAL ASSEMBLY OF PENNSYLVANIA

SENATE BILL
No. 152 5%

| NTRODUCED BY DENT, CORMAN, GREENLEAF, ORI E, MOVERY, ROBBI NS
RAFFERTY, M WH TE, THOWPSON, COSTA, LAVALLE, KI TCHEN
WOZNI AK, WAUGH AND EARLL, FEBRUARY 4, 2003

SENATOR THOMPSQN, APPROPRI ATI ONS, RE- REPORTED AS AMENDED
MARCH 25, 2003
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Amendi ng Ft+e TITLES 12 (Conmerce and Trade) AND 18 (CRIMES AND <—

AN ACT

OFFENSES) of the Pennsyl vani a Consol i dated Statutes, adding
provisions relating to trade secrets; AND FURTHER PROVI DI NG
FOR THE OFFENSE OF THEFT OF TRADE SECRETS.

The General Assenbly of the Conmonweal th of Pennsyl vani a

her eby enacts as foll ows:

Section 1. Title 12 of the Pennsyl vania Consol i dat ed

Statutes is anmended by adding a chapter to read:

Sec.

5301.
5302.
5303.
5304.
5305.
5306.
5307.

CHAPTER 53
TRADE SECRETS

Short title of chapter.
Definitions.

Injunctive relief.
Damages.

Attorney fees.
Preservation of secrecy.

Statute of l[imtations.
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5308.

Ef fect on other | aw.

§ 5301. Short title of chapter.

This chapter shall be known and nay be cited as the Uniform

Trade Secrets Act.

§ 5302. Definitions.

The foll ow ng words and phrases when used in this chapter

shal |

have the neanings given to themin this section unless the

context clearly indicates otherw se:

"I nmproper neans.” Includes, but is not limted to, theft,

bri bery, m srepresentation, breach or inducenent of a breach of

a duty to maintain secrecy or espionage through el ectronic or

ot her

nmeans.

"M sappropriation.”™ Includes:

(1) acquisition of a trade secret of another by a person

who knows or has reason to know that the trade secret was

acqui red by inproper neans; or

(2) disclosure or use of a trade secret of another

Wi t hout express or inplied consent by a person who:

(1) used inproper nmeans to acquire know edge of the
trade secret;

(i1i) at the time of disclosure or use, knew or had
reason to know that his know edge of the trade secret
was:

(A) derived fromor through a person who had
utilized inproper neans to acquire it;
(B) acquired under circunstances giving rise to

a duty to maintain its secrecy or limt its use; or

(C© derived fromor through a person who owed a
duty to the person seeking relief to maintain its

secrecy or limt its use; or
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(i1i1) before a material change of his position, knew
or had reason to know that it was a trade secret and that
knowl edge of it had been acquired by accident or m stake.

"Person.” A natural person, corporation, business trust,
estate, trust, partnership, association, joint venture,
government, governnental subdivision or agency or any other
| egal or commercial entity.

"Trade secret.” Information, including a fornula, draw ng,
pattern, conpilation, program device, nethod, technique or
process that:

(1) Derives independent econom c val ue, actual or
potential, fromnot being generally known to, and not being
readi |y ascertai nabl e by proper neans by, other persons who
can obtain econom c value fromits disclosure or use.

(2) |Is the subject of efforts that are reasonabl e under
the circunstances to naintain its secrecy.

"WIIful and malicious.” Such intentional acts or gross
negl ect of duty as to evince a reckless indifference of the
rights of others on the part of the wongdoer, and an entire
want of care so as to raise the presunption that the person at
fault is conscious of the consequences of his carel essness.

§ 5303. Injunctive relief.

(a) Injunctions.--Actual or threatened m sappropriation may
be enj oi ned. Upon application to the court, an injunction shal
be term nated when the trade secret has ceased to exist, but the
i njunction nmay be continued for an additional reasonable period
of time in order to elimnate comrercial advant age t hat
ot herwi se woul d be derived fromthe m sappropriation.

(b) Exceptional circunstances.--1n exceptional

ci rcunst ances, an injunction may condition future use upon
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paynent of a reasonable royalty for no | onger than the period of
time for which use could have been prohibited. Exceptional
circunstances include, but are not Iimted to, a material and
prej udi ci al change of position prior to acquiring know edge or
reason to know of m sappropriation that renders a prohibitive

i njunction inequitable.

(c) Affirmative acts conpelled by court order.--1In
appropriate circunstances, affirmative acts to protect a trade
secret may be conpelled by court order
§ 5304. Dammges.

(a) Mnetary danmages.--Except to the extent that a materi al
and prejudicial change of position prior to acquiring know edge
or reason to know of m sappropriation renders a nonetary
recovery inequitable, a conplainant is entitled to recover
damages for m sappropriation. Damages can include both the
actual | oss caused by m sappropriation and the unjust enrichnent
caused by m sappropriation that is not taken into account in
conmputing actual loss. In lieu of danages neasured by any ot her
nmet hods, the damages caused by m sappropriation nmay be neasured
by inmposition of liability for a reasonable royalty for a
m sappropriator’'s unauthorized disclosure or use of a trade
secret.

(b) Exenplary damages.--If wllful and malicious
m sappropriation exists, the court may award exenpl ary danmages
in an anount not exceeding tw ce any award made under subsecti on
(a).

§ 5305. Attorney fees.

A court may award reasonabl e attorney fees, expenses and

costs to the prevailing party:

(1) if a claimof msappropriation is made in bad faith;
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(2) anotion to termnate an injunction is nmade or
resisted in bad faith; or
(3) wllful and malicious m sappropriation exists.
§ 5306. Preservation of secrecy.

In any action under this chapter, a court shall preserve the
secrecy of an alleged trade secret by reasonable nmeans which may
i nclude, but are not limted to, granting protective orders in
connection with discovery proceedings, holding in canmera
heari ngs, sealing the records of the action and ordering any
person involved in the litigation not to disclose an all eged
trade secret without prior court approval.

§ 5307. Statute of limtations.

An action under this chapter for m sappropriation nust be
brought within three years after the m sappropriation was
di scovered or by the exercise of reasonable diligence should
have been di scover ed.

§ 5308. Effect on other |aw.

(a) General rule.--Except as provided in subsection (b),
this chapter displaces conflicting tort, restitutionary and
other law of this State providing civil remedies for
m sappropriation of a trade secret.

(b) Exceptions.--This chapter does not affect:

(1) contractual renedies, whether or not based upon

m sappropriation of a trade secret;

(2) other civil renmedies that are not based upon
m sappropriation of a trade secret; or
(3) crimnal renedies, whether or not based upon

m sappropriation of a trade secret.

SECTION 2. SECTION 3930 OF TI TLE 18 IS AMENDED TO READ: <—
§ 3930. THEFT OF TRADE SECRETS.
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(A) FELONY OF THE SECOND DEGREE. --A PERSON IS GUILTY OF A
FELONY OF THE SECOND DEGREE | F HE:

(1) BY FORCE OR VI OLENCE OR BY PUTTING HI M I N FEAR TAKES
FROM THE PERSON OF ANOTHER ANY ARTI CLE REPRESENTI NG A TRADE
SECRET; [OR]

(2) WLLFULLY AND MALI Cl QUSLY ENTERS ANY BUI LDI NG OR
OTHER STRUCTURE W TH | NTENT TO OBTAI N UNLAWFUL POSSESSI ON OF,
OR ACCESS TO, AN ARTI CLE REPRESENTI NG A TRADE SECRET[.]; OR

(3) WLLFULLY AND MALI Cl OUSLY ACCESSES ANY COVPUTER

COVPUTER NETWORK OR COMPUTER SYSTEM WVHETHER |N PERSON OR

ELECTRONI CALLY, WTH THE | NTENT TO OBTAI N UNLAWFUL POSSESS| ON

OF, OR ACCESS TO, AN ARTI CLE REPRESENTI NG A TRADE SECRET.

(B) FELONY OF THE THI RD DEGREE. --A PERSON | S GUI LTY CF A
FELONY OF THE THI RD DEGREE | F HE, W TH | NTENT TO WRONGFULLY
DEPRI VE OF, OR W THHOLD FROM THE OMNER, THE CONTROL OF A TRADE
SECRET, OR W TH I NTENT TO WRONGFULLY APPROPRI ATE A TRADE SECRET
FOR H'S USE, OR FOR THE USE OF ANOTHER:

(1) UNLAWFULLY OBTAI NS POSSESSI ON OF, OR ACCESS TO, AN

ARTI CLE REPRESENTI NG A TRADE SECRET; OR

(2) HAVI NG LAWFULLY OBTAI NED POSSESSI ON OF AN ARTI CLE

REPRESENTI NG A TRADE SECRET, OR ACCESS THERETO, CONVERTS SUCH

ARTI CLE TO HHS OMN USE OR THAT OF ANOTHER PERSQON, WH LE

HAVI NG POSSESSI ON THERECF OR ACCESS THERETO MAKES, OR CAUSES

TO BE MADE, A COPY OF SUCH ARTI CLE, OR EXHI BI TS SUCH ARTI CLE

TO ANOTHER.

(© FURTHER DI SPCSI TI ON | RRELEVANT. - - THE CRI ME OR CRI MES
DEFI NED | N SUBSECTI ONS (A) AND (B) OF THI'S SECTI ON SHALL BE
DEEMED COVPLETE W THOUT REGARD TO THE FURTHER DI SPGSI Tl ON,
RETURN, OR I NTENT TO RETURN, OF THE ARTI CLE REPRESENTI NG A TRADE
SECRET.
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(D) DEFENSE.--IT SHALL BE A COVWPLETE DEFENSE TO ANY
PROSECUTI ON UNDER SUBSECTI ON (B) OF THI' S SECTI ON FOR THE
DEFENDANT TO SHOW THAT | NFORMATI ON COVPRI SI NG THE TRADE SECRET
WAS RI GHTFULLY KNOWN OR AVAI LABLE TO H M FROM A SOURCE OTHER
THAN THE OMNER OF THE TRADE SECRET.

(E) DEFINITIONS.--AS USED I N TH S SECTI ON THE FOLLOW NG
WORDS AND PHRASES SHALL HAVE THE MEANINGS G VEN TO THEM IN THI S
SUBSECTI ON:

"ARTI CLE. " ANY OBJECT, MATERI AL, DEVI CE OR SUBSTANCE OR COPY
THERECGF, | NCLUDI NG ANY WRI TI NG RECORD, RECORDI NG, DRAW NG,
DESCRI PTI ON, SAMPLE, SPECI MEN, PROTOTYPE, MODEL, PHOTOGRAPH,

M CROORGANI SM  BLUEPRI NT OR NAP.
"COVPUTER. " AN ELECTRONIC, NMAGNETIC, OPTI CAL, HYDRAULI C,

ORGANI C OR OTHER HI GH SPEED DATA PROCESSI NG DEVI CE OR SYSTEM

VH CH PERFORMS LOG C, ARI THMETI C OR MEMORY FUNCTI ONS_AND

I NCLUDES ALL I NPUT, OUTPUT, PROCESSI NG STORACE, SOFTWARE OR

COMVUNI CATION FACI LI TI ES WH CH ARE CONNECTED OR RELATED TO THE

DEVICE IN A SYSTEM OR NETWORK.

"COVPUTER NETWORK. " THE | NTERCONNECTI ON OF TWO OR MORE

COWUTERS THROUGH THE USAGE OF SATELLITE, M CROMVE, LINE OR

OTHER COVMUNI CATI ON_MEDI UM

"COWPUTER SYSTEM " A SET OF RELATED, CONNECTED OR

UNCONNECTED COVPUTER EQUI PMENT, DEVI CES AND SOFTWARE.

"COPY." ANY FACSIM LE, REPLICA, PHOTOGRAPH OR REPRCDUCTI ON
OF, AN ARTICLE, OR ANY NOTE, DRAW NG SKETCH, OR DESCRI PTI ON
MADE OF, OR FROM AN ARTI CLE.

"REPRESENTI NG "  DESCRI Bl NG, DEPI CTI NG, CONTAI NI NG,

CONSTI TUTI NG REFLECTI NG OR RECORDI NG

"TRADE SECRET." THE WHOLE OR ANY PORTI ON OR PHASE OF ANY

SCI ENTI FI C OR TECHNI CAL | NFORMATI ON, DESI GN, PROCESS, PROCEDURE,
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FORMULA OR | MPROVEMENT VWH CH | S OF VALUE AND HAS BEEN

SPECI FI CALLY | DENTI FI ED BY THE OANER AS OF A CONFI DENTI AL
CHARACTER, AND VWH CH HAS NOT BEEN PUBLI SHED OR OTHERW SE BECOVE
A MATTER OF GENERAL PUBLI C KNOALEDGE. THERE SHALL BE A
REBUTTABLE PRESUMPTI ON THAT SCI ENTI FI C OR TECHNI CAL | NFORVATI ON
HAS NOT BEEN PUBLI SHED OR OTHERW SE BECOVE A MATTER OF GENERAL
PUBLI C KNONLEDGE WHEN THE OMNER THEREOF TAKES MEASURES TO
PREVENT | T FROM BECOM NG AVAI LABLE TO PERSONS OTHER THAN THOSE
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(F) CONSTRUCTI ON. --NOTHING IN THI'S SECTI ON SHALL BE

=
=

CONSTRUED TO | NTERFERE WTH OR PROHI BIT TERVS OR CONDI TIONS I N A

=
N

CONTRACT OR LI CENSE RELATED TO A COVPUTER, A COVPUTER NETWORK OR

=
w

COWUTER SOFTWARE.

H
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Section 2 3. In applying and construing 12 Pa.C. S. Ch. 53, <—

=Y
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comments or reports of the type referred toin 1 Pa.C. S. § 1939

shall control in the event of a conflict between such comments

N
N O

or reports and the policy of uniformty provided under 1 Pa.C S.
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§ 1927.
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Section 3 4. This act shall not apply to m sappropriation <—

N
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occurring prior to the effective date of this act, including a

N
=

continuing m sappropriation that began prior to the effective

date of this act and which continues to occur after the

N DN
w N

effective date of this act.

N
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Section 4 5. This act shall take effect in 60 days. <—
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