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THE GENERAL ASSEMBLY OF PENNSYLVANIA
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A RESOLUTI ON
Establishing a select conmttee to investigate and review t he
policies, procedures and practices in place by the various

Commonweal t h agenci es, authorities, boards, commi ssions,

councils, departnents and offices and the entities they

license or regulate to protect the personal health, financial
and other sensitive data of the citizens of this

Conmonweal t h.

WHEREAS, Ildentity theft is one of the fastest growi ng crines
in the nation, causing nore than $2 billion in |osses to
consuners, businesses and governnent bodies in this
Conmonweal t h; and

WHEREAS, The General Assenbly is committed to the protection
of the personal health, financial and other sensitive data of
the residents of this Commonweal t h; and

WHEREAS, The dramatic increase in conputer interconnectivity
and I nternet usage are changing the way the Commonweal th and the
nation are comuni cating and conducting busi ness; and

WHEREAS, W thout proper safeguards, this interconnectivity

poses trenendous risks that make it easier for individuals and
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groups to gain access to inproperly protected systens within
Commonweal t h agenci es, authorities, boards, commi ssions,
councils, departnents and offices and the entities they |icense
or regul ate; and

WHEREAS, Those agencies, authorities, boards, conmm ssions,
councils, departnents and offices and the entities they |icense
or regulate have critical facilities that support the
processi ng, storage and transm ssion of personal health,
financial and other sensitive data; and

WHEREAS, The public's trust and confidence that those
agenci es, authorities, boards, comm ssions, councils,
departnments and offices and the entities they |license or
regul ate are protecting personal health, financial and other
sensitive data is critical to carrying out the m ssion and | aws
of this Commonweal t h; and

WHEREAS, Potential information security weaknesses within
t hose agencies, authorities, boards, comm ssions, councils,
departnments and offices and the entities they |license or
regul ate can place critical State operations and prograns at
risk for disruption, fraud and i nappropriate disclosure of
heal th, financial and other sensitive data; and

WHEREAS, HR 351 of the 2005-2006 | egislative session, adopted
July 1, 2005, established a select comrittee to investigate and
review policies, procedures and practices to determne if the
appropriate and necessary information security is in place in
t he Conmonweal t h; and

WHEREAS, The select commttee submtted a report of its
findings and recomendations to the House of Representatives on
Novenber 28, 2006; and

VWHEREAS, The sel ect commttee recommended that the House of
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Representati ves extend the authority of the select commttee for
one year to further investigate and review the policies,
procedures and practices currently in place in various
Commonweal t h agenci es, authorities, boards, commi ssions,
councils, departnents and offices and the entities they |icense
or regulate to protect personal health, financial and other
sensitive data of the citizens of this Conmonweal th; therefore
be it

RESCLVED, That the House of Representatives establish a
select committee to investigate and review the policies,
procedures and practices in place by the various Conmmonweal t h
agenci es, authorities, boards, comm ssions, councils,
departnments and offices and the entities they |license or
regulate to determne if they have appropriate and necessary
i nformation security in place to:

(1) protect their information and information systens
from unaut hori zed access, use, disclosure, disruption,
nodi fi cation or destruction;

(2) protect the confidentiality, integrity and
avai lability of that information and their information
syst ens;

(3) neet industry, public and private sector and Federal
best practices;

(4) neet all Federal and State |laws and rul es and
regul ati ons;

(5) determine if authority has been properly del egated
to appropriate personnel in order to ensure conpliance with
any information security prograns and all Federal and State
| aws;

(6) conduct regular risk assessnments to assess and
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adj ust any information security prograns to nmeet current
t hreats;
(7) periodically test and evaluate information security
controls and techni ques; and
(8) ensure that information security prograns and al

Federal and State |laws and regul ations are effectively

i mpl enent ed;
and be it further

RESOLVED, That the select commttee consist of 30 nenbers of
t he House of Representatives, 17 nenbers fromthe majority party
and 13 nenbers fromthe mnority party; and be it further

RESCLVED, That the Speaker of the House of Representatives
appoint 17 nmenbers of the House of Representatives, including
t he chairman of the select conmttee, fromthe Consuner Affairs
Committee, the Comrerce Commttee, the Judiciary Commttee, the
State Governnent Conmmittee and the Intergovernnmental Affairs
Conmittee; and be it further

RESCLVED, That the Mnority Leader of the House of
Represent ati ves appoi nt 13 nenbers of the House of
Representatives fromthe Consunmer Affairs Conmttee, the
Commerce Committee, the Judiciary Conmittee, the State
Government Committee and the Intergovernnmental Affairs
Conmittee; and be it further

RESCLVED, That the select conmttee hold hearings, take
testimony and nmake its investigation at such places as it deens
necessary in this Conmonweal th; and be it further

RESOLVED, That if the select conmittee determ nes that
testinmony it is about to receive is of a confidential nature or
woul d di scl ose practices which, if made public, may conprom se

security measures already in place or which may be put in place
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in the future, the select cormittee be permtted to close the
hearing to the public, but only for the duration of such
confidential or security sensitive testinony; and be it further
RESCLVED, That the ordinary and reasonabl e expenses incurred
by the select committee be paid fromaccounts under the control
of the Chief Cerk; and be it further
RESCLVED, That the select commttee submt a report of its

findings together with its recommendati ons for any appropriate
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| ater than Novenmber 30, 2008.
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