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THE GENERAL ASSEMBLY OF PENNSYLVANIA

HOUSE BILL
No. 2590 *5%”

| NTRODUCED BY Cl VERA, VEREB, MENSCH, ADOLPH, BAKER, BELFANTI,
BENNI NGHOFF, BOBACK, BOYD, BRENNAN, BROOKS, CALTAGQ RONE,
CLYMER, CUTLER, DALLY, DeLUCA, D G ROLAMO, CEI ST, d NGRI CH,
GOCDMVAN, HARRI' S, HESS, HI CKERNELL, HORNANMAN, KENNEY, KILLI ON
KOTl K, MAHONEY, MAJOR, MARS| CO, Mol LHATTAN, M COZZI E, MOUL,
MOYER, MJURT, D. O BRI EN, O NEILL, PAYNE, PERZEL, PETRI
PH LLI PS, PICKETT, PYLE, QU NN, READSHAW RElI CHLEY, S| PTROTH
SWANCER, J. TAYLOR, TRUE, VULAKOVI CH AND WATSON
JUNE 11, 2008

REFERRED TO COVWM TTEE ON JUDI Cl ARY, JUNE 11, 2008
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AN ACT
Amending Title 42 (Judiciary and Judicial Procedure) of the

Pennsyl vani a Consol i dated Statutes, restricting Internet and

Wrld Wde Wb access for certain sex offenders; and all ow ng

| aw enforcenent authorities and ot her governnental agencies

to access certain records and other information related to
sex-rel ated of fenses.

WHEREAS, Conputers, conputer networks, telecomunications
devi ces and systens and I nternet access have created great
opportunities for advancenent of education, science, business
and the arts and have nmade i nformati on nore w dely avail abl e;
and

WHEREAS, Certain individuals have abused Internet access to
commt hei nous sex offenses and have taken advantage of the
relative anonymty of the Internet to canouflage their

intentions, hide their identities and otherw se engage in

crimnal activity; and
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WHEREAS, The General Assenbly believes that it is appropriate
to restrict Internet access for persons who have comitted
certain sex-related offenses in addition to requiring themto
regi ster and inposing other |legal obligations related to their
offenses with imted and cl osely supervised |Internet access
serving as a nmeans to support their rehabilitation and
appropriate integration into society; and

WHEREAS, The General Assenbly believes it is appropriate to
assi st | aw enforcenent agencies in oversight of persons who have
used the Internet to conmt certain sex-related of fenses.

The General Assenbly of the Conmonweal th of Pennsyl vani a
her eby enacts as foll ows:

Section 1. Section 9792 of Title 42 of the Pennsylvani a
Consolidated Statutes is anmended by adding definitions to read:
§ 9792. Definitions.

The foll ow ng words and phrases when used in this subchapter
shall have the neanings given to themin this section unless the
context clearly indicates otherw se:

"Access." To intercept, instruct, connunicate with, store

data in, retrieve data fromor otherwi se nake use of any

resources of a conputer, conputer system conputer network,

t el econmuni cati ons devi ce or dat abase.

* * %

"Conputer." An electronic, magnetic, optical, hydraulic,

organi ¢ or other hi gh-speed data processi ng device or system

whi ch perforns logic, arithnetic or nenory functi ons and

i ncludes all input, output, processing, storage, software or

communi cation facilities which are or have been connected or

related to the device in a system or network.

"Conputer data." A representation of information, know edge,
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facts, concepts or instructions which is being prepared or has

been prepared and is i ntended to be processed, is being

processed or has been processed in a conputer or conputer

network and may be in any form whether readable only by a

conputer or only by a human or by either, including, but not

limted to, conputer printouts, nmagnetic storage nedi a, punched

card or stored internally in the nenory of the conputer

"Conputer network." The interconnection of two or nore

conputers through the usage of satellite, mcrowave, |line or

ot her conmmuni cati on nedi um

"Conputer program" An ordered set of instructions or

statenents and rel ated data that, when automatically executed in

actual or nodified formin a conputer system causes it to

perform specified functions.

"Conputer software." A set of conputer prograns, procedures

or associ ated docunentati on concerned with the operation of a

conputer system

"Conputer system" A set of related, connected or

unconnect ed conput er equi pnent, devices and sof t ware.

"El ectroni c communi cation." Any transfer of signs, signals,

witing, inmages, sounds, data or intelligence of any nature

transmtted in whole or in part by a wire, radio,

el ectromagneti c, photoel ectroni c or photo-optical system

"El ectroni c comuni cati on system" Any wire, radio,

el ectromagneti c, photo-optical or photoelectronic facilities for

the transm ssi on of el ectroni c conmuni cati ons and any conputer

facilities or related el ectroni c equi pnent for the el ectronic

storage of such conmuni cati ons.

"Electronic mail service provider." A person who is an

internediary in sending or receiving electronic mail or who

20080H2590B3919 - 3 -



© o0 N oo o A~ wWw N P

N ORNN N RN NN N NN R B P B R R R R R
© O N o U~ W N B O © 0 N 0o o M W N B O

30

provides to end-users of electronic mail services the ability to

send or receive electronic mail.

"Electronic mail transnission information." |Infornmati on used

to identify the origin or destination of a transni ssion or to

aidinits routing, including informati on recorded as part of

electronic mail whether or not such information is di spl ayed

initially to the user upon receipt of electronic mail, that

purports to represent the infornmation used to identify the

origin or destination of a transm ssion or to aid in its

"Electronic storage." Storage of a wire or electronic

communi cation incidental or otherwise related to the electronic

transm ssion thereof, or storage of such a conmuni cati on by an

el ectroni ¢ communi cati on service or otherw se for the purpose of

backup protection of the conmuni cati on.

* * %

"Internet." The nyriad of conputer and tel ecommuni cati ons

facilities, including equi prent and operating software, which

conpri se the interconnected worl dwi de network of networks that

enpl oy the transm ssion control protocol, |Internet protocol or

any predecessor or successor protocols to such protocol to

communi cate information of all kinds by wire, radi o or other

"Internet service provider." A person who provides a service

t hat enabl es users to access content, informati on, el ectronic

mai | or other services offered over the |Internet.

* * %

"Renpte conputing service." The provision to the public of

conputer storage or processing services by neans of an

el ectroni ¢ communi cati ons system
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* * %

"Tel econmuni cati on device." Any type of instrunment, device,

machi ne or equi pnent which is capable of transmtting,

acquiring, encrypting, decrypting or receiving any tel ephonic,

el ectronic, data, |Internet access, audi o, video, m crowave or

radi o transni ssions, signals, conmuni cati ons or Services,

i ncluding the recei pt, acquisition, transni ssion, encrypti on or

decryption of all such communi cati ons, transm SSions, signals or

servi ces over any cable tel evision, tel ephone, satellite,

m crowave, radio or wireless distribution systemor facility, or

any part, accessory or conponent thereof, including any conputer

circuit, security nodule, snmart card, software, conputer chip,

el ectroni ¢ nechani sm or ot her component, accessory or part which

is capable of facilitating the transn ssi on, encryption,

decrypti on, acquisition or reception of all such comuni cati ons

transm ssions, signals or services.

"Tel econmuni cati on service provider." A person or entity

provi di ng tel econmuni cati on service, including, but not limted

to, a cellular, paging or other wirel ess comuni cati ons conpany

or other person or entity which, for a fee, supplies the

facility, cell site, nobile tel ephone switching office or other

equi pnent or tel econmuni cation service, including any person or

entity providi ng any tel econmuni cati on service, including, but

not limted to, any person or entity owni ng or operati ng any

cable television, satellite, tel ephone, wirel ess, m crowave or

radi o di stribution systemor facility.

"Wrld Wde Wb." The termincludes, but is not limted to,

a conputer server-based file archive accessi bl e over the

Internet, using a hypertext transfer protocol, file transfer

protocol or other sinmlar protocols.
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1 Section 2. Section 9795.2(a) of Title 42 is anmended to read:
2 8 9795.2. Registration procedures and applicability.

3 (a) Registration.--

4 (1) Ofenders and sexually violent predators shall be

5 required to register with the Pennsylvania State Police upon
6 rel ease fromincarceration, upon parole froma State or

7 county correctional institution or upon the commencenent of a
8 sentence of internediate puni shnment or probation. For

9 pur poses of registration, offenders and sexual ly viol ent

10 predators shall provide the Pennsylvania State Police with
11 all current or intended residences, all information

12 concerning current or intended enploynent [and], all

13 i nformati on concerning current or intended enrollnent as a
14 student[.] and all information necessary to detern ne whet her
15 t he person has access to or use of a conputer or_any other

16 device with Internet capability or the capability to access
17 the World Wde Wb if the person is subject to the

18 restrictions on Internet and Wrld Wde Wb access descri bed
19 in section 9795.6 (relating to limted Internet and Wrld
20 Wde Wb access).
21 (2) Ofenders and sexually violent predators shal
22 i nformthe Pennsylvania State Police within 48 hours of:
23 (1) Any change of residence or establishnment of an
24 addi ti onal residence or residences.

25 (i) Any change of enployer or enploynent |ocation
26 for a period of time that will exceed 14 days or for an
27 aggregate period of time that will exceed 30 days during
28 any cal endar year, or termination of enploynent.

29 (i) Any change of institution or |ocation at which
30 the person is enrolled as a student, or term nation of
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enrol | ment.

(iv) Becom ng enployed or enrolled as a student if
t he person has not previously provided that information
to the Pennsylvania State Police.

(v) Any change in the person's availability of

access to the Internet or World Wde Wb, or changes to

any of the informati on provi ded under paragraph (1) if

the person is subject to the restrictions on |Internet and

VWrld Wde Web access described in section 9795. 6.

(2.1) Registration with a new | aw enforcenent agency
shall occur no later than 48 hours after establishing
resi dence in another state.

(3) The ten-year registration period required in section
9795.1(a) (relating to registration) shall be tolled when an
of fender is reconmtted for a parole violation or sentenced
to an additional termof inprisonment. In such cases, the
Department of Corrections or county correctional facility
shall notify the Pennsylvania State Police of the adm ssion
of the offender.

(4) This paragraph shall apply to all offenders and
sexual |y viol ent predators:

(i) Were the offender or sexually violent predator
was granted parole by the Pennsyl vania Board of Probation
and Parole or the court or is sentenced to probation or
i nt ernedi ate puni shnent, the board or county office of
probati on and parole shall collect registration
information fromthe offender or sexually violent
predator and forward that registration infornmation to the
Pennsyl vania State Police. The Departnent of Corrections

or county correctional facility shall not rel ease the
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*

*

of fender or sexually violent predator until it receives
verification fromthe Pennsylvania State Police that it
has received the registration information. Verification
by the Pennsylvania State Police nmay occur by electronic
means, including e-mail or facsimle transm ssion. \Were
the of fender or sexually violent predator is scheduled to
be rel eased froma State correctional facility or county
correctional facility because of the expiration of the
maxi mum term of incarceration, the Departnent of
Corrections or county correctional facility shall coll ect
the information fromthe of fender or sexually viol ent
predator no later than ten days prior to the maxi num
expiration date. The registration information shall be
forwarded to the Pennsylvania State Police.

(i1i) \Were the offender or sexually violent predator
scheduled to be released froma State correctional
facility or county correctional facility due to the
maxi mum expi rati on date refuses to provide the
registration information, the Departnent of Corrections
or county correctional facility shall notify the
Pennsyl vania State Police or police departnent with
jurisdiction over the facility of the failure to provide
registration information and of the expected date, tine
and | ocation of the release of the offender or sexually

vi ol ent predator.

*

Section 3. Title 42 is anended by addi ng sections to read:

8§ 9795. 6. Limted Internet and World Wde Wb access.

(a)

CGCeneral rule.--A person subject to the regi strati on

requi renents of this subchapter who utilized the | nternet or
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VWrld Wde Web to commt, or to facilitate the conm ssi on of,

any offense referred to in section 9795.1 (relating to

regi strati on) shall be prohibited from accessi ng or using the

Internet or World Wde Web for the period of registration

required for the offense which the person utilized the |nternet

or World Wde Wb to commt or facilitate, except as set forth

in this section.

(b)Y Exception.--A person subject to linted |Internet and

VWrld Wde Web access under subsection (a) nmay be authorized by

the Pennsyl vania State Police, with respect to a person who i s

no | onger under the supervision of a parole or probation

officer, by a parole or probation officer or by order of court

to access the Internet or the Wrld Wde Wb for the purpose of

engagi ng in or seeking enpl oynent, for other enpl oynent-rel ated

pur poses, for educati onal purposes, for information-gathering

pur poses and for other purposes for which good cause i s shown

and which, in the judgnent of the person providi ng such

aut hori zation, do not increase the risk of the person conmmitting

an offense referred to in section 9795.1. In all cases such

access is subject to linmtations i nposed by the Pennsyl vani a

State Police as provided in this subsection, by the parole or

probation officer or by the order of court granting such

aut hori zati on.

(1) A person subject to limted Internet and Wrld Wde

Web access under subsection (a) shall be required to submt

t o unannounced i nspecti ons and exani nation of all conputers,

conputer data, conputer networks, conputer software, conputer

prograns, conputer systens, tel econmmuni cati ons devi ces,

t el econmuni cati ons systens, el ectroni c conmuni cati ons

systens, electronic mail, electronic mail transn ssi ons
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systens, electronic storage devices or arrangenents, and al

rel ated equi pnent which is owned, used, avail able to, under

the control of or possessed by the person, as directed by the

Pennsyl vania State Police as provided in this subsection, by

a parole or probation officer or by order of court. Such

exan nati ons and i nspections may include the retri eval and

copying of all data fromany of the | ocati ons described in

this subsection, as well as any internal or external

peri pherals and renoval of such infornmati on, equi pnment or

device for a period deened by the Pennsyl vania State Police

as provided in this subsection, by the parole or probation

officer or by the order of court to be necessary for the

pur poses of such inspecti on and exam nati on by the

Pennsyl vania State Police as provided in this subsection, by

a parole or probation officer or by order of court.

(2) Incident to the i nspections permtted under

par agraph (1), a person subject tolinmted Internet and Wrld

W de Web access under subsection (a) shall be required to

produce information related to any property or informati on so

i nspected or exam ned, including account records, usage

hi story, electronic mail transni ssion i nfornati on passwords,

encryption or scranbling keys or codes, decryption or

unscranbli ng keys or codes, any conputer software, hardware,

peri pherals or other neasures which preclude or restrict

access to conplete i nformati on about the person's use of and

access to the Internet and Wrld Wde Web, as wel | as

li censes, registrations, informati on on nodul ati on or ot her

t echni ques of which the essential paraneters have been

wi thheld or hidden with the effect of preserving the privacy

of the person's conmuni cati ons, and any other infornmation
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1 which in the judgnent of the Pennsylvania State Police as

2 provided in this subsection, the parole or probation officer
3 or the court shall be deened to be necessary or desirable for
4 a conplete and accurate depiction of Internet and Wrld Wde
5 Wb availability, access and use by the person who is subject
6 tolimted Internet and Wrld Wde Wb access under

7 subsection (a).

8 (c) Key logging and other tracking processes.--A person

9 subject tolinmted Internet or Wrld Wde Wb access under

10 subsection (a) may be required to install, at the person's

11 expense, one or nore key |ogging prograns, or other hardware or
12 conputer software or conputer prograns designed or with the

13 capacity to nonitor conputer, Wrld Wde Wb or Internet usage
14 as the Pennsylvania State Police as provided in subsection (b),
15 a parole or probation officer or the court shall direct.

16 (d) Access.--A person subject to limted Internet or Wrld
17 Wde Wb access under subsection (a) nmay be required by the

18 Pennsylvania State Police as provided in subsection (b), by a
19 parole or probation officer or by order of court to authorize
20 unannounced access to all conputers, conputer networks, conputer
21 software, conputer prograns, conputer data, conputer systens,
22 telecomunications devices, telecommunications systens,
23 electronic comuni cations systens, electronic mail transm ssion
24 systens, electronic nmail service providers, electronic storage
25 devices or arrangenents and all related equi pnent which is
26 owned, used, available to, under the control of or possessed by
27 the person's enployer, Internet service providers, renote
28 conputing services, electronic conmunication services, conputer
29 network administrators, tel econmunication service providers or

30 any other person to the extent deened necessary or desirable by
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t he Pennsyl vania State Police as provided in subsection (b), by

a parole or probation officer or by order of court to all ow for

a conpl ete and accurate depiction of Internet and Wrld Wde Wb

avai lability, access and use by the person who is subject to

limted Internet and Wrld Wde Wb access under subsection (a).

(e) Inposition.--The restrictions and requirenents inposed

by this subsection on offenders and sexually viol ent predators

shall be in addition to any other disposition provided for under

this chapter or otherw se.

8 9799.10. Training and assi st ance.

The Pennsyl vania State Police shall approve and provide for

the i npl ementati on of training prograns for persons charged with

the adm ni strati on of section 9795.6 (relating to limted

Internet and World Wde Web access). Such prograns shal

include, at a mninmum instruction in conducting investigati ons

in which conputers, conputer networks, tel econmuni cations

devi ces and ot her high technology instrunents are utilized in

the conm ssion or facilitati on of sex of fenses. The prograns

shall also include instruction in techni ques of forensic

recovery, evidence preservation and analysis of data in conputer

systens, electronic mail systens and tel econmuni cati ons systens,

sei zed i ncident inspections, exanm nations and crinm nal or

unl awful activity.

Section 4. The addition of 42 Pa.C. S. 8§ 9795.6 shall apply
to all offenders, whether they are convicted before, on or after
the effective date of this act.

Section 5. This act shall take effect in 60 days.
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