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AN ACT
Providing for protection fromidentity theft, for security
freezes, for procedures for access after inposition and
removal of security freezes and for related matters.

The General Assenbly of the Conmonweal th of Pennsyl vani a

her eby enacts as foll ows:
Section 1. Short title.

This act shall be known and may be cited as the Credit
Reporting Agency Law.

Section 2. Definitions.

The foll ow ng words and phrases when used in this act shall
have the neanings given to themin this section unless the
context clearly indicates otherw se:

"Consuner." An individual .

"Consumer report." A witten, oral or other conmunication of

any information by a consuner reporting agency bearing on a

consuner's creditworthiness, credit standing or credit capacity.
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"Consumner reporting agency." Any person who, for nonetary
fees, dues or on a cooperative basis, regularly engages in whole
or in part in the practice of assenbling or eval uating consuner
credit information or other information on consuners for the
pur pose of furnishing consuner reports to third parties.

"Security freeze." A notice placed on a consuner report, at
t he request of the consunmer and subject to certain exceptions,
that prohibits a consunmer reporting agency fromrel easing the
consuner report wthout the express authorization of the
consuner.

Section 3. Security freeze.

(a) Request for freeze.--

(1) A consunmer may elect to place a security freeze on
hi s consuner report by providing elear—and proper
identification to a consuner reporting agency. The consuner
may meke the request DI RECTLY TO A CONSUMER REPORTI NG AGENCY

(i) by certified mail USI NG AN ADDRESS DESI GNATED BY

THE CONSUMER REPORTI NG AGENCY; or

(11) etreetlytothe coasurer—reparting—ageney

t hrough a secure Internet connection if the connection is

made avail abl e by the consuner reporting agency.

(2) Each consumer reporting agency covered by this act
shall have a toll-free tel ephone nunber available to allow a
consuner to reguest—an—-approepriateform RECElI VE | NFORVATI ON
ABOUT HONto request a security freeze, which the consuner
must return by certified mail.

(3) A consuner reporting agency shall place a security
freeze on a consuner report no later than five business days
after receiving a request for the security freeze fromthe

consuner.
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(4) The following entities are not required to place a
security freeze in a consumer report:

(1) Acredit reporting agency that acts only as a
reseller of credit informati on by assenbling and nerging
information contained in the database of another credit
reporting agency or nultiple credit reporting agencies
and does not maintain a pernmanent database of credit
i nformation fromwhich new credit reports are produced,
however, a credit reporting agency acting as a reseller
shall honor any security freeze placed on a credit report
by another credit reporting agency.

(1i) A check services or fraud prevention services
conpany whi ch issues reports on incidents of fraud or
aut hori zations for the purpose of approving or processing
negoti abl e instrunments, electronic funds transfers or
simlar nethods of paynents.

(ti1) A deposit account information service conpany
whi ch i ssues reports regardi ng account closures due to
fraud, substantial overdrafts, automated teller nmachine
(ATM) abuse or simlar negative information regarding a
consuner to inquiring banks or other financial
institutions for use only in reviewi ng a consuner request
for a deposit account at the inquiring bank or financial
institution.

(b) Effect of security freeze.--Except as provided in
subsection (e), when a security freeze is in place, information
froma consuner report shall not be released to a third party
Wi t hout prior express authorization fromthe consuner. This
subsection shall not prevent a consumer reporting agency from

advising a third party that a security freeze is in effect with
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respect to a consumer report.

(c) Third-party request.--If a third party requests access
to a consuner report on which a security freeze is in effect,
and the consunmer does not allow his or her consunmer report to be
accessed for that specific party or for a period of tinme, the
third party shall treat the application as inconplete.

(d) Duration of freeze.--A security freeze shall remain in
ptace—unt—theeconsuner—reguests—that—the secur+by—treezebe
rermpved—under—seeton—+— PLACE UNTIL THE EARLI ER OF THE DATE THE
CONSUMER REPCORTI NG AGENCY RECEI VES A REQUEST FROM THE CONSUMER
TO REMOVE THE SECURI TY FREEZE OR UNTI L SEVEN YEARS FROM THE DATE
THAT THE SECURI TY FREEZE WAS PUT | N PLACE BY THE CONSUMVER
REPORTI NG AGENCY

(e) Applicability of freeze.--A-seecurityfreezedoesnot

apphy—to—-a——consuner—+eport—provi-ded—to— NOTW THSTANDI NG A
SECURI TY FREEZE THE FOLLOW NG ENTI TI ES MAY RECEI VE A CONSUMER

REPORT:

(1) A Federal, State or |ocal governnment entity,
including a | aw enforcenent agency or court, or their agents
or assigns.

(2) A private collection agency for the sol e purpose of
assisting in the collection of an existing debt of the
consuner who is the subject of the consunmer report requested.

(3) A person or entity or a subsidiary, affiliate or
agent of that person or entity, or an assignee of a financial
obl i gati on owed by the consunmer to that person or entity, or
a prospective assignee of a financial obligation owed by the
consuner to that person or entity in conjunction with the
proposed purchase of the financial obligation, with which the

consuner has or had prior to assignment an account or
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contract, including a demand deposit account, or to whomthe
consuner issued a negotiable instrunment, for the purposes of

reviewi ng the account or collecting the financial obligation

owi ng for the account, contract or negotiable instrunent. For
pur poses of this paragraph, "review ng the account” includes

activities related to account mai ntenance, nonitoring, credit
line increases and account upgrades and enhancenents.

(4) A subsidiary, affiliate, agent, assignee or
prospective assignee of a person to whom access has been
granted under this section for the purposes of facilitating
t he extension of credit.

(5) A person, for the purposes of prescreening as
provided by the Fair Credit Reporting Act (Public Law 91-508,
15 U.S.C. § 1681 et seq.).

(6) A consuner reporting agency for the purposes of
provi ding a consuner with a copy of his own consuner report
on his request.

(7) A child support enforcenment agency.

(8) A consuner reporting agency that acts only as a
reseller of credit informati on by assenbling and nerging
information contained in the database of another consuner
reporting agency or nultiple consuner reporting agencies and
does not mmintain a pernmanent database of credit information
from whi ch new consuner reports are produced. However, a
consuner reporting agency acting as a reseller shall honor
any security freeze placed on a consuner report by another
consuner reporting agency.

(9) A check services or fraud prevention services
conpany whi ch issues reports on incidents of fraud or

aut hori zations for the purpose of approving or processing
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negoti abl e instrunments, electronic funds transfers or simlar
nmet hods of paynents.
(10) A deposit account information service conmpany which
i ssues reports regardi ng account closures due to fraud,
substantial overdrafts, automated teller machine (ATM abuse
or simlar negative information regarding a consuner to
i nqui ring banks or other financial institutions for use only
in review ng a consuner request for a deposit account at the
i nquiring bank or financial institution.
(11) Any person or entity for use in setting or
adjusting a rate, issuing or underwiting a policy, adjusting
a claimor servicing a policy for underwiting for property
and casualty insurance purposes.
(12) A person or entity admnistering a credit file
nmoni tori ng subscription service or simlar service to which
t he consumer has subscri bed.
Section 4. Consuner reporting agency.
The consuner reporting agency shall, no later than ten
busi ness days after the date the agency receives a request from
a consunmer for a security freeze, send the consunmer a witten
confirmation that provides the consuner with a unique personal
i dentification nunber or password to be used by the consuner
when providing aut horization for the access to his consumner
report for a specific period of tinme or for a specific third
party or renoving the security freeze. In addition, the consumer
reporting agency shall sinmultaneously provide to the consuner in
witing notification of the process of renpving a security
freeze and the process of tenporarily lifting a security freeze
and the process for allow ng access to information fromthe

consuner report for a specific party or for a specific period
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while the security freeze is in effect.
Section 5. Personal identification.

A consumner may request in witing a replacenent personal
i dentification nunber or password. The request nust conply with
the requirenments for requesting a security freeze under section
3. The consuner reporting agency shall, no later than ten
busi ness days after the date the agency receives the request for
a replacenment personal identification nunber or password,
provi de the consunmer with a new, unique personal identification
nunber or password to be used by the consuner instead of the
nunber or password that was provi ded under section 4.

Section 6. Notification of freeze.

A consuner reporting agency shall notify a person who
requests a consuner report if a security freeze is in effect for
t he consumer report requested.

Section 7. Tenporary access or renoval of security freeze.

(a) Request.--1f the consuner wi shes to allow his consuner
report to be accessed for a specific period of tine or by a
specific third party while a security freeze is in place or to
remove a security freeze he shall be able to contact the
consuner reporting agency by certified mail or by a toll-free
t el ephone nunber which shall be provided by the consumner
reporting agency and may be able to contact the consuner
reporting agency through a secure Internet connection which may
be established by the consuner reporting agency and request that
the security freeze be tenporarily lifted or renoved and provide
all of the follow ng:

(1) CSear—and-proper PROPER identification. <—
(2) The unique personal identification nunber or

password provided by the consunmer reporting agency pursuant
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to this act.

(3) One of the follow ng:

(i) The proper information regarding the tine period
for which the consuner report shall be available to any
per son.

(ii) The proper information regarding the third
party who is to receive the consumer report.

(ti1) A request that the security freeze be renoved.

(b) Agency requirenent.--A consuner reporting agency that
receives a request froma consuner pursuant to subsection (a)
shall conply with the request no |later than three busi ness days
after receiving the request.

(c) Renoval of security freeze.--A consunmer reporting agency
shall tenporarily lift or renove a security freeze placed on a
consuner report only in the foll ow ng cases:

(1) Upon the consumer's request as provided for in this
secti on.
(2) |If the consumer report was frozen due to a materi al

m srepresentati on of fact by the consuner or other person. I|f

a consuner reporting agency intends to renove a freeze upon a

consuner report pursuant to this paragraph, the consuner

reporting agency shall notify the consumer in witing prior
to renmoving the freeze on the consuner report.
Section 8. Secure procedures.

In addition to the requirenents of this act, a consuner
reporting agency may devel op secure procedures, including, but
not limted to, the use of the tel ephone, facsimle, Internet or
other electronic nmedia to receive and process a request froma
consuner to place a security freeze, tenporarily lift a security

freeze or renove a security freeze on a consuner report pursuant
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to this act in an expedited manner.
Section 9. Fees.

(a) GCeneral rule.--A consuner reporting agency may inpose a
reasonabl e charge on a consuner for initially placing a security
freeze on a consuner report. The anpbunt of the charge nmay not
exceed $10. The charge to tenporarily lift the security freeze
may not exceed $10 per request. At no tinme shall the consumer be
charged for renoving the freeze.

(b) Exceptions.--

(1) A consumer will not be charged by a consuner
reporting agency for placing a security freeze or tenporarily
l[ifting a security freeze if the consuner is a victimof
identity theft and provides, or has provided, the consuner
reporting agency with a copy of a police report.

(2) A consumer will not be charged by a consuner
reporting agency for placing a security freeze if the
consuner is 65 years of age or ol der.

(c) Confirmation required.--If a security freeze is in
pl ace, a consuner reporting agency shall not change any of the
following informati on regarding a consuner w thout sending a
witten confirmation of the change to the consunmer within 30
days of the change bei ng posted:

(1) Nane.

(2) Date of birth.

(3) Social Security nunber.

(4) Address.

Witten confirmation is not required for technical nodifications
of a consuner's official information, including name and street
abbrevi ati ons, conplete spellings or transposition of nunbers or

letters. In the case of an address change, the witten
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confirmation shall be sent to both the new address and to the
f ormer address.
Section 10. Civil relief.

A violation of this act shall be deened to be an unfair or
deceptive act or practice in violation of the act of Decenber
17, 1968 (P.L.1224, No.387), known as the Unfair Trade Practices
and Consumer Protection Law. The Ofice of Attorney Ceneral

shall have exclusive authority to bring an action under the
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Section 11. Ef fecti ve date.
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This act shall take effect January 1, 2007.
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