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AN ACT
Relating to crimnal history record information; providing for
the protection of individual right to privacy and for the
conpl eteness and accuracy of, the control of dissem nation
of, the establishnment of guidelines for the security of, and
provision for quality control of crimnal history record
information; and providing for the right of individuals to
i nspect, review and chal |l enge the accuracy of such
information; and-the-establishnent—of —a council-to-oversee <—
the—admnistration—ofthis—aet:— and providing penalties for
viol ations of this act.
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Section 902. Crimnal penalties.

Section 903. Civil actions.

Chapter 10. Effective Date and Repeal er
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Section 1002. Effective date.

The General Assenbly of the Conmonweal th of Pennsyl vani a
her eby enacts as foll ows:

CHAPTER 1
GENERAL PROVI SI ONS
Section 101. Short title.

This act shall be known and may be cited as the "Cri m nal
Hi story Record Information Act."

Section 102. Definitions.

The foll ow ng words and phrases when used in this act shal
have the neanings given to themin this section, unless the
context clearly indicates otherw se:

"Admi nistration of crimnal justice." The activities
directly concerned with the prevention, control or reduction of
crinme, the apprehension, detention, pretrial release, post-trial
rel ease, prosecution, adjudication, correctional supervision or
rehabilitation of accused persons or crimnal offenders;
crimnal identification activities; or the collection, storage
di ssemi nation or usage of crimnal history record information.

"Audit." The process of review ng conpliance with applicable
Federal and State laws and regulations related to the privacy
and security of crimnal history record informtion

"Central repository.”™ The central |ocation for the
col l ection, conpilation, naintenance and di ssem nati on of
crimnal history record information by the Pennsylvania State

Pol i ce.
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"Crimnal history record information." Information collected
by crimnal justice agencies concerning individuals, consisting
of identifiable descriptions, dates and notations of arrests,
detentions, indictnments, informations or other formal charges
and any dispositions arising therefrom The term does not
include intelligence information, investigative information or
treatment information, including nmedical and psychol ogi cal
information, or information and records specified in section
104.

"Crimnal justice agency.” Any court, including the mnor
judiciary, with crimnal jurisdiction or any other governnent al
agency, or subunit thereof, created by statute or by the State
or Federal constitutions, specifically authorized to perform as
its principal function the adm nistration of crimnal justice,
and which allocates a substantial portion of its annual budget
to such function. Crimnal justice agencies include, but are not
l[imted to: organized State and rmnunici pal police departnents,
| ocal detention facilities, county, regional and State
correctional facilities, probation agencies, district or
prosecuting attorneys, parole boards and pardon boards.

"Disposition.” Information indicating that crim nal
proceedi ngs have been concl uded, including information
di scl osing that police have elected not to refer a matter for
prosecution, that a prosecuting authority has el ected not to
commence crimnal proceedings or that a grand jury has failed to
i ndict and disclosing the nature of the term nation of the
proceedi ngs; or information disclosing that proceedi ngs have
been indefinitely postponed and al so disclosing the reason for
such postponenent. Dispositions of crimnal proceedings in the

Commonweal th shall include, but not be limted to, acquittal,
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1 acquittal by reason of insanity, pretrial probation or

2 diversion, charge dism ssed, guilty plea, nolle prosequi, no

3 information filed, nolo contendere plea, convicted, abatenent,

4 discharge under rules of the Pennsylvania Rules of Crim nal

5 Procedure, denurrer sustained, pardoned, sentence comut ed,

6 mstrial-defendant discharged, discharge from probation or

7 parole or correctional supervision.

8 "Di ssem nation.” The oral or witten transm ssion or

9 disclosure of crimnal history record information—neludingthe <—
10 eentH+rrmation—oft+ts—existence—ornonexistenece~ to individuals or
11 agencies other than the crimnal justice agency which maintains
12 the information.

13 "Expunge. "

14 (1) to renove information so that there is no trace or
15 i ndi cation that such information existed; or

16 (2) toelimnate all identifiers which nmay be used to
17 trace the identity of an individual, allow ng remaining data
18 to be used for statistical purposes.

19 "Repository.” Any location in which crimnal history record
20 information is collected, conpiled, maintained and di ssem nat ed
21 by a crimnal justice agency.
22 "Secondary di ssem nation.” The subsequent transm ssion or
23 disclosure of crimnal history record information received from
24 a repository or confirmation of the existence or nonexistence of
25 crimnal history record information received froma repository.
26 Section 103. Applicability.
27 This act shall apply to persons within the Conmonweal th and
28 to any agency of the Conmonwealth or its political subdivisions
29 which collects, maintains, dissem nates or receives crimnal

30 history record information.
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Section 104. Scope.

(a) Except for the provisions of Chapters 2, 4 and 6,
nothing in this act shall be construed to apply to:

(1) Oiginal records of entry conpiled chronol ogically,
including, but not limted to, police blotters.
(2) Any docunments, records or indices prepared or

mai ntai ned by or filed in any court of this Commonweal t h,

including but not limted to the mnor judiciary.

(3) Posters, announcenents, or lists for identifying or
appr ehendi ng fugitives or wanted persons.
(4) Announcenents of executive clenency.

(b) Court dockets and police blotters and information
contained therein shall, for the purpose of this act, be
consi dered public record.

(c) Were court dockets are not nmintai ned any reasonabl e
substitute containing that information traditionally avail able
in court dockets shall, for the purpose of this act, be
consi dered public record.

(d) Nothing in this act nust be interpreted to limt the
di scl osure by the arresting authority, a court, or other
crimnal justice agency having |l egal jurisdiction over the
i ndi vidual to any individual or agency of the current status of
an individual involved in a crimnal case in progress or for
whi ch an individual is currently in the crimnal justice system
so long as such information is dissem nated no nore than 180
days fromthe occurrence of any final official action by or
final release fromthe supervision, custody or jurisdiction of
t hat agency.

(e) Nothing in this act shall prohibit a crimnal justice

agency fromdisclosing an individual's prior crimnal activity
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to an individual or agency if the information disclosed is based
on records set forth in section 104.

(f) Information collected by noncrimnal justice agencies
and individuals fromthe sources identified in this section
shall not be considered crimnal history record information.
Section 105. OQher crimnal justice information.

Not hing in this act shall be construed to apply to
i nformati on concerning juveniles, except as provided in section
304, unless they have been adjudicated as adults, nor shall it
apply to intelligence information, investigative information,
treatnment information, including nmedical and psychiatric
i nformati on, caution indicator information, nodus operandi
i nformati on, wanted persons information, stolen property
i nformati on, m ssing persons information, enploynment history
i nformati on, personal history information, nor presentence
investigation information. Crimnal history record informtion
mai ntai ned as a part of these records shall not be di ssem nated
unl ess in conpliance with the provisions of this act.

SECTI ON 106. PROHI Bl TED | NFORMATI ON

THE FOLLOW NG KI NDS OF | NFORMATI ON SHALL NOT BE COLLECTED I N
THE CENTRAL REPOSI TORY NOR | N ANY AUTOVATED OR ELECTRONI C
CRI M NAL JUSTI CE | NFORMVATI ON SYSTEM

(1) I NTELLI GENCE | NFORVATI ON,;
(2) I NVESTI GATI VE | NFORMATI ON;  AND
(3) TREATMENT | NFORVATI ON, | NCLUDI NG BUT NOT LIM TED TO
MEDI CAL OR PSYCHOLOGQ CAL | NFORMATI ON.
CHAPTER 2
COVPLETENESS AND ACCURACY
Section 201. Duties of crimnal justice agencies.

It shall be the duty of every crimnal justice agency within
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the Comonweal th to maintain conplete and accurate crim na

hi story record i nfornmati on as—+eguiredbythePrivacy—and
Securty—CounciH—as—provided+n—Chapter—+ and to report such

information at such tinmes and in such manner as required by the
provi sions of this or other acts.
Section 202. Mandatory fingerprinting.

(a) Fingerprints of all persons arrested for a felony,

m sdeneanor or summary of f ense whi ch beconmes a m sdeneanor on a
second arrest after conviction of that summary of fense, shall be
taken by the arresting authority, and within 48 hours of the
arrest, shall be forwarded to, and in a manner and such a form
as provided by, the central repository.

(b) \Were private conplaints for a felony or m sdeneanor
result in a conviction or offenses under 18 Pa.C. S. § 3929
(relating to retail theft), the issuing authority shall order
the defendant to submt for fingerprinting by the nunicipal
police of the jurisdiction in which the offense allegedly was
commtted or in the absence of a police departnment the State
police. Fingerprints so obtained shall be forwarded i nmediately
to the central repository.

(c) The central repository shall transmt the crim nal
history record information to the crimnal justice agency which
submtted the fingerprint card.

Section 203. Disposition reporting by crimnal justice
agenci es.

(a) Al crimnal justice agencies, including but not limted
to, courts, county, regional and State correctional institutions
and parol e and probation agencies, shall collect and submt
reports of dispositions occurring within their respective

agencies for crimnal history record information, within 90 days
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of the date of such disposition to the central repository as
provided for in this section.

(b) Courts shall collect and submt crimnal court
di spositions as required by the Adm nistrative Ofice of
Pennsyl vani a Courts.

(c) County and, regional AND STATE correctional institutions <—
shall collect and submt information regarding the adm ssion,
rel ease and | ength of sentence of individuals sentenced to | ocal
and county institutions as required by the Bureau of Correction.

(d) County probation and parole offices shall collect and
submt information relating to the length of time and charges
for which an individual is placed under and rel eased fromthe
jurisdiction of such agency as required by the Pennsyl vani a
Board of Probation and Parol e.

(e) The Admnistrative Ofice of Pennsylvania Courts, the
Bureau of Correction, the Pennsylvania Board of Probation and
Parol e and the Pennsyl vani a Board of Pardons, shall collect and

submt to the central repository such information necessary to

mai ntai n conpl ete and accurate crimnal history record

| NFORVATI ON. EACH state agency listed in this subsection shall <—
submt to the central repository any reports of dispositions
occurring within their respective agencies and such information
reported fromcounty and local crimnal justice agencies.
Section 204. Correction of inaccurate information.

Wthin 15 days of the detection of inaccurate data in a
crimnal history record, regardl ess of the manner of discovery,

the crimnal justice agency which reported the information shal
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1 conmply with the follow ng procedures to effect correction:

2 (1) Correct its own records.

3 (2) Notify all recipients, including the central

4 repository, of the inaccurate data and the required

5 correction.

6 CHAPTER 3

7 DI SSEM NATI ON OF CRI M NAL HI STORY RECORD | NFORVATI ON

8 Section 301. Ceneral regul ations.

9 <—
10

11

12

13

14

15

16

17

18 (A) THE ATTORNEY GENERAL SHALL ESTABLI SH I N ACCORDANCE WTH  <—

19 THE PROVI SI ONS OF THE COMVONVEALTH DOCUMENTS LAW REGULATI ONS

20 CONCERNI NG THE DI SSEM NATI ON OF CRIM NAL HI STORY RECORD

21 | NFORVATI ON WHI CH SHALL DI STI NGUI SH BETWEEN CONVI CTI ON AND

22  NONCONVI CTI ON DATA. ANY—CRHM-NAL—JUSH-CE-ACENGY-—MAY-ADCPT11S <—

27 (b) Any crimnal justice agency which dissem nates crimnm nal
28 history record information nmust indicate to the recipient that

29 the information dissenminated is only that information contained
30 inits ow file, the date of the last entry, and that a sunmary
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of the Statewide crimnal history record information may be
obtained fromthe central repository.

(c) Except during joint crimnal investigations, no
secondary di ssem nation of crimnal history record infornmation
is permtted except as provided for by this act.

(d) No duplication of crimnal history record information by
any ageney—or CRIM NAL JUSTI CE AGENCY EXCEPT FOR I TS OMN <—
| NTERNAL USE, OR BY ANY individual receiving crimnal history
record information is permtted.

(e) Al noncrimnal justice agencies or individuals or
agencies receiving crimnal history record information nust
return to the dissem nating agency or destroy, in accordance
with an agreenent with the repository, all such informtion
recei ved upon conpl etion of the specific purpose for which
crimnal history record informati on was received; nor shall such
i nformati on be permanently incorporated into the files or
records of the agency or individual receiving it.

(f) Repositories nust enter as a permanent part of an
individual's crimnal history record information file, a listing
of all persons and agencies to whomthey have di ssenm nated that
particular crimnal history record information and the date and

pur pose for which the information was di ssem nated. Such |isting

shall be maintained separate fromthe record itself.

g S hall I einal_hi I -
ot on ic di : L onl : ndividual
horizod by ¢l . f on : I

19780H2095B3939 - 11 -



© o0 N oo o A~ wWw N P

N ORNN N RN NN N NN R B P B R R R R R
© O N o U~ W N B O © 0 N 0o o M W N B O

30

Faformationttselbf—unless such-informationis-obtaibned from
records—identified tn-section 104

(1) (@ Any noncrimnal justice official, agency or <—
organi zation requesting crimnal history record information
prior to receipt of any such crimnal history record
i nformation, must sign a contract with the repository from which
it is seeking crimnal history record information, agreeing to
abi de by the provisions of this act. Any such noncri m nal
justice official, agency or organi zation entering into such a
contract with a repository is bound by and subject to the
provi sions of this act.

) (H Except as otherwi se provided in this act, no <—
crimnal history record information acquired fromrepositories
other than the central repository shall be permanently
incorporated into the files or records of the crimnal justice
agency or individual and nust be destroyed upon conpl etion of
t he specific purpose for which such information was received.
Seet+en—382——Aceess—to—er+mral—hstery—recard+ntornaton— <—

= ded_i . )

i nal_hi L i . hall be Lim | :

2t inal . . : I Y
i i . : i nal . | inal .

ol |  orri i nal I
I o " : Lusi bot
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Section 363 302. Expungenent. <—
(a) Crimnal history record information shall be expunged in
a specific crimnal proceedi ng when:
(1) no disposition has been received or, upon request
for crimnal history record information, no disposition has

been recorded in the repository within 18 nonths after the

© o0 N oo o A~ wWw N P

date of arrest and the court of proper jurisdiction certifies

10 to the director of the repository that no disposition is

11 avai l abl e and no action is pendi ng. Expungenent shall not

12 occur until the certification fromthe court is received and

13 the director of the repository authorizes such expungenent;

14 or

15 (2) a court order requires that such nonconviction data

16 be expunged.

17 (b) Crimnal history record information may be expunged

18 when:

19 (1) an individual who is the subject of the information

20 reaches 70 years of age and has been free of arrest or

21 prosecution for ten years following final release from

22 confi nement or supervision; or

23 (2) an individual who is the subject of the information

24 has been dead for three years.

25 <
26

27

28 (C) NOTW THSTANDI NG, ANY OTHER PROVI SION OF THI S ACT, THE <—
29 PROSECUTI NG ATTORNEY AND THE CENTRAL REPOSI TORY SHALL, AND THE

30 COURT MAY, MAINTAIN A LI ST OF THE NAMES AND OTHER CRI M NAL
19780H2095B3939 - 16 -
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H STORY RECORD | NFORMATI ON OF PERSONS VWHOSE RECORDS ARE REQUI RED

BY LAW OR COURT RULE TO BE EXPUNGED WHERE THE | NDI VI DUAL HAS <—
SUCCESSFULLY COMPLETED THE CONDI TI ONS OF ANY PRE- TRI AL OR POST-

TRI AL DI VERSI ON OR PROBATI ON PROGRAM SUCH | NFORVATI ON SHALL BE

USED SOLELY FOR THE PURPOSE OF DETERM NI NG SUBSEQUENT

ELIG BILITY FOR SUCH PROGRAMS. CRI M NAL HI STORY RECORD

| NFORVATI ON MAY BE EXPUNGED AS PROVI DED I N SECTI ON 302(B) (1) AND

(2). SUCH | NFORVATI ON SHALL BE MADE AVAI LABLE TO ANY COURT UPON
REQUEST.

(d) Notice of expungenent shall pronptly be submtted to the
central respository which shall notify all crimnal justice
agenci es whi ch have received the crimnal history record
information to be expunged.

(e) Public records listed in section 104 shall not be
expunged.

(F) NO EXPUNGEMENT SHALL BE MADE W THOUT TEN DAYS PRI OR <—
NOTI CE TO THE DI STRI CT ATTORNEY OF THE COUNTY WHERE THE ORI G NAL
CHARGES WERE FI LED
Section 364 303. Juvenile records. <—

(a) Notw thstanding the provisions of section 105 and except
upon cause shown, expungenent of records of juvenile delinquency
cases wherever kept or retained shall occur AFTER TEN DAYS <—
NOTI CE TO THE DI STRI CT ATTORNEY, When WHENEVER the court upon <—
its notion or upon the notion of a child or the parents or
guardi an finds:

(1) a conplaint is filed which is not substantiated or

the petition which is filed as a result of a conplaint is

di sm ssed by the court;

(2) three FIVE years have el apsed since the final <—

di scharge of the person fromcomm tnent, placenent, probation

19780H2095B3939 - 17 -



1 or any other disposition and referral and since such final

2 di scharge, the person has not been convicted of a felony,

3 m sdeneanor or adjudi cated delinquent and no proceeding is

4 pendi ng seeking such conviction or adjudication; or

5 (3) the individual is 21 years of age or older and a

6 court orders the expungenent.

7 (b) The court shall give notice of the applications for the
8 expungenent of juvenile records to the prosecuting attorney.

9 (c) Al records of children alleged to be or adjudicated

10 dependent, nay be expunged upon court order after the child is
11 21 years of age or ol der.

12 SECTION 304. USE OF RECORDS.

13 (A) EXCEPT AS PROVIDED BY THI S ACT, A BOARD, COWM SSI ON OR
14 DEPARTMENT OF THE COMMONWEALTH, WHEN DETERM NI NG ELI G BI LI TY FOR
15 LI CENSI NG CERTI FI CATI ON, REGQ STRATI ON OR PERM SSI ON TO ENGAGE
16 | N A TRADE, PROFESSI ON OR OCCUPATI ON, NMAY CONSI DER CONVI CTI ONS
17 OF THE APPLI CANT OF CRI MES BUT THE CONVI CTlI ONS SHALL NOT

18 PRECLUDE THE | SSUANCE OF A LI CENSE, CERTI FI CATE, REQ STRATI ON OR
19 PERMT.
20 (B) THE FOLLOW NG | NFORMATI ON SHALL NOT BE USED I N
21 CONSI DERATI ON OF AN APPLI CATI ON FOR A LI CENSE, CERTI FI CATE,
22 REGQ STRATION, OR PERM T:
23 (1) RECORDS OF ARREST |IF THERE IS NO CONVI CTION OF A
24 CRI ME BASED ON THE ARREST.
25 (2) CONVICTI ONS VWH CH HAVE BEEN ANNULLED OR EXPUNGED.
26 (3) CONVICTIONS OF A SUMVARY OFFENSE.
27 (4) | NFORMATI ON THAT THE | NDI VI DUAL HAS RECEI VED A
28 PARDON FROM THE GOVERNOR.
29 (C BOARDS, COW SSI ONS OR DEPARTMENTS OF THE COVMONWEALTH

30 AUTHORI ZED TO LI CENSE, CERTIFY, REGQ STER OR PERM T THE PRACTI CE
19780H2095B3939 - 18 -



1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

OF TRADES, OCCUPATI ONS OR PROFESSI ONS MAY REFUSE TO GRANT OR
RENEW OR MAY SUSPEND OR REVOKE ANY LI CENSE, CERTI FI CATE,
REG STRATION OR PERM T FOR THE FOLLOW NG CAUSES:
(1) WHERE THE APPLI CANT HAS BEEN CONVI CTED OF A FELONY.
(2) VHERE THE APPLI CANT HAS BEEN CONVI CTED OF A

M SDEMEANOR VH CH RELATES TO THE TRADE, OCCUPATI ON OR

PROFESSI ON FOR WHI CH THE LI CENSE, CERTI FI CATE, REG STRATI ON

OR PERM T IS SOQUGHT.

(D) THE BOARD, COWM SSI ON CR DEPARTMENT SHALL NOTI FY THE
I NDI VI DUAL I N VWRI TI NG OF THE REASONS FOR A DECI SI ON VWHI CH
PROH BI TS THE APPLI CANT FROM PRACTI CI NG THE TRADE, OCCUPATI ON OR
PROFESSI ON | F SUCH DECI SION | S BASED | N WHOLE OR PART ON
CONVI CTI ON OF ANY CRI ME.
SECTI ON 305. USE OF RECORDS FOR EMPLOYMENT.

(A) VHENEVER AN EMPLOYER IS I N RECEI PT CF | NFORVATI ON WHI CH
'S PART OF AN EMPLOYMENT APPLI CANT' S CRI M NAL HI STORY RECORD
I NFORVATI ON FI'LE, |'T MAY USE THAT | NFORMATI ON FOR THE PURPCSE OF
DECI DI NG WHETHER OR NOT TO HI RE THE APPLI CANT, ONLY I N
ACCORDANCE W TH THI' S SECTI ON.

(B) CONVICTIONS FOR FELONIES, AS VWELL AS M SDEMEANOR
CONVI CTI ONS AND ARRESTS FOR OFFENSES, WH CH RELATE TO THE
APPLI CANT' S SUI TABI LI TY FOR EMPLOYMENT IN THE PCSI TI ON FOR WH CH
HE HAS APPLI ED MAY BE CONSI DERED BY THE EMPLOYER. M SDEMEANOR
CONVI CTI ONS AND ARRESTS FOR OFFENSES VWH CH DO NOT RELATE TO THE
APPLI CANT' S SUI TABI LI TY FOR EMPLOYMENT IN THE PCSI TI ON FOR WH CH
HE HAS APPLI ED SHALL NOT BE CONSI DERED BY THE EMPLOYER

(© THE EMPLOYER SHALL NOTI FY IN WRI TI NG THE APPLI CANT | F
THE DECI SI ON NOT' TO H RE THE APPLI CANT |S BASED IN VHOLE OR I N
PART ON CRI M NAL HI STORY RECORD | NFORMATI ON.

CHAPTER 4

19780H2095B3939 - 19 -
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28
29
30

SECURI TY
Section 401. Security requirenents for repositories.
Every crimnal justice agency collecting, storing or
di ssem nating crimnal history record information shall ensure
the confidentiality and security of crimnal history record
i nformati on by providing that wherever such information is
mai ntai ned, a crimnal justice agency nust:

(1) Institute procedures to reasonably protect any
repository fromtheft, fire, sabotage, flood, w nd or other
natural or man-nmade di sasters.

(2) Select, supervise and train all personnel authorized
to have access to crimnal history record infornmation.

(3) Ensure that, where conputerized data processing is
enpl oyed, the equipnent utilized for maintaining crimnal
hi story record information is solely dedicated to purposes
related to the admnistration of crimnal justice, or, if the
equi pnent is not used solely for the adm nistration of
crimnal justice, the crimnal justice agency shall be
accorded equal managenent participation in conputer
operations used to maintain the crimnal history record
i nformati on.

(4) Provide that crimnal history record informtion
mai ntained in a repository is dissenm nated upon proper
validation only to those individuals and agenci es aut hori zed
to receive the information by the provisions of this act.

CHAPTER 5
AUDI T
Section 501. Annual audit of repositories.

= I . | . 1 chall bl -
avdi-tnhg—teamto (A) THE ATTORNEY GENERAL SHALL conduct annual <—
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audits of the central repository and of a representative sanple
of all repositories to ensure that the provisions of this act
are uphel d.

(b) Persons conducting the audit shall be provided access to
all records, reports and listings required to conduct an audit
of crimnal history record information, and all persons wth
access to such information or authorized to receive such

i nformation shall cooperate with and provide information

request ed. bytheauditingteam-
(c) The aduditingteamshall—prepare AUDIT SHALL CONTAIN a

report of deficiencies and recommendati ons for the correction of
such deficiencies. Upon the conpletion of every audit, the

audi ted agency shall carry out the recomendations within a
reasonabl e period of time unless the audit report is appealed to

t he Prvaey—and—Seecurtty—Counct ATTORNEY CGENERAL and t he appeal
i s uphel d.

(d) The Privaecy—and—Security—Councit ATTORNEY GENERAL shal
have the power to nodify the corrective neasures erdered—bythe
audi-tnrg—team RECOMVENDED BY THE AUDI T.

Section 502. Quality control.

Each repository shall establish effective procedures, in
conpliance with rules and regul ati ons promnul gated by the Privacy
and Security Council, for the conpl eteness and accuracy of
crimnal history record infornmation

CHAPTER 6
I NDI VI DUAL RI GHT OF ACCESS AND REVI EW
Section 601. Right to access and revi ew.

(a) Any individual or his |legal representative has the right

to review, challenge, correct and appeal the accuracy and

conpl eteness of his crimnal history record infornmation.
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(b) Persons incarcerated in correctional facilities and
institutions may authorize a correctional enployee to obtain a
copy of their crimnal history record information for the
pur pose of review, challenge and appeal .

Section 602. Procedure.

(a) The Privaey—and—Security—Councit ATTORNEY GENERAL I N <—
COOPERATI ON W TH APPROPRI ATE CRI M NAL JUSTI CE ACENCI ES shal
pronmul gate rules and regulations to inplenment this section and
shal | establish reasonabl e fees.

(b) Any individual requesting to review his or her own
crimnal history record information shall submt proper
identification to the crimnal justice agency whi ch maintains
his or her record. Proper identification shall be determ ned by
the officials of the repository where the request is made. |If
crimnal history record information exists the individual may
review a copy of such information wi thout undue delay for the
pur pose of review and chal |l enge.

(c) The individual nmay chall enge the accuracy of his or her
crimnal history record information by specifying which portion
of the record is incorrect and what the correct version should
be. Failure to challenge any portion of the record in existence
at that tinme will place the burden of proving the inaccuracy of
any part subsequently chall enged upon the i ndividual.

I nformati on subsequently added to such record shall also be
subject to review, challenge, correction or appeal.

(d) Al crimnal justice agencies shall have 60 days to
conduct a review of any challenge and shall have the burden of
provi ng the accuracy of the record. If the challenge is deened
valid, the appropriate officials nmust ensure that:

(1) The crimnal history record information is
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1 corrected.

2 (2) A certified and corrected copy of the crim nal

3 history record information is provided to the individual.

4 (3) Prior erroneous crimnal history record information
5 di ssemnated to crimnal justice agencies shall be destroyed
6 or returned and replaced with corrected information.

7 (4) The individual is supplied with the nanmes of those
8 noncrim nal justice agencies and individuals which have

9 recei ved erroneous crimnal history record information.

10 (e) (1) If the challenge is ruled invalid, an individual
11 has the right to appeal the decision to the Privacy—and

12 Securty—Counci ATTORNEY GENERAL within 30 days of

13 notification of the decision by the crimnal justice agency.
14 (2) The Privacy—and—Security Council ATTORNEY GENERAL
15 shall have the authority to conduct adm nistrative appeal

16 hearings in accordance with the "Adm nistrative Agency Law. "
17 (3) The decision of the Prvaey—and—Seecurtty—Couneil

18 ATTORNEY GENERAL nay be appeal ed to the Commonweal th Court by
19 an aggrieved i ndividual .
20 Section 603. Individual rights on access and review.
21 Any individual exercising his or her right to access and
22 review under the provisions of this chapter, shall be inforned
23 when crimnal history record information is made avail abl e t hat
24 he or she is under no obligation to divulge such information to
25 any person or agency.
26 CHAPTER 7
27 PRHVACY—AND-SECURHY—COJNGH=

28  Seetton—Fot—Privacy—and-Seeurtty—Counrett—
29 = I o I | . | . o

30 hich shall § . i nd | I ey F Lrini .
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13

14

15

16

17

18 Seeurity Couneit—

19 Seet+or—702— Dbuttes—ot—Privacyand-Seeurtty—Covnrett—

20 RESPONSI BI LI TY OF ATTORNEY GENERAL <—
21 SECTION 701. DUTIES OF THE ATTORNEY GENERAL. <—
22 The Privaey—and—Seeurity—Counecit ATTORNEY GENERAL shal |l have <—
23 the power and authority to:

24 (1) Establish rules and regulations for crimnal history

25 record information with respect to security, conpleteness,

26 accuracy, individual access and review, quality control and

27 audits of repositories.

28 (2) Establish a uniform schedul e of reasonable fees for

29 the costs of reproducing crimnal history record infornmation

30 for individual access and review and for research or
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statistical purposes and access by noncrimnal justice
agenci es.
3}y Conduct—hearings-to further the purposes—of this <—
act—
4> (3) Make investigations concerning all matters
touching the adm ni stration and enforcenent of this act and

the rul es and regul ati ons promul gat ed t her eunder.

— | I L

5 . 4 hot] e Y
General+— (4) |INSTITUTE civil and crimnal proceedings for <—
violations of this act and the rules and regul ati ons adopt ed
t her eunder.

A (5) Conduct annual audits of the central repository <—
and of a representative sanple of all repositories within the
Commonweal th, collecting, conpiling, maintaining and
di ssem nating crimnal history record information.

8) (6) Appoint such enpl oyees and agents as it my deem <—

necessary.

g ‘. hicl i nal_iusti : I -

16— Carvry—out—at—ether—powers—dut+es—and
NSRS . P hi .
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CHAPTER 8
PUBLI C NOTI CE
Section 801. Requirenents of repositories relating to public
noti ce.
Repositories maintaining crimnal history record information
shall informthe public and post in a public place, notice of
t he exi stence, purpose, use and accessibility of the crim nal
hi story record information they maintain and the requirenents of
the repository for identification on individual access and
review.
CHAPTER 9
SANCTI ONS
Section 901. Ceneral adm nistrative sanctions.
Any person, including any agency or organi zation, who
vi ol ates the provisions of this act or any regulations or rules
pronmul gated under it may:

(1) Be denied access to specified crimnal history
record information for such period of tine as the Privaey—and <—
Securty—Counci+ ATTORNEY GENERAL deens appropri ate. <—

(2) Be subject to civil or crimnal penalties or other
remedi es as provided for in this act.

(3) In the case of an enpl oyee of any agency who
vi ol ates any provision of this act may be adm nistratively
di sci pli ned by di scharge, suspension, reduction in grade,
transfer or other formal disciplinary action as the agency
deens appropri ate.

Section 902. Crimnal penalties.
A person enpl oyed by a governnment agency commts a
m sdeneanor of the third degree, if such person:

(1) know ngly requests, obtains or seeks to obtain
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crimnal history record information in violation of this act;

or

(2) dissemnates, maintains or uses crimnal history
record information know ng such di ssem nation, maintenance or
use to be in violation of this act.

Section 903. Civil actions.

(a) The PrHvaecy—and——Security—Council—through—the Attorney
CGeneral, or any other individual or agency may institute an
action in a court of proper jurisdiction against any person,
agency or organization to enjoin any crimnal justice agency,
noncrim nal justice agency, organization or individual violating
the provisions of this act or to conpel such agency,
organi zation or person to conply with the provisions of this
act .

(b) (1) Any person aggrieved by a violation of the

provi sions of this act or of the rules and regul ati ons

pronmul gat ed hereunder, shall have the substantive right to

bring an action for danages by reason of such violation in a

court of conpetent jurisdiction.

(2) A person found, by the court, to have been aggrieved
by a violation of this act or the rules or regul ations
pronul gat ed hereunder, shall be entitled to actual and real
damages of not |ess than $100 for each violation and to
reasonabl e costs of litigation and attorney's fees. Exenplary
and punitive damages of not |ess than $1, 000 nor nore than
$10, 000 shall be inposed for any violation of this act, or
the rules or regul ati ons adopted hereunder, found to be
willful.

CHAPTER 10
EFFECTI VE DATE AND REPEALER
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Section 1001. Repealer.

Al'l acts and parts of acts are repeal ed insofar as they are
i nconsi stent herew th.
Section 1002. Effective date.

(a) This act shall take effect +A—90days—except—Chapter—# <—
and-—seetion—202whi-ch-—shal-—takeeffeet on July 1, 1979.

(b) Required expungenent provision in section 363 302 (a)(1) <—
is not applicable to crimnal proceedings initiated or conpleted
prior to the effective date of this act unless requested by the

i ndi vidual as provided in Chapter 6.
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